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m 5.1. Pac trwng cua thanh toan dién tw
m 5.2. Giao thire SET
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5.1. Bac trwng cua thanh toan
dién tw
m Thwong mai truyén thong: Tham gia béi
hai bén mua va ban

m Thwong mai dién tir: Co sw tham gia cua
bén thr 3 (Ngan hang)
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5.1. Bac trwng cua thanh toan
dién tw
m Céc giao dich st dung tién do, thdng qua
hé thdng ngan hang

m Can dam bado sw bao mat va xac thwc cla
cac bén tham gia
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5.1. Bac trwng cua thanh toan
dién tw
m Cac théng tin trao doi trong qua trinh giao
dich dién tw

Pon hang (Order Information)
Pon thanh toan (Payment Information)
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Mo hinh giao dich dién tir don gian
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5.1. Bac trwng cua thanh toan
dién tw
m Cac théng tin can xac thwe:
Pon hang

Pon thanh toan
Sy lién quan gilra hai thong tin trén



" A

5.1. Bac trwng cua thanh toan

dién tw

m CO nhirng théng tin bi mat dbi véi cac bén

tham gia:

Théng tin ca nhan cha ngwdi mua can duwoc
gitr bi mat doi véi nguweri ban
Théng tin mua ban can dwoc gitr bi mat doi
v@i hgan hang
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5.2. Gilao thirc SET

m Phat trién nam 1996 b&i MasterCard, Visa, ...
m Dic tA mé& vé ma hda va bao mat nham bao vé
cac giao dich thé tin dung trén Internet

Khéng phai hé thong tra tién dién tor

m La mot tap hop cac dinh dang va giao thuc
Pam bao truyén tin an toan gitvra cac bén tham gia
Pam bao tinh tin cay (St dung chirng thuwe X.509v3)
Pam bao tinh riéng tw (Bi mat gilra cac bén tham gia)
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5.2. Gilao thirc SET
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5.2.1. Chir ky kép

m Ngwoi mua tao ra hai thong bao
Pon hang (Ol) cho nguwoi ban
Pon thanh toan (PIl) cho ngan hang
m Nguwdi ban khong dwoc biét théng tin vé Pl
m Ngan hang khéng dwoc biét théng tin vé Ol
m Nhwng phai xac dinh dwoc Ol va Pl c6 lién hé
vO'l nhau
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5.2.1. Chir ky kép

AN PIMD
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Pl = Payment information PIMD = PI message digest
Ol = Order information OIMD = Ol message digest
H = Hash function (SHA-1) POMD = Payment order message digest
I = Concatenation E = Encryption (RSA)

PR, = Customer's private signature key

m Tao ra chi¥ ky kép bang cach ma héa két hop ca
don hang va don thanh toan
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5.2.2. M0 hinh giao dich an toan

Request Message

Pl
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0o E Passed on by
merchant to
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m Digital Envelope
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AAAAAS, Received
+ by merchant
ﬁ%@ ol
PUp
Pl = Payment Information
ol = Order Information
ge PIMD = Plmessage digest
Dual Signature QIMD = Ol message digest
E = Encryption (RSA for asymmetric;
+ DES for symmetric)
Cardholder Ks = Temporary symmetric key
Certificate PU, = Bank's public key-exchange key

Yéu cau mua
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5.2.2. M0 hinh giao dich an toan

m Yéu cau mua (Purchase Request)
Pon thanh toan, ma bam cua don hang, chir
ky kép dwoc méa hoa béi khda cdng khai cua
ngan hang (gitr bi mat v&i nguoi ban)
bon hang, ma bam cua don thanh toan, chi
ky kép dwoc g triee tiép cho ngudi ban



5.2.2. MO hinh giao dich an toan

Request Message

Ol = Order Information
CIMD = Ol message digest
Passed on by POMD = Payment Order message digest
merchant to D = Decryption (RSA)
payment gateway H = Hash function (SHA-1)
PU, = (Customer's public signature key
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+
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Kiém tra yéu cau
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5.2.2. M0 hinh giao dich an toan

m Kiém tra yéu cau
Lay khoa cdng khai ciia ngwdi mua qua
Certificate
Giadi ma chir ky kép bang khoa cong khai (1)
Bam don hang va két hop v&i ma bam cua
don thanh toan (2)
So sanh (1) va (2) dé kiém tra
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5.2.2. M0 hinh giao dich an toan

m Kiém tra tai ngan hang
Giai ma théng tin nhan dwoc dé l1ay don thanh
toan, ma bam cua don hang va chir ky kép
Xac thwe chir ky kép qua cac thong tin nhan
duoc



