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TOM TAT— Bai bdo dé xudt mét dang liege do chir ky s6 méi dwoc xay dung trén tinh khé gidi ciia bai todn phan tich mét sé
nguyén 16m ra cdc thira sé nguyén 6. Tir dang lirgc do méi dé xudt cd thé phdt trién cdc luge do chit ky c6 khd ning itng dung trong
thuc 1é

Tir khoa— Digital Signature, Digital Signature Schema, Integer Factorization Problem, Prime Factorization
I. DAT VAN DE

Nghién ciru phat trién céc Iuge do chit ky s6 1a mot trong nhitng ndi dung nghién ciru khoa hoc quan trong, mang
tinh thoi su clia an toan thong tin. Hau hét cdc luge dd chit ky sé hién nay déu dua trén tinh khé cua bai toan: phan tich
mdt s6 nguyén 16n ra cdc thira sé nguyén t6, bai todn khai can va bai todn logarit roi rac trong modulo hop sb. Thuat
todn chit ky s6 dau tién (RSA) duoc dé xuat va cong bd bai Ron Rivest, Adi Shamir va Len Adleman [1] vao nam
1977 tai Vién Cong ngh¢ Massachusetts (MIT) Hoa Ky. Thudt todn chir ky s6 nay dugc - xdy dung dya trén tinh khé cua
bai todn phan tich mot s6 nguyén 16n ra céc thira s6 nguyén t6. Luoc dd Elgamal [17] gdm ca hé ma va chit ky s6 c6 do
an toan dua trén bai toan logarit roi rac.

Trén nén tang cta bai todn phan tich s6, c6 nhidu hudng nghién ctru phit trién thudt todn chit ky sé RSA. [2] va [5]
nghién ctru vi¢e sinh cdc tham s6 dau vao cho thuat toan nhim tang muc dd an toan cua thuat todn, [6] nghién curu xac
thyc ban tin biang chit ky s6 RSA-PSS theo cich sir dung hai thuat todn nén tang 12 thut todn ma héa va kiém tra
EMSA-PSS cho ban tin va thuét todn tao chir kj RSA dé xéc thuc ban tin.

Nhiam tang do an toan cho céc lugc dd chir ky s6, ¢6 mot mach nghién ctru khéic 1a xay dung lugc dd chir ky dua
trén nén tang cia hai bai todn: phan tich sé va logarit roi rac. Nam 1998, Shao [8] va Li-Xiao [9] dd dé xut cic lugc
d6 chit ky s6 dang nay. Sau d6 Lee [10] nim 2000 chimg minh rang lugc d chit ky ciia Shao 14 khong an toan nhu
béo cdo. Dé khic phuc nhitng nhugc diém cua lwge d6 chit ky Shao, He [11] niam 2001 dé xuat mot so dd chir ky s6
cling dya vao bai toan phén tich s nguyén va bai todn logarit rdi rac; sir dung ciing modulo va mdt tap s6 mil va cac
khéa bi mat. Vao nam 2002 Hung Min Sun [12] chi ra ré’mg cac lugc dd d6 chi dua trén bai todn logarit roi rac. Nam
2003, Wang, Lin va Chang [14] dé xuat mot lwoc dd chit ky dua trén ca hai bai todn khé va luge dd nay van chua bi
danh bai. Nam 2007, Wei [15] dua ra hai lugc dd cai tién tr hai luogc dd cua Shao va Li-Xiao nhim chéng lai nhitng tn
cong vao hai luge @b nay. Nam 2009, Lin, Gun va Chen [16] cho ring céc lwoc d6 cia Wei van khong an toan do c6
thé gia mao chit ky hop 1¢ ciia mot thong diép bang céch sir dung phuong phap ciia Pollard va Schnorr.

Theo mdt huéng nghién ctru khéc, [3] aé cap dén viéc xay dung mot lugc dd chit ky sb trén co s¢ bai todn phan
tich mot s0 nguyén 16n ra céc thira s6 nguyén td (bai toan phan tich s6) két hop vdi bai todn khai can trong modulo hop
sO (bai todn khai can). Tuy nhién, do bai toan khai can khong c6 vai tro quyét dinh dén mirc d an toan ctia luoc d6 nén
da khong duoc dé cap dén trong [3]. Bai bdo nay dé xuat mét phuong phép xay dung lugc d6 chir ky so theo cung
nguyén tic da dugc chi ra trong [3], nhung phuong phép dé xuét ¢ day duoc mo ta duoi dang mot lugce do tong quat tur
d6 cho phép trién khai ra cac lugc do chir ky sd khac nhau cho céc ung dung thuc té. Hon nita, phuong phép de Xuét &
day duoc xdy dung trén co so bai todn phan tich sd két hop vai bai todan logarit r0i rac trong modulo hop s6 nén cho
phép tao ra céic lugc dd chir ky c6 hi¢u qua thyc hién (toc do, tai nguyén hé thong) cao hon lugc dd chir ky dugc xay
dung trong [3]. Ciing tuwong tu nhu bai toan khai cin dbi véi luge dd trong [3], bai todn logarit roi rac & dy ciing
khong c6 vai trd quyét dinh téi d6 an toan cua céc lugc do xdy dung theo phuong phap mai dé xuit nén ciing s& khong
duoc d& cap o day.

II. XAY DUNG LUQC PO CHU KY DUA TREN BAI TOAN PHAN TiCH SO
A. Bai todn phén tich mét sé nguyén lén ra cdc thiva sé nguyén té
Bai todn phan tich s vé co ban c6 thé dugc phit biéu nhu sau: Cho sé6 ne N, hiy tim biéu dién:
n=p{'.ps..pi*, voiei>1 vapilacdc sé nguyén td.

Trong~ hé mat RSA [1], bai goén phﬁp tich sb duogc su dung lam co s& dé hinh thanh cap khoa cong khai (e)/bi mat
(d) cho moi thuc the ky va cé thé phat biéu nhu sau:

- Cho p, q 12 2 s6 nguyén t5 16n va manh;

- Tl p va q dé dang tinh dugc: n=pxq;



2 MOT DANG LUQC PO CHU KY XAY DUNG TREN BAI TOAN PHAN TiCH SO

-Tir n rat khé tim duge p va q.

V6i vige gitr bi mat cdc tham sO p, q thi kha ning tinh dugc khéa mat (d) tir khéa cong khai (e) va modulo n 12 rét
kho thuc hién, néu p, q dugc chon da 16n va manh [4,7] .

Hién tai, bai todn trén van duoc coi 12 bai todn khé do chua ¢6 giai thudt thoi gian da thuc cho né va h¢ mat RSA
1a mot chirng minh thuce t€ cho tinh khé gidi cia bai todn nay.

B. Xay dung lwoc do dang téng qudt

Dang luge d6 méi dé xuat & day xay dung trén co s6 tinh khé gidi ctia bai todn phan tich s6 va dugc thiét ké theo
dang lugc do sinh chir ky 2 thanh phén twong tu nhu DSA trong chuan chir ky s0 cua My (DSS) hay GOST R34.10-94
cua Lién bang Nga, bao gdm 2 dang tong quat nhu sau.

2.1 Dang lugc dd thir nhit

Gia sir c6 mot van ban can ky 1a M va chit ky sb chira hai thanh phan 1a S va Z. D¢ hinh thanh chir ky sb ta chon
hai s0 nguyén td 16n khic nhau, d4 manh la p, q va dat n = px g, dong thoi chon mot sd nguyén t bat ky thda man
1<t<@(n) v6i ¢(n)la ham Ole cta n, tirc 12 ¢(n) =(p-1)x(g—1)

Gia str thanh phan thir nhét S ciia chit ky dugc tinh tir mot gid tri u trong khoang (1,71) theo cong thic:
S =u'modn (1.1)

Thanh phan thi hai Z ciia chit ky dugc tinh tir mot gid tri v trong khoang (1,7) theo cong thirc:
Z =v' modn (1.2)

Gia thiét ring £(S,Z)=k'modn (1.3) v6i f(S,Z) 1a ham cta S va Z véi k duge chon ngiu nhién sao cho

(M.f(S.2)) — S/': (M, f(S,2))

1<k <n . Ciing gia thiét ring phuong trinh kiém tra ciia lugc do c6 dang: Z* modn .

Xét cho mot truong hop cu thé: f(S,Z)=SxRmodn vadat R=k" modn . Khi d6 tir (1.1), (1.2) va (1.3) ta c6
f(S,Z) =R, nén c6 thé dua phuong trinh kiém tra vé dang:
ZHMR) — ¢ HMR) oo (1.4)
6 ddy: f,(M,R), f,(M,R) lacdc ham cia M vaR.
Vian dé dat ra ¢ day 12 can tim {u,v} sao cho {S,Z} thoa man (1.3) va (1.4).
Tu (1.1), (1.2) va (1.3) ta c6:
uxvmodn =k (1.5)
T (1.1), (1.2) va (1.4) ta cé:
pH MR = MR modn (1.6)
Tu (1.6) suy ra:

fi{(M.RY™.f,(M.R) modn (1.7)

vV=u

Tu (1.5) va (1.7) ta co:

[MR £, (MR

uxXu modn =k
hay:
. -1

Y MR f MRy g

din dén:
-1 -1

u= kAR LRt (1.8)

va:

-1 -1 -1
v:k[f](M’R) Jor(M R+ fi{(M,R) ‘fz(M’R)mOdn (1.9)



Luwu Hong Diing, Hoang Thi Mai, Nguy&n Hitu Mong 3

Tu (1.1) va (1.8) ta c6 cong thuc tinh thanh ph?m thir nhit cua chit ky:

s =kl (MR)™fo (ML RHIT s modn (1.10)
Tu (1.2) va (1.9), cong thuc tinh thanh phr:in thtr hai cua chit ky s€ c6 dang:

-1 -1 -1
Z:k[fl(M’R) Jr (MR i (MR f, (M ,R).t modn

. Cungco thé chon v 1am thanh phan thir hai cia chir ky, khi d6 cip (v,S) sé 1a chit ky 1én ban tin M va phuong trinh
kiém tra khi d6 s€ c¢6 dang:

pH MR 2 ¢ Fr(MB) pyd g

Tir nhiing phén tich thiét ké trén day, c6 thé khdi quét cdc phuong phdp hinh thanh tham s6, phuong phdp hinh
thanh va kiém tra chir ky ctia dang lugc do thir nhat nhu dugc chi ra & cac Bang 1.1, Bang 1.2 va Bang 1.3 dudi day.

a) Phwong phép hinh thanh tham s6
Bang 1.1:

Input: p, g — cdc sO nguyén to 16n.

Output: n, ¢, g(n).

[1]. n< pxgq
[2]. ¢(n) < (p—Dx(g—D
[3]. select - 1<t <¢(n)

[4]. return {n, t, g(n)}

P

Chii ¥:
i) {n, 1}: cdc tham sb cong khai.
ii) ¢(n): tham s6 bi mat.
Nhan xét:
O lugc d6 méi dé xuat khong sir dung cip khéa bi mat/cong khai nhu & céc luge do chir ky RSA, DSA,...

b) Phuong phép hinh thanh chit ky
Bang 1.2:

Input: n, ¢, ¢(n), M — Ban tin dugc ky bdi doi tuong U.
Output: (v,5).

[1]. selectk: 1<k <n
[2]. R« k' modn
[3]. if (ged((f,(M,R),p(n) =1 OR
gcd((f,(M,R)™ x f,(M,R) +1),¢(n)) # 1) then goto [1].

4 .
[4]. u e KNMR AR g

-1 -l -1
[6]. V%k[fl(M’R) Jo(M R+ fi(M,R) ™. f>(M,R) modn

[7]. S < u' modn

[8]. return (v,S)

P

Chu y:
U: d6i twong ky va 12 chii thé cta cdc tham sb {n,t,¢(n)}.

Nhan xét:



4 MOT DANG LUQC PO CHU KY XAY DUNG TREN BAI TOAN PHAN TiCH SO

i) Thuét todn khong sir dung khéa bi mat trong viéc hinh thanh chit ky nhu ¢ cdc lwoc dd chit ky RSA,
DSA....
ii) Tham s ¢(n) dugc sir dung nhu khéa bi mét dé hinh thanh chit ky (v,s) ctia di twong U 1én ban tin M.

¢) Phwong phap kiém tra chit ky
Béang 1.3:

Input: n, t, M — Ban tin can tham tra, (v,s) — Chit ky cta U 1én M.

Output: (v,s) = true / false .

[1]. A« v MBI 6dn (1.11)
[2]. B« SMB) modn (1.12)
[3].if (A=B) then {return rrue;}

else {return false ;}

Chii y:

i)  U: dbi twong 1a chu thé cia cip tham sb {n,r}.

ii) (v,5) = true: chit ky hop 18, M duoc khing dinh vé ngudn gdc va tinh toan ven.

iii) (v,s) = false: chit ky khong hop 18, M khong dugc cong nhan vé ngudn gde va tinh toan ven.
Nhdn xét:
Tham s6 {n,t} dugc st dung nhu khéa cong khai cia dbi twong U dé kiém tra tinh hop 1& cia chir ky (v,s).

d) Tinh ding din ctia dang lugc do thir nhat

Tinh ding dan cua dang luoc dd thir nhat 1a sy phi hop cua phuong phdp kiém tra chit ky v6i phuong phdp hinh
thanh céc tham sé hé théng va phuong phép hinh thanh chir ky. Diéu can chimg minh & déy 1a: cho p, q 1 s6 nguyén

6, n=pxq, S =(p-Dx(qg-1), l<r<gm), 1<k<n, R=k'modn,  ged((f;(M,R),p(n)=1,
acd((f, (M R) ™ fy (M, R)+ 1), p(m)) = 1o 1o = KLACTRT ORI 14y = UALRTLAMRATEAMRTLMR) oy S =u' modn .
Néu: A =viMR! modn ,B= §LMB) modn thi: A=B.

C6 thé ching minh tinh ding dan ciia dang lugc d6 nay nhu sau:

Tt (1.9) va (1.11) ta c6:

A=Vfl(M’R)'t modn = kLA, R MR+ fy (M, Bt modn (1.13)
T (1.10) va (1.12) ta lai c6:
B= sz(M ,R) modn = k[fl(M R)7 So (M, R)+1]™ fz(M R).t modn (114)

Tu (1.13) va (1.14) suy ra:
A=B
Day la diéu can chimg minh.
2.2 Dang lugc @6 thi hai

Phuong phép phén tich thiét ké ap dung do6i voi dang lugc d6 thir hai vé co ban ciing twong ty nhu dang luge do
thtr nhat. Ciing gid st rang S la thanh phan tht nhat cua chit ky 1€n ban tin M va S duoc tinh tr mot gid tri u trong
khoang (1.8(n) theo cong thuc:

S =g"modn 2.1
& day: n=pxgq,voip, qla2sdnguyén td phan biét va: 1<g<n.

Thanh phan thir hai cia chit ky gia st 1a Z dwoc tinh tir mot gid tri v trong khoang (L8() theo cong thuc:
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Z=g"modn 2.2)

Gia thiét rang £(S,Z)=g" modn (2.3) v6i £(S,Z) la ham ciia S va Z véi k dugc chon ngu nhién sao cho

1<k < @(n) . Ciing gia thiét ring phuong trinh kiém tra ctia lugc dd ¢6 dang: Z/\ M-/ 820 = ghMSS2) moqp

Xét cho mot truong hop cu thé: £(S,Z)=SxRmodn vadat R=g* modn. Khi dé tir (2.1), (2.2) va (2.3) ta c6
f(S,Z)=R,nénco thé dua phuong trinh kiém tra vé dang:

zMM0 = SRR modn (2.4)
6 day: f,(M.R), f,(M,R) la cidc ham cia M vaR.

Vian dé dit ra ¢ day 12 cAn tim {u,v} sao cho {S,Z} théa man (2.3) va (2.4).

Tir (2.1), (2.2) va (2.3) ta c6:

(u+v)modg(n) =k (2.5)
Tu (2.1), (2.2) va (2.4) ta cé:

VX fi(M,R) =ux f,(M,R)mod ¢(n) (2.6)
Tu (2.6) suy ra:

v=ux fi(M,R)" x f,(M,R)mod ¢(n) 2.7
T (2.5) va (2.7) ta co:

u+ux f,(M,R)" % f,(M,R)ymodg(n) = k

hay:

ux(f;(M,R)" X f,(M,R)+1)mod¢(n) = k
dan dén:

u=kx[f;,(M,R)™"x f,(M,R)+1]" modg(n) (2.8)
va

v=kX[fi(M,R) "% f,(M,R)+11"" X f,(M,R)" X f,(M,R) mod ¢(n) (2.9)

Tu (2.1) va (2.8) ta c6 cong thuc tinh thanh ph?m thr nhit cua chir ky:

-1 -1
S = gk.[fl(M,R) Sf> (M ,R)+1]"" mod ¢(n) mod 1 (210)

Tir (2.2) va (2.9), cong thirc tinh thanh phan thir hai cta chit ky s& c6 dang:

7= gk.[fl (MR f,(M.R)+1" £ (M ,R)™ . f, (M ,R)mod ¢(n) mod
Ciing c6 thé chon v 1am thanh phan thir hai ctia chit ky, khi d6 cap (v,S) s& 1a chit ky 1én ban tin M va phuong trinh
kiém tra khi d6 s€ c¢6 dang:

vfi(M.R) _ ¢ f(M.R)

g modn

Tir nhiing phén tich thiét ké trén day, c6 thé khdi quét cdc phuong phdp hinh thanh tham s6, phuong phdp hinh
thanh va kiém tra chit ky cua dang lugc do thtr hai dugc chira ¢ cac Bang 2.1, Bang 2.2 va Bang 2.3 dudi day.

a) Phuong phdp hinh thanh tham s
Bang 2.1:

Input: p, g — cdc sO nguyén to 16n.

Output: n, g, g(n).

[1]. n« pxgq
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[2]. ¢(n) < (p—D)x(g—1)
[3]. select g: 1< g<n

[4]. return {n, g, ¢(n)}

Chii y:
i) {n, g): cdc tham sb cong khai.
i) ¢(n): tham sb bi mat.
Nhdn xét:
O lwoc dd méi dé xudt khong sir dung cip khéa bi mat/cong khai nhu & céc luge do chir ky RSA, DSA,...

b) Phuong phép hinh thanh chir ky
Bang 2.2:

Input: n, g, ¢(n), M — Ban tin dugc ky bdi doi tuong U.
Output: (v,5).

[1]. select k: 1<k < g(n)

[2]. R « g* modn

[3]. if (gcd((f,(M.R),4(n)) %=1 OR
ged((f;(M,R)™.f,(M ,R) +1),4(n)) # 1) then goto [1].

[4]. u < k.[f;(M,R)".£,(M,R)+1]"" mod¢(n)

(5]. v kLfi(M,R)" . f,(M,R)+1]"".£,(M,R)™".£,(M, Ry mod é(n)

[6]. S ¢ g"modn

[7]. return (v,S)

U: d6i tugng ky va 1a chu thé cta cdc tham sb {n,g,6(n)}.
Nhan xét:
i) Thuét todn khong sir dung khéa bi mat trong viéc hinh thanh chit ky nhu ¢ cdc lwoc dd chit ky RSA,
DSA,...

ii) Tham s ¢(n) dugc sir dung nhu khéa bi mat dé hinh thanh chir ky (v,s) ctia dbi tuong U 1én ban tin M.

¢) Phuong phap kiém tra chit ky
Béng 2.3:

Input: n, g, M — Ban tin can tham tra, (v,s) — Chir ky ctia U Ién M.

Output: (v,s) = true / false .

[1]. A g"MMB) modn .11
[2]. B« S2MB modn (2.12)

[3].if (A=B) then {return rrue;}

else {return false ;}

i) U: ddi tuong 1a chu thé cua cap tham sé {n.g}.
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ii)  (v,s) = true: chit ky hop 1¢, M duoc khéng dinh vé nguén géc va tinh toan ven.
iii) (v,s) = false: chit ky khong hop 1&, M khong dugc cong nhan vé ngudn gde va tinh toan ven.
Nhdn xét:
Tham sb {n,g} duoc sir dung nhu khéa cong khai ciia d6i twong U dé kiém tra tinh hop 1& cua chit ky (v,s).
d) Tinh ding dén cua dang luge dd thi hai ’ ’
bicu can chirng minh ¢ day la: cho p, q 1a 2 s0 nguyén to, n=pxq , ¢(n)=(p—-1)x(g-1), 1<g<n, 1<k <d(n),
R=g"modn, ged((f1(M,R),¢(n)) =1, ged((fy (M, R £, (M ,R) +1),9(m)) =1,
u=kLfi(M,R) . fy(M,R)+1]" ' mod@(n), v="k[f,(M,R)".f,(M,R)+11"".f,(M,R)".£,(M,R)ymodg(n), S = g" modn .
Néw A=g" P modn ,B=5"Y" modn thi:A=B.
Tinh ding dan ciia dang lugc do thir hai c6 thé dugc chirng minh nhu sau:

Tt (2.9) va (2.11) ta c6:

A=g" "B modn

-1 -1 -1
— gk-[fl(M,R) S MR AMR)TLH MR A MR o odn (2.13)
-1 -1
— gk-[fl(M,R) So(M R+ f,(M,R) modn
T (2.10) va (2.12) ta lai c6:
B=5"MB modn=g"»™MB modn
(2.14)

-1 -1
kLAM B[, (M R)+1]".f, (M ,R) modn

=8
Tu (2.13) va (2.14) suy ra:
A=B
Day la diéu can ching minh
2.3 Mot s luge do chir ky s6 duge phat trién tir 2 luge d6 dang tong quét
Béng viéc lya chon cdc ham fj(M,R) va f,(M,R)khdc nhau, tir 2 dang téng quét dé xuit trén day, cé thé trién
khai duoc mot $6 luoc dd chir ky s6 nhu sau.
a) Lugc do thtr nhit LD-01
Lugc d6 LD-01 dugc phédt trién tir dang tong quit tho nhat véi cic lya chon: SIM,R)=1 va
HL(M,R)=H(M)XR, & day H(.) 1a ham bam va H(M) 1a gid tri dai dién cua ban tin dugc ky M. Céc thudt todn hinh
thanh tham sd, hinh thanh va kiém tra chit ky duoc mo ta trong cac Bang 3.1, Bang 3.2 va Bang 3.3 dudi day.

a) Thuat todn hinh thanh tham sb

Bang 3.1:

Input: p, g — cac sO nguyén to 16n.

Output: n, t, H(.),0(n).

(1. ne pxq

[2]. ¢(n) < (p—D)x(g—1)

[3]. select H:{01} —=Z,, m<n
[4]. select t: 1<t < @(n)

[5]. return {n, ¢, H(.),¢(n)}

3

Chu y:

i) n,t H(.): cac tham ) cong khai.
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ii) ¢(n): tham s6 bi mat.
b) Thuat todn hinh thanh chir ky
Bang 3.2:
Input: n, ¢, ¢(n), M — Ban tin dugc ky bdi doi tuong U.
Output: (v,S) — chir ky cua U 1én M.
[11. E<H(M)
[2]. selectk: 1<k<n

[3]. R < k'modn 3.1
[4]. if gcd((EXR+1),6(n)) #1 then goto [2]
[5]. w, « (ExR+1)""mod ¢(n) 3.2)
[6]. u < k" modn (3.3)
[7]. w, < ExRmod ¢(n) (3.4)
[8]. v&u">modn (3.5)
[9]. S < u' modn (3.6)
[10]. return (v,S)
Chii y:

U: d6i twong ky va 1a chi thé cta cdc tham sb {n.t,¢(n)}.
Nhan xét:
Tham sb ¢(n) duoc sit dung nhu khéa bi mat dé hinh thanh chix ky (v,5) cta dbi tuong U 1€n ban tin M.

¢) Thuat toan kiém tra chit ky

Béng 3.3:
Input: n, t, M — Ban tin can tham tra, (v,S) — Chir ky cta U 1én M.
Output: (v,S) = true / false .

[1]. E<H(M) 3.7)
[2]. A< v modn 3.8)
[3]. Z < SxAmodn 3.9
[4]. weEXZ (3.10)
[5]. B« S"modn (3.11)

[6].if (A=B) then {return true}
else {return false }

Chi y: i
i) U: doi tuong la chu thé cua cap tham so {n,t}.

ii)  (v,S) = true: chit ky hop 1¢, M duoc khéng dinh vé ngué)n géc va tinh toan ven.
iii) (v,8) = false: chit ky khong hop 18, M khong dugc cong nhin vé ngudn gdc va tinh toan ven.
Nhan xét:
Tham sb {n,t} dugc sir dung nhu khéa cong khai ciia U dé kiém tra tinh hop 18 cia chir ky (v,S).
d) Tinh diing dan cia lwoc @6 LD-01
Diéu cin chig minh ¢ day la: Cho p, q 12 2 s6 nguyén t phan biét, n= pxq, ¢mn)=(p-x(g-1), H: 00 -z,
m<n, 1<i<gmn), R=k'modn, l1<k<n, E=HM), u=kE* " modn, v=uFmodn, S=u'modn. Néu:
A=v'modn, Z=S.Amodn, w=ExZ, B=S"modn thi: A=B.
Tinh diing din ciia luge d6 méi dé xuat duge chimg minh nhu sau:
Tu (3.6), (3.7), (3.8), (3.9) va (3.10) ta c6:
w=ExZ=Ex(SxAmodn)= Ex ((u’ modn)x (v’ modn)modn)

=EX(M’thmodn)zEx((uxv)’modn) (3.11)
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Tu (3.1), (3.2), (3.3), (3.4), (3.5) va (3.11) ta cé:

w=EXx ((u xv) modn): EX((k(E'RJ'U_] « (E-RH)ER )l modn]

(3.12)
= Ex(k(E‘R“)il {ER+1)1 modn) =EX (kl modn)= EXR
Tu (3.6) va (3.12), suy ra:
w t R E.Rt
B=S modn:(u modn)E modn=u mod n (3.13)
Mait khac, tir (3.4), (3.5) va (3.8) talai ¢c6 :
A=v'modn= (uE'R mod ny mod 7 = u%® mod n (3.14)

T (3.13) va (3.14),suyra: A=B
DAy la diéu can ching minh.
2.3.2 Luoc do thir hai LD-02

Luoc d6 LD-02 duoc phat trién tir dang luoc dd thir hai v6i céc lua chon: fM,R)=R va f,(M,R)=H(M).Cic
thuat todn hinh thanh tham s6, hinh thanh va kiém tra chit ky dugc mé ta trong cic Bang 4.1, Bang 4.2 va Bang 4.3
duoi day.

a) Phuong phép hinh thanh tham s6
Bang 4.1:

Input: p, g — céc s nguyén to 16n.

Output: n, g, H(.),é(n).

[1]. n« pxgq

[2]. ¢(n) < (p—D)x(g—1)

[3]. select g: I<g<n

[4]. select H:{01}'—>Z,, m<n

[5]. return {n, g, H(.),¢(n)}

Chii y:
i) {n, g): cdc tham sb cong khai.
ii) ¢(n): tham s6 bi mat.
b) Thuat todn hinh thanh chit ky
Bang 4.2:

Input: n, g, ¢(n), M — Bén tin dugc ky bai doi tugng U.
Output: (v,S) — Chit ky ctia U 1én M.

[1]. E=HM)

[2]. select k: 1<k <g(n)

[3]. R < g" modn 4.1)
[4]. if (gcd(R,¢(n))#1 OR ged((R™' x E +1),4(n)) # 1) then goto [2]

[5]. u < kx(R™'xE+1)""'modg(n) 4.2)

[6]. v kX(R'XE+1)"'xR™' x Emodg(n) 4.3)
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[7]. S < g“modn 4.4)
[8]. return (v,S)

Chii y:
U: dbi tugng ky va la chu thé cua cdc tham sd {n,g,8(n)}.
Nhdn xét:
Déi tugng U st dung tham sé ¢(n) nhu khéa bi mat dé hinh thanh chit ky (v,S) 1én ban tin M.
¢) Thuat toan kiém tra chit ky

Béng 4.3:

Input: n, g, M — Ban tin can tham tra, (v,s) — Chir ky ctia U lén M.

Output: (v,S) = true / false.

[1]. Z < g"modn 4.5)
[2]. w< SxZmodn (4.6)
[3]. A< Z"modn 4.7
4. E=HM) (4.8)
[5]. B« St modn (4.9)

[6].if (A=B) then {return frue}

else {return false }

Chi y: )
i) U: doi tugng la chu thé cua cap tham so {n,g}.

ii)  (v,S) = true: chit ky hop 1¢, M duoc khéng dinh vé ngué)n géc va tinh toan ven.
iii) (v,8) = false: chit ky khong hop 18, M khong dugc cong nhan vé ngudn gdc va tinh toan ven.
Nhdn xét:
Tham sb {n,g} dugc str dung nhu khéa cong khai cua U dé kiém tra tinh hop 1€ cua chir ky (v,5).
d) Tinh ding din cua lugc dd LD-02

Diéu can chimg minh & ddy 1a: Cho p, q 1a 2 s6 nguyén t& phéan biét, n = pxq, d(n)=(p-Hx(g-1, H:{ol}' > 2,,
m<n, l<g<n, l<k<g(n)» R=g" modn, E=H(M), u=kx[R'xE+1T"modg(n),
v=kX[R'XE+1]'XR'xEmod@(n), S=g"modn. Néu: Z=g"'modn,w=SxZmodn, A=Z"modn,
B=S%modn thi: A=B.

Tinh diing din ciia luge 6 méi dé xuat duge chimg minh nhu sau:

Tu (4.1), (4.2), (4.3), (4.4), (4.5) va (4.6) ta c6:

w=8xZmodn=(g"modnx g’ modn)modn=g"" modn

k[RVE+1" +k[RTVE+1ITRE

=g modzn = gk.[R" E+1TT(RTUE+D) mod n (4.10)

= gk modn=R
Tu (4.3), (4.5), (4.7) va (4.10) ta cé:

A=Z2"modn = g" R modn = gk E+HI" R ER o4
@11

-1 -1
gk.(R EDE L dn

Tur (4.4) va (4.9) ta lai c6:
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B =S5 modn = g“* modn

~ ~ (4.12)
_ gk.(R VE+)E modn

Tu (4.11) va (4.12) suy ra:
A=B
Pay la diéu cin chimg minh.
2.4 Muc d0 an toan cua cac luoc dd méi dé xuét
Mitrc @6 an toan cta mot luoc dd chir ky $6 néi chung dugc danh gid qua cdc kha nang sau:
a) Chéng tan cong lam 1 khéa mdt

O dang lugc d6 méi dé xuat, tham s6 ¢(n) dugc sir dung lam khoa bi mat dé hinh thanh chit ky. Do d6, céc lugc do
chir ky dugc xay dung theo phuong phdp nay s& bi phd v& néu ké tn cong tim duoc @(n), tirc 1a tim dugc (p-1) va (q-
1). PBiéu nay cling c6 nghia 1a mudn phé v& dugc cic luge do theo dang méi de Xuét, ké tin cong phai tim dugc hai so
nguyén t6 p va q sao cho n= pxq vdi n cho truge. Day la bai todn phan tich sé da duoc trinh bay trong phin A. Nhu
vdy, mirc d6 an toan cua lugc d6 méi dé xudt xét theo kha ning chong tin cong lam 19 khéa mat dugc dénh gid bang
mirc d khé cua bai todn phén tich s6. Tir d6 cho thiy diéu kién tién quyét dé cic luge d6 dang nay an toan 12 cap {p.q)
phai duoc chon di1 16n va manh dé bai todn phén tich sb 12 khé gidi..

b) Chéng tdn cong gia mao chir ky

Tt thuat toan kiém tra ’(Béng 3.3) cﬁq luogc dd LD-01 cho théy, mdt cdp chir ky (v,S) gid mao s& dugc cong nhén la
hop 1€ véi mdt ban tin M né€u thoa man dicu kién:

A=S§ESAMAD oqp ¢ day: A=v modn va E=H(M) (5.1
Tuong tu, & lugce dd LD-02 néu c6 thé chon dugc mot cdp (v,S) thoa man diéu kién:
Z5Zm4n modn=SE modn, & day: Z = ¢" modn va E=H(M) (5.2)

thi (v,S) s€ dugc cong nhan 1a chir ky hop 1€ v6i ban tin M can thim tra.

Ban 9hét‘ cta viéc tim cac (v,S) thoa man (5.1) va (5.2) la nhu nhau. T cdc két qua nghi?:n ctru da dugc cong bd,
c6 the thay rang day 1a mot dang bai todn kho chua c6 16i giai néu {p,q} duoc chon du 16n d¢ phuong phép vét can la
khong kha thi trong cic rng dung thuc te.

III. KET LUAN

Bai bdo dé xut mot dang lugc dd chir ky s6 moi duge xay dung dua trén bai todn phén tich s6. Mtrc do an toan
cua dang lugc d6 mdi dé xuat dugc danh gid bang mac do khé giai cua bai todn phén tich so. Tur d6 cho thay dang lugc
dd moi nay c6 thé st dung cho cic ing dung thuc té néu cdc tham sb hé théng (p,q), cdc ham f,(M,R), f,(M,R) va
cac phuong trinh kiém tra tinh hop 1é ctia chit ky dugc lua chon hop 1y. Tuy nhién cling can phai thiy réng, dé st dung
trong thuc té, cac lugc d6 nay can dugc danh gid k§ cang ca vé muc d¢ an toan cling nhu khia canh hi¢u qua thyuc hién.
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DEVELOPING A NEW TYPE OF DIGITAL SIGNATURE SCHEME BASED
ON INTEGER FACTORIZATION PROBLEM

Luu Hong Dung, Hoang Thi Mai, Nguyen Huu Mong

ABSTRACT- In this paper, we propose a new type of digital signature scheme based on a hard problem - the prime factorization of a
large integer number. The result of this research can be applied to develop signature schemes in many applications in reality.



