AN TOAN VA BAO MAT THONG TIN
Chuong 0: Gidi thiéu mon hoc

Nguyén Duy Phuc
duyphucit@live.com
Vinh Long, 02/2014



To chirc mdn hoc
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Thoi gian hoc:
60h = 10 tuan x 6h
Tr 10/02/2014 dén 19/04/2014
Kiém tra thudng xuyén: 3
Thi cudi ky: thwe hanh

Piéu kién du thi: duy giang >=80%, trung binh
ki€m tra thudng xuyén >=5




NOi dung mon hoc (1)

hwong 1: Tong quan

nurong 2: Ma hoa khoa bi mat
nwong 3: DES

uwong 4: Ma hoa khoa cong khai
nwong 5: Ham bam

nwong 6: Ma xac thuc thong diép
huong 7: Chir ky s6

C
O O O O O O O O

hwong 8: Bao mat mang va Internet




NOi dung mon hoc (2)

a Chuong 9: Xam nhap (Intruder)
a Chuong 10: Ma doc (Malware)
o Chuwong 11: Tuwong Itra (Firewall)




Tai liéu tham khao

2 Slides bai giang mon hoc

a William Stallings: Cryptography and Network
Security — Prentice Hall, 2011

a Chuck Easttom: Computer Security
Fundamentals — Pearson, 2012

a Eric Cole, etc. : Network Security Fundamentals
— Wiley, 2008

o Keyword: computer security, network security,
cryptography



Thong tin lién lac

2 Nguyén Duy Phuc

a Khoa Cong nghé thong tin, Trwong Pai hoc Sv
pham Ky thuat Vinh Long

a Email: duyphucit@live.com,
phucnd@vlute.edu.vn

2 Website moén hoc: sdrv.ms/ZANGIV
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Khai niém vé bao mat may tinh

o Bao mat may tinh (computer security): hoat
dong bao vé duogc thiét 1ap cho moét hé thong
théng tin tw dong nham dam bao tinh toan ven,
san sang, bi mat cda tai nguyén trong hé thong.



Khai niém vé bao mat may tinh (2)
o Tinh bi mat (Confidentiality)
* Bi mat di¥ liéu (Data confidentiality)
e Sy riéng tu (Privacy)
a Tinh toan ven (Integrity)
 Toan ven di liéu
* Toan ven hé théng

2 Tinh san sang (Availability)




Khai niém vé bao mat may tinh (3)

Ngoai ra con

a Tinh xac thuwc (Authenticity): xac minh duoc
nguwoi dung, nguén dir liéu

a Trach nhiém (Accountability): ghi nhan duwoc
hoat dong cia mdt thuc thé trong hé théng.
Tranh viéc phu nhan thong tin (nonrepudiation)
va phuc vu cho viéc phan tich chi*ng cw
(forensic)

* Thye té viéc bao mat gap rat nhiéu kho khan



Mot so khai niém khac

o Threat: mot yéu td cd thé gay nguy hai cho an
ninh ctia hé thong

o Tan cong (Attack): hoat déng cé chd y gay nguy
hai dén an ninh cda hé théng

o Co ché bao mat (Security Mechanism): tién
trinh/thiét bj dwoc thiét [ap dé phat hién, ngan
nglra, phuc hoi ddi vdi tan cong vao hé thong

o Dich vu bao mat (Security Service): hoat dong
str dung mot hodc nhiéu co ché bdo mat dé tang
cuong tinh an ninh cho hé thong




Cac hinh thirc tan cong

2 Phan thanh 2 loai:

e TAn cong bi dong (passive attack): 1ay hoac s& dung
thong tin cda hé thong

* Tan codng chd déng (active attack): thay d6i théng tin
hodc cai dat thém cac hoat déng khdng mong mudn
vao hé théng



Cac hinh thirc tan cong (2)

Read contents of
message from Bob
to Alice

Internet or
other comms facility

(a) Release of message contents



Cac hinh thirc tan cong (3)

Observe pattern of
messages from Bob
to Alice

Internet or
other comms facility

(b) Traffic analysis



Cac hinh thirc tan cong (4)

Darth Message from Darth
that appears to be
from Bob

Internet or
other comms facility

(a) Masquerade



Cac hinh thirc tan cong (5)

Darth Capture message from

Bob to Alice; later
replay message to Alice

Internet or
other comms facility

(b) Replay



Cac hinh thirc tan cong (6)

Darth modities
message from Bob
to Alice

Internet or
other comms facility

Bob f’iIlLE

(¢) Modification of messages



Cac hinh thirc tan cong (7)

Darth disrupts service
provided by server

Internet or
other comms facility

Server

(d) Denial of service



Cac dich vu bao mat

Q

Authentication — chirng thwc ngudn goc cua cac
bén tham gia hodc cla di liéu khi truyén
Access control — ngan can truy xuat tai nguyén
bat hop phap

Data confidentiality — bao vé dit lieu khong bi
doc trom

Data integrity — dam bao dit liéu duwoc nhan
dung nhu da gui

Nonrepudiation — dam bao cac bén tham gia
khong choi cdi duwoc khi da g&i/nhan thong tin



Cac co ché bao mat

Q

Q

Q

Q

Q

Encipherment — ma hoa théng tin

Digital Signature — chit ky so

Access Control — quan ly quyén truy xuat tai nguyén
Data Integrity — dam bao tinh toan ven cta thong
tin

Authentication Exchange — trao d6i théng tin xac
thuc

Traffic Padding — chong phan tich thong tin

Routing Control — dinh tuyén truyén tin

Notarization — xac thwc dwa vao td chirc trung gian
(trusted third party)



Mo hinh bao mat mang may tinh

_——
Trusted third party
(e.g., arbiter, distributer
of secret information)
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Mo hinh bao mat mang may tinh (2)

Information system

Computing resources
Opponent (processor, memory, 1/0)

—human (e.g., hacker)

Access channel  Gatekeeper | Software

Data

Processes

function _
Internal security controls
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Gidi thieu

o Cac tén goi:

e M3 hda doi xirng (symmetric encryption)
* M3 hda truyén thong (conventional)

 Ma hda khoa don (single-key)

o La dang mat ma ma qua trinh m3a hoa va giai m3
sir dung cung mot khoa



Mot s6 khai niém

2 Plaintext (P): van ban goc

o Ciphertext (C): van ban da m3a hoa

2 Enciphering/Encryption (E): qud trinh chuyén tw
P—>C

2 Deciphering/Decryption (D): qua trinh phuc hoi
tyC>P



Mot s6 khai niém (2)

a Cryptography: khoa hoc ma hoa

2 Cryptographic system/cipher: mét hé théng m3
hda cu thé

a Cryptanalysis: khoa hoc tham ma

2 Cryptology: khoa hoc mat m3, bao gom ca
cryptography va cryptanalysis




n

Qs

Mot so kh m (3)

(D>

Cryptology

Cryptography Cryptanalysis

Symmetric Asymmetric
cipher cipher




Mo hinh ma héa doi xirng

Nguoi
tham ma

3 P v 2. A~ «? e A
ma hoda giai ma
Kénh truyén an toan
'IIHH%!III

P = D(K,C) p
4 Noinhan




Mo hinh ma héa doi xirng (2)

Pac diém

Q

Q

a

a

E, D moi nguoi déu cé thé biét

K chi cé bén gdi va nhan biét

E phai di manh dé tranh tham m3 ra P va K

Ky thuat ma héa thuwong dwa trén hai thao tac
can ban la thay thé (substitution) va d6i chd
(transposition). Hé thong két hop (product
system) tdng dd phurc tap bang cach st dung 2
thao tac trén nhiéu lan



Tham ma va ky thuat vét can

Muc tiéu chinh khi tdn cong vao hé thong m3 hda

la tim ra K. C6 2 cach:

o Thadm ma3: khai thac dac diém cuda gidi thuat m3
héa dé suy ludnra P, K

2 Vét can (brute-force): giai ma vdi nhirng khda co
thé cé dén khi nao nhan dugc P “cé nghia”.
Trung binh phai thir qua it nhat % tap khoa

- Vé mat ly thuyét ludn cé thé tim ra khda bang

vet can



Tham ma va ky thuat vét can (2)

—

Nguwoi tham ma can biét
Ciphertext Only - EC
- EC

Known Plaintext n c . .y
- MOt hoac vai cap P-C tuvong rng duoc ma bang K

: - EC
Chosen Plaintext - DPuogc chon P va co C tvong ng dwgc ma bf?mg K
- EC

SINESE SRINEIE - Puoc chon Cva cé P twong ¢ng gidi ma bang K

- EC
Chosen Text - DPuoc chon P va cé C twong ng dwoc ma bang K
- Puoc chon Cva cé P twong &ng gidi ma bang K



Do an toan cta hé thong ma hda

Co 2 mirc

o An toan tuyét doi (unconditionally secure): cac
thuat todn déu khong thdéa man dwoc (ngoai lé:
one-time pad)

a An toan tinh toan (computationally secure):
thda mot hodc ca 2 diéu kién:
* Chi phi dé bé khda cao hon gid tri cia théng tin

* Thoi gian be khoa vuot qua thoi gian hiéu lwc cua
thong tin



Do an toan cta hé thong ma hda (2)

Kich thudc s luone khoa Thoi gian Thoi gian
khda (bit) oNg (tdc d6 gidi ma 1 /us) (tdc d6 gidi ma 106 /us)

32

56

128

168

Hodn vi 26
chit cai

232= 4.3 x 109 2315 = 35.8 phut 2.15 ms
2°6=7.2 x 1016 2°°us = 1142 nam 10.01 gio
2128=3.4 x 1038 2127us = 5.4 x 10%4 nam 5.4 x 108 nam
2168 =3 7 x 10°° 21675 = 5.9 x 103 nam 5.9 x 103%° nam

26! =4 x 10%° 2 x 10%%ps = 6.4 x 10*2 nam 6.4 x 10% nam

Bang thoi gian trung binh thuwc hién vét can khéa



Ma hoa Caesar

o Phat minh boi Julius Caesar (100 BC — 44 BC) s
dung truyén tin trong quan doi

o Thay thé ky tu trong thong diép bdi ky tu dirng
th 3 ké tiép sau no

2 Vidu:
P:meet me after the toga party
C: PHHW PH DIWHU WKH WRJD SDUWB




Ma hoa Caesar mo’ rong

o Tong quat: néu gan so th tw cho bang chir cai
A |B|C|[D]|E|F|G|H|I]|J]|K|L|M
0 1 2 3 4 5 6 7 8 9 10 11 12
'N|jo|P|a]|R|S|T]U|V]|W]|X|Y]|Z
13 14 15 16 17 18 19 20 21 22 23 24 25
a V@i k = khoang cach dich chuyén, ta co:

* c=E(k,p) =(p + k) mod 26

* p=D(k,c)=(c-k)mod 26
a ktw 1..25, k = 3 chinh |la ma hoa Ceasar




Ma hoéa Caesar mo’ rong (2)

a Chi cd 25 khda = néu biét ngdn ngir ciia thong
diép s& dé dang vét can dé tim khda

2 Cach lam: Ian lwot thir gidi m3 C bang cac khda
k=1, 2,3, ..dén khi P nhan duwoc “cd nghia” thi
k chinh la khéa can tim

2 Vidu: Thuc hién vét can tim P, K voi
C. GCUA VQ DTGCM
P:
K:



Ma hdéa Caesar mo rong (3)

2 Piém mau choét |3 biét duoc ngdn ngir goc, cd
thé khac phuc bang cach chuyén P sang dang
khé nhan dién hon trudc khi ma héa (nén, viét
tat)

o Vidu: 1 van ban da duoc nén
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M3 hda thay thé don
(Monoalphabetic Cipher)

2 Khda chinh 1a mdt cach sap xép cac ky ty trong

nang chit cai theo thir tu tuy y

a Ky tu trong P sé duoc thé thanh ky ty twong
(rng vdi sap xép trong khda

2 Vidu:
ABCDEFGHIJKLMNOPQRSTUVWXY Z

K: DKVQFIBJWPESCXHTMYAUOLRGZN

P. ifwewishtoreplaceletters

C: WIRFRWAJUHYFTSDVFSFUUFYA




M3 hda thay thé don
(Monoalphabetic Cipher) (2)

a SO lwong khda la 26! 2 kho vét can duoc khoa
o Né&u biét ngdn nglr ngudn, cé thé thdm m3 bang
cach phan tich dwa vao tan so xuat hién cua ky

ty chit cai trong ngdbn ngir
- Can c6 C dd dai dé phén tich chinh xac



M3 hda thay thé don

(Monoalphabetic Cipher) (3)

o Vidu: Tan so chit cai cda tiéng Anh
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M3 héa thay thé don
(Monoalphabetic Cipher) (4)

Cach tham m3 dwa vao tan sé

o Lap bang thong ké tan sb cua cac ky tu trong C

o Dwa vao bang tan sé chuan dé dy dodan cac ky

tu trong C tvong ung

o Két hop véi cac phan tich: (gia st la tiéng Anh)

e Cac ky tu lién ké nhau, vi du E thuong di theo sau
T,R,N,I,O,A,S

 Cactu bién gioi: a, i, in, on, at, that, the, and, for,...
+ Cac ky tu di theo b6 2, 3,...



Ma héa Playfair

2 SO lwgng khda nhiéu chwa han 13 an toan

o Hwdng tiép can [a ma hda cung lic nhiéu ky tu

o Phat minh bai Sir Charles Wheatstone nam
1854, dat theo tén ban 6ng la Baron Playfair

a Duoc st dung mot thoi gian dai boi quan doi
Anh, My, Déng minh trong chién tranh thé gidi |,
1



Ma hoda Playfair (2)

Y twong

o TUr K xay dung ma tran ky tu 5 x 5 bang cach
dién cac ky tuw cha K vao ma tran theo thr tu tur
trai qua phai, tir trén xudng, khong 1ap lai ky tu
trung. Ky tu | va J xem nhu mot

a Phan con trong dién cac ky tu con lai cha bang
chir cai theo thu tv

o Vidu: voi khoa K =“GALOIS” tacomatran5x5
nhu sau




Ma hoa Playfair (3)

Ji




Ma hoda Playfair (4)

a P duoc m3 hda theo tirng cap ky tu, néu cudi
cung khong du cap thi thém vao mot ky ty dém
dé dd cap (vd: x/q)

a Néu cap ky tu dugc chon gidong nhau thi chén
vao gitra mot ky tu dém va bat cp lai

2 Vidu:

P: little
- batcdp: 1li tg tl eq



Ma hda Playfair (5)
a Ma hoa tung cap ky tv dwa vao ma tran 5x5
theo quy tac:
e N&u cip ky tw nam cung dong/cot thi thay moi ky tu
bang ky tu ké ti€p trong cung dong/codt (xoay vong
lai néu dén cudi dong/cot)

e Trwong hop con lai thi 2 ky tu sé 1a 2 dinh doéi dién
qua 1 duong chéo hinh chit nhat, thay |an lwot tirng
ky tu bang ky tu & dinh cung dong hoac cling cot
(tuy theo ngudi stir dung gidi thuat nhwng phai nhat
quan)



Ma hoa Playfair (6)

2 Vidu: theo ma tran 5x5
AO -2 LI hoac LJ
LR - CX
MY =2 TO
BT = DQ hoac QD
AR = LQ hoac QL

Ji

< | T T v 6

S O T m|>»

X | 0 R O |r

< 4| < O 0

N C 2 m




Ma hoéa Playfair (7)

Po an toan

a C6 26 x 26 = 676 cap ky tu khac nhau 2 Kho be
khda bang phwong phap phan tich tan sb

o Tuy nhién khi lwvgng ciphertext dd 1&n thi van cd
thé phéan tich duoc

2 MOt dang cai tién |a Double Playfair dwgc quan
Plrc s dung @ WW II, tham ma boi quan Anh

a V&itdc d6 cla may tinh hién nay thi viéc tham
ma chi trong vai giay



Tan s6 xuat hién ky tw cia mot so cipher
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Cac ky thuat ma hda thay thé da tuwr
(Polyalphabetic Ciphers)

Dac diém chung

o MOt tap cac luat thay thé don duoc dinh nghia

2 Khda duwoc str dung dé chon luat thay thé cho
mo&t lan chuyén doi

a Muc dich 1a Iam gidm su chénh léch tan s cua
ky tu = kho bé khoda bang phan tich tan s6

o Dai dién: Vigenere, Autokey system, One-time
pad



Ma hoda Vigenere

o Don gian, dua trén 26 khoa cua Caesar
- Viét lai K nhiéu lan dé c6 chiéu dai bang P
o M3 lan lvot tirng ky tu cia P, 18y ky tu tuong
rng cua K lam khoa
a Nhu vay véi khoa K co do dai m thi:
C=(P,+K ) mod 26

o D& don gidn ta str dung bang Vigenére, trong dé
C. sé la giao cua cft P, va dong K

i mod m

i mod m
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Ma hda Vigenere (3)
0 VIIdU
P. wearediscoveredsaveyourself

K: deceptivedeceptivedeceptive
C: ZICVTWONGRZGVTWAVZHCQYGLMGJ




Ma hoéa Vigenere (4)

Po an toan

2 Lam mo d6 léch tan s6 cda ky tw, tuy nhién van
cé thé tham m3a dwoc (xem biéu d6 truwdce)

o CO thé dodn duwoc d6 dai khda dua vao khoang
cach cac ky tv 1ap lai. Vi du: khoang cach gilra
cac cum ky tw VTW trong vi du trudc cho ta du
doan khoa co do dai 3 hoac 9

o Sau d4d cd thé thdm m3 nhu thuét todn thay thé
don. Vi du: cac ky tuw tai vi tri 1, 10, 19



Ma héa khoa tw dong
(Autokey System)

2 D& tranh viéc 13p lai khdéa nhiéu lan, Vigenére dé
nghi dung khoa ty dong

o Thay vi lap lai khda thi ghép phan dau cla thong
diép vao sau khéa dé m3 hda

o Khi gidi m3 dua vao khéa dé gidi ma ra phan dau
cha théng diép sau dé ghép vao khda dé gidi ma
tiép



Ma héa khoa tw dong
(Autokey System) (2)

2 Vidu:
P. wearediscoveredsaveyourself
K: deceptivewearediscoveredsav
C: ZICVIWONGKZEIIGASXSTSLVVWLA




Ma hoa One-time Pad

2 Do Joseph Mauborgne ctia Army Signal Corp dé
nghi

2 MOi théng diép s& dwogc ma hda vdi mot khoa
riéng co chiéu dai dung bang vdi thdong diép

a Do khda hoan toan khong cé lién hé gi voi théng
diép nén thuat todn nay khéng thé bé khoa

o Tuy nhién &ng dung thuc té rat khd do van dé
tao va trao doi khda




Ma hdéa One-time Pad (2)

a2 Vidu: tham ma vdi C nhu sau
ANKYODKYUREPFJBYOJDSPLREYIUNOFDOIUERFPLUYTS

2 Ta tim duwoc 2 khda déu tao ra P c6 nghia

pxlmvmsydofuyrvzwc tnlebnecvgdupahfzzlmnyih
mr mustard with the candlestick in the hall

Va
pxlmvmsydofuyrvzwc tnlebnecvgdupahfzzlmnyih
miss scarlet with the knife in the library

a Kho xac dinh dwoc P/K nao la dung, hon nita
moi P lai cd mot K khac




Ky thuat che gidu thong tin
(Steganography)

o Khong phai ma hda thong tin

2 Y tuwdng la gidu théng diép can g&i vao mot
thong tin khac theo cach chi cé nguoi goi va
ngwoi nhan biét

2 Khoéng an toan néu bj phat hién cach giau

—> cai thién bang cdch ma héa roi giau

2 Muc dich 1a khdng muon nguwoi khac phat hién
c6 su trao doi thong tin, biét dwoc nguoi goi
va ngwo'i nhan



Ky thuat che gidu thong tin
(Steganography) (2)

Mot s cach gidu thong tin

o Panh dau cac ky tu: vi du viét dé [én ky tw can
g&i bang viét chi, chi thay khi nghiéng gidy

o Muc khéng mau: chi thay khi dét ndng hodac
dung hda chat dac biét

2 Sap xép cac ky tu theo mot vi tri dic biét

o Trén may tinh: gidu théng tin trong file anh, am
thanh, ..., st dung blog, dién dan, ...



AN TOAN VA BAO MAT THONG TIN

Chuong 3: DES
(Data Encryption Standard)
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Gi¢i thiéu DES

Q

Q

Q

La thudt todn dwoc st dung pho bién nhat
Puoc IBM phat trién dua trén thuat todn Lucifer

Puoc NIST (National Institute of Standards)
cong nhan nam 1977 (FIPS PUB 46)

St dung rong rai trong cac irng dung thong
thuong, dac biét la trong tai chinh

Pinh ky 5 nam duoc xét duyét lai, hién dang dan
duwoc thay thé bdi AES



Khai quat qua trinh ma hoa

o DES m3 hda dit liéu theo tirng khoi 64 (block) bit

o Khdéa yéu cau co kich thudc 64 bit, thwe chat s
dung chi 56 bit

2 Quy trinh m3 hda dua theo cau truc Feistel, s6
vong lap la 16




64-bit plaintext 64-bit key
I, N — B N —
" - ™y v N
| Jooeneeeany [ Jeoenneonsy

Initial permutation Permuted choice 1

Round 1 Permuted choice 2

Kz 43 56 ] ]
Round 2 Permuted choice 2 Left circular shift

|
|
|
|
|
|
|
|
i
|
Y

Permuted choice 2 Left circular shift

32-bit swap

Inverse initial
permutation
L — — A
g
6d-bit ciphertext

So’ d6 tong quat qua trinh tinh toan ctia DES



-«— 32 bits — -« 32 bits —s -— 28 bits —>» -— 78 bits —
Li— 1 CE -1 D i—1
{
Expansion/permutation Left shift(s) Left shift(s)
/ (E table)
I." L g— Permutation/contraction
a8 M (Permuted choice 2)

(S-box)

Permutation
(P)
32

|
|
I
|
|
|
|
|
|
|
|
|
|
|
/ |
I
| |\, Substitution/choice
|
|
|
|
|
|
I
|
|
|
|
|

So’ d6 1 vong tinh ctiia DES



Tao khoda con

2 Khda ban dau 64 bit

o Loai bo 8 bit tai cacvi tri 8, 16, 24, 32, 40, 48,
56, 64 va thuc hién hoan vi thong qua bang PC1

2 56 bit k&t qua dugc chia thanh 2 khéi C,, D, moi
khoi 28 bit

o MG6i vong 13p C, D, s& c6 dugc tir phép quay tréi
cac bitcua C_,, D,

a Vong 1, 2,9, 16 quay 1 bit, con lai la 2 bit

a Ap dung bang PC2 cho C, D, ta duwoc K. (48 bit)



Tao khéa con (2)

1 2 3 4 5 6 7 8
9 10 11 12 13 14 15 16
17 18 19 20 21 22 23 24
25 26 27 28 29 30 31 32
33 34 35 36 37 38 39 40
41 42 43 44 45 46 47 48
49 50 51 52 53 54 55 56
57 58 59 60 61 62 63 64

Khéa ban dau (64 bit)




Tao khoa con (3)

10

11

12

13

14

15

17

18

19

20

21

22

23

25

26

27

28

29

30

31

33

34

35

36

37

38

89

41

42

43

44

45

46

47

49

50

51

52

53

54

55

57

58

59

60

61

62

63

57 49 41 33 25 17 9
1 58 50 42 34 26 18
10 2 59 51 43 35 27
19 11 3 60 52 44 36
63 55 47 39 31 23 15
7 62 54 46 38 30 22
14 6 61 53 45 37 29
21 13 5 28 20 12 4

PC1 (56 bit)




Tao khoa con (3)

14 17 11 24 1 5
3 28 15 6 21 10
23 19 12 4 26 8
16 7 27 20 13 2
41 52 31 37 47 55
30 40 51 45 33 48
44 49 39 56 34 53
46 42 50 36 29 32

PC2 (48 bit)




Ma hoéa dir lieu

o DU lieu vao 64 bit
2 Pau tién la hoan vi khdi tao (IP — Initial
Permutation), chia thanh 2 khéi L, R, (32 bit)
a Thuc hién 16 vong lap, tinh:
* Li=Ri;
* R= L1 ® FR4, K)
o Hoanvi L, vaRy
a Cudi cung thuyc hién hoan vi nghich dao (IP1)
cho ra két qua ma hoéa




Hoan vi kho'i tao (IP)

58 50 42 34 26 18 10
60 52 44 36 28 20 12
62 54 46 38 30 22 14
64 56 48 40 32 24 16
57 49 41 33 25 17 9
59 51 43 35 27 19 11
61 53 45 37 29 21 13
63 55 47 39 31 23 15

L, (32 bit)

R, (32 bit)



Vong lap bién doi dir liéu

2 Tong quat
* =Ry,
* R=L; ®FR 4, K))
a Trong d6é ham F
* Hodn vi mo rong E(R. ;) tlr 32 = 48 bit
 XOR két qua véi K.
* Thay thé qua 8 S-box (6 = 4 bit) : S,..Sg
e HoanvijP
Tom lai: F(R.;, K)) = P(S(E(R. ;) ©K)))




-« 32 bits —

Li—l

<« 32 bits —

Expansion/permutation
(E table)

—<— 28 bits —

| Ci—l I
‘ Left shift(s) |

~— 18 bits —=

| D i—1 I
‘ Left shift(s) |

Substitution/choice
(S-box)

Permutation

\ Permutation/contraction
(Permuted choice 2)

b



Hoan vi mo rong (E)

E(R.,)

32 1 2 3 4 5
4 5 6 7 8 9
8 9 10 11 12 13
12 13 14 15 16 17
16 17 18 19 20 21
20 21 22 23 24 25
24 25 26 27 28 29
28 29 30 31 32 1




S-box

o D{t liéu vao 6 bit cho ra két qua 4 bit

2 S-box la bang 4 x 16, 6 bit dau vao thi 4 bit gitra
dé chon cét, 2 bit ngoai dé chon dong, dit liéu ra
la giao cua hang va cot

o Vidu: D& liéu vao la (111010), cho qua S,
* Hangla (10), =2
. Cotla (1101), = 13
- $.(111010,) = 10 = (1010),
Do giao cua hang 2 c6t 13 trong S, [a 10



14 4 13 1 2 15 11 8 3 10 6 12 5 9 0 7
0 15 7 4 14 2 13 1 10 6 12 11 9 5 3 8
4 1 14 § 13 2 11 15 12 9 7 3 10 5 0
15 12 8 2 4 1 7 5 1 3 14 10 0 6 13
15 1 g 14 6 11 3 4 9 7 2 13 12 0 5 10
3 13 4 7 15 2 g 14 12 0 1 10 6 9 11 5
0 14 7 11 10 4 13 1 5 8§ 12 6 9 3 2 15
13 g 10 1 3 15 4 2 1 6 7 12 0 5 14 9
10 0 9 14 6 3 15 5 1 13 12 7 11 4 2 8
13 7 0 9 3 4 6 10 2 8 5 14 12 11 15 1
13 6 4 9 8§ 15 3 0 11 1 2 12 5 10 14 7
1 10 13 0 6 9 8 7 4 15 14 3 11 5 2 12
7 13 14 3 0 6 9 10 1 2 8 5 11 12 4 15
13 § 11 5 6 15 0 3 -+ 7 2 12 1 10 14 9
10 6 9 0 12 11 7 13 15 1 3 14 5 2 8 4
3 15 0 6 10 1 13 8 9 4 5 11 12 7 2 14




S7

2 12 4 1 7 10 11 6 8 5 3 15 13 0 14 g
14 11 2 12 4 7 13 1 5 0 15 10 3 g 8 6
- 2 1 11 10 13 7 8 15 9 12 5 6 3 0 14
11 g 12 7 1 14 2 13 6 15 0 9 10 -+ 5 3
12 1 10 15 9 2 6 8 0 13 3 4 14 7 5 11
10 15 4 2 7 12 9 5 6 1 13 14 0 11 3 8
9 14 15 5 2 g8 12 7 0 4 10 1 13 11 6
4 3 2 12 9 5 15 10 11 14 1 7 6 0 8 13
4 11 2 14 15 0 g 13 3 12 9 7 5 10 6 1
13 0 11 7 4 9 1 10 14 3 5 12 2 15 8 6
1 4 11 13 12 3 7 14 10 15 6 8 0 5 9 2
6 11 13 8 1 4 10 7 9 5 0 15 14 2 3 12
13 2 8 4 6 15 11 1 10 9 3 14 5 0 12 7
1 15 13 g 10 3 7 4 12 5 6 11 0 14 9 2
7 11 4 1 9 12 14 2 0 6 10 13 15 3 5 8
2 1 14 7 4 10 § 13 15 12 9 0 3 5 6 11




—
32 1 2 3 4 5
4 5 6 7 8 9
8 9 10 11 12 13
12 13 14 15 16 17
16 17 18 19 20 21
20 21 22 23 24 25
24 25 26 27 28 29
28 29 30 31 32 1

E(R.,)

1 2 3 4
5 6 7 8
9 10 11 12
13 14 15 16
17 18 19 20
21 22 23 24
25 26 27 28
29 30 31 32
S(E(R;.1))




Hoan vi P

16 7 20 21 29 12 28 17
1 15 23 26 5 18 31 10
2 3 24 14 32 27 3 9
19 13 30 6 22 11 4 25

P(S(E(R;.1))




Hoan vi nghich dao (IP1)

40 48 | 16 | 56 | 24 | 64 | 32
39 47 | 15 | 55 | 23 | 63 | 31
38 46 | 14 | 54 | 22 | 62 | 30
37 45 | 13 | 53 | 21 | 61 | 29
36 44 | 12 | 52 | 20 | 60 | 28
35 43 | 11 | 51 | 19 | 59 | 27
34 42 | 10 | 50 | 18 | 58 | 26
33 41 9 49 | 17 | 57 | 25




Vi du

a Plain: 02468aceeca86420
a Key: 0f1571c947d9e859
a Cipher: da02ce3a89ecac3b




IP

O 00 N o Ul B W N BB

el e e e e e
L O i A W N P, O

1e030f03080d2930
0a31293432242318
23072318201d0c1d
05261d3824311a20
3325340136002c25
123a2d0d04262alc
021f120b1c130611
1¢10372a2832002b
04292a380c341f03
2703212607280403
2826390c31261504
12071c241a0a0f08
300935393c¢0d100b
311e09231321182a
283d3e0227072528
2921080b13143025

5a005a00
3cf03cOf
bad22845
99e9b723
Obae3b9e
42415649
18b3fa4l
9616fe23
67117cf2
c11bfc09
887fbcbe
600f7e8b
f596506e
738538b8
cbab2cde
56b0bd75
75e8fd8f
da02ce3a

3cf03cOof
bad22845
99e9b723
Obae3b9e
42415649
18b3fadl
9616fe23
67117cf2
c11bfc09

887fbcbe
600f7e8b
f596506e
738538b8
cbab2cde
56b0bd75
75e8fd8f
25896490
89ecac3b




PO an toan cua DES

a SO luvgng khda la 2°¢ (~ 7.2 x 1016)

a 7/1998 EFF (Electronic Frontier Foun‘dation) do
khoa (brute-force) chua t&i 3 ngay bang may
tinh cé gia tri khoang 250,0005

2 Ngoai ra DES ¢4 thé bij bé khda bang cac ky
thuat: Timing Attack, Differential Cryptanalysis,
Linear Cryptanalysis

o Trong thuc té, dé tang dd an toan ngudi ta

thuwong ma hoda DES 3 [an vdi khéa khac nhau
(triple DES)



AN TOAN VA BAO MAT THONG TIN
Chuong 4: Ma hoa khda cong khai

Nguyén Duy Phuc
duyphucit@live.com
Vinh Long, 03/2014



Gi¢i thiéu
o Cac tén goi:

* Ma hda khda cong khai (Public-Key)

* M3 hda bat doi xirng (Asymmetric)

o La dang mat ma ma qua trinh m3 hoa va giai ma
sit dung khda khac nhau — khoéa cong khai
(public key) va khdéa bi mat (private key)

o Puwoc st dung dé bado méat (confidentiality),
chirng thuc (authentication)

o Thudt todn thuvong dwoc st dung la RSA




Mo hinh ma hdéa cong khai

Nguoi

tham ma

Giai thuat GERTIEN P = D(K,C) Noi
ma hda [ E(K,,P) gidi ma '
Cap khoa
Ku *




Khoéa bi mat va khoa cong khai

Khéa bi mat Khéa cong khai

o Thuat todn md hda, giaima o Thuat todn ma hoda, giai ma
twong tw nhau, st dung khac nhau, khéa nay dung
khoa giong nhau ma hoa thi khoda kia dung

giai ma va nguoc lai

o Hai bén phai chia sé khoéa o Moi bén phai cé duoc 1
véi nhau khoa tuvong ing

- Khéa phai dwoc gisu kin a 1trong 2 khda phai duoc

gitr bi mat



Thuat toan RSA

2 Phat trién bdi Ron Rivest, Adi Shamir va Len
Adleman tai MIT nam 1977

o Co so thuat toan dwa vao phép Iliy thira trén

trwong Galoa ciia cac s6 nguyén theo modulo
clia sO nguyén to

o Su an toan cua RSA duva trén do khoé cua bai
toan phan tich thira s6 nguyén to va bai toan
logarit roi rac



Cai dat RSA

a Tao cap khda cong khai va ca nhan
e Chon 2 s6 nguyén to 1&n p # g (>120 chit s6)
 Tinh N =p.q va $(N) = (p-1).(g-1)
* Chonesaocho0O<e<¢(N) va ged(e, d(N)) =1
* Tinh d =e! mod ¢(N)
* Khoéa cbng khai K, = {e, N}
* Khda ca nhan K. ={d, n}




Sir dung RSA
a Ma hoa thong diep0<M<N
* Nguwoi ma hda st dung khoa cong khai cua nguoi
nhan K, = {e, N}
e TinhC=M®modN
o Giai ma
* Nguwoinhan sir dung khda cd nhan cua minh
K. ={d, N}
* TinhP=CYmod N




Vi du RSA
2 Gia sir B mudn goi cho A théng diép M = 26
o B1: A tinh toan dé cé dugc K, va K, cia minh
e Chonp=11,q=47
* TinhN=p.q=517 ¢(N)=(p-1).(9-1) = 460

e Chon ngau nhién e = 3, kiém tra e thoa diéu kién
0<3<460 va gcd(3, 460) =1

* Tinhd=e!mod $(N) = 31 mod 460 = 307
* Khéa chung: K, ={3,517}
* Khéariéng: K. ={307,517}




Vi du RSA (2)

o B2: A cdng bo khda chung K, = {3, 517} cho B
biét

» B3: B dung K, dé md hdéa M - C r6i goi cho A
* Tinh C=M®mod N =263 mod 517 =515

o B4: A dung khda riéng K. = {307, 517} dé gidi m3
C>P

* Tinh P=CYmod N = 51537 mod 517 = 26




Tinh nghich dao a! theo modulo N

o St dung thuat toan Euclid mo rong
o Vidu: tinh 2991 mod 323

_ 323 0

_ 299 1
0 323 div299 =1 323 mod 299 = 24 0-1.1=-1
1 299 div 24 = 12 299 mod 24 = 11 1-(-1.12) = 13
2 24 div11 =2 24 mod 11 =2 -1-(13.2) =-27
3 11div2=5 11 mod 2 = 1 (dirng) 13 - (-27.5) = 148

Két qua: 2991 mod 323 = 148



Tinh a®> mod n

o St dung thuat toan binh phuong va nhan
o Thuat toan:

* Biéu dién b dudi dang nhi phan b,b, ,..b,

* Tinh

ce«—0; £« 1
for i < k downto 0
do c« 2 X c
f« (f X £f) mod n
if b, =1
then c < c + 1

f e« (f X a) mod n

return £




Tinh a® mod n (2)

|
o Viduy: tinh 7° mod 19
=(110),
B S S
Khoi dong
2 1 20+1=1 1.1.7 mod 19 = 7
1 1 21+1=3 7.7.7=1
0 0 23=6 1.1=1

Két qua 7° mod 19 =1



M0 hinh rng dung khoa cong khai

[ —
~ A
ﬂ- X
Cryptanalyst A
A A
Source A Destination B
~ A - ~ A -
Message X Encryption Decryption
. - } [ . - Destination
source algorithm Y = E[PU,, X] algorithm X =
D[PR,;, Y]
A b
PU, PR,

Key pair
source
Gilr bi mat (Secrecy)



Mo hinh rng dung khéa cong khai (2)

—
A
Cryptanalyst PR,
A A
Source A Destination B
Message X Encryption N Decryption
source algorithm o algorithm [ i T
8 Y = E[PR,, X] & X =
1 D[PU,, Y]
PR, PU,

Key pair
source

Chirng thuc (Authentication)



Mo hinh rng dung khoa cong khai (3)

[ —
Source A Destination B
Message X Encryption Encryption Decryption Decryption
: > : h — . .
source algorithm algorithm algorithm algorithm
A T A A
PU, PR,

Key pair

source

Key pair
source

Chirng thuc va gilr bi mat

M

X Message
dest.





