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Thuc trang

» Nhiéu bao dién tir & VN bi tan cong (3/7 - 6/7)

» Viét Nam dang tro thanh diém tan cong "yéu
thich" cta cac hacker *
— Website bi tan cong: ” 31 5
— S6 may tinh bi tan cong: 18/1000 pc

« 2200 ngsite cuia Cac co quan, doanh nghiép
VN bi tan cong trong nam 2012
— 100 websites tén mién gov.vn
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S0 li¢u khao sat, danh gia

« Viét Nam van tiép tuc c6 tén trong nhiéu danh sach
canh bao nguy co mat an toan

« Nhiéu co quan to chtrc phat hién cac két ndi ngam va
cac ma doc chuyén dung dé danh cap thong tin co chu
dich (APT)

+ “Nguy co mot cudc chién tranh mang doi vdi Viét
nam la co thé xay ra”, Bo truong CA tra 101 trudc
Quoc hoéi (Ky hop thir 3, Quoc hoi khda XI11)

=> Céac cudc tan cong vao mang thong tin Viét Nam

ngay cang mang dong co chinh tr1 va kinh té r0 rang
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Khao sat Website

C6 2012 131 duoc Co 1685 10i duwoc

1800 1698 | phat hién trén cac p“?n';éd':l:"gé’r“ géC
1600 tng dung Web théng
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Panh gia trng dun
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Phat trién Internet :fif.nelﬂ {iffr?;f}

Sé ngwdi str dung Internet 30.8 31,13

Thué bao Internet bang rong 3,64 4,35

Thué bao dién thoai di dong 111,57 135,8

Thué bao dich vu di dong 3G 8 16 (5/2012)

Phat trién Chinh pha Dién tir B oo Be | | thuoe TU

Co mang nodi bo va don vi chuyén trach CNTT 100% 100%
Cé trang, cong TTDT 20/22 63/63
Dich vu céng trwc tuyén mirc 1-2 3,437 95,002
Dich vu céng truec tuyén mirc 3-4 34 837
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So liéu thong ké

Biéu dd théng ké sw cb Phishing, Deface, Malware nam 2012
(VNCERT)
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So liéu thong ké

1. Ma doc tai Viét Nam

18.0 _
—— — — —"u"u-"cwldwnde
2 i \/ictnam
2 140 1.F’fﬂﬂﬂﬂﬂﬂ.k_
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Théng ké Quy 4 nam 2011 Viét Nam Thé gi&i

Phat hién ma déc/1000 Iwot kiém tra 16.5 7.1

Phishing sites / 1000 hosts 0.59 0.02

Malware hosting sites / 1000 hosts 2.83 0.06

Ty |é sites phat tan drive-by downloads 0.061% 3.644%
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So liéu thong ké

2. TAn céng qua email 13 bu’o’c dau
=l &mmllmfm L@m

Qdose De xuat mu sam, sua chua thiet bi CNTT October 23, 20122:31 PM 2}
w From: 2. “ngoc minh phung” <phungngocminh2@gmail.com>
To: [ ncet.on
Ce: [IM@ic.gov.vn

LgB&wmaudexua Jet_bi_CNTT s (85,6 KB, dowinkad) LaHuuudmwecdimb-eumwdoc(mN@,dmnm
) Downlosd ol attachments

¥n cac anh chi doc ky Huong dan viec dien bieu mau.

: Tan céng c6 chu dich sir dung Exploit-CVE-2011-0097

3. Mat khau yéu

4. Cac trng dung web nhiéu 16i

5. Dat cau hinh cho Webserver khéng tot

6. Ha tdng mang khong dwo'c toé chirc va bao vé toét
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So liéu thong ké

7. Dich vu Botnet, spam, mua ban c¢oéng cu tan cong

Crimeware tools
Name Prices (all in US$) Commenits
Phoenix V2.5 V2.5 mini: 150 Three new exploits:
(January) V2.5 full: $650 » JAVA RMI(COWE-2010-0094)
= JAVA MIDI (CVE-2010-0842)
« JAUA SKYLINE (unknown CVE related to lava OBE)
Bleeding Life VZ reloaded Mew buyers: $400 Includes exploits from 2010
(March) W1 buyers: $250 » FOF LIBTIFF: CVE-2010-01588
« JAVA MIDI: CVE-2010-0842
 PDE SWE1- CWE-2010-1297

8. LAy cap, mua ban thoéng tin thé ngan hang, thong tin ca nhan:
a- T4n céng céac website ban hang truc tuyén
b- Stk dung Keylogger, spyware. ..
c- Mua ban théng tin thé ngan hang trén mang (website UG)
d- Phishing
e- Skimming
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So liéu thong ké

9. Mat ATTT doi v&i thiét bi di dong, smart phone

800,000 Microsoft Windows

500,000 thac dlém yéu
cac HDH

Unique computers with detactions

100,000 .____,_.—-—* —r

o & 3 -
1011 2011 3Qu1 4Qu1

¢ o

Other

10. Biéu hién chién tranh mang
11. Van dé phu thuéc cong nghé, khong kiém soat dwoc
ATTT => Chinh sach? Quy trinh?
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Du bao

S6 luong cac cudc tan cong sé tiép tuc gia tang, dic
biét cac cudc tan cong mang mau sic chinh tri (an
cap dir liéu, tinh bdo, APT...) nhat 12 khi kha ning
“khang thé” ctia cac website Viét Nam rat yéu.

LN N
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Nguyén nhan
e Cac 16 hong bao mat
e Nhan thuc su dyng, dau tu cho linh vuc an toan
thOng tin con yéu.
« H¢ thong chua dap 1’1’1}g dugc dé co thé phat hién va
ngan chan cac cudc tan cong.

e Nhi€u website cua doanh nghi€p, co quan nha nudc
con rat nhi€u cac 16 hong bao mat.

* Dich vu hosting cua mot s6 nha cung cép chua that su

an toan.
'., ;
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Cac nguy co an toan thong tin
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Dinh nghia An toan thong tin

An toan thong tin nghia la gi?
Phai lam gi dé dam béo an toan thong tin?
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GLCURme s
Dinh nghia An toan thong tin

“Mot hé thong chi that sw an toan khi tat dién, rit cac
phich cim, bé vao két titan khoa lai, roi chon trong
boongke bé tong, bao phi béi khi tro va dwec bao vé béi
cac linh canh cé vii trang va cé thu lao hau hinh. Va du
thé, t6i ciing khong dam danh cwec cudc doi minh cho diéu
d(’)”

“The only system which 1s truly secure 1s one which 1s switched off and
unplugged, locked in a titanium lined safe, buried in a concrete bunker, and
Is surrounded by nerve gas and very highly paid armed guards. Even then, |
wouldn’t stake my life on 1t.”

Gene Spafford — Director, Computer Operations,
audit, and Security Technology (COAST - Computer
Operations, Audit and Security Technology) Purdue
University
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Pinh nghia An toan thong tin

An toan thong tin la cac bién
phap nham dim bao tinh bi
mat (confidentiality), tinh
toan ven (integrity) va tinh
san sang (availability) ciia
thong tin.

% An toan an ninh cho hé Confidentiality Availability

thong thong tin khong 1a _ :
giai phap k§ thust. Information Security

Accountability Reliability

Authenticity Non-repudiation

% Can phai c¢6 hanh lang
phap 1y, quy trinh.. dé dam
bao cho an toan an ninh hé
thong thong tin.

ISO/IEC-27001:2005
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Pinh nghia An toan thong tin

Théng tin trong hé thong phai dim bao:
o “Tinh bi mat”:

— Khong bi nghe trom, bi 1o, bi doc lén trén

dwong truyén, khi di qua cdc ha tang truyén
thong khac nhau.

— Khong bi 1o khi lvu tri

transmission

Services

* “Tinh toan ven”: p——
— Théng tin khong bi siza doi trong khi di chuyén tir noi phat dén noi nhan Vi bat ky
ly do gi

— Cac ly do khach quan lam thdng tin b sai léch?
— Cac nguyén nhan chu quan lam thong tin bi sai léch?

 “Tinh san sang”:

— Ddm bdo tinh san sang khi c6 yéu cau truy nhdp vao bdt cir lic nao

CONG TY €8 PHAN CIS | Bia chi: Toa nha D4/D6, Khu D6 thi méi Cau Gidy, phudng Dich Vong, quan Cau Gidy, Ha Ndi. Dién thoai: (+84-4) 3513 3049/50, Fax: (+84-4) 3513 3051
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Pinh nghia An toan thong tin
Ngoai ra con co:

* “Chong tw choi”:
— Nguoi phat hanh tho
khéng thé phii nhdn

phat hanh hoac sira g

thong tin

Accountability

Authenticity Non-repudiation

o “Tinh dang tin'Confidentiality
cua thong tin”
e “Tinh trach

nhiem”

Availability

Information Security

27001:2005
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Cac nguy co, rui ro

* Risk la gi?
— La kha nang mot moi de doa (Threat) O thé
gay hai dén ching ta.
e Tai sao lai cO Risk?
— Tai vi chiing ta c6 diém yéu (Vulnerability)
nén Threat mai tao nén Risk.

« Risk khac Threat va Vulnerability thé VamETeEily
nao?
— Yéu ma ra gi6 nén bi om la Risk (Diém yéu) )

— Kha ning bi 6m do gi6 lanh la Threat (Pe doa)
— Yéu nén c6 kha niang bi 6m la Vulnerability
(LO hong)

RISK= f(Asset, Threat,Vulnerability)

Threats == Quunerabiity
b —
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Workstation

Web Internet Router
Server

Y VVVY

Workstation
Web

Server

Tan cdng cua virus

Tan cdng cla tin tac (Hacker)

Tan cong tr chdi dich vu

Khai thac cac 16 hong bao mat

Gia mao, an cap dir liéu
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Virus?
« Khai niém rong nhat duogc dé cap dén la “Malware”, dugc
goi la la “Ma ddc hai”
* Ma ddc hai dugc dinh nghia la “mdt chuong trinh (program)
duoc chén mot cach bi mat vao hé thong véi muc dich lam
ton hai dén tinh bi mat, tinh todn ven hodc tinh san sang cua

14
n A 29
h¢ thong
N erotke e {ff'oponaue.r

» Cac loai: o
D' *xEQ* -' +
— Worm ” Q ch... A - ‘ W}vlgumow

. * ‘Jﬂ My éhaﬁﬂg and Security..,
2 Rec 4

— Trojan Horse e

B Compress and email...

- S é u (WO r m) B Compress ta *Archive rar" and email

Format..

— Spyware coo

Create Shortcut

— Vi ruS Rename

Properties
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Phan loai

e Theo NIST ma doc duoc phan loai nhu sau:
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I Phén loai I Vi du I
_ Compiled Virus Michelangelo,Stoned,
Virus Jerusalem
Interpreted Virus Melisa,
Worm Network _Sgrvice Worm Sasser
Mass Mailing Worm Netsky, Mydoom
E 3 | Trojan Horse
2. £ | Maliciuos Mobile Code Nimda
C 3 Trino,  Tribe  Flood
tczc = Backdoor Network
Keylogger KeySnatch, Spyster
Attacker Tool : LRK5, Knark, Adore,
Rootkit Hack Defender
Web Browser Plug-in
Email Generator
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Cac con dwong lay lan

» Thiét bi USB, 6 dia di dong
* \Web den

» Phan mém crack, keygen
 Email khong rd nguon goc
e Cac thu muc chia sé

* L0 hong phan mém
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* Thong tin
— Mat tinh toan ven
— Mat tinh bi mat AS
— Mat tinh san sang

* Thuc té

— Ton kém chi phi
— Ton kém thoi gian
— Anh hudng dén tai nguyén hé thong
— Anh huong danh duy, uy tin cua td chire
— Mat co hoi kinh doanh

CONG TY €8 PHAN CIS | Bia chi: Toa nha D4/D6, Khu D6 thi méi Cau Gidy, phudng Dich Vong, quan Cau Gidy, Ha N&i. Bién thoai: (+84-4) 3513 3049/50, Fax: (+84-4) 3513 3051
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Gia1 phap
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GIAI PHAP

 Can co su chuan bj nghi€ém tuc vé nhan luc, cong nghe,
trién khai dao tao nang cao y thirc vé an toan thong tin.

» Nhan thtc rd tAm quan trong cta an toan thong tin va c6 ké
hoach tong thé vé an toan thong tin.

» Can thuong xuyén cap nhat, ning cap hé thong nham tng
pho kip thoi voi su thay doi va tién bo cong nghé.

CONG TY €8 PHAN CIS | Bia chi: Toa nha D4/D6, Khu D6 thi méi Cau Gidy, phudng Dich Vong, quan Cau Gidy, Ha Ndi. Dién thoai: (+84-4) 3513 3049/50, Fax: (+84-4) 3513 3051
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90%

90/10 Rule

90% People
& Processes

Process

-

echnology

People

10% Technology

1
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Nhén thirc vé ATTT?

Su nhéan thire 13 sy hiéu biét, k§ ning va y thic ca
nhan vé cac quy trinh, thiét bi bao mat thong tin.

......
Ggons

Y thirc bao mat & day cd thé hiéu rang mot s6 nguoi e,
co tinh hay vo tinh an cap, 1am hu hong hay lam  pouans Seie=s

dung quyén han cua minh 1am anh hudng dén hé —HT !ll'lrrr"r::-

thong dit liéu dugc liru trit trong to chirc, doanh -0— R

nghiép.. = : Hé :
ADWRRE

Hung hung: Hi khoe khong?

Hung hung: dao nay’ the' nao™

sonvn: LY, wan binh thurding

sonvn: may hdm trrdc vira vé qué ra (2

Hung hung: (Gal xinh ne | gai xinh ne :
Hung hung: ve' duoc may hom?

CONG TY €O PHAN CIS | Bia chi: Toa nha D4/D6, Khu D6 thi méi Cau Gidy, phuong Dich Vong, quan Cau Gidy, Ha NGi. Dién thoai: (+84-4) 3513 3049/50, Fax: (+84-4) 3513 3051
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Cacb

n phap dam bao an toan

o
D>

» Nhan thic diing mutc vé an ninh théng tin
* Thuong XUy&n cap nhat ban va cac 10 hong
phan mém (trinh duyét, email ca nhan...).

 Tao mat khau an toan
» Ma hoa thong tin quan trong khi guri di
» Kiém tra k¥ thiét bi di dong (USB, CD..)

CONG TY €O PHAN CIS | Bia chi: Toa nha D4/D6, Khu D6 thi méi Cau Gidy, phuong Dich Vong, quan Cau Gidy, Ha NGi. Dién thoai: (+84-4) 3513 3049/50, Fax: (+84-4) 3513 3051



Cis’
corporation

know it, share it

 Click nhu

\

an Suy nghi

TErToy

Céc dubng din kidu nay thuing duee nguy trang dudi dang méni chao xem tin tie gist g4n, doan phim hai hwée, cac mon db ai4 &
8, v mdi day, 3ntheo sur phat trién b at clia Facehook |4 goi § "Like” mot cai gi d6. Biém chung clia ching 14 déu duoc thiét ké ]
& &n trbm thong tin ¢4 nhén clia nguei dung, tham chi I3 chiém quyén digu knidn méy tinh cla ho. Bidm nguy hiém nita la
ching 14y lan sang nhing nguii quen cia ngudi ding qua e-mail, bai 3ang trén Facebook hay tin nhén. Ban than nguiri ding Toshiba (@
cling c6 thé gdp phal céc link dang nay tai céc quang céo tre tuyén hay tai trang hién thi k&t qu tim kiém. Héy tham khéoe céc
rmeo kidm tra dwéi day d6i véi cac link nghi ngé 1 khdng an toan. Céc bign phap nay déu nhanh chéng tién lgi, mign phiva quan B Cée hing khdc (0)
trong nhét 14 khéng yéu cu ban phai tai vé hay cai dat
Di chuét qua duéng din .
TOP 10 BAI XEM NHIEU
Thuing thi céc link déu hién thi Gy 30 duing dén 16 website ma né trd t6i. Ban ¢6 thé di chudt i trén link d6 (khdng nhén) va
nhin théng tin hién thi Gy 0 ném & g6c dudi trinh duyétweb cla ban d8 xem né thc chét1a g Vi du 2 duémg din sau Géu dén ¢ o) X Cich chom mat khiu
téi trang chil cla thé Gidi Vi Tinh Online méc dii hién thi khdc nhau va ban cé thé nhan ra bing céch di chudt qua ching chir Ll yahoo. Hacker 64 trm mat
khéng can phai nhén tre tiép. ¥ Jayhackmytkhauclahap
nhu thé ndo? (1040 idn xem)
Click Here!
hitplog inetn ’ HWRE Cich 14y lai nick Yahoo d4
¥ bi mét, nick yahoo d4 bi hacker
2 link trén 44 thuat su an t9n chura? Tra Ik o3 2 link rén, khing cd c4i nao an toan cal o) Ginh cép. (718 ténxem)
Khuyén: p
PHP code tao capicha chéng
auto spam don gian, hoc PHP ai
b mat, kiém tra ink virus, lgtweb an fodn, bao mat web, bao ve may tinh, tranh virus, thist ke web, lam website, mat Sira o iR vsee 22 o L
xem)
bao web Tor
Xu hurging thn cong vé db mét
khau tw dong cla hacker - dodn
password (290 dn xem)
Bao mat website - thirc admin
- - nguii gét dén cho website cla
omo [ [orsous | £, v o e
Nhap f kién ciia ban Béng nhap | SOL jection, céchtncong
: website, chiém quyén kiém soat
S&,. clahacker bang ki thuat SQLI
hap binh ludn ciia bapffag, day (194 fan xem)
v
http:jflogin.yahoo.com. configlogin. verify2.itnet.vnj?&. src=ym - Léap trinh: Cach mé héa mat '

Str dung email an toan
An toan voi mang Wifi

Str dung giao thuc

HTTPS

Cap nhat bo sung kién thuc vé
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Xac thyc

e Authentication

«E- Authentication

@
& |
/ / User go ID, PassWord dé truy cap mail
>
\ (N —

C~_J Server xac thuc ID, PassWord
dé quyét dinh c6 cho phép truy cap hay khong ?!
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Céc nhén to xac thye

* Tinh dam bao cua phuong phap xac thuc dua
trén 3 yéu t6 co ban:
— Something a person knows (so PIN, mat khau)
— Something a person has (SmartCard, Token...)

— Something a person is (Nhiing dic tinh sinh trac
hoc: Van tay, mong mat...)
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Xac thye mdt yéu to

* Céc hé thong xac thuc ngudi dung bang
Username/Password dugc goi 1a xac thuc 1 yéu to

N&i am anh vé cac nguy co’ bi danh cap

cong o
ar- ohré).é"

Chia 6 mét knad

» Username/password la xdc thwc yéu 22222??
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Xac thyc da nhan to
» Phuong phap xac thuc st dung tir 2 yéu to trd nén
duoc goi la xac thuc manh

Vi du xé4c thuc 2 yéu tb 12 phuong phap xac thuc yéu cau 2 yéu to phu
thudc vao nhau dé chimg minh tinh dung dan caa mot danh tinh dua trén :
— Nhiing thong tin ma nguoi dung biét (s PIN, mat khau)
— Cung vé6i nhirng gi ma nguoi dung co (SmartCard, USB, Token,...)

™

=
| \i 4« Authenticate
}\ e —

C~_
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ng mit khau ding cich

C cis’ ) -:-

) Eor_tpth)ra!tlon ==

Sud

* Tai sao can phai nhw vay, toi chi can gitr kin mat khau la
dwoc chw?

=

— Néu mat khau 1a chinh tén, ngdy sinh ctia ban hoic gia
dinh: ai 6 khong can cong cu ciing c6 thé doan ra

— Néu mat khau dudi 4 ky tu: hacker chi can vai phat dé biét.

— Néu mat khau ciia ban c¢6 7 ky tu nhung toan 1a chir: chi
mat vai gio dén mot ngay

— Néu mat khau cta ban ¢ ky tu va sO: can vai ngay dén
hang tuan

— Néu mat khau cta ban duoc dit theo ding cach noi trén:
can hang nam dén hang chuc nam.
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Sur dung mat khau dung cach
 Hay dé cho mit khau diam bao tinh bi mat, chi ban biét:
— Khi dang nhap ding dé ngudi khac nhin
— Khong viét mat khau ra gidy roi dan ¢ noi dé nhin nhu mét to nhac viéc
— Han ché dua m@t khau cf}a minh cho nguoi khac muon, néu bat budc phai
lam, hay nh& doi mat khau ngay sau do
 Lam cho mat khau ciia ban tré nén khé doan:
— Dung dat mat khau trang véi username
— Nén dat 7 hodc 14 hoac 21 ky tu v&1 windows.
— DPung dung nhiing thong }in c4 nhan cla ban dé dat mat khau. Vi du: user
name la MinhHa, mat khau 1a hanm.
— Nén ¢0 ca chir hoa chit thuong, sO va ky tu dac biét nhu $%"&!><?
« M#t so cach diit mat khau dé an toan va dé nhé:
— Chuyén chit thanh s, ky tu ddc biét c6 hinh dang giong: hacker =h@ck3r
— “M3 hda cau goi ¥ mat khau”: 1 café vao 7h sang = 1lcf@7am....
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Cong cu bao mat

e Cac cOng cu bao mat hién nay bao gom coé ca
phan citng va phan mém, tiéu biéu nhu:
— Phan mém diét virus
— Thiét bi/ phan mém tudng lira
— Thiét bi/ phan mém phong chéng xam nhap
— Thiét bi ctra bao V&, camera quan sat
— Thiét bi bao dong
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Tai sao lai can phai quan ly vé
An tﬂan Thﬁﬂg tin? ISO 17799 (Best Practices)

How much is Enough? Security
Policy

Personnel
Security
(
/
T T~ i~

Compliance

(

System
Development
& Maintenance

Business
Continuity
Planning
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Khai niém
e Tiéu chuan 1SO 27001:2005 c6 nghia Ia :
— Tiéu chuan do to chie 1ISO ban hanh
— S6 thir ty 27001
— Ban hanh nam 2005

e |SO 27001:2005
— Chuan ISO 27001 la chuén quéc t€ cung cap mo hinh d¢ xay
dung, van hanh, quan ly, duy tri va cai tién h¢ thong BMTT.
— Cung cap c4c phuong phap kiém Sorét nhén} giam rui ro cho
tai san cuia cong ty téi mic thap nhat co thé.
« ISMS (Information Security Management Systems ): Hé thong
quan ly An toan théng tin

150 Management Systems ISO
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huan ISO 27000

... Twong lai ??

ISMS — Céc yéu cau

1SO
27001

ISMS — Thuat ngir &
dinh nghia 15O
27000
ISMS — Dam bado
tinh lién tuc cua I1SO
hoat dong kinh 27006
doanh & phuc hoi
sau tham hoa
1ISO
ISMS — Quén 27005
ly rui ro (BS
7799 phin 3) \ 1SO
ISMS ™ 27004

Do lwong hi¢u qua
hé thong

/

ISMS — Huéng
dan ap dung

>

1ISO
27002

1SO
27003

ISMS — Cac bién
phap kiém soat
(1SO 17799)

Huwéng dian

ISO
19011

DPanh gia
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. Xéy dwng cac myc tiéu |
. kiém soat an ninh TT |

i ACT i
' Duy tri va cai tiénan !
i ninh thong tin -

Thyc hign cac bién phap
kiém soat an ninh TT

| Giam sat va xem xet
. kiém soat an ninh théng
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Van hanh hé thong ISMS

ALY

Check Panh gia kiem soat hé thong ISMS

ji)
1

Duy tri, cai tién hé thong ISMS
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Muc tiéu kiém soét rui ro — Phworng phap danh gia rii ro

Nhan biét cdc mire d6 bao mat, gia tri cla tAt ca cac tai san

Ruiro vé sd
hiFu tai san

Cac
hanh
don

Kiém fmg
soat tién

XL Iy giam
rui ro rui ro

Cac moi de m::g;:: tin

doa tinh toan
ven,

tinh san

sang

Ti&u chi chap nhan rui ro

Do lwéng, danh gia tinh higu lwe cua cae phwong phap kiem soéat
Nhan biét nhirng rui ro con soét lai
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¢ buédc xay dung

Information Security

Step 1 Define the Policy
policy

Step 2 Define the Scope of ISMS

scope
. Information assets
Organisation’s approach to

Step 3 BRIt Prep and Risk acceptance criteria

undertake RA Risk assessment
Results and conclusions

. Risks to be accepted
Manage the risk >

Risks to be managed

Threats vulnerabilities and
impacts

Step 4

1SO27001 Annex A: control

S (ORI objectives and controls Select control RIiSk treatment
objectives HCL
Additional controls & controls
Selected controls and objectives
Step 6 Statement of Statement of

Applicability Applicability
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Muc tiéu

» Tinh toan cac muc tiéu va yéu cau vé thong tin

* Pam bao cac rui ro dugc quan ly vo1 chi phi hiéu qua

« Tuan thu cac quy dinh va phap luat

» La phan khung cho viéc trién khai va quan ly dé dat dugc
cac muc ti€u ve€ thong tin cua to chirc.

* GIlp xac dinh?, phan loai céc tién trinh quan 1y thong tin
dang co6 cua to chirc

* DPuogc st dung dé xac dinh, phan tich cac tinh trang quan ly
thong tin

* Duoc danh gia vién su dung dé danh gia mtc d6 phu hop
cua td chirc so vdi ti€u chuan.
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10 Quy Tic Then Chot Trong Bao Mit

1.  Néu mot ngudi ndo do cd thé thuyét phuc ban chay chuong trinh cua anh ta trén
may tinh ctia ban, N6 sé khong con la may tinh ctia ban nira

2. Néu mot ngudi ndo do co thé stra d6i hé diéu hanh trén may tinh ciia ban, no s&
khéng con la may tinh cua ban nira

3. Néu mdt ngudi ndo do truy cap vat Ii khdng han ché téi may tinh cia ban. nd s&
khong con la may tinh cta ban nira

4. Néu ban cho phép mot ngudi ndo do day cac chuong trinh téi website ctia ban.
NO s€ khong con la website ctia ban

Cac mat khau dé nhan c0 thé 1am hong hé thong bao mat manh
Mot hé thong chi c6 d6 an toan nhu sy tin tudéng nha quan tri
Dir liéu dugc mé hoa chi nhu chia khoa giai ma

Mot hé thong quét virus hét han thi cling con tot hon khéng c6 hé thong diét
virus nao

9. Tinh trang dau tén hoan toan khéng thyc té
10. Cong nghé khodng phai 12 tat ca

]
]
|
]
|
F

O N O O
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