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Céac cOng nghé truyén thong
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Cong nghé biao mit truyén thong

Bao gom hé thong thiét bi, phan mém:

* Phan mém diét virus (Antivirus - AV)

* Tuong lra (Firewall)

* Ngan chan phat hién xam nhap (IDP)
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Phan mém diét virus AV

» La phan mém cO tinh ning phat hién, loai bo

cac virus may tinh,

» Khiac phuc (mot phan hoic hoan toan) hau qua
cua VIrus gay ra va co kha nang duoc nang cap

dé nhan biét cac loai virus trong tuong lai.
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AVG

Antivirs — €39) TRENR |
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» S0 sanh véi mau virus biét trudc
e Nhan dang hanh vi dang ngo

« Kiém soét lién tuc

» Két hop moi phuong thirc
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Hé thong phat hi

N ngan chan xam nhap IDP

>

 Phat hién xam nhap la qua trinh giam sat, phan tich
va ngan chan cac su kién trong mang
» Bao gom:
— IDS (Intrusion Detection System)
— IPS (Intrusion Prevention System)
* Nguyén nhan:
— M4 ddc, sdu mang, phan mém gian diép,
— Ké tan céng dang kiém quyeén truy cap hop phap
— Ngu:(‘)’i str dung hop 1€ co cac hanh vi vuot qua cac dac
quyen truy cap
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Phéan loai

» IDS (Detection) duogc thiét ké véi muc dich
chil yéu 1a phat hién va canh bao cac nguy co
Xam nhap

* IPS (Prevention) ngoai kha nang phat hién con
c6 thé tu hanh dong chong lai cac nguy co theo
cac quy dinh dugc nguoi quan tri thiét 1ap san
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Twong Iira (Firewall)

* Firewall la nhirng thiét bj hodc cac hé théng
kiém soat “traffic” gilta CAC mang cO mirc do
an toan khac nhau

* Firewall nhu mot Barrier, tram kiém S04t & C4c
diém ndi giira cac ving
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Q) Srporation
Co ché hoat dong

» Kiém soat tat ca luu thong va truy cap giira cac ving
can bao vé
— Nhirng dich vu (port ) nao bén trong dugc phép truy cap tur bén
ngoai va nguoc lai

— Nhirng node mang (user, dia chi IP) nao tir bén ngoai dugc phép
truy cap dén cac dich vu bén trong va nguoc lai

W,
T
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» Tuong lira loc goli tin (Packet Filtering)

« Tuong ltra kiém soat trang thai (Stateful packet
filtering )

* Tuong Ira muc ung dung Application,Proxy
Server)
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Packet Filtering
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DMZ:
Server B

f

Inside:
.L~ Server C
T pe— @'

AB-Yes
AC-No

Host A

g;i%wtern et

N/

Viéc Kiém soat truy nhap thong tin dwa vao dia chi ngudn
Va dija chi dich cua goi tin giri dén
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DMZ:
Server B

'

Inside:
Server C

Viéc Kiém soat truy nhép thong tin khéng chi
dua vao dia chi nguén Va dia chi dich cua goi
tin giri dén ma con dua vao bang trang thai
(state table)

State Table
Source address  [192.168.0.20] [ 10.0.0.11 |
Destination address [ 172.16.050] | 172.16.050 |
Source port
Destination port
Initial sequence no.
Ack

Flag
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Proxy Server
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Outside Inside
Network Network

Cac két noi tir dugc thong qua mot may chu dai dién
trung gian.
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Firewall Rule

* Firewall Rule la cac luat trén firewall, dua vao
do Firewall dua ra quyét dinh xtr ly goi tin:
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Source Address |Source Port| Destination Address | Destination Port Action
192.168.0.1 any any 80 allow
Any Any Any Any Drop
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Lua chon Firewall

« N&n dung cac san pham cua cac hang “chuyén” veé
security
e CO kha ning hd trg k¥ thuat tot
» CO kha ning quan tri tap trung so luong 16n
firewall
* Vidu:
— Firewall Cisco: PIX, ASA
— Firewall Checkpoint, ISA, Astaro..
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Q) Frporaton I
So sanh Firewall & Network IPS
* Firewall:
— Nhu hé thong xuat nhap canh
— Kiém soat Ai & Khi (Who &
When) nao duoc phép di qua
— Kiém soat dya ho chiéu
* Network IPS:
— Nhu hé thong hai quan
— Kiém soat cai gi va bang cach nao
(What & How) duogc phép di qua

— Kiém soét dya trén vat mang theo
nguol
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Q) Fporation =33
Cong nghé bao mat hién nay

* Tuong Ira da chirc nang (Unified Threat Management - UTM)
 Bao mat diém cudi (Endpoint)
* Chong that thoat dir liéu (Data Loss Prevention - DLP)

* Quan ly su kién an ninh (Security Information and Event
Management - SIEM)

DO quét 16 hong bao mat (Vulnerability Manager — VM)

* Quan ly truy cap mang (Network Access Control — NAC)
* Bao mat dir liéu (Databases Security) j
» H¢ thong bao mat Web/Mail gateway
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Twong lua da chuc nang UTM

» Giai phap tudng lira thé hé moéi, bao vé hé
thong mang to chirc trude cac nguy co tir
Internet

» Tich hop san céc tinh niang
— Firewall
— IDP
— AV, Filter

‘::‘:';_—m‘.\: v'.__‘\ ;
E' O, =) S A
b Internet |

§ o
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Bao mat diém cudi (Endpoint)
» Giai phap bao vé tich hop toan dién, dé dang trién
khai va quan tr1
* Bao gom
— Hé thong Al
— Loc chan th

Endpoint Protector

— Bao vé thiet ~
— Hé thong bé
Smartphone

— Hé thong qu
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» Xac dinh dir li¢
chan chong thd  sweomcen

ngan

— Tao va phan |

— Pua ra cac hé

— Kiem soat thi™ g "2

usp
raiire

—D¢ dang taor e

—Taovadinhr =

—Quan tri tap t

— Kiém tra vao
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w kién an ninh SIEM
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in ninh dé dang phat
0, ru1 ro trong hé

> ' Syslog
=
Critical alert Agent

Flow-
data

— Lép cac thanh phan tich hop (Module Layer)

SIEM

Web server
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Do quét 16 hong bao mat (VM )

» X&c dinh c4c tai nguyén mang, cac 16 hong bao
mat dang ton tai va dua ra céac huéng dan sua
chita, khac phuc 16 hong nang cao kha ning bao
mat cua hé théng

— Do quét, phat hién cac tai nguyén mang

— Do quét, phat hién cac diém yéu an ninh cho he
thong mang |

— P1inh danh mrc do rui ro cua hé théng
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* Nang cao vai tro cua con nguoi
 Luya chon chinh xac vai tro, vi tri cua cong nghé
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Q) Eporation
Cac budc trién khai ap dung

N

« Xac dinh muc tiéu, nhu cau

Xac dinh pham vi

* Quy hoach thiét ké hé thong mang
Lap chinh sach, xay dung b luat

* Luwa chon thiét bi bao mat
» Trién khai va Theo dbi, cap nhat
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» An toan vs Toc do (Security vs Performance)
» Kiém soat truy cap dén murc no:

— Mitrc mang (TCP IP)

— Mtrc ing dung (\Web)

— Trén mot vai Host hay toan b mang
* Quan ly tap trung hay phan tan
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Xac dinh pham vi
e Xac dinh mtrc do an ninh, mic d quan trong:
— Muc do cao
— Murc d6 trung binh
— Muc do thap
* Xac dinh mrc do an ninh hodc kha nang bi tan
cong, kha ning xuat hién tan cong:
— May chu trng dung nghiép vu, CSDL
— May quan tri
— May chi cung cap dich vu céng cong
— May tram
— \Vung tht nghiém, lab

CONG TY €O PHAN CIS | Bia chi: Toa nha D4/D6, Khu D6 thi méi Cau Gidy, phuong Dich Vong, quan Cau Gidy, Ha NGi. Dién thoai: (+84-4) 3513 3049/50, Fax: (+84-4) 3513 3051



C) ggliiﬂgea:tion &/ www. cis.com.vn
Lap Policy cho Firewall

» Traffic di ra, di vao moi viing mang can dugc
kiém soat boi firewall.

e Can luu y: Chinh sach trén firewall phai dya trén
chinh sach cua cong ty hoac duoc lanh dao phé
duyét
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Cap nhat, giam sat

« Xay dung quy trinh bao mat

» Lap lich theo ddi giam sat hé thong

« C6 hé thong nhat ky (log), bao céo (Report)
DO quét, kiém soat cac 16 hong bao mat

e Cap nhat dinh ky cdng nghé, cac ban va 10i
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