Hoi thao qudc gia lan thir XVIII: Mt s6 van dé chon loc ciia Cong nghé thong tin va truyén thong-TP HCM,05-06/11/2015

Chir ky so tap thé - M6 hinh va thuit toan

Luu Hong Diing
Khoa CNTT
Hoc vién Ky thudt Quan sy
Ha Noi, Viét Nam
Email: luuhongdung @ gmail.com

ky 56 phit hop cho ddi twong li cdc co quan nha nwéc, don vi
hanh chinh, doanh nghigp,... ma ¢ do cdc thong digp di ligu
cdn phii dwgc chiig thire vé nguén goc va tinh toan ven 62
cd'p dp: thuc thé ky va 16 chikc (co quan, don vi, ...) ma thuc
thé ky la thanh vién ciia né. Bai bdo ciing dé xuit xdy dung
Iwgc do chiv ky s6 theo mé hinh tmg dung méi nay
Collective

Tew khod: Digital Signature, Digital

Signature, Digital Signature Schema

I. DAT VAN BE

Trong cédc linh vyc nhu Chinh phu dién tu,
Thuong mai dién t,... chr ky sb dugc su dung
nham dap ung yéu cau chung thuc vé ngudn gdc va tinh
toan ven cua thong tin (cdc ban tin, thong diép dir
liéu dién tu,...) trong giao dich dién tir. Cdc mo
hinh G mng dung chu ky s6 hién tai cho phep dap g tot
céc yeu ciu vé chirng thyc ngudn gdc va tinh toan
ven cua cac thong dlep dir liéu dugc tao ra hay ky
boi nhung thue thé c6 tinh doc lap. Tuy nhién,
khi céc thyc thé ky 1a thanh vién hay bg phan cta
mdt t chirc (don vi hanh chinh, co quan nha nudc,
doanh nghlep ) thi yéu cau vé viéc chung thuc
ngudn g0c va tinh toan ven cua thong tin O cap do
thuc thé ky va cdp do to chirc ma thuc thé ky 1a
mot thanh vién hay b phén cua né khong duoc
d4p ung trong cdc mod hinh tng dung chit ky sb
hién tai.

Bai bdo dé& xuit phat trién luge dd chir ky sb
theo md hinh ung dung ma&i nham bao dam cac
yéu ciu ching thyc vé ngudn gdc va tinh toan ven
cho céc thong dlep dir liéu trong cédc glao dich
dién tr ma ¢ d6 cdc thuc thé ky 1a thanh vién hay
bd phan cua céc td chirc c6 tu cdch phdp nhan
trong xa hoi. Trong md hinh nay, céc thong di¢p
dién tir s€ duoc ching thyc ¢ ca 2 cap do: thuc
thé tao ra né va td chic ma thyc the tao ra nd 1a
mot thanh vién hay b phén cua t6 chirc nay O
day, md hinh tmg dung chir ky s6 véi cic yeu ciu
dat ra nhu trén dugc goi la mé hinh chit ky so tdp
thé (Collective Slgnature Model) va lugc do/thuat
todn chlt ky s0 xdy dung theo m6 hinh nhu thé
duoc goi 1a lwoc do/thudt todn chir ky so tdp thé
(Collective Signature Schema/Algorithm).
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. MOHINH VA THUAT TOAN CHU KY SO
TAP THE

A.  Mb hinh chit ky s6 tdp thé
MO hinh chit ky s tap thé duoc dé xuét co ban

dua trén ciu tric cua mot Ha tang co so khda cong
khai - PKI (Public Key Infrastructures) [1] nhim bao
dam céc chirc ndng ve chung thuc 56 cho dbi tugng
ap dung 1a céc t6 chuc c6 tu cach phdp nhan trong xa
hdi (don vi hanh chinh, co quan nha nuéc, doanh
nghi¢p...). Trong md hinh nay, dbi tuong ky 1a mot
hay mdt nhém thanh vién cta mét t6 chirc, chir ky
cua cdc thanh vién & day duoc goi 1a chir ky cd nhan.
Ciing trong mo hinh nay, Co quan chLZ"ng thyc - CA
(Certificate Authority) 1a bd phan c6 chtic nang bao
dam cdc dich vy chuang thyc 0, nhu: ching nhan
mot dbi twrong ky 12 thanh vién cua tb chirc, ching
thuc céc thong di¢p dit ligu dugc ky boi cdc thanh
vién trong mot to chuac, ma CA la co quan chung
thyc thudc té chirc nay. Tinh hop 1¢ vé ngudn goc va
tinh toan ven cua mot thong diép dir liéu & cap do
cua mot to chirc chi c6 gid tri khi n6 da dugc CA
thude to chirc nay chung thuec. Trong mo hinh nay,
chir ky cua CA cung v6i chir ky cd nhén cua céc doi
twong ky hinh thanh nén chit ky tip the cho mot
thong di€p dir liu. Mot h¢ thong cung cap dich vu
chung thyc s6 xdy dung theo md hinh méi dé xuat s&
bao gdém cac hoat dong co ban nhu sau:

1) Phadt hanh, quan Iy Chung chi khoa cong
khai.

Trong mo hinh chir ky tép thé, chimg chi khéa
cong khai - PKC ( Public Key Certificate) hay chung
chi s6 dugc sir dung dé mot to chic ching nhan céc
dbi tuong ky la thanh vién cua né.

Céu tric co ban cua mot PKC bao gom khéa
cong khai cua chii thé chimg chi va céc thong tin
khéc nhu: Thong tin nhén dang cua chu thé, Trang
thai hoat dong cta chung chi, S6 hiéu chung chi,
Thong tin nhan dang cua CA,... Khong 1am mat tinh
tong quat, & day su dyung thuat ngltr Thong tin nhén
dang (ID;) cua do6i tuong ky dé dai dién cho céc
thanh phin thong tin néi trén. Trong thuc té, ¢6 thé
str dung khudn dang chimg chi X.509 [2] cho chung
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chi khéa cong khai trong m6 hinh chir ky tép thé
duoc dé xuat.
2)  Hinh thanh va kiém tra chit ky sé tdp thé.

Chix ky tap thé duoc hinh thanh trén co s¢ chit ky
c4 nhéan cua thuc thé ky (mot hoic mot nhém dbi
tuong ky) va chitng nhén cua CA v6i vai trd chung
thyc cua t6 chirc dbi voi thong diép dir liéu cén ky.
C6 thé hinh thanh chit ky tap thé ¢ 2 dang nhu sau:

®  Chir ky tdp thé dang két hop: & dang nay CA
ky truc tlep 1én théng diép dit li¢u nhu cac
thanh vién khdc, chir ky cia CA va chir ky
c4 nhan cua cic dbi tuong ky duoc ket hop
v6i nhau theo mdt qui tac nhét dinh dé hinh
thanh chr ky tap thé.

e Chir ky tap the dang phan biér: 6 dang nay
chir ky tap thé bao gdm chit ky c4 nhan cta
thyc thé ky va chir ky cua CA la 2 thanh
phan phén biét hay tich biét nhau.

Trong bai bdo, chit ky tap the dang phan biét
dugc sir dung do c6 kha nang chdng lai hiéu qua cac
kiéu tan cong tap thé tir bén trong hé thong

O luge db chir ky tap thé méi dé xuat, chung
nhén cta CA vé viéc mot hay mot nhém ddi tugng
ky 1én mot thong di¢p dir liéu duogc thuc hi¢n qua
céc budc:

e Kiém tra tinh hop phdp cua cic ddi tuong

ky.

Kiém tra tinh hop 1é cta chit ky cd nhan.

CA chung thyc tinh hop 1€ cta chir ky cd
nhén véi thong diép dir liéu bang cich ky 1én
ban tin duogc tao ra tur thong di¢p dit ligu can
ky va khéa cong khai cta cdc doi tugng ky.

Bang cch d6, luge @6 chir ky tap thé moi de
Xuét c6 kha ndng ngdn chan hi¢u qua cdc dang tAn
cong tap thé tir bén trong hé thong do céc dbi tu'ong
ky 1a thanh vién ctia chinh t6 chirc d6 li€n két vai
nhau gdy ra. Kiém tra tinh hop 1& cua chir ky tap thé
duoc thuc hién qua céc budc:

e Kiém tra chimg nhan ciia CA.

e Kiém tra tinh hop 1¢ ctia chit ky cd nhan.

Chii

Kiém tra chit ky cd nhan can pha1 duoc thyuc hién
sau khi kiém tra chimg nhan cia CA, néu ching
nhan cta CA va chit ky cd nhan duoc cong nhan hop
1¢ thi tinh toan ven cua thong di¢p dir liéu can thim
tra dugc bao dam, dong thoi khang dinh thong dlep
dit ligu nay duoc ky bdi cic ddi tugng 1a thanh vién
ctia to chtrc.

B.  Xay dung legc do chir ky s6 tdp thé

1) Luogc dé co sé
Luogc dd co so ¢ day dugce x@y dung theo [5] va
duoc st dung dé xay dung luge do chir ky tap thé ¢
muc tiép theo, bao gdm céc thudt toan hinh thanh

tham s va khoa, thuét todn hinh thanh va kiém tra
chit ky duoc chi ra sau day:
a) Thudt todn hinh thanh tham 6 va khéa

Thuit toin 1.1a: Hinh thanh cdc tham s hé
thong. )

Input: Ip, 1q - d¢ dai (tinh theo bit) cta s
nguyén td p, q.
Output: p, q, g, H(.).
[1]. select p, q: len(p) =
[2]. select: h e Zp*
[3]. g « K"V mod p
[4]. if (g=1) then goto [2]
[5]. select H: {0,1} — Z,
[6]. return {p,q, g, H(.)}
Chii thich:

- len(.) 1a ham tinh d¢ dai (theo bit) ciia mot s0.
Thuat toan 1.1b: Hinh thanh khéa.
Input: p, q, g, x — khéa bi mét ctia dbi
tuong ky U.

Output: y — khéa cong khai ciia d6i twong ky U.
[1]. y < g " mod p (1.2)
[2]. return (y)

b) Thudt todn hinh thanh chit ky
Thuit toan 1.2: Hinh thanh chir ky.
Input: p, q, g, H(.), k, x, M — thong di€p di li¢u

lp, len(q)=1q, ql(p-1)

(1.1)

can ky.

Output: (r,s) — chit ky ctia U 1én M.

[1]. e« HM) (1.3)
[2]. r < (gk mod)p modg (1.4)
[31. s kxe +xxrmodg (1.5)
[4]. return (r,s)

¢) Thudt todn kié’mv tra chir ky
Thuit toan 1.3: Kiém tra chir ky.
Input: p, q, g, y, H(.), M, (1,5).
Output: (r,s) = true / false.

(1] e mM) (1.6)
[2]. u (g“ x y"* mod p)modq )
[3]. if (u=r) then {return frue} (1.8)

else {return false}
d) Tinh diing ddn cia lwoc do co s6
Chimg minh tinh ding din cta luge dd co s6
duoc thuc hién dua trén cac co s& nhu sau:
Bo dé 1.1:
Chopvaqla2 56 nguyen t6 véi q 1a woc sb cua
(p-1), h 1a mot s6 nguyén dwong nho hon p. Néu:

g=h""4mod p thi: g/mod p =1.

Chutng minh:
Ta co:

g’modp = (h(”’l)’q mod p)q mod p = 7" mod p
Theo dinh 1y Fermat thi: 4" mod p =1
Vi vdy: g% mod p =1. B6 d& dugc chimg minh.
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Bo dé 1.2: , , ,

Chopvaqla2so nguyén to voi q 1a udc so cua
(p 1) h 1a mot s6 nguyén dwong nho hon p va
g=h"""modp . Néu: mmodg=nmodq thi:
g"modp=g"modp.

Chirng minh:

Néu: mmodg =nmodgq thi: m=n+kxgq hogc:
n=m+kxgq , voi k la mot s0 nguyén. Khong 1am
mét tinh tong quat, gia s m = n + k x q-

Do dé:
g"modp=g"* modp=g"xg""modp

(g” mod p)x(g*

= (g” mod p)x(g" mod p)k mod p
Theo B6dé 1.1tacé: g'mod p=1. Nén:
g modp (g modp)xl mod p = g" mod p

Bo dé da dugc chimg minh.

Mgénh dé 1.1:

Cho p va q 1a 2 s nguyén 6 véi q 1a wéc sb cia
(p-1), h 1a mdt sb nguyén duong nhé hon p
vag=h"Vimodp, 1 <x,k<p, 1<e,e<q

““ mod p)mod P

Néw: y=g modp r=(g*modp)modg
s=kxe ' +xxe, modg thi:
(g“"s X y** mod p)modq =r.

Chung minh:

That vay, ta c6:

s=kxe ' +xxe, modg

=e¢, ' x(k+xxe xe,)modg
Nén: sxe, modg=k+xxe xe, modg
Theo B6 dé 1.2 ta c6:

g modp=g

Suy ra: gz,.s % g —x.ej.e;

Hay: g Xy«

Nén ta c6:

Do: r= (gk mod p)modq

Din dén: (g X ¥y mod p)modq =r

Day la diéu can ching minh.

Ching minh tinh ding din coa luge dd co so 1a
chimg minh chir ky duoc tao ra boi thuat todn hinh
thanh chit ky (Thudt todn 1.2) s€ thoa méan diéu kién
(1.8) cua thudt todn kiém tra chir ky (Thuqt todn
1.3). Tinh ding din cta lugc dd co so dugc ching
minh nhu sau:

bat: e; = e, e; = 1. Theo (1.1), (1.2), (1.3), (1.4),
(1.5) va Ménh d¢ 1.1 ta co6:

(g” x y"“ mod p)modq =r

Tu (1.6), (1.7) va (1.9) suyra: u=r.

Ménh de da dugc chung minh.

k+x.e.e;

modp
mod p = g* mod p
“ mod p = g* mod p

mod p)modq = (gk mod p)modq

€€

(1.9)

e) Muc do an toan cua luoc dé co so

Lugc dd co s6 1a mot luge do chir ky sd xdy
dung dua trén tinh khé cua bai toan logarit roi rac —
DLP (Discrete Logarithm Problem) twong ty nhw cdc
lugc do chit ky thude ho ElGamal nhu DSA [3] hay
GOST R34.10-94 [4]. Do vay, muc do an toan cua
lugc do co so xét theo kha nang chong tan cong lam
16 khéa mat hoan toan phu thugc vao mirc d§ khé
cua bai todn DLP nhu ¢ DSA hay GOST R34.10-94.

Vé kha ning chong gia mao chir ky cua luge do
co s0, tir (1.6), (1.7) va (1.8) cho thay 1 cap (r,s) bat
ky s€ duoc coi 1a chit ky hop 1€ vdi M néu thda man
didu kién: = (g“’ x y"* mod p)modq (1.10)

O day: ¢= H(M) la gid trj dai dién cla thong
dlep dir lidu can thiam tra (M). D& dang thdy rang
viée gidi (1.10) dé dé tao dugc chir ky gid mao thoa
mén diéu kién hop 16 cua lugc d6 co so thuc chat
cling 1a viéc giai bai todn DLP.

2) Luoc dé chir ky tdp the)

Luoc dd chir ky tap thé & day duoc phat trién tir
lugce dd co s¢ vai céc chirc nang nhu sau:

e Chung nhan tinh hop phép cua cac dbi trong

ky.

e Hinh thanh chit ky tap thé tir chit ky c4 nhén
ctia mot hay mot nhém ddi twong ky va chir
ky cua CA. Kich thudc cua chir ky tap thé
dugc tao ra khong phu thugc vao so lugng
thanh vién nhém ky.

e Kiém tra chir ky tap thé ctia mot nhém do6i
tuong duoc thyc hién twong ty nhu kiém tra
chir ky do mot dbi twong ky tao ra.

Céc tham sb hé thong {p, q} dwoc lua chon theo
phuong phdp cia DSA hodc GOST R34.10-94. Gia
st nhém ky gom n-thanh vién: U = {Ujl i=1,2,...,n}.
Céc thanh vién nhém ky c6 khéa bi mat la: Kg = {x|l
i=1,2,....,n} va cac khéa cong khai twong ung la: Kp
= {yjl i=1,2,...,n}. Con CA c6 cap khéa bi mit/cong

khai twong ng 1a: {X.,, Ye,}-

a) Thudt todn hinh thanh khéa cia cdc doi
tuong ky
Thuit toan 2.1: Hinh thanh khéa cua cdc dbi
tugng ky U = {Ujl i=1,2,.,n}.
Input: p, g, n, Ks= {xjli=1,2,...,n}.
Output: Kp = {yjli=1, 2,..,n}.
[1]. fori=1tondo
[1.1]. y, « g mod p
[12]. K, [i] e y,
[2]. return Kp
b) Thudt todn hinh thanh khéa cua CA
Thuat toan 2.2: Hinh thanh khéa ctia CA.

Input: p, g, Xca-
Output: ye,.

(1. y, < g™

2.1)

« mod p (2.2)
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[2]. returny.,

¢) Thudt todn hinh thanh chung nhdn (chitng
chi s6) ciia CA cho cdc doi tuwong ky U;

Thuat toan 2.3: CA ching nhan tinh hgp phap
cua dbi tuong ky U..

Input: ID;, y;, Xca-

Output: (u;,v;) — chiing nhin cia CA dbi voi U..

[1]. k, < H(x,, Il y,IID,)

2. u, « (g mod p)modg (2.3)
3. e H(y 1D, 2.4)
[4]. v, <k, xe™ +x,,%xu modg (2.5)
[

5]. return (u;Vv;);

d) Thudt todn kiém tra tinh hop phdp cia cdc
doi tuwong ky U, (i=1 ,2,.,1n)
Thuét todn 2.4: Kiém tra tinh hop phép céc dbi
tuong ky.

Input: yi, yea, IDi, (U, vy).

Output: (u;,v;) = true / false.

[1]. e« H(y,IIID,) (2.6)

2], u« (g " x(y,, )" mod p)mod g 2.7
[3]. if (u = w) then {return true}
else {return false}

e) Thuat todn hinh thanh chit ky cd nhdn cua
mét hay mét nhém doi twong ky lén thong diép di
lieu M

Thuat toan 2.5: Hinh thanh chir ky ca nhan.
Input: M, n, KS = {xjli=1,2,...,n},

KP = {yjli=1,2,..,n}.
Output: (r,s) — chit ky cua U; i=1, 2,..) [én M.

[1]. fori=1tondo

[1.1]. k, « H(x, IM)

[1.2]. T gk" mod p (2.8)
[1.3]. U;sendr; to CA

[2]. T« 1;
[2.1]. fori=1tondo

r <= rXr,mod p (2.9)

[2.2]. CA sendrtoU; (i=1,2,..,n)

[3]. fori=1tondo
[31]. ¢ — HM) (2.10)
[3.2]. 5, <k, xe™" +x, xrmodgq (2.11)

[3.3]. U;send s; to CA
[4]. s« 1; fori=1tondo

[4.1]. if ( r# g“v"‘) X (yi )r"'e modp) then
return (0,0)

[4.2]. 5 < sxs, modg (2.12)
[5]. return (r,s).
Chii thich:
- Budc [1] va [3] duoc thuc hién béi U; (i = 1,
2,..,n).

- Budc [2] va [4] duoc CA thuc hién.

/) Thudt todn hinh thanh chimg nhdn cia CA
doi voi chit ky cd nhdn cua mot hay mot nhom doi
tuwong ky lén M

Thuit toan 2.6: Hinh thanh chirng nhan cua CA
cho chit ky ca nhan véi thong di¢p dir li¢u M.
Input: p,q, g Xe 0, KP = {yili=1,2,..,n},
(ui’vi)’{M’ (r,S)}- ,
Output: (u ,v ) — chimg nhan cua CA doi vei
M, (r,9)}.
[1l.y < I;fori=1tondo
[1.1]. e« H(y,I1ID,)
[12]. u« (g”"‘) x(y,, )" mod p)modq
[1.3]. if (u # u;) then return (0,0)
[1.4]. y¢ yXy modp
[2]. if (r=0o0rs=0)then {return (0,0)} else
[2.1]. e« H(M)
[2.2]. u« (g X y™ mod p)mod q

[2.3]. if (u#r) then {return (0,0)}
[B1. k<~ H(x, IlyllM)
[4]. u,, « (g mod p)modg (2.13)
[5]. e H(yIM) (2.14)
[6]. v, < kxe ™ +x,xu, modq (2.15)

[7]. return (uM,VM)

g) Thudt todn kiém tra chit ky tdp thé ciia mot
hay mét nhém doi tuong ky lén thong diép dit lieu M
Thuat toan 2.7: Kiém tra chit ky tap thé.
Input: p, q, g, 0, yeu, KP={yil i =1, 2,..,n},
M’ { (T,S), (uM’VM) } .
Output: {(r,s), (uw,Vm)} = true / false.
[1]. y«—1;fori= 1tondo
Yy < yxy modp (2.16)
(2]. if (u =0orv =0)then return false
[2.1). e~ H(y I M) 2.17)
[2.2]. u« (g"M"' x(y,, ) modp)modq (2.18)
[2.3]. if (u# u ) then return false
[3]. if (r=0or s =0) then {return false} else
[3.1]. e~ HM) (2.19)

[32]. u (g™ xy"* mod p)modg (2.20)

[3.3]. if (u=r) then {return rrue}
else {return false}

3) Tinh diing ddn ciia lege do chir ky 1ap the
Tinh dting din cta luge d6 méi dé xuat bao gom:
a) Tinh ding ddn ciia thudt todn chimg nhdn
va kiém tra doi twong ky.
Pat:ej=e, e =u,s=v;, X = X, Y=Y, Theo
(2.2), (2.3), (2.5) va Ménh d 1.1 ta c6:

(g\',.l! X(ym)u,-.e (221)

mod p)mod g = u,
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Tu(2.21) va (2.7) suyra: u=uy;
Pay la diéu can ching minh.

b) Tinh ding dan ciia thudt todn hinh thanh va
kiém tra chimg nhdn ciia CA doi véi chi ky cd nhan
ciia mét doi tuwong ky.

Pat:e, =e, e, = u,S=V,.y=y_. Theo (2.2),
(2.13), (2.14), (2.15) va Ménh dé 1.1, ta c6:
(g e (y,, )™ mod p)mod q=u,
Tu (2.16), (2.17), (2.18) va (2.22) suy ra:
u=u,
Pay la didu can ching minh.
c¢) Tinh ding dan ciia thudt todn hinh thanh va
kiém tra chit ky cd nhan cia mgt nhom doi twong ky.
Ménh dé 1.2:
Chopvaqla2 so nguyen t6 voi q 1a woc sb cia
(p -1), h 1a mot s6 nguyén duong nhé hon p va
g:h(p_l)/qmodp, 1 < Xi, ki <q, 1 < €, € < Q.
Néu: Yy, =g “modp ,

(2.22)

rr=g"modp ,

-1 e, .
s, =k, Xe, +x;,xXe, modg vor: i=ln )

)’:llIy,.modp ) r=(lﬂlr,.modp}nodq ’

i=1 i=1

S=2Sim0dq thi: (ge1.sxy61.ez modp)modq:r.
i=1
Churng minh:
That vay, ta c6:

(g”“s Xy mod p)modq =

ﬂ,.ikl.ﬂf]tv,.ﬂz modg n a2
=g - X(H y; mod pj mod p |mod g

i=1

n n n
-1
e .Zk, € e Z X;.e) 72.(, e.e;.

=g ~ xXg T xg ™ mod p}nodq

i=1

5 :
=| g™ mod p |mod g = (H (gk' mod p)mod I’j mod g

=(Hri mod pjmodq =r
i=1

Tu d6 tinh dung dan cua thuat toan hinh thanh va
kiém tra chit ky cua mot hoic mot nhém ddi tugng
ky 1&€n mot thdong di¢p dir liéu M dugc chung minh
nhu sau:

bat: e; = e, e; = 1. Theo (2.9), (2.10), (2.12),
(2.16) va Ménh dé 1.2, ta c6:

(g "Xy mod p)modq =r
Tu (2.23) va (2 20) suy ra: =r
Ménh dé da dugc chimg nunh

(2.23)

4) Mikc @6 an toan cia lwoc do chiv ky tdp thé

Muc dg an toan cua luge do chit ky tap thé moéi
dé xuat dugc thiét lap dya trén muc d§ an toan cua
luge dd co s6. Do vy, vé co ban mirc d6 an toan ctia
n6 duoc quyét dinh boi muc do khé cua bai todn
DLP. Ngoai ra, ¢ lugce 6 chit ky tap thé con tiém an
cdc nguy co tn cong gia mao chit ky tir ngay bén
trong hé théng do mot nhom dbi tuong ky lién két
v&i nhau thuc hién. Van dé nay duoc xem xét dudi
g6c do Bai todn gia mao chit ky nhom nhu sau:

a) Bai todn gia mao chit ky nhom

Cho U va U* v6i U « U* 1a hai nhém céc ddi
tuong trong hé thdng c6 cdc tham sé {p, ¢, g}.

Gia thiét: U* = {(U*| i=l.m*}, U = (Ul
i=l.m'}, U*nU'=¢ va U*uU'=U. 3.1

Khi nay Bai todn gid mao chit ky nhém c6 thé
dugc mo ta nhu sau:

Bai toan LDy y+: Cho cdc tham so bi mdt cua
cdc thanh vién trong U*. Khi d6 véi moi thong bdo
M, hay tim cap {r,s} dwoc chap nhén theo diéu kién
ciia thudt todn kiém tra chit ky (Thudt todn 2.7) véi
ddu vao la bé tham sé cong khai ciia U.

Bai toan LD y+: Cho cdc tham so bi mdt cua
cdc thanh vién trong U*. Khi do vi moi thong bdo
M, hdy tim cdp {r,s’} dwoc chap nhdn theo diéu kién
ctia thudt todn kiém tra chit ky (Thudt todn 2.7) vdi
dau vao la bg tham sé cong khai ciia U,

Giai thuat cho bai todn LDy y+ dugc goi la
"thudt todn gia mgo chit ky cua U 1én M do U* thuc
hién". Con giai thuat cho bai todn LDy y+ duoc goi
12 "thudt todn gia mao chir ky cua U’ lén M do U*
thuc hién".

b) Giai thudt cho bai todn LDy, y+)

Thuit toan 3.1 Giai thudt cho bai toan LDy y+.

Input: p, q, g, M, (’,s’) — chit ky cua U' [én M.

Output: (r,s) — chir ky cuia U 1én M do U* tao ra.

[1]. s"«0

[2]. fori=1to m* do

s" 5"+ x Xr'modg (3.2)
[3]. s« s+s"modg (3.3)
[4]. re7' 34

[5]. return (r,s);

Tinh ding dén cta Thudt todn 3.1 dugc ching
minh nhu sau:

Tu (3.2) véi moi: i=1,2,..m’, ta cé:

g% x(yf )r“g modp=g""*xg " “modp=1 (3.5)
Vi diéu kién (3.1), dé dang kiém tra dugc rang:

y= y'x(n y; mod p) mod g

i=1

(3.6)

Tu (3.5) va (3.6) ta c6:
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(g *“X y"™“ mod p)modq =

{s Y8 }C - re
=|g" x[y‘x[H y; mod pjmod p] mod p |mod g

i=1

Il
oo
X
—
'\<.
~
n
X
oo

X[Hylj mod p |mod g

= [g Sex(y') ™ xﬁ (g s (y,* )f'e mod p)mod pjmod q

= (8” X(y')rv'e mod p)mod q=r
3.7
Tu (2.20), (3.4) va (3.7) suy ra:

u=r ) 3.8)

Tu (3.8) cho thay, mac du (r,s) do U* tao ra
nhung van dugc cong nhan 1a chit ky hop 1¢ ctia U
1én M.

c¢) Gidi thudt cho bai todn LD+

Thuét toan 3. 2 Giai thuat cho bai todn LDy y.

Input: p, q, g, M, (1,s) - chir ky cua U [én M.

Output: (r’,s”) - chit ky cua U' Ién M do

U* tao ra.
[1]. s"«0
[2]. fori=1to m* do
s" "+ x Xrmodg (3.9)
[3]. s'<s5—s"modg (3.10)
[4]. r'er (3.11)

[5]. return (r’,s’);

Tinh ding dan cua Thudt todn 3.2 dugc chung
minh nhu sau:

T (3.9) voi moi: i=1,2,...m*, ta co:

x;.re xre

g—ST.eX(yi")f"e mod p=g " Xxg"" “modp=1

(3.12)
Vi diéu kién (3.1), dé dang kiém tra dugc rang:

y'= yX[ﬁ(y?)' modpjmodp (3.13)

i=1

Tur (2.12) va (2.13) ta cé:

(g x ()" mod pJmodg = (¢~ x ()" mod pmodg

s—i;,’}.e e re
g[ = X[yx[H(yi*)l modpjmodpj mod p |modg

i=l

—is:J.e m* e
=] g™ xy™ Xg[ = X[H yl*] mod p ([modg

= [g“’ xy" Xﬁ(g"“ <y )" mod p)mod pj modg
i=l

=(g* xy™ modp)modg = r (3.14)

Tu (2.20), (3.11) va (3.14) suy ra:
u=r (3.15)

Tu (3.15) cho théy, mac du (r’,s’) do U* tao ra
nhung van dugc cong nhan 1a chit ky hop 1& cia U’
1én M, ndi cach khic Thudt todn 3.2 da dugc ching
minh la ding.

d) Mirc @ an toan ciia lwoc do chiv ky tap thé
trudc cdc tan cong gia mao chir ky nhom.

Tu viéc xem xét Bai todn LDy y+ va LDy y+
cho théy viéc xay du’ng theo md hinh chir ky tap thé
dang phan biét, ma ¢ d6 CA tao chung nhén vé tinh
horp 1€ cua chit ky cé nhan cua mot d6i tuong ky hay
cua mot nhém d6i twong ky 1én mot thong diép dir
liéu bang cich ky 1én ban tin dugc tao ra tir thong
diép dir liéu can ky va khéa cong khai chung cua
nhém d01 tuong ky, vi thé lugc do chir ky tap thé
méi de xuat ¢6 khd ndng ngén chan hoan toan cdc
dang tan cOng gia mao tir bén trong hé thong da biét
trong thuc té.

III. KET LUAN

Bai bdo dé xuat mot md hinh ung dung chtr ky
50 g01 1a md hinh chir ky tap thé va lugc dd chir
ky s0 theo md hinh ung dung nay c6 thé 4p dung
cho dbi tugng la cdc co quan, don vi, doanh
nghiép,... nhiam dam bao cho viéc chimg thuc cic
thong diép dir li¢u trong cdc thu tuc hanh chinh
dién tr hoan toan phu hop voi céc thu tyc hanh
chinh trong thyc té xa hoi hién nay. Theo md hinh
méi dé xuat, cdc thong dlep dir liéu dién tu s
dugc chung thuc vé nguon goc va tinh toan ven &
ca 2 cap d¢: thuc thé tao ra thong diép dir li¢u va
td chirc (co quan, don vi,...) ma thuc thé tao ra né
1a mot thanh vién hay bo phan ctia to chirc nay.
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