Chwong 1

Nhirng van dé co’ ban vé an toan
thong tin
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1. Thong tin
e Dinh nghia: Théng tin 1a nhirng tinh chat xac dinh
cua vat chat ma con nguwoi (hoac hé thong ky
thuat) nhan duwoc tir thé gidi vat chat bén ngoai
hoac tlr nhirng qua trinh xay ra trong ban than no.
e Thoéng tin ton tai mot cach khach quan, khéng phu
thudc vao hé thu cam.
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2. Khai niém hé thong va tai nguyén thong tin

e Khai niém hé thong: Hé thong la mot tap hop cac
may tinh gém thanh phan phan cirng, phan mém va
dir lieu lam viéc dwoc tich luy qua thai gian.

e Tal nguyén thong tin:

v Phan cing

v' Phan mém

v D liéu

v' MOi trwong truyén thong gitra cac may tinh
v' MOi trwong lam viéc

v Con ngroi
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3. Cac moi de doa doi vé&i mét hé thong
TT va cac bién phap ngan chan

e Pha hoai: Pha hong thiét bj phan cing hodc phan
mém trén hé thong.

e Stra doi: Tai san cta hé théng bij sira doi trai phép.

e Can thiép: Tai san bi truy cap boi nhirng nguoi
khong c6 thadm quyén. Cac hanh vi : Danh cap mét
khau , ngan chan,mao danh...
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C6 ba loai ddi twong chinh khai thac

e Inside :cac doi twong tir bén trong hé thong ,
day la nhirng nguoi c6 quyén truy cap hop
phap doi véi hé thong

« Qutside: hacker , cracker....

 Phan mém : \lirut, spyware,mainware va cac
16 héng phan mém : SQL injnection ...
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4. Cac bién phap ngan chan:

Thwong co 3 bién phap ngan chan:

e Thong qua phan mém: St dung cac thuat toan
mat ma hoc tai cac co ché an toan bao mat cta hé
thong mrc hé diéu hanh.

e Thong qua phan cing: S& dung cac hé MM d3
dwoc cing hoa .

e Thong qua cac chinh sach AT& BM Thong tin do

to6 chire ban hanh nham dam bao an toan bao
mat cua hé thong.
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Tai sao ?

Thiéu hiéu biét va kinh nghiém dé bao vé di liéu
An toan 1& mét lanh vuc phat trién cao trong
cong nghé TT, nhu cau vé nguon nhan lyc trong
IInh virc nay dang tang lén rat nhanh

Lién quan dén nghé nghiép cuta ban
Sw phat trién céng nghé théng tin
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5.An toan thong tin la g

e An toan thong tin bao ham mot [inh vue rong |&n cac
hoat ddng trong mot td chirc. N6 bao gbm cd nhirng
san pham va nhi*rng quy trinh nham ngan chan truy
cap trai phép, hiéu chinh, xda thong tin, kién thirc,
dir liéu.

e Muc dich [a dam bao mot moi truong thong tin tin
cay, an toan va trong sach cho moi thanh vién va t6
chire trong xa hoi
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6. Nguyén tac , muc tiéu va chung cua

an toan bao mat thong tin
Hai nguyén tac cda an toan bao mat thong tin:

e Viéc thadm dinh vé bao mat phai dd kho va can
tinh t&i tat ca cac tinh huéng, kha nang tan
cong co thé duwoc thuc hién.

e Tai san phai dwoc bao vé cho tai khi hét gia tri
st dung hoac hét y nghia bi mat.
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Tinh chat ctia hé thong thong tin

e Ngubn thong tin |a nhirng tai san rat cé gia tri cia mot to
chirc.Thdm chi mang tinh séng con.

e Sy yéu kém va dé bj tan cdng cla cac hé thdng thong tin.

e Nhiéu van dé vé an ninh can phai quan tam, tr dé cé
mot ly do chinh ddng dé thay d6i phwong thirc bao mét
thong tin, mang, may tinh cua ban
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Muc tiéu cia An toan Thong tin

INTERGRITY
« Bi méat- CONFIDENCIAL
e Toan ven — INTEGRITY,Tinh xac
thwe - AUTHORITY
e San sang - AVAIBILITY
INFORMATION
CONADENTIAL AVAIBILITY

THONG TIN — DOI TWONG CUA CAC cUOC TAN CONG
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7. Cac thanh phan chinh cia ATTT

e Antoan muc vat ly.
e Antoan muc tac nghiép.
e Quan ly va chinh sach.

Hinh 1 - Tam giac an toan théng tin

Operational Management
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/.1.An toan vat ly

An toan @ murc vat ly [a s bao vé tai san va théng tin
cua ban khoi su truy cap vat ly khong hop € .

Pam bao an toan murc vat ly twong déi dé thuc hién .

Bién phap bao vé dau tién la lam sao cho vj tri cla td
chirc cang it tr& thanh muc tiéu tan coéng cang tot .

Bién phap bao vé th hai phat hién va ngan chan cac ke
dot nhap hay ké trom : camera, t/b chéong trém.

Bién phap bao vé th& ba la khoi phuc nhirng dit liéu hay
hé thong cuwc ky quan trong bi trom hay mat mat.
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Thao tac an toan

e Thao tac an toan lién quan nhirng gi ma mot to chirc
can thuc hién dé dam bao mét chinh sach an toan.
Thao tac nay bao gom ca hé thdng may tinh, mang, hé
thong giao ti€p va quan ly thdong tin. Do doé thao tac
an toan bao ham mot lanh v rong |&n va vi ban |a
mot chuyén gia an toan nén ban phai quan tam truc
tiép dén cac l1anh vuc nay.
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7.2.Quy trinh thao tac an toan

Van dé dat ra cho thao tac an toan gom :

Kiém sodat truy cap,

Chirng thue,

An toan topo mang sau khi viéc thiét 1ap mang

Cac thao tac an toan trén day khéng lién quan dén viéc
bao vé & mirc vat ly va mirc thiét ké
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Quy trinh thao tac an toan

« Su két hop cua tat ca cac qua trinh, cac chirc
nang va cac chinh sach bao gdom ca yéu to con
ngwoi va yéu to ky thuat.

« Yéu td con nguwdi tap trung vao cac chinh sach
dwoc thuce thi trong to chirc.

« Yéu to ky thuat bao gdbm cac céng cu ma ta cai
dat vao hé thong.

e Qud trinh an toan nay dwoc chia thanh nhiéu
phan va dwoc mé ta dwdi day:
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Quy trinh an toan (cont.)

a. Phan mém chodng virus

e Virus may tinh Ia va van dé phién toai nhat

« Céc phwong thirc chong virus mo'i ra doi clng
nhanh twong tw nhw sw xuat hién cua chung

e File chc“')ng virus dwoc cap nhan moi hai tuan mot
lan hay lau hon. Neu cac file nay cap nhat thwong
xuyeén thi hé thong co thé la twong doi an toan.

 Phat hién va diét virut truc tuyén
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Quy trinh an toan (cont.)

b. Kiém soat truy cap

v’ Kiém sodt truy cap bat budc (MAC — Mandatory Access
Control):Cach truy cap tinh, s&r dung mot tap cac quyén truy
cap duoc dinh nghia trudc doi vai cac file trong hé thong.

v’ Kiém soat truy cap tu do (DAC — Discretionary Access
Control) : Do cht tai nguyén cap quyén thiét |ap mot danh
sach kiém soat truy cap ( ACL — Access Control List) .

v’ Kiém sodt truy cdp theo vai tro ( chirc vu ) ( RBAC —Role
Based Access Control ) :_Truy cap véi quyén han dwgc xac
dinh trwdc trong hé thong, quyén han nay can c trén chirc
vu clia ngudi dung trong to chirc
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c. Churng thwe (authentication)

v' Chirng minh “ Toi chinh la toi ch& khdng phai ai khac “

v La mot phan quan trong trong BINH DANH va CHUNG
THU'C ( Identification & Authentication — | &A).

Ba yéu to cua chirng thuc :

= Cai ban biét ( Something you know )-— Mat ma hay sé PIN

= Cal ban cO ( Something you have) — M6t card thong minh
hay mot thiét bi chirng thuc

= Cai ban so hitu ( Something you are) — dau van tay hay
vOng mac mat cda ban
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Nhirng phwong thirc chirng thwe thong dung

e Dung username/Password :

v’ MOt tén truy cdp va mdt mat khau |3 dinh danh duy
nhat dé dang nhap . Ban la chinh ban ch& khéng phai la
nguoi gia mao

v'Server sé so sanh nhirng théng tin nay vdi nhirng thong
tin lwu trir trong may bang cac phwong phap x& ly bao
mat va sau dé quyét dinh chap nhan hay tir choi sw dang
nhap
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Su dung Username/Password

login: | administrator

pﬂsswnrd: Y1111 1:111

Logon or Security Server
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Giao thirc chung thuc CHAP — (Challenge
HandShake Authentication Protocol ) :

Logon Request

O »~
Challenge

Encrypts Value

Encrypts Value ®

Response

Compare
Encrypted
Results

Authorize or Fail
~ €
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Chung chi : Certificate Authority (CA)

Application Server

Client

(8) Valid Certificate

[T Authentication i T () Certificate

Security Server
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Bdo mdt bang token:

g,
&L Challenge
el
e
©r Response

Authentication
Y SEIVEr

Client PC

Token Device Challenge

Valid Certificate
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Phuong phap Kerberos :

Kerberos cho phép mot dang nhap don vao mang phan

tan.

KOG (Trung tam phan phéi khéa)

—
User
Woarkstation

[T

Server Providing
services to User

1. User requests access to sarvice running on a differant servar.
2. KDC authenticates user and sends d ticket to be used between the user and the service on the server.
2. User's workstation sends ticket to service to authenticate and use the reguested service.
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Chitng thuc da yéu to:

1/30/2002

login: | administrator

passwurd: SRR EEEESEE

Smart Card Reader

Logon or Security Server

Both factors must be valid:

sUserlD Password
«Smart Card

An toan thong tin _CH1
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Chitng thuc bang thé théng minh (Smart card):

N -

Authentication

IHI]@\\
|
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Chitng thure bang sinh trdc hoc :

e Nhan dang cd nhan bang cac dic diém riéng biét clia
tirng ca thé.

e Hé thdng sinh trac hoc gdm cdc thiét bi quét tay, quét
vong mac mat, va sap tdi sé cd thiét bj quét DNA

e P& cd thé truy cap vao tai nguyén thi ban phai trdi qua
qgua trinh nhan dang vat ly
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Nhitng van dé thuc té

* Phu hop v&i trinh d6 va nang lwc cia nhan vién va
hé thong.

e Khoéng nén tiéu ton nhiéu thoi gian va tién bac vao
ngirng hé thong an toan phirc tap khi chuwa cé mot
chinh sach an toan phu hop.

e H3y can than vdi khuynh huédng sir dung nhirng
username thoéng dung va nhirng mat khau dé doan
nhu :”123” hoac “ abcd”...

e S dung chirng thuc va dam bao an toan da yéu td
gdm mot thé thong minh va mat khau.
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o Cé rat nhiéu van dé khdc phdi quan tam,dé la:

v/ Tinh dé bj tan céng cla hé thong .

v/ Cac diém yéu cla hé thdng.

v Khéng twong xtrng cua nhirng chinh sach an
toan.

v'Van de két ndi Internet :Khi mang két ndi voi
Internet thi no sé trc’y,thénh mot doi trong tieém
nang cho cac cudc tan cong .
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7.3. Quan tri va cac chinh sach

« Cung cap nhirng hwéng dan, nhirng quy tac , va
nhirng quy trinh dé thiét 1ap mét moi trwdng thdng
tin an toan .

« D& nhirng chinh sach bao mat phat huy hét hiéu
qua thi ta phai co s hé tro toan dién va triét dé tir
phia cdc nha qudn Iy trong to chikc.
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Mot s6 chinh sach quan trong

NN
NN
NiN

O

O O O

NiN

1/30/2002

N sac
N sac
N sac

N sac

Chinh sach nha quan tri
Yéu cau thiét ké
Ké hoach

khdi phuc sau mét bién co
N thong tin

N an toan

h vé céch sir dung

N quan ly ngwdi dung
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a.Chinh sach nha quan tri

» Trinh bay dwdng I6i chi dao va nhirng quy tac,
qguy trinh cho viéc nang cap, theo doi, sao lwu,
va kiém toan (Audit) .

b.Nhu cau thiét ké

« Kha nang can phai co cla hé thong dé doi pho voi
cac rui ro vé an toan . Nhirng nhu cau nay la rat can
ban trong phan thiét ké ban dau va né cé anh hwéng
rat Ion dén céac giadi phap dwoc str dung

« Nhirng chinh sach nay mo ta that rd rang vé céac
nhu cau bao mat
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c.Ké hoach khdi phuc sau bién ¢
( DRP- Disaster Recovery Plans )

Mot trong nhirng van dé nhirc dau nhat ma cac chuyén gia
CNTT phai déi mat

Ton rat nhiéu tién dé thwe hién viéc kiém tra,sao lwu,thiét 1ap
hé théng dw phong dé gilr cho hé thong hoat ddng lién tuc.
Hau hét cac cdng ty I&én déu dau tw mét so tién Ién vao ké
hoach khéi phuc bao gém viéc sao lwu di liéu hay nhirng
lap“diém nong”.

“Diém nodng” 1a mét noi dworc thiét ké dé cung cap cac dich
vu nhanh chéng va thuan tién nhat khi cé sw ¢ xay ra nhuw
hé thdng hay mang bi sap.
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d.Chinh sach thong tin

e Truy suat, phan loai, danh dau va lwu tri, dy
chuyén giao hay tiéu huy nhirng thong tin nhay
cam.

» Su phat trién clia chinh sach thong tin 1a sy danh
gia chat lwgng an toan thong tin.
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e. Chinh sach bao mét

» Cau hinh hé thong va mang toi wu : cai dat phan
mém, phan crng va cac két néi mang.

« Xac dinh va Gy quyén. BDinh rd viéc diéu khién truy
cap, kiem toan, va két nGi mang.

« Cac phan mén ma hoéa va chdng virus dugc sir dung
dé thwc thi nhirng chinh sach nay.

 Thiét lap cac chirc nang hay cac phwong thrc ding
dé lua chqn mat ma, sw hét han clia mat ma, no luc
truy cap bat hop phap va nhirng linh vwc lién quan.
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f.Chinh séch vé str dung

e Thong tin vé nguodn tai nguyén dwoc st dung
nhw thé nao v&i muc dich gi?

« Nhirng quy dinh vé cach st dung may tinh: dang
nhap , mat khau,an toan vat ly noi lam viéc...

« Nhirng quy dinh vé s riéng tw, quyén s& hiru va
nhirng hau qua khi cé nhirng hanh déng khéng
hop phap.

e Cach st dung Internet va Email.
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g. Quan ly ngudi dung

e Cac dinh cac thao tac dwoc thwe hién & nhirng
trwedng hop binh thwdng trong hoat déng cua nhan
Vién.

« Céch rng Xt v&i cac nhan vién méi dwoc két nap
thém vao hé thong.

« Hwdng dan va dinh hwéng cho nhan vién,diéu nay
clng quan trong twong tw nhw khi ta cai dat va cau
hinh mot thiét bi mai.
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Muc dich cia an toan thong tin

e Muc dich ctia ATTTnai ra rat dé nhwng thwe hién
no thi khéng don gian.

« Muc dich ciia an toan théng tin rat rd rang va né
dwoc 1ap thanh mét bd khung dé cé thé can cw
vao do phat trién va duy tri mot két hoach bao vé
an toan thong tin
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Muc dich:

a. Phong ngura

« Nham ngan chan cac hanh ddong xam pham may
tinh hay thong tin mot cach pham phap.

. Th,iét lap cac chinh sach va C:élc chirc nang c;l]a hé
thdng an toan nham giam thieu nguy co bi tan céng

» Chinh sach ngan chan cang tot thi mirc thanh cong
cua cac cudc tan céng cang thap
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b. Phat hién :

Xég dinh cac sw kién khi né dang thL_J’C,hién. Trong
nhiéu trwong hop viéc phat hién nay rat kho thwe hién
Dé phét hién c6 thé si* dung mét vai cong cu don gian
hoac phtrc tap hay chi la viéc kiém tra cac lodfile
Thwc hién lién tuc

La mét phan trong chinh sach va chirc ndng bao dam
an toan thdng tin cua ban.
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c. Dap tra

 Phat trién cac chién lwoc va ky thuat dé co thé
gidi quyét cac cudc tan cdng hay mat mat div liéu

e Viéc phat trién mot hé thong dap tra thich hop
bao gdbm nhiéu yéu tir don gidn dén phurc tap

 Nén co nhirng chirc nang va phwong thtrc cho
viéc khéi phuc lai sau khi bi tan céng hon 1a c6
gang tao ra nhirng cai cao siéu.
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1.6.Cac dich vu va cac giao thwc

e MOi dich vu va giao thirc dwgc st dung sé lam tang
tinh dé bi tan cdng cla hé théng va lam cho xuat hién
cac van dé tiém nang vé an ninh trong hé thong.

e Hang ngay ngudi ta tim dwgc nhirng |6 héng madi cho
cac dich vu va giao thirc duoc stir dung pho bién trong
hé thong mang may tinh.
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Cac giao thuc va dich vu thong dung:

e Mail : Khdng an toan

e \Web : Khong an toan

e Telnet : Khong dugc bao vé

e FTP -Khong c6 ma hoa - S/FTP

e NNTP-Network News Tranfer Protocol

e DSN-Domain Name Service = DNS attack
e |[CMP : Ping - khong an toan
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Nhitng giao thirc va dich vu khéong thiét yéu

FTP

*Dich vu NetBIOS o
*TFTP ( Trivial File Tranfer

*UNIX RPC 5 |
oNFS rotocol )
X Services * Netmeeting

*R Services, vi du
nhu rlogin, rexec

*Telnet *SNMP ( Simple Network
Management Protocol )

*Remote Control System)
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1.7.An toan Topology mang

Xac dinh trong qua trinh thiét ké va thuc thi mang
Bon ndi dung chinh can quan tadm

e Muc dich cla thiét ké

e \/ung bao mat

e Topology mang

e Nhitng yéu cau kinh doanh
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a. Muc dich cla thiét ké

Muc dich : Dam bao tinh bi mat, tinh toan ven, tinh
hiéu luc, va kha nang chiu trach nhiém

Tinh bi mat : Ngan can hay han ché truy cap trai phép
hodc tiét 10 bi mat thong tin, dit liéu

Tin
bi t
Tin
VO

n toan ven: Pam bao dit liéu dang lam viéc khong
hay doi so vai vai dir liéu goc

h san sang: Dam bao hé théng san sang d6i phd
moi tinh hudng

Chiu trach nhiém :Ai chju trach nhiém trudc moi hoat
dong clia hé thong
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b. Vung bao mat

e Cach ly hé thong cua chung ta vdi nhirthg hé
thong hay mang khac

e Cach ly hé thong khoi nhirtng ngudi truy cap
khong hgp 1€

e La mot nGi dung quan trong khi thiét ké mang
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Téng quan vé mang :

Bén ving bdo mdt thong dung:

e |nternet
e |ntranet
e Extranet

e« DMZ (Demilitarized Zone — khu phi quan su’)
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Internet

1/30/2002

Internet

Router
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Intranet
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Extranet

Private Connection
or
VPMN on Internet

1/30/2002 An toan thong tin _CH1 52



DMZ : Dung dé;ddt mot may chu cong cong ,
moi nguoi co thé truy cdp vao

Private
Metwork
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Thiét ké viing bdo mdt

M6 hinh mau

—
=
- N\

o
IDS -’ >
Re DMZ-
7 [ >

/ Data Server \\
Hub/Switch t
Router B %), = Other’'s public 1
“ M :ﬁﬂr \n\' source l
S \ o s I
/;
/7 i
SMTP Server/ 7
POP3/
-
-

. All trafic must come through this port DS

Firewall, VPN, Antivirus Hub/Switch

S

Server Segment

IT and Security

Manager’s Segment Personal’s Segment Admin’s Segment

Student’s Segment

...............................................................
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c. Thiét ké viing bdo mdt :
Cong nghé: VLAN , NAT, Tunneling

e VLAN : Cho phép dau cac segment dé nhirng segment
khac khéng thay duoc

e Kiém sodt dwoc cac truy cap trong cac segment
e NAT : Network Address Transfer
e Tunneling : Vitual Private Network
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Comgpubars and users @am
groused mgecally irstead

o
yir
iV

fimliier]

Bl

L
L
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NAT

Cung cap kha nang duy nhat dé truy nhip vao hé théng
mang dwoc bao vé

NAT cho phép dung mét dia chi don dé hién thj trén
Internet thay cho cac dia chi trong mang cuc bd

May chi NAT cung cap cac dia chi IP cho cdc may chu hay
cac hé thong trong mang, va né ghi lai cac luu thong ra
vao mang

Dung NAT dé dai dién cho tat ca cac két ndi trong mang
cuc bd qua mot két ndi don
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Internal Network

Firewall

(Private Class Address)

External Network
(Real Address)

Link to ISP
| —————
Router
h...
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unneling

e Duong ham la kha nang tao ra mot két noi ao gitra
hai hé thong hay gitta hai mang.

e Duwdng ham duwoc tao gitra hai diém cudi bang cach
doéng gdi dit liéu trong mot giao thirc truyén tin voi
si thoa thuan cua hai bén.

e Si dung mat ma giup giao thirc tunel cé kha nang
bao vé dit liéu mot cach an toan (VPN)
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Tunneling

k fﬁ’" ﬁr’“}L

Bk

Internet

Single Private Path or Tunnel
Through the Internet
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9.QUAN LY RUI RO

Xac dinh rui ro , str dung cac giai phap bao vé
nham giam thiéu rdi ro va xac dinh dd rai ro c6 thé
chap nhan dwoc (rti ro dw thira ) trong hé thong.
Panh gia ton that co thé xay ra trong qua trinh st
dung hodc phu thudc vao hé thong TT

Phan tich cac moi de doa tiém nang va cac diém
yéu co thé gay ton that cho HTTT.

Lwa chon céac gidi phap va cac phuwong tién toi wu
nham giam thiéu rdi ro dén mrc dd cho phép.
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QUY TRINH PHAN TICH RUI RO

LA,P DANH MUC
CAC HIEM HOA

TiNH TOAN TiNH TOAN

TON THAT 1 TON THAT 2 [ ™ CHAP NHAN

A

¢ NO
XAC BINH CAC TAI
NGUYEN THONG BIEN PHAP TINH TOAN
TIN CAN BAO VE KHAC PHUC TON THAT 3
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Nhirng van dé can giai quyét :

Gia tri cua thong tin (value of information) : Can phai bao
vé cai gi ? Lwu y : Khong phai bao vé tai nguyén
(resource) ma la bao vé théng tin .

Cac moi de doa (hlem hoa) : TT co gia tri can dworc bao
vé khdi cai gi ? va xac xuat tac dong cda hiém hoa.

Tac dong : Loai tac dong nao sé pha hoai thong tin khi xay
ra hiém hoa — tdc doéng & dau , nhw thé nao 7 :

VD : L6 théng tin , thay dbi théng tin trong qua trinh trao di
TT...

Hau qua : Hau qua xay ra khi hiém hoa : VD khi thut hd ga
sé bi gay chan. ’

Bién phap khac phuc hiém hoa .

RUi ro ton dong : Muc rui ro sau khi dwa ra cac giai phap
bao vé , c6 chap nhan hay khdng murc rui ro nay.
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Trén dwo’ng co. ho ga khéng
ddy niap = Hiém hoa

C6 nguwoi bi thut ho = riii ro
> Xdc xudt ? Anh hwéng ciia
cdc hiem hoa khdc “Mdi nhir
nguoi dep d

Bi va ddp vao dau =2 tdac don; o
Chan thwong so ndio , tir vong -5 '

- Hiu qud

Ddy nap ho ga lai 2 Bién
phap

Nip ho ga cé dim bio khong
? (d¢ day ,két cdu...) = riii ro

ton dong > Chdp nhdn hay
khong~

04i ng00ei
fieip lasm
sao !l
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M®&i lo 1ang ctia doanh nghiép

Hiéu rd vé tinh trang an toan cuta toé chirc?

Bat dau tlr dau ? Cau trd 107 khdng don gidn

Phailam gi ? : Xac dinh tai san, danh gia toan dién vé
rdi ro, xac dinh cac moi de doa, tién liéu cac kha nang
bi tAn cong , cac chinh sach an toan...

Giup cho gidm déc hiéu dwgc ho dang d6i mat voi
nhitng van dé gi, hiéu qua nhu thé nao néu tap trung
gia quyét cac yéu to nay
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MGoi lo lang ciia doanh nghiép

= R -
II'||. o -

Brick Wall

1/30/2002 An toan thong tin _CH1 66



1.Xac dinh tai san:

Moi doanh nghiép hay t6 chirc diéu cé nhirng tai san
hay tai nguyén co gia tri.

Cac tai san phai duoc kiém toadn ca vé mat vat ly 1an
chirc nang.

Qua trinh xac dinh tai san la qua trinh danh gia gia tri
cla cac thong tin va hé théng tai mét noi cu thé.

Su wdc luvong cac loai tai san vat ly Ia mot qua trinh
kiém todn théng thudng ma mdt doanh nghiép phai
lam.
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Xac dinh tai san

e Xac dinh gia tri thong tin

e Xac dinh chlrc nang clia nd va cac thirc tiép
can thong tin

e Dé dang hon trong viéc duwa ra cac phuong
an su bao vé cho thoéng tin do.
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2.Danh gia phan tich vé rui ro

e CO nhiéu cach danh gid hay phan tich nhirng rui ro.

e Viéc danh gid va phan tich rdi ro nay duoc sap xép tir
nhitrng phuong thirc khoa hoc cho dén viéc dam phan
v&i nguoi so hiru thong tin.

e Phai xac dinh dugc chi phi can thiét cho viéc thay thé
nhirng di¥ liéu va hé théng bj danh cap, chi phi cho
thoi gian ngirng, hay tat ca nhirng gi ma ta cé thé
twong twong ra dwoc doi vdi cac rui ro.
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3.Xac dinh hiém hoa

e Phai tién liéu dugc cac cac moi de doa bén trong va bén
ngoai doi v&i mang va dit liéu.

e That chang hiéu qua néu ta cung cAp mot moi truong
bao vé cong ty khdi cac modi de doa bén ngoai trong khi
hau hét cadc de doa déu xuat tir bén trong

e Hiém hoa tir bén trong cé thé Ia nhan vién gid dang, su
lam dung quyén han, su thay ddi di¥ liéu va danh cap tai
san = mot nguy co tiém an.
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Cdc hiém nguy

Threats
Intemal Extemal
, Natural Disasters
[ Troam caep ]
| e - 4. .
Tham 04 Loss Fire Flood/Tidal Wave Earthquake
N / i e
S Internet ™

e ) B

Phau hoaii
- - Burglar
( . . h o L, B

Glaun fiedp Attacker Your
N J Computer
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Cdc moi de doa tir bén trong :

e Gay nhiéu tac hai nhat : Chiém 70%

e Diéu quan trong la biét cach tim ra va cach loai cac
moi de doa bén trong, day la mau chot trong cong
viéc bao mat thong tin may tinh.
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Cac moi de doa tur ben ngoai

e Cac moi de doa tir bén ngoai dang tang vdi toc do bao
dong.

e Sir dung truc tuyén co s& dit liéu, giao dich tai chinh,
chi tra tién lwong, ky gl&ri hang hda , kiém ké, va cac
thong tin quan ly quan trong khac .

e K&t ndi vai nhirng hé thong thong tin hop tac, bi mat
thwong mai, va rat nhiéu théng tin gid tri khac.
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Phurong thirc tan cong dé dang

e Nhitng cong cu ty dong tim kiém muc tiéu va tan cong
vao hé thdng théng qua nhi*rng 16 hdng cua né.

e CO rat nhiéu cong cu tan cong . Khdng can phai la mot
chuyén gia vé ki thudt cling c6 thé tré thanh mot
hacker.

e COrat nhiéu hé thong may tinh bi tan cong nhiéu lan
bang nhitng phuwong thirc gidng nhau do nhirng ké to
mo thuc hién hay nhirng t6i pham dang c6 thuc hién
hanh dong pham phap cta minh.

1/30/2002 An toan thong tin _CH1 74



9 .Nhiém vu cua quan tri an toan mang
(Chief Security Officer)

e Du bao, phan tich cac rui ro
e Phong ngua
e Phat hién cac cudc tan cong

e Chongtra
e HO tro cho cdc nhan vién phap luat diéu tra
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Nhitng noi dé bi tan céng

e Si dung username va password

e Giao thirc TCP/IP

e Cac phan mém cd giao dién d6 hoa, dé dang cau
hinh = nay sinh van dé bao mat

e Email cho phép dinh kem cac file thuc thi.
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Két thuc chuong 1



