CHUONG 2 : MAT MA HOC



2.1 .NHUNG KHAI NIEM CO BAN

e Mat ma hoc bao géom hai linh vuc : ma hda
(cryptography) va tham ma (cryptanalysis
codebreaking) trong do:

 Ma hoa: nghién ctru céac thuat toan va phuong thirc dé
dam bao tinh bi mat va xac thuc cta thong tin gom cac
hé m3 mat , cdc ham bam, cac hé chu Ky dién s6, cac
co ché phan phéi, quan Iy khéa va cac giao thirc mat
ma.

* Tham ma: Nghién ciru cac phuong phap pha ma hoac
ta0 ma gia gom cac phuong phap tham ma , cac
phuong phap gia mao chu Ky, cac phuong phap tan
cong ,cac ham bam va cac giao thirc mat ma




2.1.1. Binh nghia mat ma

e Ma hoa (cryptography) la mot nganh khoa hoc cua
cac phuong phap truyén tin bao mat. Trong tiéng Hy
Lap, “Crypto” (krypte) c6 nghia la che dau hay dao
16N, con “Graphy” (grafik) cO nghta la tur. [3]

e Van ban goc co thé hiéu duoc hay ban rd (P-Plaintext)

e Van ban & dang bi mat khéng thé hiéu duoc thi duwoc
goi la ban ma (C-Ciphertext).

¢ C6 2 phuong thirc ma hoa co ban: thay thé va chuyén
Vi



2.1.2. H&é mat ma

Mothé mamatlabd 5 (P, C, K, E, D) thoa cac diéu kién

1). P la khéng gian rd: tap hiru han cac ban ré cb thé co.

2). C la khbéng gian ma: tap hiru han cac ban ma cé thé co.

3). K la kkhéng gian khoa: tap hitu han cac khoa cd thé co.

4). b&i véi moi k € K, c6 mot quy tac ma hoé ek e E va mot
quy tac gidi ma twong ng dk e D.

5).V&i moi ek: P >C va dk: C >P 1a nhitng ham ma
dk(ek(x)) = x cho moi ban rd x € P. Ham giai ma dk()
chinh la anh xa nguoc cua ham ma hoa ek




e Tinh chat 4,5 la tinh chat quan trong nhat cta ma
hod. Néu méa hod bang ek va ban méa nhan duoc sau
dé duoc gidi ma bang ham dk() thi két qua nhan
duwoc phai la ban ré ban dau x , ham ek(x) phai la
mot don anh, néu khdng thi ta sé khong gial ma
duwoc. Vinéu ton tai (x1 ,x2) : y = ek(x1) = ek(x2) 2>
Ban ma Y khong ton tai.

« Trong mét hé mat bat ky ta ludn c6 |C| = |P| vi moi
quy tac ma hoa la mét don anh. Khi |C| = |P| thi moi
ham ma hoa la mot hoan vi.



2.1.3. M0 hinh truyén tin co ban cua mat ma
hoc va luat Kirchoff
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Hinh 1.1: M6 hinh co ban cla truyén tin bao mét
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* Theo luat Kirchoff (1835 - 1903) (mét nguyén
tac co ban trong ma hod) thi: toan bé co ché
ma/giai ma trir khod la khéng bi mat déi vai
ke dich

* Y nghia Sy an toan cta cac hé m3 mat khong
phal dya vao sy phdrc tap cua thuat toan ma
hoa sir dung.



2.2.S0 lwoc vé lich str mat ma hoc
e Mat ma hoc la mét nganh khoa hoc co mét lich st
khoang 4000 nam
e Cac phuwong phap ma hoa don gian dau tién ma loai
nguoi da st dung la cta nguoi Ba Tw ¢6 va nguoi Do
Thai co.
e Lich sr mat ma hoc => hai thoi ky nhu sau:
— Thoi ky tién khoa hoc: T trwdc cdng nguyén cho
tdi nam 1949 : Mang tinh nghé thuat
— Lich st cia mat m3 hoc hién dai dugc danh dau vao
nam 1949 khi Claude Shannon dua ra ly thuyét
thong tin.
— Pau nhirng nam 1970 la su phat trién cda cac thuat
toan ma hoa khoi dau tién: Lucipher va DES



Vao cudi nhirng nam 1970 phat trién cac thuat toan
khoa cong khai sau khi Whitfield Diffie va Martin
Hellman céng bo bai bao “New Directions in
Cryptography” lam nén tang cho sy ra doi cta cac hé
ma khda cong khai va cac hé chit ky so.

Cac hé m3 khéi van tiép tuc dwoc phat trién thay thé
cho DES vao cuéi thé ky 20 nhw IDEA, AES hoac 3DES
(Mot cai tién cua DES).

Cac ham bam MD5 (mot ham bam thuéc ho MD do
Ron Rivest phat trién) va SHAL .

MD5 va SHA1 d3 bi hack, cac nha mat ma hoc da
khuyén cao st dung cac ham bam manh hon (nhu
SHA-256, SHA-512) trong cac &rng dung.



2.3.Phan loal cac thuat toan mat ma
Cac thuat toan ma hoa khoa bi mat ( hé ma mat
khda bi mat hay khda déi xirng SKC (Symmetric Key
Cryptosytems), vi du : Caesar, DES, AES ...
Cac thuat toan ma hoa khoa cong khai (cac hé ma
khoa cong khai PKC )(Public Key Cryptosystems).
Con goi la cac hé ma khoa bat doéi xirng (Asymmetric
Key Cryptosytems). Khda st dung cho cac thuat
toan nay la 2 knda : Public Key va Private key

Cac thuat toan tao chir ky so (Digital Signature
Algorithms) : RSA, EIGammma...

Cac ham bam (Hash functions).



Phan loai theo cach st ly Input/Ouput

e CAc thuat toan méa héa khéi (chang han nhu
DES, AES ...) Xt ly ban r0 duoc chia thanh cac
khoi co d6 dai giong nhau M, .

e Cac thuat toan ma hoa dong (RC4 ...) col ban ro
la mot luéng bit, byte lién tuc.



2.4. Ung dung clia mat ma hoc

Bao mat (Confidentiality) truyén thong hodc giao dich
hodc cac thong diép tren mot hé théng may tinh (cac
file, cac di¥ liéu trong mot co so dit liéu ...).

Xac thuc (Authentication): dam bao nguén goc cua
mot thong diép, ngudi dung.

Toan ven (Integrity): dam bao dit liéu khong bi thay doi
bat hop phap trén mang truyén théng ciing nhu khi
lwu triv.

Dich vu khdng thé chaéi tir (Non-Repudiation):Khdng
thé pha nhan viéc tham gia vao mot giao dich hop Ie

Ngoai ra con cac dich vu quan trong khac nhuw chir ky
dién tu, dich vu chirng thyc danh tinh (CA)



2.5. Co s¢® toan hoc cua mat ma

Khai niém co ban vé ly thuyét thong tin Entropy,
Toc d6 cua ngdn ngir (Rate of Language)

b6 phire tap cua thuat toan,

b6 an toan cua thuat toan,

Kién thire toan hoc: dong du s6 hoc (modulo), s6
nguyén to, dinh ly phan du trung hoa, dinh ly
Fermat . . . va cac thuat toan kiém tra sé nguyén
to



Nhirng van dé chinh

e Ly thuyét thong tin

o Ly thuyét do phue tap (tham khao tai liéu)

e DO an toan cua thuat toan ( tham khao tai liéu)
e Ly thuyét soé hoc.



2.5.1 . Ly thuyét théng tin

2.5.1.1 . ENTROPY : Bon vi do lwgng thong tin

Khoi lvgng thong tin trong mot thong bao la sé bit nhd

nhat can thiét dé m3 hoa tat ca nhirng y nghia c6 thé

cua thdong bao do.

e Vidu, treong “NGAY” trong tuan chira khdng quéa 3
bit thong tin, b&i vay théng tin ngay c6 thé m3 hoa
véi 3 bit dir liéu.

e Truong GIOI_TINH duoc thé hién bai 1 bit thong tin
“0”va “1”



e Khoi lwgng thong tin trong mét thong bao M do
b&1 Entropy cua thong tin do, ky hiéu la H(M).

e Entropy cua thong bao “GIOI_TINH” 1 bit, ky
hiéu H(gioi_tinh) = 1. (n=2)

* Entropy cua théng bao “NGAY” trong tuanla 3.
(n=8)



Trong trweong hop tong quat, Entropy cia moét
théng bao la log , n, véi n la s6 kha nang cé
thé (y nghia) cta théng bao.

H(M) =1log , n



2.5.1.2.T6c dd ctia ngdbn ngu. (Rate of
Language)

e Toc do thyc té (actual rate) cia ngon ngir la:
r=H(M)/N

e N la do dai cta thdng bao M . Toc do cua tiéng Anh binh

thuwong 1a 0.28 do d6 mai chir cai tiéng Anh ¢6 1.3 bit c6

nghia.

e Toc do6 tuyét doi (absolute rate) la s6 bits Ién nhat can
thiét dé ma hda cac ky ty cia mét ngébn ngir . Néu co L
ky tu trong mot ngon ngix, thi toc do tuyét doi la:

R=1log,L



» D3y la s Entropy I&n nhat cda moi ky tuw don 1&. Déi
vai tieng Anh gém 26 chir cai, toéc d6 tuyét doi la
log , 26 = 4.7bits/chit cai(letter).
e DO du thira cua ngdn ngit (Redundancy) ty nhién.
e DO du thira (Redundancy) cua moét ngon ngir ky hiéu
laD:
D=R-r.
e DOI Vi tiéng Anh:
D=1-0.28 =0.72 letters/letter
D=4.7-1.3=3.4 bits/letter

Nhu vay moi chir céi c6 1.3 bit nghia va 3.4 bit du thira
(xap xi 72%).



2.5.2. Ly thuyét s6 hoc

2.5.2.1. Phép toan Modulo

e Céac phép toan modulo , bao géom cac phép giao hoan, két
hop va phén phaoi.
(a+b) mod n = ((a mod n) + (b mod n)) mod n
(a- b) mod n =((a mod n) - (b mod n)) mod n
(axb) mod n = ((a mod n) x (b mod n)) mod n
(ax(b + ¢)) mod n = (((a x b) mod n) + ((a x ¢) mod n)) mod n
e Céac phép tinh trong cac hé ma mat hau hét déu lién quan
dén moét phép toan modulo .



2.5.2.2. S6 nguyén t6

e acZbeN";,geZvareN saocho a=bqg+r , 0<r>b;
q dugc ky hiéu la a/b (thuvong s6), r—soé du cua
a%Db hay a modulo b

. Mét 56 nguyén duong ¢ € Z goi la USC clia a,b néu c | a

e Zcuaa,b € Zduoc goi la USCLN, gcd
—gcd(ab) hay gcd= a/\bneuc\ac\b:c\gcd

e IcmeZ goilaBSC cia a,b néu a‘ Icmvab ‘ lcm: IcmeN la
BSCNN cua a,b né’ua\c,b\c:gcd\c;
Ky hiéu lcm=lcm(a,b) hay Icm=avb .




 Dinh nghia
Vi a>2 goilamot SNT néu no chia hét cho 1
va a.
Tap hop cac SNT ky hidu 1a : p{2,3,5,7,11,13,..,}

 Dinh nghia , ,
a,beZ goi la nguyéen t6 cung nhau (a_Lb) néu a va
b chico m6t USC duy nhat la 1, (anb=1)



Mot s6 khai niém

e Tap nguyén Z{0,x1,£2... +n}
e Vanh (A,+,*)

e Nhom (G)

e Trwong (F+,*,a-1)

e Phép dong duv



e Phép dong du :
X=y(mod m) ; x<m ; x,y € [0-n]
Hay : X =y+km => x-y =km
v xchiachomcosdédur
ychiachomcosédur
v X-y = bdi s6 cia m ; m la s6 chia cua x-y
Ta goi X la thang du cua y theo modulom ; x la
dong du ciay
e Phuong trinh Diophante (pt bat dinh)
ax"+tby"=c"3I X,y {Z} =2 nghiém cua pt



 Vanh Z  (vanh déng du modulO N)

Tap cac so nguyén Z,,={0, 1, ..., N-1} trong dO N la
mot sé ty nhién dwong véi hai phép toan cong (+) va
nhan (.) tao thanh mot vanh dong dw modulo N (hay
con goi la tap thang dw day da theo modulo N):

— Pheéep cong:
Vabel,:ath=(ath) modN.
— Phép nhan:

Vabelga.b=(a*b)modN.



2.5.2.3. Nghich dao modulo

Trén trwong so6 thuc R, s6 nghich dao cua 5 la 1/5,
bolvi5x1/5=1.

Trén vanh sé nguyén Z,, khai niém vé so6 nghich
dao ctia mét sé nhw sau:

Giasttra e Zyvadb e Zysaochoa.b=1modN.
Khi d6 b la duy nhat va dwoc goi la nghich dao cua
a trén trwong Z, vaky hiéulaa-t=b.

Viéc tim phan tlr nghich dao ctamotsé a € Z,
thyc chatlatim haisé bvaksaocho:ab=kN+1
trong do b, k € Z. Hay viét gon lai la:

al=b(modN)




e Dinh ly vé sy ton tai cua phan ti nghich dao:
Néu gcd(a, N) = 1 thi ton tai duy nhat 1 so
b € Z la phan t&r nghich dao cua a, nghia la
thoa man a.b = (a*b) mod N = 1.
LUc nay phuong trinh dong du ¢O dang
a*b-1=kN ;trongdoék e Z,



2.5.2.3. Ham Phi_Ole

 V&i moi s6 nguyén N, gid tri cha ham phi Ole cia N la
tong so tat ca cac s6 nguyén e Z, va nguyén té cung
nhau véi N .

e NEu P la mot s6 nguyén to thi gia tri; ham phi Ole cla

P: @(P) =P -1hoacnéuN=p*qtrongddpvaqla

hai so nguyéntothi @ (N) = (p-1)*(g-1).

e Tong quat :

P(N)= (Pl_l)ﬂﬂl_l(}) 2_I)P.zﬁz_l-..(Prl)})ﬁrwﬁ




* Pinh ly Ole phat biéu nhu sau:

VaeZ*=7Zy—{0}va(a,N)=1tacd
a0V = imod(N). cé nghta a®N' chinh 13 gia tri

nghich dao cua a trén Z,.

e Dinh ly Fermat nhoé (Trwong hep riéng cua dinh ly
Ole): Néu P la mot s6 nguyén to thi

vaelZ*taco uf! = 1(mwdP).
e D3y la mot trong nhirng dinh ly dep nhat cua sé hoc.



e V&i moi s& nguyén N vanh Z *,, gém cac phan td&r thudc
Z \ va nguyén té cung nhau véi N, hay néi cach khac:
L5y={xixely, X, N)=1}={xixeZy, x* =1}

e V&imoi phantlra e Zy, bac t cta a (ky hiéu la ord (a))
la s6 nhd nhat sao cho : at= 1. Theo dinh ly Ole ta suy
ra ¢(N) chia hét cho t.

e Vidu: N=21 ta co bang sau

EEAREOEOESEEE
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* Néu bac ctaa e Z*y bang ¢(N) thi a dwoc goi
la phan t&r sinh hay phan t& nguyén thuy cua
tap 27 va néu tap Z*\ chi c6 mét phan ti sinh
thi né duoc gol la mét cyclic.

Vidu: N=3, a=2

@(N) =(N-1) =2 ; (Ne P)

Ord(@)=t=2 vi at mod N =2%2 mod 3 =1

a=@(N) =2 vay 2 la phan tir nguyén thay cta Z*,,



2.5.3. Mot so thuat giai trén trwong modulo

2.5.3.1. Thuéat gidi Euclic tinh gcd cda hai s6 nguyén
duong

Input : a,b eN,a>b>1
Output gcd(a,b)
while b>0 do
r=a%b;a=b;b=r
Return(a)



2.5.3.2. Beazout algorithm:
Tinh d=gcd(a,b)va x,y : ax+by=d

Input: a,b nguyén , khong am :a >b
Output: d=gcd(a,b); x,y:ax+by=d;

1) If b=0 then d=a; x=1;y=0.

2) X,=1; x,= 0; y,=0; y;=1.

3) while(b>0)do

a)g=a/b; r=a-q*b ; X=X-0*Xy ; Y=Y,-4*Yy;
b).a=b ; b=r; X,=X{; X;=X; V,=Y1; Y1=Yi

4) d=a; Xx=X,; y=Y,.

5) Return(d,x,y).



2.5.3.3. Phép liiy thira modulo

 Dinh nghia

Chox € Zn,vap € N*; P = 2 P, Phéptoan x’modm
dwoc goi la pheép ldy thira modulo.

0 2 |
e Tactd: X' =x" xx° ><)('O4><...><)(IO
e Thuat giai:

Input : X € Zm,
Output : xPmod m

(1) y=1.Néup=0,Returny.
(2) A=X.néuPo=1,thiy=x.
(3) Choichaytlr1dénl, Do:
a. A=A°’mod m;
b. Néu pi=1thiy=(A*y) mod m.
(4) Returny.



2.3.5.4. Thuat giai tinh modulo nghich dao

Input : aely

Output :tim X = a*(modn) néu to6n tai
1) Dung giai thuat Beazout tinh
X,yeZ . ax+ny=d véi gcd=gcd(a,n).
i) If gcd > 1,
al(mod n) not exist.
i) If ged = 1,
Return x(mod n).



2.5.3.5. Thuat toan lGy thwra nhanh

Input: a, m, N.
Output: a™ mod N.
Begin :
Phan tich m thanh dang nhi phan m=b, ,b, ,...b,.
]=0, kg =a;
while (k>=j)
{
If (bj==1)
kg = (kg * a) mod N;
a=(a*a)modN;
J=1+ 1
}
return kq;
end



2.4.3.6.Thuat giai Euclic nhi phan

e Input x,y>0

« Qutput gcd (x,y)
a.g=-1
b. While x,y even ,Do
l. X=X/2
1. y=y/2
. g=2¢9
c. While(x>0),Do
I. While x even Do x=x/2.
Il. While y even Do y=y/2.
i t=| x-y | /2.
Iv. If x>y Then x=t,else y-=t.
d. g=gy.
e. Return g.



e YEu cau : nam virng ly thuyét
e Lam cac bai tap trong gio thwc hanh (8 tiét hoc)
e Tham khao cac code trong phan bai tap
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