CHUONG 3
CAC HE MAT MA KHOA Bi MAT
(SECRET KEYS)



3.1 .Cac hé mat co dién

3.1.1. Hé m3 hoa thay thé (substitution cipher)
Co 4 ky thuat thay thé sau day:

1. Thay thé don (A simple substitution cipher): mét ky ty
cua ban ro dwoc thay bang mot ky tuw twong &ng
trong ban ma. Mot anh xa 1-1 ti&r ban rd téi ban ma .

2. Thay thé dong am (A homophonic substitution
cipher): giong nhu thay thé don, song mot ky tu cda
ban rd co thé anh xa téi mot trong s6 nhiéu ky ty cda
ban ma: so d6 anh xa 1-n (one-to-many).

3. Thay thé& da mau tyu (A polyalphbetic substitution
cipher): dung nhiéu thuat toAdn méa hoa thay thé don.
Anh xa 1-1 nhung ¢ thé thay doi nhiéu [an trong
pham vi mot thong diép



4. Thay thé da ky tu (A polygram substitution cipher):
la thuat toan trong dé cac khoi ky ty dwgc ma hoa
theo nhdm. D4y la thuat toan tong quat nhat, cho
phép thay thé cac nhdm ky ty cha van ban goc. Vi
du, “ABA” c6 thé twong &ng véi “RTQ”, “ABB” c0 thé
twong ing véi “SLL”, v.v

3.1.1.1. Hé ma Ceasar : La mot hé ma don . Lam viéc
trén trwong modulo 26 cua bang chir cai Latin (A-Z)

Taco : P e{a-z} - Khdng gian ban rd ( plain text)
Ce{a-z} - Khong gian ban ma (cipher text)
Ke[Zy] - KhOng gian khoa

e Ma hoa: EK(i) = (i + k) mod N.
e Gial ma: DK(i) = (i— k) mod N.




o Céac phép tinh toan sé hoc duoc thyc hién trén vanh
Z,s, SO khda c0 thé la 26 nhung trén thyec té chi cd 25
khoa co ich.

Vi du: v&i k=3 (duoc hoang dé Caesar st dung)

lﬂlﬂllllllllllﬂﬂﬁﬂllllll

DEFGHI JKLMNOPQSTUVWXYZABT CD

“I LOVE YOU” dwgc ma thanh “L OSZH CSY”

Trén thuc té hé ma Caesar ¢6 co s6 khoéa it nén hoan
toan c6 thé tham ma bang cach thir tat cd cac khda cé
thé (kiéu tan cdng Brute force).
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3.1.1.2.Hé ma Affine

e Khong gian cac ban rd (P,C) e {A} - A bang chit cai .Gia
st |A| € N. Khi d6 khong gian khda cua hé ma duoc
xac dinh nhu sau:

K={(a,b):a,beZy(a N)=1}
e Danhsodcicchircaitr 0 > (N-1)
e Tién hanh m3 tirng ky tu “x” theo cong thirc sau :
EK(X) = (a*x + b) mod N.
e Pégiaimatacantimal(do(a, N)=1); nénludn tim
duwoc) va tién hanh tim “y” (giai ma) theo cong thirc sau:
DK(y) = a*(y - b) mod N.



3.1.1.3. HE ma Vigenere (1523-1596)

Khoéng gian cac ban rd (P,C) € {A} - A bang chi cai.
Cac chir cai duwgc danh so tir 0 2> (N-1).
Khong gian khoa K duoc xac dinh nhu sau:

vM 20, khda cé do dai M la mot xau ky ty :

k=Ky Ky, ...k

Pé m3 hoa ,chia P thanh cac khéi c6 do dai M va
chuyén thanh sé tha tu twong &ng trong {A},
Vidu: X=X X, .. Xy
Ma hoa : EK(X) = (X, + Ky, X5 + Ky, ..., Xy + Kyy) mod N
Giai ma : DK(y) = (y; = Ky, Yo = K5, ..., Yy — Kyy) mod N
voi: (Y1, Y ..., V) 1@ ban ro.
S6 khda stir dung : 26 M



Vi du: xét A la bang chit cai tieng Anh, N = 26 . Gia st
khda c6 do6 dai 6 va K = “CIPHER”.

P = “THIS CRYPTOSYSTEM IS NOT SECURE”. Ta cO :
K=28157417,P=197818217]24151914 1823
] 1819412818 1314191842] 2017 4.

Qua trinh méa hoa:
P=197818217|241519141823|1819412818| 1314
19184220174

K=28157417|28157417|28157417]281574172
8 15

C=2115232568]0238212214]2011919129]15228
25819222519

Vay ban ma la C = “VPXZGI AXIVWO UBTTMJ PWIZIT
WZT™.




3.1.2. H& ma chuyén vij (transposition cipher)

e Hé ma hod chuyen vi la hé ma hoa trong do cac ky tv
cua ban rd van dugc gilt nguyén, nhung vj tri cua
chling dwoc d6i ché cho nhau. Vi du :

e Banro: COMPUTER GRAPHICS MAY BE SLOW BUT AT
LEAST IT™S EXPENSIVE

COMPUTERGR
APHICSMAYB
ESLOWBUTAT
LEASTITSEX
PENSIVE
e Ban ma:
Eég%f(OPSEEMHLANPIOSSUCWTITSBIUEM UTERATSGYA



Céc ky thuat chuyén vi

1. Bao nguoc toan bo ban rd . bay la phwong phap ma hoa
don gian nhat vi vay khong dam bao an toan.

Vidu : “TRANSPOSITION CIPHER” dwgc ma hoa thanh
“REHPICNOITISOPSNART™.

2. Ma hoa theo mau hinh hoc : ban rd dwoc sap xép lai
theo mét mau hinh hoc nao dé, thuwdng la mét mang hoac
moét ma tran hai chiéu. Cé hai cach:

* Viét theo hang ngang = Da&i cho cdt = LAy ra theo cot
e Viét theo cdt = Dbi chd cdHt = LAy ra theo hang ngang



3. Chuyeén vj cac ky ty theo chu ky ¢é dinh n

e Néu ham f(i) la mét chuyén vi cda mot khéi gom n
ky tu (i) thi khod ma hoa dwoc biéu dién bai K(n,f).
 Dovay,banro:M=m; m,..mgm_,,...Mm,,

Vé&im; la cac ky ty, va ban rd sé dugc ma hoa :
* Ek(M) = mgqy My)...Miy Miyaa - Miyen

* Trong do : Mgy Myy,)...Mg, la mét hoan vi cua m;
m,..m..



Vi du: d=6 ,day i= 123456 duoc hoan vi thanh f(i)=356214

1 3 F N 5 F

o O1 &~ WO DN
B~ P NN O O
O 2 m — O
— 20 O T m
w N O =B
O 2 m — O

K&t qua ma : NEFDRI
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3.2.Cac hé ma khdi (Block cipher)

1. Khai niém :
e COn duoc goi la mat ma doi xirng
e D{t liéu dau vao (van ban rd) dwoc chia thanh cac
khoi (M) ¢6 d6 dai co dinh ( = 64 bit).
e Xrly (ma hda) tuan ty tirng khoi.
Do dai khong gian khoéa (K) bang dé dai khéi “ro”.
e Khoa can dugc phan phoi trudce. (preshare keys)



Khai niém mat ma doéi xirng

e Bén nhan (giai ma) va bén giri (ma héa) sir dung mot
khoa mat ma duy nhat ( Tinh doi x&rng).

e SO lwvong khod tang Ién ty € vdi s6 nguoi dung

MA HOA GIAl MAT
— *
G~al g w-
— L0 —
Plain text + f Cipher text
Kénh khong an
o toan

Khda K1 Khda K1



Van dé st dung khoéa
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2. Cac hé ma khoi hién dai

» DES Data Encryption Standard (DES) xuat hién vao
gitra 1970s. La thuat toan manh vao lUc bay gio.DES
dung khoa 64/128-bit .

« AES Advanced Encryption Standard (AES) thay thé
DES sir dung thuit giai Rijndael . AES ho tro khoa cé
kich thudc 128, 192, va 256 bit.

e 3DES Triple-DES (3DES) ban nang cap ctia DES.3DES
an toan hon DES.

o CAST do Carlisle Adams va Stafford Tavares phat
trién.CAST str dung khoa cO chiéu dai tir 40-bit dén
128-bit , chay nhanh va hiéu qua.



e RC do phong thi nghiém RSA phat trién.Cé cac loai
CR4, RC5 va RC6. RC5 str dung khoa 2,048 bit .La mot
hé mat ma manh.

« Blowfish do “Counterpane systems” phat trién
(Bruce Schneier). AES hé tro thém khod ma 448 bits.

 |IDEA International Data Encryption Algorithm (IDEA)
thuat giai dung 128-bit key. An toan hon DES, IDEA
dwoc st dung trong giaot hirc PGP. Pretty Good
Privacy (PGP) la hé mat ma sir dung trong vung bao
mat e-mail cong cong.

“Block cipher” con dugc biét véi tén goi ;7 Hé mat
doi xirng”



Chuan ma hoa dir liéu DES (Data Encryption Standard),
mot trong sé cac hé ma khoi duoc s&r dung rong rai nhat
va la nén tang cho rat nhiéu cac hé ma khoi khac.

Puwoc Uy ban Tiéu chuan quéc gia Hoa Ky céng bé vao
15/02/1977. DES duwoc xay dwng trén mot hé ma khoi
pho bién co tén la LUCIFER do IBM phat trién .

DES ¢6 nhiéu wu diém (nhanh, thuat toan cong khai, dé
cai dat) va da duoc str dung trong mot thoi gian rat dai
(trwéc nhirng nam 90).

Chuan ma hoa mai ra doi AES thay thé cho DES

(1997).AES duoc xay dung dua trén thuat toan Rijndael
(2011).



3. Diéu kién an toan ciia hé mat ma khoi:

o Kich thudc khéi phai dd 1én .Tuy nhién diéu nay sé dan
dén thoi gian ma hoa sé tang lén.

e Khdng gian khod, tirc chiéu dai khoa phai du Ién (chéng
brute force attack).Tuy nhién khong gian khda qua Ién sé
gay kho khan cho viéc tao khoda, phéan phoi, quan ly va
lwu trir khoa .

 Khi thiét ké hé ma khoi, phai dam bao hai yéu cau sau:

v'Sy hon loan (confusion): sy phu thudc gitra ban ro va
ban ma phai thyc sy phac tap . Moéi quan hé nay tot nhat
la phi tuyén.

v' Sy khuéch tan (diffusion): Tang do du thira cia ban ma.



3.2.1.Chuan ma hoa di liéu DES (Data Encryption
Standard)

3.2.1.1. So d6 tobng quat cha DES

Hinh 3.1: Chuan ma hoa dir liéu DES

e |Input block : 64 bit
» Key length : 56 (RD)+ 8 (parity)=64 bit
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3.2.1.2. Thuat giai DES

 DES thuc hién 16 vong lap (i=1 dén i=16)
« Ham ma hoa :
Li=Ria1; (1)
Ri=Li.. @f(Ri.1. K); trong do
f(Ri.1,K) = P(S(E(Ri.1)EDK;) ); (2)
 Trong do:
v @phép tuyén loai trir cha hai xau bit theo modulo 2.
v'Ham f l[a mét ham phi tuyén.
v Ela hoan vi mé rong anh xa R, ta1 32 bit thanh 48 bit .
v' P la hoan vi c6 dinh khac cda 32 bit.
v IP - hoan vi bit khai dau.O dau ra dung hoén vi nghich
dao P!



a. Thuat toan chi tiét:

e Input: BanroM=m; m, ..m,

Khoa 64 bit K =k, k, ...ks, (bao gém ca 8 bit parity)
» Qutput: Banmao64 bitc=c,C,..Cy

1. Sinh khoa con.

2. Khéitao (Ly ,Ry) t&r IP(Mym, ..m, ).

Két qua nhan duoc Ly = mgg me, ..My .

Rp = Mgz Myg ..My .

3. (16 vong) fori=1to 16

 Tinh cac L, va R, theo cac cong thiec (1) va (2)



b. So d6 cac vong lap cta DES

Bén r& (64 bit)
fl‘w
x__IlEf_ D,
¥ ¥
Lo(32 bit) Ro(32 bit)
/l\ J: K, (48 bif)
) ()
o 3
Li=Ry Ri=Ly & fiRo. K1)
: S e T K; (48 bit)
@’1\* ---------- i *.
v a
I-‘i=1;'|:-'l] R-=]-‘1-':'Ef{R-LIK:]
l I E1s (48 tat)

@+ ()
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So do6 cac vong lap cua DES (tiép)

Fujs |35 OOT)
@ &

Eis (48 bit)

]
o

=
I
|—|
ifs
i
m
I
I.-|

I__.-"'

L
.
.

Bin mi (64 hif)

Hinh 3.2 Sor do m3 hoa DES
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c. Hoan vi IP va hoan vi nguoc IP1

Bang hoan vi IP duoc dwa ra trong bang dudi day:

58 (50 (42 |34 | 26 | 18 | 10| 2 60 | 52 (44 | 36 | 28 |20 |12 | 4
62 [ 54 [ 46 | 38 | 30 |22 114 | 6 64 | 56 | 48 | 40 | 32 | 24 | 16 8
57 149 | 41 (33 | 25|17 | 9 1 50 | 51 |43 (35127 | 19 | 11 3
6l | 53 (45 |37 |29 | 21 | 13 > | 63 | 55 |47 |39 |31 | 23| 15 7
Bang 3.6: Bang hoan vi IP

Bang hoan vi nguoc 1P

40 8 418 [ 16 | 56 | 24 | 64 | 32 | 39 T |47 | 15 | 55 |-23 | 63 | 31
38 6 |46 | 14 | 54 | 22 | 62 | 30 | 37 5 45 |13 | 53 | 21 | 61 | 29
36 | 4 (44 [ 12 | 52 | 20 | 60 | 28 | 35 3 43 (11 | 531 | 19 | 59 | 27
34 | 2 42 | 10 [ 50 | 18 | 5B | 26 | 33 1 41 9 49 | YT | 57 | 25

10/4/2012

Bang 3.7- Bang hoan vi nguoc IP
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d.Tao khoa con (dung cho méi vong I13p)

Khoa chinh (64 bif)

R
(e :D

10/4/2012

D,(28 bit) __.{ECE\._. K, (48 bit)

| DiQ8bi) G--p{PCD --b) Ki (48 bit)

_________________________

T

Co(28bit) | Dy (28 bif)
I 1
N QLS':)

4
C1 (28 bit)
i LS )

_____

Ci (28 bit)
T3
&) ()
Cis (28 bat)

Dis (28 bif) —p@%g)_. Kis (48 bit)

Hinh 3.4: St db tao khoa con cia DES
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Tao khoa con (tiép)

e Tir khoa chinh 64 bit bo di cac bit parity (cac bit thu 8)
nho bang PC-1 .Nhan khoi khda 56 bit.

 Khoi 56 bit nay chia thanh hai khéi C, va D,

Bang trat tur khoa (PC-1):

57 149 (41 (33 (25 |17 | 9 1 [ 38 |50 | 42 | 34| 26 | 16
10 2 |59 )51 |43 |35 (27 (19|11 | 3 |60 |52 (44| 36
63 | 55 (47 |39 (31 |23 |15 | 7 (62 |54 |46 | 38 | 30 | 22
14| 6 | 6] (33 |45 |37 |29 |21 |13 |5 | 28 |20 |12 | 4

Bang 3.8: Bang PC-1




e Bang hoan vi nén PC-2

Sau moi mot vong 13p , bang hoan vi nén PC-2
duoc st dung

Bang trat tw nén(PC-2):

14

17

11

LA

15

10

23

19

16

27

41

ps

37

47

30

51

45

44

49

56

34

33

46

42

50

36

Bang 3.10: Bang PC-2

 QOutput la mét khoéi khoda K = 48 bit




e Sau do, hai khoi 28 bit nay duoc dich trai 1 hoac 2 bit

phu thuéc vao bang sau :

VONGLAP | 12|34 (5|6

10

11

12

13

14

15

16

SOBIT |1]1|2]|2 2|2
DICH




e. Ham ma héa f(R ;K. )

e Bién th& nhat R, ; dwgc mé rong cé do6 dai 48 bit
theo mét ham E. E(R; ; ) la mot bang hoan vi co lap
trong d¢6 1ap lai 16 bit cia R, ;.(Hinh vé 3.6)

e Tinh E(R,; ) XOR K. va viét két qua la 8 chudi 6 bit
B, B, B, B, B; B, B B

 Puwa 8 khéi B, vao 8 bang S, S,, ..., Sg ( S-Box). Moi
hop S-Box la mét bang 4*16 co dinh ¢o cac cot tir O
dén 15 va cac hang twr 0 dén 3.



So dd ham f(R.; ,K.)

Ri1 (32 bat)

!

Ham mé réng (E)

48 bat

L

I

Khoa K; (48 bit)

5 48 bat

86 bat

8x4 bit

10/4/2012

32 bit

32 bit

R; (32 bit)

Hinh 3.5: So dé ham f
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TinhC_C, C,C,

Hai bit B, va B, tao ra mot day so tlr 0 dén 3
BON bit gilta B,- B; tao thanh day sé twr 0 dén 15.
Dung bit B, va B, tao s6 dong va bon bit gilra B,-B: tao
sO cot . Khai 4 bit dwgc nhan bdi doi chiéu sd dong va so
cot tvong ung .
Vidu: Khoéi6bitcddang:110010

B, =1

B=0 s6cétla(10), hay (2),,

B, - Bs = (1001), hay (9),
Dai chiéu vdi bang cia ham S;ta c6 s6 cotla 9, sé dong
la 2,ta nhan dugc ma cta khéi4 bitlal2hay“1100”
Tai tirng nUt I3p ta st dung cac bang S; khac nhau.Co tat
ca 8 bang S;



So do tong quat 1 vong cta DES

So dd cau tric mdt vong DES:

Lia

R

Ham mo
rong (E)

i :

Vong dich

Vong dich

Alli

Trat tuv nén
(PC-2)

10/4/2012
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Khoa

Hinh 3.3: So dd mét vong DES
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f. HOp S-box

» Bathudc tinh cua hop S (dam bao tinh confusion va
diffusion ) cua thuat toan (NSA).

v'Cac bit vao luén phu thuéc phi tuyén véi cac bit ra.

v’ Stra d6i & mot bit vao lam thay doi it nhat Ia hai bit ra.

v" Phan b6 cac bit *1” va “0” trong hop S- box phai tuan
theo luat “phan bo déu” , “déng xac xuat”.

* Sau khi cong modulo véi khoa K, thu dwoc chuoi 48 bit
chia lam 8 khéi dwa vao 8 hép S-Box. Mbi hop S-Box co 6
bit dau vao va 4 bit dau ra (tong bé nhé yeu cau cho 8
hop S-Box chuan DES la 256 bytes). K&t qua thu duoc 12
moét chudi 32 bit tiép tuc vao hop P-Box.

e COthé tu thiét ké S-box



M6t s& S-box chuan

4% |13 L2 BEx|(I1 |8 |3 (M| &6 |22 5 |2 4| %
(1| 9| | EEZ |13 L (A0 e (B2 RL | 5| S | 8
2|3 32| & 1 6| 2 212 12 (%3 | e |0
By (12| 8|2 % |9 | k|9 | 3 B0 06|13
Bang 3.12: HOp S
1% | & (146 (3 | £ |2 |7 |2|18 31205 |19
2B A& | T || 2|8 (34 | 4208 |1 (W 6 |9 1F |5
Q (34| 7 (11 (3|4 |13 ) |5 |8 (126 |9 |32 (15
13| 8 0|1 |3 B4 |2 (1|67 120 (5| 149

Bang 3.13: Hop 32




g.Ham hoan vi mé rong E-box

s SRR T

|, * _ .

i I =
_

4_ ||||| L -
_

S .

L | S -

- (e i e o
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— ™
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||-....|...“lm..ﬂ.'“| |||||||| ._._ﬂ..

|mn.\|.....|lllf._| |||||||| e
_
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_
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Ll N e
..........v.\

o A
o) oy

(E)

& rong

-

Hinh 3.6: So dé ham m
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« Ham E-Box, moi 4 bit cha khéi vao, bit thir nhat va bit
th tu twong ang vai 2 bit cda dau ra, trong khi bit th
2 va 3 tuvong ing vai 1 bit & dau ra. Bang sau day miéu
ta vi tri cua bit ra so vai bit vao.

Bang md ta ham ma rong (E):

32 1 2 3 4 5 4 5 6 7 8 9
3 9 0 (11 (12 | 13 | 12 | 13 | M4 | 13 | 16 | 17
16 (17 |18 | 19 |20 | 21 (20 ( 21 | 22 | 23 | 24 | ‘25
24 | 25 | 26 | 27 |28 | 29 | 28 | 29 | 30 |3 | 32 1

Bang 3.11: Bang mé ta ham ma& rong E




h. HOp P-Box

e Mang tinh don anh, nghia la mot bit dau vao sé cho
mot bit & dau ra, khdng bit nao duoc st dung hai lan
hay bi bo qua.

Bang md ta hop P-Box (P):
6| 7 | 200 | 2F | 29 (B2 | 28 | 1Y

1L |15 |23 |26 |3 |18 |31 | 10

2 8 |24 |14 |32 (27| 3 9

19 15 | 3 | & | 22| 11 | -4 | 2D

Bang 3.20: Bang hoan vi P



3.2.1.3.Giai ma DES

e Cé thé sir dung cung chirc nang dé ma hoa giai m3

hodac mot khoi.

e LUc nay cac khoa phai duoc sir dung theo thi tw nguoc

ai. Nghia 13, néu cac khod m3 hod cho méi vong la ki,

Koy K3 y..e  Kqs,Kyg thi cac khoa giai ma la kg, Kys,... , Ks,

Ky K.

 Giai thuat dé tao khoa cho moi vong cling tuong tu.
Cac khod duoc dich phai va s vi tri bit dé dich duoc
lay theo chiéu nguoc lai.




3.2.1.4. Cac yéu diém cia DES

1. Tinh bu
* Néu ta ky hiéu u la phan bu cda u (vi du : 0100101 la
phan bu cua 1011010) thi DES ¢6 tinh chat sau:
y = DES(x,k) >y =DES(x, k)
* Néu biéty dugc ma hod tir x véi khoa K thi ta suy ra
dwoc ban ma y dwoc ma hod tir bén ré x vdi khoa k .

 Tinh chét nay chinh la mét yéu diém cta DES , hacker
co thé loai bd di mot sé khod phai thir khi tién hanh
th{r gidi ma theo kiéu vét can.



2. Khoa yéu
« Khoa yéu la cac khoé sinh ra ca 16 khoa con nhu nhau:
Ki =Ky = .. = Kis = Kyg
e Diéu dé khién cho viéc ma hoda va giai ma doi véi khoa
yéu la giong hét nhau.
e CO tat ca 4 khoa yéu sau:

Khoa yéu (Hex) Cy Dy

0101 0101 0101 0101 | {0}*®] {0}
FEFE FEFE FEFE FEFE | {1}®] {1}®
IFIF 1FIF OEOE OEOE | {0}%®| {1}*®
EOE0 EOE0 FIFl FIF1 | {1} | {0}

Bang 3.22: Cac khéa yéu cta DES



3. Khong gian khéa K

e DES c06 2°° = 101" khoa. Néu chung ta biét dwgc mot
cap “tin/ma” thi ching ta co thé thir tat ca 1017 kha
nang nay dé tim ra khoa cho két qua khép nhat. Gia
str mot phép thir mat 10-%s, thi ching sé mat 1011s,
teec 7300 nam.

e V@&icac may tinh duoc ché tao theo xr ly song song.
Vi 107 con chipset ma DES chay song song thi moi
mot con chipset chi phai tinh toan vai 1010 phép thir.

« Chipset ma DES ngay nay co thé xtr ly toc do 4.5x107
bit/s tic ¢ thé lam duoc hon 10° phép ma DES
trong moét giay



Vao nam 1976 va 1977, Diffie va Hellman da uadc
lvong rang cé thé ché tao mét may tinh chuyén dung
dé vét can khbng gian khoa DES trong % ngay véi céi
gia 20 triéu dé6 la.

Nam 1984, chipset ma hoa DES vai toc d6 ma hod
256000 Ian/gidy.

Nam 1987, da tang Ién 512000 lan/giay.

Nam 1993, Michael Wiener da thiét ké mét may tinh
chuyén dung vai gia 1 triéu do la sir dung phuong
phap vét can dé giai ma DES trung binh trong vong 3,5
gio (va cham nhat la 7 gio).



3.2.2.Triple DES

e Hé m3a DES véi khdng gian khda vén ven co 2°4 khda
nén thuyc té hién nay c6 thé bi tham ma trong khoang
thoi gian vai gio dong ho .

* Triple DES (TDES) hay 3DES thyc hién ma hda DES ba
lan (Triple Data Encryption Algorithm).

« Banma: C =DESK,(DESK,(DESK,(M)),

MO hinh EEE ,ca ba budéc s&r dung ba khoda & day déu
str dung DES,

e Mot bién thé khac cda mé hinh nay goi la EDE véi
budc o gitra s dung thuat toan giai ma cua DES:

C = DES,5( DES 1,,(DES ,, (M)).



So do6 Triple DES

M
Pl Bl | B

=
=
:

Hinh 3.7: Triple DES
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« Khoéa cta Triple DES la 168 bit, mot sé bién thé cua
Triple DES st dung khoa c6 d6 dai 112 bit (K1=K3) (
Two key Triple DES ).

e (Cac chirng minh vé mat ly thuyét va cac tan cong doi
v&i Triple DES cho thay hé m3 nay van sé con duoc
st dung trong moét tuong lai dai mac du trén trén
thuc té nd cham hon so véi AES 6 lan.



3.2.3. Thuat toan cao cap AES

AES la moét hé ma khda bi mat co tén la Rijndael (Joan
Daemen va Vincent Rijmen) tré thanh chuan tir nam
2002)

AES xtr ly cac khoi dir liéu input co kich thirac 128 bit .
Khoa cé d6 dai 128, 192 hoac 256 bit.

Con duoc biét véi cac tén AES-128, AES-192, AES-256
twong ing véi do dai khoa st dung).

Chi tiét tham khao tai liéu.



3.2.4. Cac MODE lam viéc clia hé mat doi xirng

Dwa vao viéc xtr ly input data cua hé ma ,co ché sty
dung cac hé ma khoi sau ¢o 2 loai:

1. Cac ché d6 khoi (Block Mode): xtr ly cac thong diép
theo cac khéi (ECB, CBC)

2. Cac ché do luong, dong (Stream Modes): xtr ly cac
thong diép nhu la mot chuoi bit/byte (CFB, OFB).

e Cac ché dd khoi sir dung dé ma hoa cac dit liéu ma
chung ta biét trwac vé vi tri, do Ién khi ma hoa (cac
file, cac email )

* Ché d6 chudi duoc str dung cho viéc mé hoba céc dir
liéu khong duoc biét trudc vé do 16N cling nhu vi. tri

nhu cac tin hiéu gui vé tir vé tinh hodc cac tin hiéu
do mot bo cdm bién doc tir bén ngoai vao.




3.2.4.1. ECB (Electronic CodeBook Book) mode

* Théng diép can ma hdéa duoc chia thanh cac khoi doc
lap dé ma hoa, moi khéi ban ma la két qua cda viéc
ma hoa rieng blet khoi ban rd tuwong (rng véi no va
doc lap voi khéi khac. ( glong nhu thay thé cac khoi
ban ma bang cac khéi ban ro twong ng nén cé tén
goi la bang tra ma dién tu.

Plaintext: P =P,P,..Py
» Ma hoa: C, = DES((P)),

Cipher text: C=C,C,..Cy.
e Gial ma tién hanh nguotc lai:

P. = DES,(C)).



P f C
| | + | ii | | * |
P1| | P2 Pn I £l | G2 Cn
V¥ ' ﬁ V¥ v
Il
K I |E E | Ma hoa E K= |D D | Gidai mé D
Il
1
— —
C1]| | C2 Cn I P1]| (P2 Pn
| | | I | | |
¥ 1 ¥
C i P

Hinh 3.14: Co ché ECB

» ECB - don gian va dé cai dat, st dung khi chi mét khoi
don dé mathong tin can dugc guvi di (vidu khoa session
key dugc ma hda bang cach dung mét khda chinh).



3.2.4.2. CBC (Cipher Block Chaining) MODE

Giong nhu EBC mode , trong CBC mode ban ro sé
dwoc chia thanh cac khoi nhung chiang sé duwoc lién
Kt v&i nhau trong quéa trinh ma hoa dé tao thanh
0an rd. Chinh vi cac khéi ban ma dwoc maéc néi voi
npan rd nén co tén la CBC mode
* CBC str dung mét vector khéi tao IV (Initial Vector) dé

bat dau:

Co=IV, P =P,P,..P

e Mahoa: C,=DES, (P, C.,), C=C,C,..C{
* Giai md: P, = DES%(C) DC.,,; P=P,P,..P,.




CBC MODE

X1 X Y1 Y2
l L
IV=wy @ @ — IV=yy —» di i
Y Y
Y Y
1 ¥2 X1 X2
Ma hoa Giai md

Hinh 3.15: Ché d6é CBC

Phu hop vai cac dit liéu co khoi lwong 1dn nhu cac file
Email , WEB....
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3.2.4.3. CFB (Cipher Feedback) va OFB (Output

Feedback) mode

e Cac mode CFB va OFB duoc sir dung dé ma hoda cac dir
lieu duoc cung cap roi rac ( tin hiéu nhan dwoc tir vé
tinh hodc do mot bé cam bién nao doé truyén vé).

e Trong ché dé OFB va CFB dong khoa dwoc tao ra sé
dwoc cong modulo 2 véi ban ro.

e OFBlamot hé ma dong bod : Lap cac vector khai tao 64
bit (vector IV). z,= IV ;z;= e (z.,) v&ii 2 1.
Mahoabanrdo XX, ... X, yi=X @z Véiiz 1l

* Mode CFB, tao y, = IV (vector khé&i tao 64 bit) va tao
phan t&r z cta dong khoa : z, = e (y; ;) v&i i1 va

Vi =X € z;Voi izl



CFB-OFB MODE

Mda hoc

IN=wp [—»

Gial md
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Hinh 3.16: Ché d&é CFB
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