CHUONG4
HE MAT MA KHOA CONG KHAI

(HE MAT BAT DOI XUNG)



4.1. Khal niém
4.1.1. Van dé str dung va phan phaoi khoa

Hé mat bat d6i xirng khac phuc dwoc tinh chat phire tap
trong viéc phan phoi khoa & hé mat doi xirng

Cho phép giao tiép gilra cac doi twrong mot cach uyén
chuyén , dé dang.

S&r dung hai khoa K, (public key ) va K; (private key ) dé
ma va giai mat

Co hal mode lam viéc :

Bao mat : Ma bang public key = gidi mat bang private key
Xac thyc : Ma bang private key = gidi mat bang public key



4.1.2. Cac yéu cau cta loal hé ma PKC

- Viéc sinh K, K phai dé dang

Viéc tinh E(K,, M) la dé dang

- Néu c6 C = E(K,, M) va K, thi dé rang giai mat .
- Néu biét K, thi viéc do tim K. la kho

- Rat kho tim ban rd tlr ban méa néu khéng biét khoa .




4.1.3. cac mo hinh s&r dung PKS
4.1.3.1. MO hinh bao mat

khai (Kp) (Ks)

Plaintext

lKlninﬁ cong Khoa bi mat l
Plaintext

» Mahoa » Giai ma

Ciphertext

Hinh 4.1: M6 hinh st dung 1 cta cac hé ma khoa céng khai PKC

Ciphertext = E(K,,P) , Plantext = D(K., E(Ky,P))
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4.1.3.2.M0 hinh xac thyc

Plaintext l

Khoa bi mat
(Ks)

A »  Ma hoéa

Khoa cong
khai (Kp)

'

Giai ma

Plaintext

B

Signed Message

Hinh 4.2: M6 hinh sir dung 2 cta cac hé ma khoéa céng khai PKC

Ciphertext = D(Ks, P) , Plaintext = E(K;, D(K, P))
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4.1.4. C3u truc cta PKC

e PKC duoc xay dung trén cac ham mot chiéu (one-way
functions).

e OWHF f: X = Ylaham néu biét x e X >dé dang tinh
y =f(x). Nhung Yy eYviectimxe X :y=1(x), cO nghia
tim ham nguwoc f1 la rat kho.

o Vidu:v&iP e{P,P,, ..., P, }thiviectinhN=P, *P,*
.. *P_ladeétimP, e {P} v&i N dd I6n ( phan tich nguoc
— phan ra SNT) la mot bai toan kho .

* Trong cac hé ma PKC str dung cac “trapdoor” giup cho
viéc tim x : y = f(x) dé dang . Ham (trapdoor function):
la mot ham mot chiéu trong dé viéc tinh 1 1a rat
nhanh khi ching ta biét dwogc “trapdoor”.



4.1.5.M6t s6 hé mat ma bat doi xirng thong dung

e Hé ma Knapsack (xép ba 10)

e RSA (Rivest, Adi Shamir, and Leonard Adleman) RSA
dung dé bao mat va tao “digital signatures” .

» Diffie-Hellman “Diffie-Hellman key exchange”
dwoc st dung dé truyén khéa mat ma trén kénh
cong khai , khéng dung dé ma hoa thdng diép .

= ECC The Elliptic Curve Cryptosystem (ECC) duoc U
dung trén cac thiét bi nho , it thong minh nhu “ cell
phones va “wireless”.

e El Gamal thuét gia dung dé truyén “digital
signatures” va “ key exchanges’ (Cung twong tu
Diffie-Hellman “. The El Gamal con dwoc goi la DSA .



4.2.Hé ma Knapsack
e Hé mé knapsack do Merkle va Hellman (nam 1978).

4.2.1. Bai toan xép ba |6

« ChoM,NvaA,,A,, .., Aylacac sé nguyén duong
Hoi c0 ton tai mot véc to nhj phdn x=(x;, X,,..., Xy) Sa0

cho:
N
M = in x Al
i—1

e VectoA=(A, A, ..., Ay goilavecto “xép bal6”
o Vecto X = (x4, Xy, ..., Xy) la vecto nghiém.



Pay la bai toan khé co thaoi gian la ham ma O(2N).

Néu S a3 day siéu tang thi bai toan trén giai dwoc voi
thoi gian tuyén tinh ON.

Vector siéu tang : Day A=(A. ) goi la siéu tdng néu vai
moi A>IA; (j=1,..i-1) (ttre la phan to ding sau I6n hon
tong cdc phdan tw durng trwo'c no)

Khi d6 bai toan balo duwoc phéat biéu nhu sau:

Cho M, NvaA=(A’,,A’,, ...., A’y ) la mot day siéu tang.
Hoi c0 ton tai mét véc to nhj phdn x=(xy, X,,..., Xy) Sa0
cho:

M=2i_; XA (i=1..N))



 VVecto Xép ba 10 siéu tang

e M6t truong hop riéng dang quan tam cua bai toan
Xép ba |6 tong quat la trirong hgp ma x; € {0, 1}. Khi
do ta c6 bai toan “xép ba 167 0, 1.

e Trong trwong hop vecto (A, A, ..., Ay) duoc sap lai
thanh (A’;, A',, ..., A’) sao cho:

Vi taco: ) i =as thivecto (Aj, A, ..., Ay) duoc
goi |a vecto Xép balo siéu ting.

« Khi (A', A, ..., A’\) la mot vecto “xép balo” siéu
tang ta cO ngay tinh chat: Vi: M= A’. Do d0 viéc giai
bai toan xép ba 16 0/1 tr& nén dé dang hon rat nhiéu.



e Thuat giai bai toan xép bald

For i:=N downto 1 do
Begin
If M>=a, then
X;=1
else x;:=0;
C:=C-Xx.a;
end;
If C=0 then “bai toan c6 dap an la véc to x”
else “bai toan khong co dap an”;



4.2.2.Cach xay dung hé ma knapsack

1.Chon 1 vecto siéu tang A’=(a’y, a’,, ..., @’y),

2.Chon M >2*a’y, chon ngau nhienu<M: (u,M)=1
3.Xay dung Vecto S = (s, S5, ..., Sy) vOi S, = (@', * u) mod M
4.Khoa: K, = (S, M), K¢ = (u, u?)

5.Khong gian ro : day PI\JI DIt : P = (X, Xy, ..y Xy)-

6.Mahoa : C = (Z si * xi) mod M
Ki=1
7.Giai ma: tinh C’ = C * u! mod M sau dé giai bai toan xép
balo 0/1vaol A, C’ tlr d6 tim duwoc
P = (X1, Xy vvey Xy)-



Vi du Knapsack
Cho hé ma Knapsack cO A’ =(2, 3, 6, 12, 25), N =5,

M =53, u=46, ul=15.

e Hay tim cac khda cua hé ma trén

e Ma hoa va gial ma ban ma tuong &ng cua ban ro
P =(X; X, X3 X4 Xs )=01001.

aTimkhoéa:K, =(§M);S =(s; s;,.8y)=a U, @, U..=
2*46, 3*46 , ....25*46 = (39,32,11,22,37) ; M=53 ;
K.=(u,u?)=(4,15)

N
b.Mahbéa:Tinh ¢ = [Z*xi “si)ymodM
i=1 N

c.Giaima: Tinh C' =C*u! Tmh P= [Z ci* si)ymodM
=1



4.3. Hé mat RSA

Hé ma RSA (Rivest, Shamir va Adleman) la thuat toan PKC
noi tiéng va duoc ng dung nhiéu trong thuc té nhat.

4.3.1. Pinh ly RSA
* Cho p,g la hai SNT phan biét N=pq
+ CO mot ham o = p(n)=(p-1)(d-1), 1<e<o, (e, ¢)=1
Tinh dwoc: d =e'mode, 1<d< o,
eChomoétsom:0<m<N,va tinh ¢=mémodN
Thi: m=cimodN



4.3.2. Thuat gidi RSA

4.3.2.1.Phat sinh khoa RSA
a. Tinh N=p*gvao=op(n)=(p-1)(g-1) ; (p,q la hai SNT
phan biét du I&n .Trong thuc té >100 chit s6).
b. Cho ngau nhién mét sé6 e<]l,¢[ thoa (e,p)=1.
c. Sir dung thuat giai Bezout tinh sé nghich dao
de]l,o[=elmod¢;ed=1modophay &-1_,
d. C3p (e N) la khda cong khai (K,) v
Cap (d,N) la khda cac nhan —khoda bi mat (K, )




4.3.2.2 Ma hoa va giai ma
1. Ma hoa
a. Tao cap khda cong khai (e,N), va mot thong diép
rd dudi dang mot so6 nguyén duong m ;
me[O,N[, m—van ban rd (plaintext).
b.Tinh ¢
¢ = memodN, ¢ - van ban mat (ciphertext).
2. Giai mat
Phuc héi lai van ban rd m tr van ban bao mat ¢, ta s
dung cap khda ca nhan (d,N) dé tinh m;
m = ¢4 modN.
Ghichu : RSA s dung cac s6 nguyén t6 I&n p,q dé viéc
phan tich N v&i (N=pqg) la vo cung kho khan.



4.3.2.3. D6 an toan cua RSA

* PO an toan cua RSA phu thuéc vao dé kho cua viéc tinh
¢®(N) .Mubn vay , can phan tich N ra thira s6 nguyén to.

e Thuat toan Brent-Pollard la thuat toan phan tich so6
nguyén to hiéu qua nhat hién nay.(Bang théng ké 4.7)

e Viéc str dung RSA can tai cac sé nguyén to Ién nén phai ¢
mot co s& dit liéu cac s6 hguyén to.

e Toc dd RSA cham do phai tinh s6 lvgng Idn cac phép
nhan. Phép nhén 2 s6 n bit can thyc hién O(n?) phép tinh
bit. Thuat toan nhan cac s6 nguyén Schonhage — Strassen
cho phép nhén 2 sé véi do phiece tap la O(n log n)



SO CH{ SO HE THAP PHAN TRONG

SO THAO TAC BIT BE PHAN TiCH N

\
20 7.20e+03
40 3.11e+06
60 4.63e+08
80 3.72e+10
100 1.97e+12
120 7.69e+13
140 2.35e+15
160 5.92e+16
180 1.26e+18
200 2.36e+19
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e Hién twong |6 ban ro

v He maRSAcON =p*q=5*7,e=17,védim=6taco
C=617 mod N =6.

v'Hé m3 RSA cd N = p*g = 109*97, e = 865, v&i moi m
ta déu c6 me mod N = M.

v'V&i hé ma RSA ¢6 N = p*q va e bat ky, s6 lvgng ban

r0 bil6 ma hoasé la (1+ (e-1, p-1))*(1 + (e-1, g-1)).

 Trong thyc té RSA thuong dugce sir dung vaéi cac
thong diép co kich thudc nho (secsion key), va thuong
str dung lai ghép véi cac hé méat doi xirng (DES,AES...)



So do lai ciia RSA véi hé mat doi xirng

Khoa céng
khai cua Bl
Khe C1
0. o RSA —»
phién K
H“"“‘"mh__
T
C2
P——>» AES +H——
A - ngudi guri

Hinh 4.3: M6 hinh (rng dung lai ghép RSA voi cac hé ma khéi

10/10/2012

Khoéa bi mat

cla B l

C1

—W

RSA

—»

C2

—>

A

-
-~
e

AES

B - ngwéi nhan

Khoa
phién K
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4.3.2.4. Ung dung clia RSA

a. Bao mat thong diép : St dung khoa cong khai cua
bén nhan dé ma , khoa riéng ctia bén nhan dé giai ma

o - >
] SECURITY"
m;: plain text c: cipher text

Receiver’s Public Key

Internet

o

m;: plain text = c: cipher text

Sender’s Private Key

) — BN —

SECURITY"
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b. Xac thuc thong diép : Dung khoa ca nhan cua bén
gtri dé ma , khoa cong khai ctia bén gtri dé giai ma

. = —.

SECURITY"

c: cipher text

Sender’s Private Key

m;: plain text

Internet
) — BN — -
SECURITY"

m;: plain text = c: cipher text

Sender’s Public Key
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4.3.2.5. Pham vi i*rng dung RSA

Mang hanh chinh cong , E-Business , E-Goverment

Kinh doanh thwong mai dién tir : Thanh toan dién
tlr,bao mat cac dit liéu dién ti,ching thuwe chit ky dién
tor. . .

Pao tao ,thi clr tir xa,bdo mat dir liéu tuyén sinh.

Ngan hang thwong mai : Giao dich, thanh toan qua
mang.

Xuat nhap canh



4.3.4. Hé ma Difie-Henman

* Buocsir dung trong cac co ché phan phdi khoa trong hé
mat doi xing.

a. Tao khoa

* Tacoplasénguyéntd (peZ,).

* Giastr a € Z,1a mét sé nguyén thuy (primitive element )
e Cacgia tri p va a duwoc cong boé cdng khai trén mang.

e UID thong tin dinh danh hop 1é cho tirng user U trén

mang (“tén”” e-malil address”,” telephone number™”...)
 Tirng “user UV” c6 mot s6 mii a,,a, vai (0 <a, ,a, < p-2),
va tinh gia tri b ,b, cong khai twong tng :
b, = a?, modp va
v = ad modp
 Khoachung K, dwoc tinh K, , = o2, ,8, modp

ur v



b. Thuat giai

* Input: p SNT va a primitive element e Z* > truyén
cong khai trén mang

Tung “user UV” cO mét s6 mii a,,a, voi :
(O<aq,,a, <p-2),
e Qutput :
Hai bén cung tinh b,= a® mod p va b,= a& mod p
Hai bén gtri cho nhau : b, va b,
1.BénVtinh : Kyy=a?, Vmod p=Db,3 modp
Dung b, tr U cung vé&i gia tri mat a,
2.Bén U tinh : Kyy=a?, 3, mod p=b,3 modp
Dung b, gui tlr V cung vé&i gia tri mat a,



c. Vi du Diffie- Hellman
e Giaslr p=25307 va a =2 biét cong khai (p la SNT va
a la s6 nguyén thuy goc modulo p).

e UserU Chon @, = 3578 Tinh
bu = a®™ mod p

- 235?3 mod 25307

= 6113,
\‘r Dung dé chirng
e UserV chon a\,— 19956. Tinh nhan U

= a"™ mod p

— 219956 1 0d 25307

= 7984,
Dung dé chu’ng
nhanV




Vi du Diffie- Hellman (tiép)
e User U tinh khoa cua minh

Kyyv = by® med p
= 7984°57% mod 25307
= 3694,

e UserV tinh khoa ciia minh

H.-La,‘i.i' = fa‘r[_r'ﬂ””r mﬂdp
= 6113'9°% mod 25307
= 3694,
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4.3.5. He, md El Gamal (1985)

e Lamét bién thé cha so d6 Diffie — Hellman.

e Tinh an toan dwa trén tinh kho giai cua bai toan
logarit roi rac.

e Nhuoc diém chinh: kich thuéc thong tin sau khi ma
hda sé tang gap dobi so v&i thdng tin goc.

e Gidng cac hé ma khoa cong khai khac , El Gamal lam
viéc vai toc do thap (viéc vdi cac so nguyén lén),

e Can bd nhd Ién danh cho viéc lvu trir cac khoda .

* V&ihé m3 El Gamal ching ta can gap doéi bé nhé dé
chira ban ma so vai cac hé ma khac



4.3.5.1. Ma hoa
Chon peZ,va a <P (ala mét phan t nguyén thiay e Z*))
va x € Zy (X la cua nguoi nhan, bi mat) , tinh:
y=o*modp
Théng digpro M (M e Z,,)
Chon ngau nhién k < p va tinh kh6a méa héa K:
K=ykmod p
Sau do tinh cap ban ma:
Cl=okmodp
C2=K.Mmodp
Gui banma C=(C1, C2) di (chuy la sau dé k sé bi huy).



4.3.5.2.Gidi ma

e D& gidi ma thong diép dau tién ta can tinh lai khoa
ma hda théng diép K:
K=CX*mod p = ak*mod p

e Sau dé tinh M bang cach giai phuong trinh :
M=C,.Ktmodp

 Viéc giai ma bao géom viéc tinh lai khda tam thoi K
(rat giong vai mo hinh caa Diffie — Hellman ). Khoa
cong khai cua hé ma la (p, a, y), khoa bi mat la x.



4.3.5.4. Vi du El Gamal

e Chohé maElGamalcdP=97,a=5, x=58.
Tim khda cda hé ma trén.
Ma hoa ban rd M = 3 véi k dwoc chon bang 36.

+ Tinhy =55 mod 97 = 44, tir d6 suy ra K, = (P, , y) =
(97, 5, 44) va K, = (58).

e DE m3 hda thong diép M = 3 ta tinh khda K = 4435 mod
Q7 =75 sau dé tinh:

C,=5% =50 mod 97 =50
C,=75.3mod 97 = (75 mod 97*3 mod 97)mod 97 =31
e Vay ban ma thu duwoc la C = (50, 31).




4.3. Public

Key Infrastructure (PKI)

4.3.1. Khal niém

- Public Key Infrastructure (PKI) cung cap giai phap
tong thé bao vé théng diép va hién thuc nhirng noi
dung da thao luan trén day.Sy can thi€t mot hé thong

tong hop

ho tro cho e-commerce, giao dich an toan va

bao mat thong tin la nhirng loi ich do PKI mang lai.

- Muc dich : PKI thiét 1ap mot ha tang théng tin an toan
thdng suét cho moi nha cung cap,cac hé thong va
mang . PKl [a mot moi trwong lam viéc chir khdng phai
la mot cdng nghé dac biét. Phat trién PKI ddc 1ap voi
viéc phat trién phan mém va cac ing dung khac



Khai niém (tiép)

- PKI la hé thong khoa kép ( two-key system). Thong
diép dwoc ma bdi “public key” va gidi mat bang
private key”.Néu mudén ma va gtri thong diép ma cho ai
do , ta phai yéu cau nguwoi dé giri “ public key “ cta ho
va ta dung “ public key” dé ma va gri thong diép da ma
di . Bén nhan sé dung khoa “ private key “ ca minh dé
giai mat.



4.3.2 . CA — Certificate Authorities

v’ T6 chirc thi ba- Certificate Authorities (CA) quan ly “
public keys” va cap phat gidy chirng nhan (cirtificates) dé
kiém tra tinh hop |é cda théng diép tir bén phat dén.

v CA la mot phan cta PKI ( Public Key Infrastructures) .



Certificate Authorities

 Certificate authority (CA) T6 chirc 6 quyén cap chirng

thuc (certificates)

Certificate Authoriy

Jefi can verify that the
massage with the
cortificate from Mike is
valid if he trusts the CA
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4.3.3. RAs and LRAS

4.3.3.1. Registration authority (RA)

Chia sé b&dt mot phan cong viéc cia CA. Hé thong RA
lam viéc nhu mét ngwoi trung gian trong qua trinh. RA
phan phoi khod , chap nhan dang ky cho CA va xac
minh dinh danh. RA khdng cap chirng chi.Day la trach
nhiém cua CA.



Registration authority (RA)

Nguwoi dung guri thong diép tuwr Hué
HA NOI d&n HCMC CA

Ramote Lisar

Pl e

Pa nang HochiMinh City
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4.3.3.2. Local registration authority (LRA)

bang ky xac nhan tai dia phuong

: Ha noi
Liser presenis credentials
ba an LRA lo geta

certaficate from a GA

Lispsr

LRA

! |
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4.3.4. Certificates ( Chirng chi)
4.3.4.1 N6i dung ctia chirng chi - chuan x-509

Version Va

Serial Nurnber | 1234 D123 4567

Signature Algorithm |  Md2RSA

lss0er Sample Certilicate

Valid from: Sunday, Seplember 8, 2005
Valid to: Sunday, Septembar 15, 2005
Subject Mr. Your Name Here, Myco
Public Kay Encrypted Value of Key
Extensions Subject Type = End Entity
Signature Algorithm | shal =
Signatura Encrypted Diata

— Qigital Skgrature Area

10/10/2012
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Fialds of a Simple X500 Certificate
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\.

SEC DIEN TU

- Ten va ma so cua ngan hang
- DS cua ngan hang
- DS cua nguoi phat hanh Sec
- Ten nguoi su dung Sec ,So tai
khoan , luong giao dich
- Cac thong tin khac

Public Key cua nha phat hanh SEC

y,
Public Key cua nguoi su huu SEC

MD

X 509

J

Noi dung E-SEC

Ma su dung Private
Key cua nguoi phat
hanh SEC

Ma su dung Public
Key Key cua nguoi
so huu SEC

Dien gia tri
MD

Sir dung khoa cong khai dé chirng thuwe séc dién tiv
theo chuin X 509
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4.3.4.2 Certificate Policies

v’ Certificate policies xac dinh “chirng chi” dugc dung
dé lam gi?

v' Certificate policies quy dinh cac chirng chi dugc cap
va st dung nhu thé nao.

v" CA can c6 policy dé phan chia trach nhiém hoac xac
nhan cac diém CA khac .



4.3.4.3 Certificate Practice Statements

v Certificate practice statement (CPS) : CA cap phat
chirng chi va thuc thi cac chinh sach caa minh. bay la
nhirng tai liéu chi tiét giap cho cac chinh sach cua CA
cO hiéu lyc.



4.3.4.4 Thu héi / huy chirng chi (Certificate Revocation)

» Certificate revocation |a qua trinh thu hoi chirng chi
trudc khi nd hét hiéu lyc, hét han.

* Thuc hién nho “Certificate revocation list” — danh
sdch thu hoi chieng chi (CRL) hodc sir dung giao thirc
“online certificate status protocol” (OCSP).



Thu héi / huy chirng chi (Certificate Revocation)

Revacalion HeqUEE.I

Repository CRL

Yéu cau thu héi chirng chi
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4.3.4.5. M6 hinh uy quyén ( Trust Models)

CO bon Mo hinh uy quyén trén PKI
e Hierarchical

e Bridge

 Mesh

e Hybrid



1. Hierarchical

Hierarchical Trust Madel

/,—7 T\ -t~
Infermediate CA
Leal CA
‘ | ‘
End Enfifies
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2. Bridge

Bridge Maodel
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3. Mesh

Mesh Model
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Hybeid Model
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Hét chwong 4



