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5.1 .Ham bam mot chiéu (One Way Hash function)

5.1.1. Khal niém

 ONE-WAY-HASH duoc st dung rong rai trong viéc bao
mat , chirng thwc cac van ban dién t& nhu chir ky
dién tir, “lay diu tay” va kiém tra toan ven di liéu.

» ONE-WAY-HASH tao mot tri s6 bam (hash value) c6
d6 dai co dinh tr mot van ban co do dai bat ky.

e Baitoan nguoc lai hdu nhu khéng thé thuc hién
dugc.Hai van ban khac nhau khong thé co cung tri sO
bam va moi van ban chi cé thé cé mot tri s6 bam duy
nhat.Con goi la ham |ay dau tay hay Message Digist
(MD).

e Tasé phan tich ky thuat toan SHA-1.Day la thuat toan
dwoc st dung rong rai va dwoc coi la mdt chuan cla
ham ONE-WAY-HASH .




Input text co do
dai bat ky
>

 MD5
e SHAL
e SHA2

Hash value c6 do

dai ¢é dinh (MD)

OWHF —

- M
- M
- M

Hinh 5.1 So d6 OWHF

D cO do dai 128 hit

DcOdoc

DcOdoc

al 160 bit
al  256/512 bit



5.1.2. So d6 DS dung OWHF

X » z=h(X) — v=s12x(2)
Xy
»  Verg(y)
0: true
XV —pf
1: false
» z=h(x)

Hinh 5.2: So' dé chit ky st dung ham Bam
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5.1.3. SHAL

1. Gidi thiéu chung

e Thuét todn SHA-1 duoc st dung dé tinh ban tém
lwoc —con goi la tri s6 bam (MD) hoac “dau tay” cua
mot van ban co d6 dai thay doi.

e Khivan ban cé do dai < 254 thuat gidi SHA-1 sé taora
mot tri s6 bam cé d6 dai 160 bit.



2.So do SHAL

ength mod 64 '=0

No

3
Padding

Proccess block Mi

Yes

<>

YES

¥
Output




3.M0ot so dinh nghia

a. Chuoi bit va cac s6 nguyén :

e Cac s6 hexa nam trong tap [0,1...,F], duwoc biéu dien boi
4 bit vidu 6 =0110 ; A=1010.

* MOi tlr 32 bit dugc thé hién bdi 4 chubi 8 bit , moi s6 8
bit sé gom hai s6 hexa. Vidu :

11101010 0110 1100 1101 0010 1111 1011 = EAGCDEFB

* Moi s6 nguyén tlr 0 dén (2°9)-1 déu c6 thé biéu dién
thanh cac tir 8 bit moi tir 8 bit gom hai s6 hexa

Viduy 291 =28+ 2°+ 21+ 20=256+32+2+1 = 0000 0001
0010 0011 duoc bi€u dién thanh (00000123), trong
dd moi so la cac sO hexa.

e Khoi512 bit sé gom 16 tir 32 bit.



b.Cac phép toan trong giai thuat SHA1

o Cac phép toan logic (XY la cac tir 32 bit)
— XY = bitwise logical "and"
— X v Y = bitwise logical "inclusive-or".
— X XOR'Y = bitwise logical "exclusive-or" .
— ~ X = bitwise logical "complement” .
e Phépdichtrai: S™n(X) = (X<<n)OR (X>>32-n).

Trong do X [a mot tir 32 bit va n la mot s6 nguyén
duong 0 <n < 32.

e Chén bit : Muc dich cta viéc chén bit la tao ra khoi
bit M, c6 d6 dai la bdi ciia 512 bit.Dé thyc hién dugc
diéu nay ta thém cac bit “1” hodc “0” vao sau cac tu
con thiéu.



c. Chen bhit

e Chen bit dugc st dung khi do6 dai input block
< 448 Dbit.
e Ky thuat chen “bit” dwgec mo ta nhu sau:

Do dai nguyénthuy=1 | 1| Chen “0” cho du 448 bit 64 bitmo tal

Vv

Kh&i M. 512 bit



Vidu: Gia st khéi M, ¢ do dai | =40 bit
01100001 01100010 01100011 011001000110 0101
1.Chen “1” ta co
01100001 01100010 01100011 01100100011001011
| = 40 ,ta chen 407 cac bit “0” vao vij tri tir 41 = |= 448.
(61626364 65800000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 000006000 OOOO0O000 00000000
00000000 00000000 )piexa
2. Biéu dién do dai gdc | dudi dang hai tir 32 bit (64 bit)
Vidu : V&il =40 (| phai dwgc tinh truwdc khi chén) biéu dién
cUa 40 dudi dang 2 tlir 32 bit sé la (0000000000000028) .,y a-
Nhu vay thong diép sau khi chen sé la :

61626364 65800000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000028.
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d. Cac ham trong SHA1
| . Cac ham logic
Moi ham f(t), 0 <t <79, lam viéc vdi 3 tir 32 bit (BCD)va

tao ra mot tir 32-bit & dau ra. Ham f(t)(B,C,D) dugc dinh
nghia :

«For (0<t<19) f(B,C,D)=(B AND C)OR((NOT B) AND
D)

- For (20<t<39) f,(B,C,D)=BXORCXORD

- For (40 <t<59) f,(B,C,D)=(B AND C)OR(B AND D)
OR(C AND D)

For(60<t<79) f,(B,C,D)=BXORCXORD



ii. CAc hang so

» Hang s6 dung trong SHA-1 la cac tir K(0), K(1), ...,
K(79) duoc biéu dién dudi dang HEXA

((t) = 5A827999 (0 <t <19)

((t) = EDIEBAL (20< t < 39)

(t) = 8F1BBCDC (40 < t < 59)

((t) = CA62C1D6 (60 < t < 79)




4.Tinh MESSAGE DIGEST

i . Tao hai buffer. M6i buffer gdbm 5 tir 32 bit (A,B,C,D,E)
Va (Ho, Hy, Hy, Hy, H,) Tao mét chudi 80 tir 32 bit

(Wy,W4,... W-g) va mot buffer don |é TEMP dugc st
dung dé ho tro.

i . Trwdre khi xtr ly tirng khoi M, (H) dwoc nap trwdce cac
véc to khadi tao sau:

H,= 67452301  H, = 10325476

H, = EFCDAB89  H, = C3D2E1FO.
H, = 98BADCFE




iii X ly cac khoi M ,M,,..M. ... M_

o Input text dugc mé rong tir 16 word 32-bit (M, dén M)
thanh 80 word 32-bit (W, d&n W-,) bang viéc sir dung
thuat toan ma rong:

- W) =M(t) véi0<t<15
- Fort=16to 79 do :
W(t) = SML(W(t-3) XOR W(t-8) XOR W(t-14) XOR W(t-16)).

e« SetA=H,, B=H,,C=H,,D=H; E=H,.



iii. Xt ly mot vong lap
Fort=0to /9
{

TEMP = S"5(A) + f(B,C,D) + E + W, + K;;
E=D ;

A;
C

S"30(B);
TEMP;

B
D
C
A

}



So d6 mot vong lap cua SHAL
A Jc]o]cE]

| -
: —1"—-

0000000000000000000000000

-
#



iv.Xtr ly output

e SetH,=Hy*+A, H, = H,+B H,= H,+C,
Hy = H4D. H, = H,+E.

HytA | Hg+B | Hy+C Hy+D | H,+E

y y y

H, H, H, H, H,

Sau khi xtr ly M, kh6i, MD la mét chudi 160-bit dwoc
biéu dién bdi 5 tlr Hy H, H, Hs H,.
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5.1.4. M6t s6 ham bam khac

« MD4 : Khbng con st dung

« MD5
Output Internal | Blocksize | Length | Wordsize | Collision
size state size size
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o SHA-256/224

Output Internal | Blocksize | Length | Wordsize | Collision
size state size size

*SHA-512/384
Output Internal | Blocksize | Length | Wordsize | Collision
size state size size
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5.2. Chir ky so (Digital signature)

5.2.1.Khai niém vé chit ky so

1. Pam bao tinh xac thuc
e Chirng minh tinh hgp phap cua nguoi gui
e Chirng minh tinh toan ven cua dit liéu

2. Chir ky so la ham cua cac tham so
e Thong bao giao dich (van ban goc)
e Thong tin bi mat cua nguoi giri (Khoa riéng cua
sender)
e Thong tin cong khai trén mang (Khoa cong khai)
e Ma xac thuc : Dam bao tinh toan ven cua thong diép



5.2.2. Tao va kiém tra chit ky so

TAO CHU KY SO

message

\

OWHF ( Ham bam)-SHA1

\

MD

Private Key *
=g | Thuat giai DSA

a. Tao chu ky so

Digital
Signature

K/T CHU KY SO

message

\

OWHF ( Ham bam)-SHA1

\

MD

\

Digital
Signature _ Public Key
Quy trinh KT
DSA
YES - DS OK!

NO - DS khong dung

b. Kiem tra chu ky so



Digital Signatures

<«——Ngudn A » +—— DPithB ——»

X

! M A S0 sénh
Ex X1 Egg [HCE] / ‘ i T
/
Exr, [HX) m

KRa, KUa : khda bi mat va cong khai cua bén A
K : khéa phién ddi xirng dung chung ctia A va B
X : Thong bao gui

H : Ham bam
E

D

: Ma hoda
: Giai ma
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5.2.3. Thuat giai DSA — Chuan chit ky s6

a. Hoat dong

DSA s dung cac tham so sau:

e plasonguyén td vdi 241kp<2tva 512 <L <1024

e gla moétso nguyén to va la uwdc so cia p-1 véi
2159< (<2160

e g=h*-Yamodp ; trong d6 h 1a mot s6 ngau nhién va
1<h<p-1; h®*-D/amodp >1 ;

e x|a mot s6 ngau nhién hodc 1a moét s biét trudc vai
diéu kién 0<x<qg (x la khoa ca nhan)

o y=g*modp (y la khoa cong khai)



b.Tao chit ki s6

« Chi¥ ki clia van ban la 1 cap so r va s dwoc tinh theo
cong thire sau:

- r = g¥(modp) modg
- s=kY(H(M) + xr))modq
« D liéu dwoc gli di 1a Van ban M, chubisor, va s.



c.Xac thuc chir ky
e Dit liéu nhan dwoc sé la van ban M, s6 r va s (hay con
goi la M’,r’ va s’). Van ban trén duoc Xac thyec nhu sau:
bat w = modq
u,=((H(M’)w)modq
u,=((r’)w)modq
v=((g"D)((y“2)modp)modqg (Ham kiém chirng)
« Néu v=r’ chi¥ ki dwoc xac thuc.
» Néu v !=r"van ban cé thé da duoc slra doi trén dwong
truyén hoac khdéa ca nhan ma hoa van ban khéng khdp voi

khéa cdng khai ma ngwdi nhan dang gilr (ngwdi giri mao
danh)



Sionature Generation

Messaoe

\

SHA -1

\

Message Digest

Private Digital
DSA &i

Dperation

K ey Signature

sicnature Verification

Received Message

SHA -1

¥

Message Digest

Digital * Public
DSA Verif

Operation

Signature Key

Y es - Sionature Verified
or
No - Signature Verification Failed




5.2.4. Thuat giai RSA trong vai tro chit ky s6

1.

Bén guri
Tao ban MD cua thf)ng bao M 2> H(M)

Dung khoa riéng (d,) cua ngu¢i giri ma hoa H(M):
E(d;H(M))

Truyen (M,E(d;H(M),e,) trong d6 k, la khoa cong khal
cua nguoi gui

. BENn nhan

Tinh MD cua thong bao nhan dugc M" 2 H(M")

Dung khoa cong khai cua bén gii (€) glal ma thong
diép D(E(e,H(M)) vaso sanh ket qua vdi H(I\/Ir)

NEu két qua trung : xac thwc dang chit ky ctia bén guri .
Nguwoc Iai khong phai chit ky bén g&'i



e Qua trinh ky va gti cac tép van ban dua vao thuat toan

bam SHA-1(MD5) va thuat toan RSA

File ban dau JJ

— 1 8—x KR(d.n)
Khda bi mt cia

<H am bam T'--’[Dﬁ) “ELf':'ﬂl_ELl‘i

( Ma héa RSA )
Ban tom lroe (25 *

Chit ky dien or
T S=" modn &1

> Kt hoo ﬁ]i v CKDT )
Théng diép da k¥

1L

(nn di
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m tra DS

(D>

* K

Thong diép nhin

KU(e.n) =¥ |

Khéa cong khai
cla nguren g Giat ma RSA
1

(Ts'u:h file va CKDT F I

[ rieom i |
(Hiim bam 1-'1]35)

|

Ban tom luoe 2 ( 30

Ban tom e 1

X =%modn

Khing

Khong ding ngudi gin
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File bi thay dai

File 1a toan ven
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5.2.5. Chuyén giao dit liéu nho RSA

e Chuan PKCS#1 :
— La mét trong 15 chuan PKCS do RSA lab dé xuat

— Diém quan trong trong chuan PKCS#1 la sr dung
thuat giai RSA trong truyén DATA bao gom ca quy
trinh tao va quan ly Private & Public Keys

e Chudn PKCS#1 duoc sir dung dé ma hoda dir liéu va
lay chit ky so cta thdng diép
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