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6.1 Ha tang mang
6.1.1 Chuan OSI va TCP/IP

M& hinh phan I&p nham
v'Giam doé phtre tap

; Application

Presentation
v'Tiéu chuan hoa cac giao dién

Session

v'"Module hoa cac chi tiét ky thuat

Transport

v'Dam bdo mém déo quy trinh cdng nghé

v'Thuc day qua trinh phat trién
Data Link

v'Dé& dang trong viéc gidng day ,huan luyén

Physical
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6.1.2. TCP/IP model

Protocol Graph: TCP/IP
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6.1.3 MO hinh OSI va TCP/IP

TCP/IP Model

Application

Frotocols

MNetworks

OSl1 Model

1/30/2002 CHUONG 6_AT&BM_HTTT



6.1.4. bong goi trong TCP/IP

HTTP.Email, TEXT...

Frames ‘
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6.1.5. TCP Three - Way — Handshake
K&t ndi cé dinh hudng = thuc hién bang “tree - way
handshake”

SYN
T
D SYN/ACK D
o
' N
—— XK o——
Host A *  HostB
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6.1.6.Application Programming Interfaces (API)

TFTP Server
TFTP Client (Port 69)
(Port 100)

T The Windows socket interface
TCP/IP TCP/IP
Windows || upp ' UpP | | Windows
Sockst P Internet ' T Socket
AP| I T e AP
Media - Media
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6.2. Cac diém yéu dé bj khai thac trén mang

6.2.1.TCP/IP Attacks
e Xay ra trén lop IP hay “host —to- host”

e Router /Firewall c6 thé ngan chan mot s6 giao thirc
10 liéu trén Internet

e ARP khoéng phai giao thirc dinh tuyén nén khéng gay
ton thuong do tan cong tir bén ngoai

e Cac diém yéu :SMTP & ICMP, TCP, UDP va IP = ¢c0
thé di xuyén qua cac |&p mang
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Cac hinh thirc TCP/IP attack

e Port Scans : Quét cac cong

e TCP Attacks :

TCP SYN or TCP ACK Flood Attack,
TCP Sequence Number Attack,

TCP/IP Hijacking

Network Sniffers : Bat gilr va hién thj cac thong bao
trén mang
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1. Network Sniffers

Network sniffer don thuan chi Ia thiét bj dung dé bay

va hién thi dong théng tin trén mang

Nhiéu card NIC c6 chirc nang “ Promiscuous mode” >
Cho phép card NIC bat gilr tat ca cac thong tin ma né

thay trén mang.

Cac thiét bi nhu routers, bridges, and switches c6 thé
dwoc sir dung dé phan tach cadc vung mang con trong
mot mang lon .

St dung sniffer, ké tan cong bén trong cé thé bat giir

tat ca moi thdng tin truyén trong mang.
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2. TCP/IP hijacking - active sniffing

Broken Client Connection

|

=1 IH. |
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Client

i

Simulated
— Client
\ /[httar:ker]
Server

Attacker
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3.Port Scans

e Ké tan cOng do tim mot cach cé hé théng mang va xac
dinh cac cong cung vidi cac dich vu dang m& ( port
scanning), viéc quét cong cd thé tién hanh tir bén trong
hodc tir bén ngoai. Nhiéu router khdng dwoc cau hinh
dung d3 dé tat ca cac gdi giao thire di qua.

e MOt khi da biét dia chi IP, ké tan cong tir bén ngoai cd
thé két ndi vao mang vai cadc cong maé tham chi st
dung mdt giao thirc don gian nhu Telnet.

e Qua trinh Port Scans duoc dung dé “in ddu chan
(footprint)” mdt t6 chirc DAy Ia budc dau tién cia mot
cudc tan cong.
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4. TCP Attacks

P3c diém : Bat tay ba chiéu “ Three Way Handsake ”
Tan cong tran ngap SYN (TCP SYN hay TCP ACK Flood
Attack )

May client va server trao doi cac goi ACK xac nhan két noi
Hacker gtri lién tuc cac ACK packet dén server.

May server nhan dwgc cac ACK tw hacker song khong
thuwe hién duoc bat c&r phién lam viéc nao nao 2 két qua
la server bj treo = cac dich vu bj ttir chdi (DoS).

Nhiéu router m@&i cé kha nang chdng lai cac cudc tan
cong loai nay bang cac gidi han sé lwong cac cudc trao
d6i SYN ACK.
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M6 ta TCP SYN hay TCP ACK Flood Attack

ACK Packet -
ACK Packet
S
ACK Packet
il
Server Freezes
ACK Packet -
ACK Packet
i
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5.TCP Sequence Number Attack

e TCP sequence attacks xay ra khi attacker nam quyén
kiém soat mot bén nao dé cta phién lam viéc TCP .

e Khitruyén mot thong diép TCP ,mot “sequence
number - SN “dwoc mot trong hai phia tao ra.

e Hacker chiém SN va thay d6i thanh SN ctia minh.

-N\ P
L

A 192, & Wi,
AGD- ﬁ‘g
AQ- 192168.0100 %07gy | .
_—= Server / T
192.168.0.1

Sequence numbers

Attacker
Victim Machine
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6. UDP Attack

e UDP attack str dung cac giao thirc bao tri hé thong hoac
dich vu UDP dé lam qua tai cac dich vu gidng nhu DoS.
UDP attack khai thac cac giao thirc UDP protocols.

e UDP packet khéng phai la “ connection-oriented” nén
khdng can “synchronization process — ACK”

e UDP attack - UDP flooding ( Tran ngdp UDP)

e Tran ngip UDP gy qua tai bdng thong ciia mang dan
dén DoS.
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7. ICMP attacks : Smurf va ICMP tunneling
e |ICMP str dung PING program. Dung Iénh PING v&i dia chi IP cua

may dich

e Gay ra do su phan hoi cac géi ICMP khi cé yéu cau bao tri mang.
e MOt sO dang thong diép ICMP

Message type

Description

Destination unreachable | Packet could not be delivered

Time exceeded

Time to live field hit O

Parameter problem

Invalid header field

Source quench

Choke packet

Redirect Teach a router about geography
Echo request Ask a machine if it is alive
Echo reply Yes, | am alive

Timestamp request

Same as Echo request, but with timestamp

Timestamp reply

Same as Echo reply, but with timestamp

1/30/2002

CHUONG 6_AT&BM_HTTT

17



a. SMURF ATTACKS

3 -20000

——— || l
=] - =]

Attacker

Attacker sends ICMP broadcast

to network with false IP address.
Internet

with ICMP response.

D / Network overloads victim

mﬂ

Victim
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SMURF ATTACKS

e Attacker glri packet dén network amplifier (router
hay thiét bj mang khac ho tro broadcast), vai dia chi
cua nan nhan. Thong thuong la nhirng packet ICMP
ECHO REQUEST, cac packet nay yéu cau yéu cau bén
nhan phai trd 1&i bang moét ICMP ECHO REPLY .

e Network amplifier sé giti dén ICMP ECHO REQUEST
dén tat ca cac hé thong thudc dia chi broadcast va
tat ca cac hé thong nay sé REPLY packet vé dia chi IP
clia muc tiéu tan cong Smuft Attack.
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b. Fraggle Attack: tvong tu nhuv Smuft attack nhwng
thay vi dung ICMP ECHO REQUEST packet thi sé dung
UDP ECHO packet gtri dén muc tiéu.
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6.2.2.Tan cong DDOS

Cac giai doan clia mot cudc tan cdng kiéu DDOS:

1. Chuan bj :

e La budc quan trong nhat cda cudc tan cong, Cac cong
cu DDoS hoat dong theo m6 hinh client-server.(Xem 10
best tools for DDQOS).

e Dung cac ky thuat hack khac dé nam tron quyén mot
s6 host trén mang.

e Cau hinh va thir nghiém toan b6 attack-netword (bao
gém cac may da bi loi dung cung vai cac software da
duwoc thiét 1ap trén dé, may cua hacker hoac mot so
may khac d3 duwoc thiét 1ap nhw diém phat dong tan
cong) ciling sé duoc thuc hién trong giai doan nay.
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e Best Tool DDOS 2011

. Slowloris

HTTP POST 3.6
DDosIm
Keep-alive attack

_ow Orbit lon Cannon Anonymous
. r-u-dead

. Slow Post Newver

.Smurf 6.0

. DNSDRDOS

10.Tools Slow dos PURIDDE Goobye ver3.0

© 0 N OUl AWNBR
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2. Giai doan xac dinh muc tiéu va thoi diém:

- Sau khi xac dinh muc tiéu Ian cuéi, hacker sé cd hoat
dong diéu chinh attack-netword chuyén hwdng tan cong
vé phia muc tiéu.

- YEu to thoi diém sé quyét dinh mirc d6 thiét hai va téc
do dap &ng cua muc tiéu doi véi cudce tan cong.
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3. Phat déng tan cong va xda dau vét:

e Pung thoi diém d3 dinh, hacker phat déng tan cong
tlr may cla minh, 1énh tan cdng nay cé thé di qua
nhiéu cap maéi dén host thuc sy tan cong. Toan bod
attack-network (cé thé 1&én dén hang ngan may), sé
vat can nang luwc cla server muc tiéu lién tuc, ngan
chan khong cho né hoat déng nhu thiét ké.

e Sau mot khoang thoi gian tan cong thich hop, hacker
tién hanh xdéa moi dau vét co thé truy nguwoc dén
minh, viéc nay doi hoi trinh do kha cao .
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4. Kién truc tong quan cta DDoS attack-network:

+ MO0 hinh Agent — Handler
+ M0 hinh IRC - Based

DDoS attack-network

|
l ,,

Agent -Handler IRC - Based

l |

Client — Handler ; N
Communication

Secret/private Public
channel channel

o

TCP UDP ICMP
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4.a. M0 hinh Agent — Handler

Theo mo6 hinh nay, attack-network gom 3 thanh phan:
Agent, Client va Handler

v’ Client : la software co s& dé hacker diéu khién moi
hoat dong cua attack-network

v Handler : la mot thanh phan software trung gian
gitra Agent va Client

v Agent : la thanh phan software thuc hién sy tan

cOng muc tiéu, nhan diéu khién tr Client théng qua
cac Handler
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MO hinh Agent-Handler

Attacker

Attacker

Handler

Handler

Handler

Handler

Agent

1/30/2002

Agent

Agent

Y

Agent

Ageht

Victim
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4.b.M6b hinh IRC — Based:

e Internet Relay Chat (IRC) la m&t hé théong online chat
multiuser

e |RC cho phép User tao moét két ndi multipoint dén
nhiéu user khac va chat thoi gian thue.

e Kién truc cua IRC network bao gém nhiéu IRC server

trén khap internet, giao ti€p véi nhau trén nhiéu kénh
(channel).

e |IRC network cho phép user tao ba loai channel: public,
private va serect.
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Cac kénh IRC

e Public channel: Cho phép user cia channel d6 thay
IRC hame va nhan dugc message cua moi user khac
trén cung channel

e Private channel: giao tiép vdi cac doi twgng cho
phép. Khdng cho phép cac user khdng cung channel
thay IRC name va message trén channel. Tuy nhién,
néu user ngoai channel dung moét so Iénh channel
locator thi cé thé biét duwoc su ton tai cha private
channel do.

e Secrect channel : twong tu private channel nhuwng
khong thé xac dinh bang channel locator.
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Kién truc attack-network clia kiéu IRC-Base

Agent

1/30/2002

Attacker | oo Attacker
IRC NETWOR}D/
—
Agent |----| Agent Agent Agent
Victim
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5.Mdt s6 thé manh ctia mo hinh IRC

« RAt kho phat hién do cac giao tiép dudi dang chat
message.

e |RC traffic cd thé di chuyén trén mang vdi sé lvong
|&n ma khdng bi nghi ngo

e Khong can phai duy tri danh sach cac Agent, hacker
chi cdn logon vao IRC server la d3 c6 thé nhan duoc
report vé trang thai cdc Agent do cac channel glri vé.

e Sau cung: IRC cling la mot mai truong file sharing
tao diéu kién phat tan cac Agent code Ién nhiéu may
khac.
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6.Nhirng ky thuat anti-DDOS

Co ba giai doan chinh trong qua trinh Anti-DDoS:
- Giai doan ngan ngtra: toi thiéu hoa lvgng Agent, tim
va vo hiéu hoa cac Handler
e- Giai doan doi dau vdi cudc tan cong: Phat hién va
ngan chan cudc tan cdng, lam suy giam va dirng cudc tan
cbng, chuyén hudng cudc tan cong.
- Giai doan sau khi cuéc tan cong xay ra: thu thap
chirng ci va rut kinh nghiém
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Nhitrng van dé co lién quan dén DDoS

e DDoS la mot kiéu tan cdng rat dac biét , cuc ky hiém ac
. “DDos danh vao nhan t6é yéu nhat cia hé thong thong
tin — con nguoi - ma lai la dung nguoi chong nguoi”.

e Cac yéu diém:

— Thiéu trach nhiém vai céng déng
— Swim ldng
— Tam nhin han hep
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M6t sd van dé can thuc hién :

- Giam sat chi tiét vé luéng dir liéu & cip ISP dé canh cao
vé cudc tan cong.

- XUc tién dua IPSec va Secure DNS vao st dung

- Khang dinh tam quan trong cta bao mat trong qua trinh
nghién ctru va phat trién caa Internet Il.

- Nghién ctru phat trién céng cu ty dong sinh ra ACL tir
security policy va router va firewall.
- Phat trién hé diéu hanh bao mat hon.

- S&r dung cac hé thong tuong tw nhu Intrusion
Dectection, hoat dong giam sat hé thong va dwa ra cac
canh bao.v...v
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6.3. Khai thac phan mém

e Khai thac Database Nhiéu sdn pham database géy ra
nhi*rng moi hoai nghi khi truy cdp vao moéi truong
clientt/server .Néu phién lam viéc bi chiém hodc bi gia
mao, attacker cé thé truy van dén cic database khoéng
dwoc phép.(SQL injections)

e Khai thac Application Macro virus la mét vi du. Macro
virus Ia mot tap cac chi thi trong mot ngdon ngit 1ap trinh
nhuw VB script, chung ra [énh cho mot 'ng dung tao ra
nhitng chi dan sai.

e Str dung e-mail : Tich hop nhiéu céng cu = dé bi khai
thac
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6.3.1.Malicious Code — ma doc hai

e Virus la mot phan mém dwoc thiét ké dé tham nhép
vao hé thong may tinh. Virus [am hong dit liéu trén
hard disk, [a sup OS va lay lan sang cac hé thong khac.

e Phuwong phap lay lan : Tir floppy hoac CD-ROM, theo

duong e-mail, hodc mdt phan cia mot chwong trinh
khac.
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1.M6t s6 dau hiéu nhiém virut

e Khoi dong hoac nap chuong trinh cham.

e Xuat hién mot so file la trén HDD hodc mat mot so file
khoi dong .

e Kich thwdc mot so file bi thay dbi so voi nguyén ban .

e Browser, bd x{r Iy vdn ban hodc cac phan mém khac bat
dau bang nhirng ky tv la . Man hinh hodc menu c6 thé bi
thay doi (Deface).

e Hé thdng tu tat hodc khai dong lai mdt cach khong binh
thuong.

e MAat truy cip vao cac tai nguyén mot cach kho hiéu.

e Khong kh&i dong hé thong.

1/30/2002 CHUONG 6_AT&BM_HTTT 37



2.Hoat dong cua virut
a.Pha hoaiva lay lan

Infected Machine Mewly Infected Machine

D f_“h_f“i
E.r?‘flrus k Network
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b.LAy nhiém qua e-mail

1/30/2002 CHUONG 6_AT&BM_HTTT

39



L4y nhiém qua e-mail (tiép)

Vi du : Virut Melissa l1ay nhiém 100,000 user trong mot
khodng th&i gian rat ngan vao 5/1999 ( CERT).
Mot site da nhan duoc 32,000 ban copy cua
virut Melissa trong vong 45 phut.
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3. Cac loai virut

a. Polymorphic Virus : Virut da hinh = thay d6i hinh
thé dé khé bi phat hién. Ludn thay déi,pha cac dir liéu

e

:}——: I'm a -
w '
: .f.’/’- g ﬁ"--___ o
I\\— o -
o I'ma
| love ya &
¥/-\_f ; Jf/f-_v_-ﬂl-_\L_q_H’___ )

,}b Who
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b.Trojan Horse

e Dugc gii dinh kéem mot file nao do

e “Trojan horse” con la mot phan cua e-mail , free game,
software, hodc métloai file nao dé.Khi nhiém ,“Trojan
horse” sé kich hoat cac tac vu nhu xtr ly van ban hodc cac
file template . Hdu qua la nhiéu file ma&i khéng can thiét
duoc sinh ra.

e “Trojian Horse” con kich hoat nhiéu tac vu theo kich ban
cua hacker.

e “Trojan horse” rat kho phat hién vi ching duoc che boi
cac chwong trinh hop |é .
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c. Stealth Virus

Stealth virus rat kho bi phat hién do chidng cé kha
nang tu che dau .Virut loai nay tdn cong vao cac
“boot sector” trén dia cirng.

~f— This Is a disk
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d.Multipartite Virus

Multipartite virus tdn céng vao hé théng bang nhiéu
duwong .Chung tham nhap vao “boot sector”, cac file
“executable ”,va pha hoai cac file *ng dung.

Memor T
) . Multipartite
: 45 QVirus

Disk Files

Boot Sector
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e.Companion Virus

e Companion virus ty no tan céng lén cac chwong trinh
hop phap va sau do tao ra cac file cd6 phan mé rong
khac nhau .Chung tru ngu tai cac thu muc
“temporary”.

e Khi nguwoi dung go tén mot chwong trinh hop l€,
“companion virus” thyc thi thay cho chwong trinh
goc . Diéu nay cho phép ching tu che dadu moét cach
hiéu qua khoi ngudi dung.
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f .Macro Virus

Macro virus thuong tac dong |én cac chuong trinh &rng
dung .

Cac chu‘dng trlnh nhuw Word , Excel cho phép lap trinh vién
tang nang lyc cua &ng dung V| du “Word” ho tro “mini-
BASIC programming language” cho phép cac file dugc ché
tac mot cach ty dong .

Chung la nhitng “macros”. Macro c6 thé thong tin cho b6
x( ly van ban “kiém tra chinh ta- spellcheck” moi khi ching
dwoc mo.

Macro viruses ¢ thé bj nhiém vao tat ca cac van ban va lay
lan dén cac hé thong khac qua e-mail hodc cac phuong
thure khac.

Macro viruse phat trién rat nhanh .

1/30/2002 CHUONG 6_AT&BM_HTTT 46



g. Phan mém diét Virut

e La cong cu chl yéu dé phat hién va diét virut

e Khoang 60,000 virut , worms, bombs, va cac “malicious
codes” dugc xac dinh.Con s6 nay con ti€p tuc tang
nhanh.

e Bién phap quan trong th hai la dao tao ,nang cao nhan
thirc vé phong va chong virut .

e Diét virut “on-line”
e “Trenmicro”, “synmatec” , “Kasparsky” .....
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6.4.Social Engineering

e Social engineering la qud trinh attacker thu lvgm
thong tin vé mang , hé thong théng qua nhirng nhan
vién trong mot td chirc.”Social engineering” ¢ thé
xay ra trén dién thoai, e-mail hoac qua cac khach
tham viéng.Nhirng thdng tin nay co thé Ia théng tin
truy cap nhu user IDs, passwords...

e Bién phap khac phuc duy nhat : Pao tao, nang cao
nhan thirc, y thirc ciia nhan vién vé ATTT
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6.5. Cac giao thirc bao mat trén mang Internet

6.5.1 Bao mat giao thirc PPP (Layer 2)

Giao thirc PPP trén layer 2 cua mo hinh OSI (tuvong &ng voi
|&p DATA LINK trén TCP/IP)

1. CHAP (Challenger Handshake Protocol ) [RFC 1994] :
DAy la co ché xac thuc (authentication) cho giao thirc PPP.CHAP
dung khéa quy udc két hop véi ham bam (H).

2. EAP (Extensible Authentication Protocol) [RFC2716].

3. ECP (Encryption Control Protocol ) [RFC1968]
[RFC2419] quan ly qua trinh ma hoa dit liéu. S dung khoa bi
mat va cac hé mat doi xirng (DES).
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Bao mat giao thirc PPP (Layer 2) (tiép)

4. PPTP ho tro viéc déng go6i dit liéu trén moi trudng point-
to-point .
— PPTP déng goi va ma hoa cac goi PPP . PPTP phu hop vadi giao
thirc mirc mang thap (low-end protocol).
— Sy thoa thuan gitra hai phia trén két n6i PPTP rat ranh
mach.Mai lan thoa thuan duoc thiét 1ap,kénh truyén sé dwoc
ma hoa = Diém yéu cla giao thirc. Dung packet-capture
device, vi du nhw sniffer, c6 thé xac dinh cac théng tin “tunnel
dang lam viéc nhu thé nao ?”.

— PPTP sir dung cong 1723 va TCP dé két néi.
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Bao mat giao thirc PPP (Layer 2) (tiép)
5.L2TP

e L2TP la sy thoa thuan gitra Microsoft va Cisco vé viéc
két hop hai giao thirc “ tunneling ” vao mot : “Layer Two
Tunneling Protocol (L2TP)”.

e L2TP |a sw lai tap PPTP va L2F.
e L2TP co ban la giao thirc “point-to-point”
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* L2TP ho trg nhiéu giao thirc mang bén ngoai TCP/IP.

e L2TP lam viéc trén IPX, SNA, va IP = L2TP cé kha
nang lam viéc nhuv cau ndi gitra cdc mang khac kiéu .

e Diém yéu cla L2TP la khdong duoc ho tro bdo mat,
thong tin khong duwgc ma hod nhuw IPSec.

e L2TP sir dung cong va TCP dé két nbi.
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6.5.2.Tunneling Protocols

e Tunneling protocols tang thém nang luc cua mang.
Chung tao ra nhirng duong ham “ tunnels” gilra cac
|&p mang va lam cho chung an toan hon.Chung cung
cap mot mang 3o gitra hai hé thong.

e Cac giao thuc chinh :
— Point-to-Point Tunneling Protocol (PPTP),
— Layer 2 Forwarding (L2F),
— Layer 2 Tunneling Protocol (L2TP),
— |PSec
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6.5.3 IPsec (Layer 3)
6.5.3.1. MO ta

IP Security (IPSec) la mét giao thirc ho trg thiét 1ap céc
két n6i an toan dua trén IP.

Hoat dong & tang ba (Network)

IPSec cling la mét thanh phan quan trong h§ tro giao
thirc L2TP trong cong nghé VPN (Virtual Private
Network).

DE str dung IPSec can c6 cac qui tac (rule). Qui tac IPSec
la sw két hop gitra hai thanh phan filter va action.
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IPsec (Layer 3) - M6 hinh

5 P
HTTP HTTP
TCP Tep

ROUTER

IPsec IPsec
IP |— _l

LAN/PPP | L ] | AN/PPP
LAN/PPP
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Vi du ndi dung cda mot qui tac IPSec :

“Hay ma hoda tat ca nhirng di¥ liéu truyén Telnet tw
may c6 dia chi 192.168.0.10”, n6 gobm hai phan:

e Phan “loc” 1a “qui tac nay chi hoat déng khi c6 dir
ligu duoc truyén tir may co dja chi 192.168.0.10
théng qua céng 23",

e Phan “action” la “ma hda di liéu”.
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6.5.3.2. C3u truc IPsec

La mot bd giao thirc dung cho |&p 2 — |&p network bao
gdm ma hda dir liéu va cac thd tuc trao doi khoa (IKE —
Internet Key Exchange)
1. Ma hoa dit liéu
a. ESP ( Encapsulated Security Payload) [RFC2406] cho
phép ma hoéa va dong goi lai dir liéu. Cé hai mode
lam viéc

e Transport mode
e Tunnel mode
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b. AH (Authentication Header) [RFC 2402] : tao
mot ban xac thuwe phan “Header” sau khi

packet duwgc ma hoa, st dung ky thuat bam
(Hash).

2. IKE Quy dinh cac thi tuc trao d6i, quan ly khéa m3
vi du nhu SKIP , Kerberos...
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e |PSec ho trg bdn loai tac ddng (action) bao mat :

- Block transmissons: ngan chan nhirng goi dit liéu
duoc truyen, IPSec ngan chan dit lieu truyen tu may A
dén may B.

- Encrypt transmISSIOHS ma hda nhirng goi dit lieu
dugc truyén, st dung giao thirc ESP (encapsulatlng
security payload) dé ma hda dit liéu can truyén. .

- Sign transmissions: tao chit ky sé cho cac g0| dir lieu,
nham tranh nhitng ké tan cdng trén mang gia mao,
(man-in-the-middle). St dung giao thirc authentication
header.

- Permit transmissions:cho phép dit liéu dwoc truyén
qua.
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e Nhirng actions nay dung dé tao ra cac qui tac (rules)
han ché mot so diéu va cho phép lam mot so diéu
khac. Vi du mot qui tac dang nay “Hdy ngdn chdn tat
ca nhirng di liéu truyén tdi, chi trir dit liéu truyén
trén cdc céng 80 va 443”.
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6.5.3.3 Cac mode lam viéc cua IPsec
1. RFC-2406 ESP (Encapsulated Security Payload)

Mormal Packet

Orig IP Header TCP Data

Transport Mode After Applying ESP

Orig IP Header ESF Header TCP Data ESF Trailer ESF Auth

< r

Encrypted
< >

Authenticated

Tunnel Mode After Applying ESP

MNew IP Header | ESP Orig IP Header TCP Data ESF Trailer ESF Auth

<€

Y

Encrypted

Authenticated
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2. RFC 2402- Authentication Header

Mormal Packet [x]

Orig IP Header TCP Data

Transport Mode After Applying AH

Crig IP Header | AH TCP Data

Tunnel Mode After Applying AH

Data

New IP Header \-AH

Orig IP Header I- TCP

1/30/2002 CHUONG 6_AT&BM_HTTT

62



e DOi vai hai tac dong bao mat theo phuong phap chirng
thuc va ma hoa thi hé thong sé yéu cau IPSec dung
phuong phap chirng thuc duwoc chon.
e Microsoft ho trg ba phuong phap ching thuec:

v Kerberos,

v Chirng chi (certificate)

/k |V|)cf>t khda dya trén sy thoa thudn (agreed-upon

ey).

Phuwong phap Kerberos chi ap dung dwoc gilra cac may
trong cung mot mién Active Directory hoac trong nhirng
mién Active Directory c6 uy quyén cho nhau.
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e Phuong phap dung cac chirng chi cho phép st dung
cac chirng chi PKI (public key infrastructure) dé
nhan dién mot may.

e Phuwong phdp dung chia khdéa chia sé truwdc (Preshare
key) cho phép dung mot chudi ky ty van ban théng
thudng 1am chia khéa (key).
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IKE Quy dinh cac thu tuc trao doi , quan ly khéa ma

Kerberos model

KDC — Domain Controller Service
(AS and TGT)

Service Ticket +
Session Key

Service Ticket +

Request or TGT Authenticator
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Phan phdi khoa theo Kerberos
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6.5.3.4.Cac bo loc IPSec

B6 loc (filter) gitp IPSec hoat déng linh hoat hon . BO
loc cé tac dung théng ké cac diéu kién dé qui tac hoat
dong. Pong thoi ching ciing gidi han tam tac dung cua
cac tac dong bao mat trén mot pham vi may tinh nao do
hay mot s6 dich vu nao dé. B loc IPSec chd yéu du trén
cac yéu to sau:

- Dia chi IP, subnet hodc tén DNS ciia may nguon.

- Dia chi IP, subnet hoac tén DNS cua may dich.

- Theo s6 hiéu cong (port) va kién cong (TCP, UDP,
ICMP...)
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6.5.4 Secure Shell (SSH) (Layer 4)

Secure Shell (SSH) la “tunneling protocol” thiét ké riéng cho
hé UNIX.

SSH s&* dung mat m3 dé thiét 1ap két ndi an toan gilra hai hé
thong.

SSH cung cap cac chwong trinh an toan tuong &ng cho
Telnet, FTP, va cac chwong trinh “communications-oriented”
trén UNIX.

SSH hién nay dugrc st dung rong rdi trén Windows cho Telnet
va cac “ cleartext-oriented programs” trén moi trudng UNIX.

SSH str dung cong 22 va TCP dé két ndi.
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Secure Shell (SSH) (Layer 4)
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6.5.5. HTTP/S — on top of SSH (Layer 4 ,5)

e HTTP/S -HTTP Secure (RFC 2818) la giao thirc bao mat
két noi gitra hai hé thong dung WEB . HTTP/S bao vé két
noi gitra hai hé thong WEB .Tat ca thong tin gitra hai hé
thong duwogc ma hod. HTTP/S st dung SSL hodc TLS dé két
ndi an toan . HTTP/S str dung cong port 443 va TCP.

e SSL/TLS Secure Socket Layer (SSL) va Transport Layer
Security (TLS) (RFC 2246 ) s&r dung dé truyén thong tin
gitra “ web client” va “ server”. SSL s&* dung hé thong mat
ma gitra hai hé thong.TLS 13 giao thirc mdi hon védi mat
ma manh hon nhw “Triple DES”. SSL/TLS lam viéc trén
cong 443 va két n6i bang TCP.
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HTTPS — on top of SSH
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6.5.6 Bao mat E-Mail (Layer 5)

Stores and forwards
E-mail to clients

1l

L

E-Mail Server

E-Mail Clients
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1. Cac giao thue
a.Simple Mail Transport Protocol (SMTP)
b. Post Office Protocol (POP)

c.Internet Message Access Protocol (IMAP)

d.S/MIME [RFC2632,2633,2634] cua “RSA” .S dung 3-
DES dé m3 hoa dit liéu két hop véi DSA va SHAL.

e. PGP

2. Cac diém yéu trén E-Mall
- Spam
- Hoaxes
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6.6. Bao mat Wireless network

6.6.1 Wireless Applications Protocol (WAP).
Co ba murc an toan cho giao thic nay :

= Anonymous authentication
= Server authentication

= Two-way (client and server) authentication . Yéu
cau ca hai bén “client va server” xac thuec .

Security is managed at the WTLS layer.

WSP

1]

,_

802.11 Equipped

System
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=
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o
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6.6.2 Wireless Transport Layer Security (WTLS)

e La mirc bao mat cua Wireless Applications Protocol.

e WTLS cung cap dich vu “authentication

encryption”, va

“data integrity” cho cac thiét bj khong day.
e WTLS la mot phan ciia moi trudng WAP .

WAP —
Spr?tt““m Handshake Alert Application | Change Cipher
uite
WTLS— Protocol Protocol Protocol Spec Protocol
Record Protocol
802.11 Equipped Client 802.11 Equipped Client
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6.6.3 WEP/WAP

6.6.3.1. WAP :The Wireless Access Protocol (WAP)
e WAP hoat dong twong tu nhu TCP/IP functions.

e \WAP sir dung phién ban rut gon cua HTML-Wireless
Markup Language (WML),dung dé hién thj trén Internet .

e WAP- tuong tac véi moi truong WMLScript tuvong tw
nhuw Java .. Notice that the layers of WAP appear to
resemble the layering in TCP/IP.
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WAP protocol stack

Application Layer (WAE)

Session Layer (WSP)

Transaction Layer (WTP)

Other Services
and Applications

Security Layer (WTLS)

Transport Layer (WDP)

Servers:

GSM

|S-136 || COMA || PHS CDPD

PDC-F

IDEN

FLEX

Ftc.
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WAP gateway cho phép két ndi dén cac thiét bi

WAP trén Internet

Encodes
and Decodes

Encoded Requests HTTP
and Responses . TCP/IP —
i} o = —
Client Gateway Weh Server
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6.6.3.2. Wired Equivalent Privacy (WEP)

e La chuén security mdi cho cac thiét bj wireless .
e WEP ma hod dir liéu - data security.

e SU dung khod mat ma : 40 ( khéng con si dung) ,64,128
bit key .

e 128 bit két hop vdi loc dia chi MAC = hiéu qua cao

e Tir8 /2002, giao thirc khong duoc coi la an toan do cé
nhirng diém yéu trong cdc thudt todn m3 hod ( dac biét
40 bit) . M3 hod cé thé bj hack trong vong 5 gio.
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6.6.4 Cac diém yéu trén Wireless

e Bdo mdt: Day co thé ndi la nhuoc diém Idn nhat cda mang
WLAN = Truyén séng vo tuyén

e Pham vi: Chuan IEEE 802.11n mdi nhat hién = hoat dong &
pham vi toi da 1a 150m, chi phu hop cho mdt khéng gian hep.

e D6 tin cdy: Do phuong tién truyén tin hiéu |13 séng vo tuyén
nén viéc bi nhiéu, suy gidm...1a diéu khéng thé tranh khoi.
Diéu nay gay anh hudng dén hiéu qua hoat ddng clia mang.

e Téc dé: Toc d6 cao nhat hién nay cia WLAN c6 thé |én dén
600Mbps nhwng van cham hon rat nhiéu so véi cdc mang cap
thong thuong (co thé 1én dén hang Gbps)
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6.6.4. Cac diém yéu trén Wireless(tiép)

e T4t ca tin hiéu “radio frequency” dé dang bj thu lai.

e PE bat duoc thdng tin theo 802.11 ,chi can mdt PC
vOi card 802.11 tuwong thich.

e MOt phan mém don gian trén PC co thé gilr lai thong
tin trén WAP va sau do xtr ly ching nham giai ma tai
khoan va mat khau .
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6.7. Cac hinh thirc tan cong WLAN

e Rogue Access Point (Gia mao AP)

e De-authentication Flood Attack (Y/c xac thuc lai)
e Fake Access Point

e Tan cong dua trén s cam nhan Iop vat ly

e Disassociation Flood Attack
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6.7.1. Rogue Access Point (Gia mao AP)

e Access Point dugc cau hinh khéng hoan chinh do sai
sOt trong viéc cau hinh

e Access Point gia mao tir cac mang WLAN lan can

e Access Point gia mao do ké tan cong tao ra .Day la
ki€u tan cong “man in the middle” co6 dién. Kiéu tan
cOng nay rat hiéu qua so v&i mang co6 day.

e Access Point gia mao dwoc thiét 1ap bdi chinh nhan
vién cla cong ty -mot s nhan vién clda cong ty da tu
trang bi Access Point va két ndi ching vao mang co
day cua cong ty
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6.7.2. De-authentication Flood Attack (Y/c xac thuc lai)

e Xac dinh muc tiéu tan cong trong mang wireless va cac két
ndi cla ho.

e Cheén cac frame yéu cau xac thwce lai bang cach gid mao dia
chi MAC nguén va dich cla Access Point va nguoi dung.

e User khi nhan duoc frame “yéu cau xac thuc lai” thi nghi
rang chung do Access Point glri dén.

e Sau khi ngat duoc mot ngudi dung ra khoi dich vu , ké tan
cong tiép tuc doi vadi cac ngudi dung con lai.

e Théng thuvdng ngudi dung sé két ndi lai dé phuc hoi dich
vu, nhung ké tan cong da nhanh chdng tiép tuc glri cac goi
yéu cau xac thuc lai cho nguoi dung.
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6.7.3. Fake Access Point

St dung cong cu c6 kha nang gui cac goi beacon vai dia chi
vat ly (MAC) gid mao va SSID gid dé tao ra vd sb Access
Point gid |ap. Lam xdo trdn tat ca cdc phan mém diéu khién
card mang khong day cua nguoi dung.
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6.7.4. TAN CONG DU'A TREN GIAO THU'C CSMA/CD

LOP MAC

e Ké tat cong loi dung giao thirc CSMA/CD. Cac may tinh
khac ludn ludn & trang thai cho doi viéc truyén dit liéu
két thic 2 nghé&n mang.

e CSMA - Cam nhdn séng mang
v'Carrier Sense (CS) : Giti cdc DATA FRAME khi kénh truyén ranh
v'Multiple Access (MA) : Nhiéu tram cung truy nhap trén mot

kénh truyén

e Tan s6 séng mang (CS) la mét nhuoc diém bao mét
trong mang khéng day. M&rc dd nguy hiém phu thudc
vao giao dién cua l&p vat ly
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6.7.5.TAN CONG NGAT KET NOI

Ké tan cong xac dinh muc tiéu (wireless clients) va mai lién
két gitra AP v@i cac clients.

Ké tan cong gl disassociation frame bang cach gia mao
Source va Destination MAC dén AP va cac client twong &ng.

Client s& nhan cac frame nay va nghi rang frame hdy két noi
dén tir AP. Pong thoi ké tan cong cling g&i disassociation
frame dén AP.

Sau khi ngat két ndi cia mot client, hacker ti€p tuc thuc
hién tuvong ty voi cac client con lai lam cho cac client tw
dong ngat két ndi vai AP.

Khi cac clients bi ngat két ndi sé thuyc hién két ndi lai véi AP
ngay lap tlirc. Ké tan cong tiép tuc goi DSF dén AP va clients.
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e So sanh Disassociation flood attack va De-
authentication Flood Attack.

— Gidng nhau : Vé hinh thirc tan ,vira tan cong Access
Point vira tan cong Clients. Va trén hét, chang “tan
cong" lién tuc.

— Khac nhau:

e De-authentication Flood Attack: Yéu cau ca AP va
client goi lai frame xac thuc =» xac thuc failed.

e Disassociation flood attack : G&i disassociation
frame lam cho AP va client tin twdng rang két ndi
gitra chung d3 bj ngat.
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6.7.6. Cac bién phap an toan trén WIRELESS

Pé bdo mat mang WLAN, ta can thuc hién cac budc:
Authentication - Encryption - IDS & IPS.

e Chico nhitng nguwoi dung dugc xac thuc mai co kha
nang truy cap vao mang thong qua cac Access Point.

e XAac thuc va bado mat dit liéu bang cach ma hoa thong
tin truyén trén mang.

e Canh bao nguy co bao mat bang hé théng IDS
(Intrusion Detection System) va IPS (Intrusion
Prevention System).
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6.8.1 S&r dung cac giao thirc bao mat trén wireless

1.WEP (Wired Equivalent Privacy)
WEP st dung mét khoa khong thay doi co do dai 64
bit hoac 128 bit, (nhung trir di 24 bit sir dung cho
vector khai tao khoa ma hoa, nén dé dai khoa chi
con 40 bit hoac 104 bit. >Khda yéu = Deé bi bé bang
“brute force” hoac “trial-and-error”.

2. WLAN VPN tao mdt mot kénh tin cdy cao

VPN str dung giao thirc IPSec . IPSec dung cac thuat
toan manh nhw DES va Triple DES (3DES) dé ma hoa
dit liéu va dung cac thuat toan khac dé xac thuc goi
dir lieu (Public Key).
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MO hinh WIRELESS VLAN

Associated

Access Point/VPN Server
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3. TKIP (TEMPORAL KEY INTEGRITY PROTOCOL)
e La giai phap cda IEEE dwoc phat trién nam 2004.
e La mdt nang cap cho WEP nham va nhirng 16i bdo mat
trong cal dat ma dong RC4 trong WEP.
e TKIP dung ham bam (hashing) IV dé kiém tra tinh toan
ven cua thong diép MIC (message integrity check) va
dam bao tinh chinh xac cua goi tin.
e TKIP str dung khda dong bang cach dat cho moi frame
mot chuoi so riéng dé chong lai dang tan cong gia mao.
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3. S&r dung AES : day la mot chuan mat ma déi xirng
thay thé cho DES

4.802.1X VA EAP

802.1x la chuan dac ta “port-based” duoc dinh nghia
b&i IEEE. Hoat dong trén ca moi truong co day
truyén thong va khong day.

5. WPA (WI-FI PROTECTED ACCESS)

Cong nghé WPA (WiI-Fi Protected Access) ra doi,
nham khac phuc cac nhuoc diém cda WEP
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6. LOC (FILTERING)

C6 3 kiéu loc co ban c6 thé duoc sir dung trong
wireless lan:

e | oc SSID
e Loc dia chi MAC
e Loc giao thurc
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Két thuc CH4 ban phai nam virng

 Cau tric TCP/IP

« C4c diém yéu va cac dang tan cong :
 Attack methods

« Malicious code

» Social engineering

« Cac chuan va cac giao thirc bao mat
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