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LUQC PO CHU KY SO MU XAY DUNG TREN BAI TOAN
KHAI CAN
THE BLIND SIGNATURE BASED ON FINDING ROOT PROBLEM

sk

Nguyén Tién Giang*, Nguyén Vinh Thdi"", Luu Hoéng Diing

Bai bdo dé xuat mot lugc d6 chir ky sé mit phat trién tir mot dang Iuge do chir ky sé duge
xdy dung dya trén tinh khé cua bai todn khai can trén vanh Z,_,,, & diy p, q la cic 56
nguyén to phin biét. Lugc dd chit ky méi dé xuat c6 mirc d6 an toan cao hon so véi cic
lugc db da dugce cong b trude d6 vé kha nang giir bi mat ngudn gbe ban tin dugc ky.

1. Dit van dé

Khai niém chir ky s6 mu 1an dau dugc dé xuit boi D. Chaum vao nim 1983 [1], day
12 mot loai chir ky s6 duoc s dung dé xdc thyc tinh toan ven cia mot ban tin dién tt va
danh tinh cta nguoi ky, nhung khong cho phép xic thuc ngudn gde thuc sy ctia ban tin
dugc ky. V6i cic loai chir ky s théng thuong thi ngudi ky ciing chinh 12 ngudi tao ra
ban tin dugc ky, con ¢ day nguoi ky va nguoi tao ra ban tin dugc ky 1a 2 dbi tuong hoan
toan khdc nhau. Che gidu ngudn gdc cta ban tin dugc ky thuc chit 1a che du danh tinh
ctia ngudi di tao ra ban tin d6, ddy 1a tinh chat dic trung cta chit ky s6 mi va ciing 1a
mot tidu chi quan trong dé danh gid murc d6 an toan cua loai chir ky sO nay.

Trong [1-5] cic tdc gia da dé xuat mot sb luoc d6 chir ky s6 mi ung dung khi can
bao v¢ tinh riéng tu cua cac khach hang trong cac hé thong thanh todn dién tr hay van
dé 4n danh cua cir tri trong viéc to chic bau ctr truc tuyen Tuy nhién, diém yeu chung
ctia cdc luge do trén 1a khong c6 kha ning chdng lai kiéu tin cong lam 10 ngudn goc cua
ban tin dugc ky, vi thé kha nang tng dung cua céc luge d6 nay trong thuc té 12 rat han
ché.

Trén co so phan tich diém yéu c6 thé tdn cong cua cdc lugc do di biét, bai bao dé
xudt viéc phat trién lugce dd chit ky s6 mi tir mot dang Iwoc d6 chir ky s6 méi [10] )] dugc
xdy dung dya trén tinh khé cua bai todn khai can trén vanh Z,-; 4, v0i p, ¢ la cic so
nguyén t6 16n. Uu dlem ctia Iugc d6 chir ky s6 mi nay 1a kha ning chong lai kiéu tan
cong lam 1§ ngudn gbc ban tin dugc ky so véi cdc luge dd chir ky sb mi da dugc biét
dén trudc do. <

2. Tan cong 1am 16 ngudn gdc ban tin ddi véi mdt sé lwge dd chir ky sé
mu

2.1. Tén cong lwoc do chiv ky s6 miu RSA
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2.1.1. Lwgc d6 chit ky s6 mit RSA

Luoc do chit ky s6 mit RSA do D. Chaum d& xuét phét trién tir lugc d6 chir ky s6
RSA [6]. Lugc db chit ky s mit RSA ¢6 thé mo ta nhu sau: Gia st A 1a nguoi ¢6 tham
quyén ky (ngudi ky), cip khéa bi mat va cong khai (d,e) cua A ciing v6i modulo n duoc
hinh thanh theo lugc do chir ky RSA. B 1a nguoi tao ra ban tin M va yéu cau A ky 1én M
(ngudi yéu cau ky). Dé che dau danh tinh ctia B sau khi ban tin M da duogc ky, thu tuc
hinh thanh chit ky (“ky mu”) dugc thyc hién qua cac budc nhu sau:

Buéc I: B 1am “mu” ban tin M bang cdch chon ngau nhién mot gid trj k thoa min:
l<k<n va k nguyén t6 cing nhau v&i n (ged(kn) = 1), sau d6 B tinh:
m'=mxkmodn, & ddy: m=H (M) la gia tri dai dién cta ban tin can ky M va H(.) 1a
ham bam khang va cham. B gtti ban tin da dugc [am mu (m’) cho A.

Buéce 2: A s& ky 1én m’ bang thuat todn ky cta luge d6 RSA: s'=(m')! modn rdi
gui lai s’ cho B.

Buodc 3: B “x6a mu” s’ va nhan dugc chit ky s nhu sau: s = s'xk "' modn .

Viéc kiém tra tinh hop 1€ ctia s va do d6 1a tinh toan ven cua M duoc thuc hién nhu &
luge @6 RSA. Vian dé can giai quyét & ddy 13, mot dbi twong bit ky c6 thé khing dinh
tinh toan ven cia M va s 1a chit ky ctia A, nhung khéng ai c6 thé biét dugc ban tin M 1a
do B hay mot dbi twong nao khéc tao ra va yéu cau A ky do.

2.1.2. Tan cong lam 16 nguén goc ban tin dweoc ky

Véi luge d6 chit ky s mit RSA nhu d3 md td & trén, viée xdc dinh danh tinh ciia
ngudi tao ra ban tin duoc ky M 12 hoan toan c6 thé thuc hién duoc. Boi vi tai thoi diém
ky, nguoi ky (A) chi khong biét ndi dung ctia ban tin dugc ky (M), con danh tinh ciia
ngudi yéu cau ky (B) thi A hoan toan biét 5. Gia sir c6 N nguoi dd yéu ciu A ky 1én
cdc ban tin do ho tao ra va {IDgil i=1,2,...N} 1a danh tinh twong Grng véi nhitng nguoi
do, néi cach khac B ¢ day l1a 1 tap N nguoi: B = {Bil i=1,2,...N} ma: IDg = {IDgil
i=1,2,...N} Ia tap danh tinh tuwong ung cua ho. DPé xéc dinh danh tinh cta 1 ngudi yéu
cau ky tir ban tin M va chit ky s trong tng, voi mdi 1an ky vao mot ban tin, nguoi ky A
can luu trit gid tri s;” cing danh tinh cta ngudi yéu cau ky IDg; trong mot co s& dir lidu.
C6 thé x4c dinh danh tinh cua nguoi yéu cau ky (IDg;) tor mot ban tin dugc ky M va chir
ky s tuong tmg v&i né (M) bang thuat toan nhu sau:

Thuit toan 1.1:
Input: (M,s), {(si’, IDg;)l i=1,2,...N}.
Output: IDg.
[1]. m«HM),i=0
[2]. select: (s;’, IDg;)
[3]. k* <« s,'xm ™ modn
[4]. if gcd(k*,n)#1 then

[4.1]. i—i+1

[4.2]. goto [2]

[5]. 5%« s,')(k*)" modn
[6]. if (s*#s) then
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[6.1]. i—i+1
[6.2]. goto [2]
[7]. return IDg;

Nhdn xét: Tt Thuat todn 1.1 cho thay, néu N — sb ban tin dd duoc A ky khong du 16n
thi viéc xdc dinh dugc danh tinh ciia B (nguoi yéu cau ky/ngudi tao ra ban tin duoc ky)
12 hoan toan c6 thé thuc hién duoc. N6i cach khac, luge d chir ky s mit RSA 1a khong
an toan xét theo kha ning che gidu ngudn gde ciia ban tin duoc ky, néu sé lwong ban tin
duoc ky khong dua 16n.

2.2. Tén cong lwoc do chiv ky s6 mi DSA
2.2.1. Lwgc d6 chit ky s6 DSA cdi tién
Luogc d6 chir ky s6 DSA cai tién [7] ¢6 tham s6 hé thdng bao gdm mét s6 nguyén tb

p, mot sb nguyén té q 1a udc cua (p-1) va phan tir sinh g e Z; c6 bac la g. Nguoi ky c6
khoa bi méat xe Z_ va khoa cong khai twong ing la y = ¢* mod p . D€ ky [én ban tin M
c6 gid tri dai dién me Z, (m=H (M), v6i H(.) 1a ham bam), ngudi ky chon ngau
nhién mot gid tri ke Z , vatinh:
R =g"mod p
r =Rmodgqg
s=(kxXm+xXr)ymodgqg
Chur ky 1€n ban tin M ¢ day la cap (r.s). ‘
Kiém tra tinh hop I¢ cua chit ky (r,s) véi ban tin cén tinh:
T = (gs Xy )mi mod p
O day m la gia tri dai di¢n CQa bén tin can thim tra M.
Chir ky dugc coi 1a hop 1€ néu thoa man:
r=Tmodg
2.2.2. Lwgc do chit ky s6 mi DSA
Tu lugc do chir ky s6 DSA cz’}i tiép, nhém tac gié Jan L. (;amenisch, Jean-Marc
Piveteau, Markus A Stadler [9] dé xuat mdt lugec do chir ky sO mu véi thu tuc hinh
thanh chir ky bao gom céac budc nhu sau:
1. a) Nguoi ky (A) chon mét gid tri ke Z, vatinh R'= g" mod p
b) A kiém tra néu gcd(R',q) #1 thi thyc hién lai budc a). Nguogc lai, A giri R cho
ngudi yéu cau ky (B).
2. a) Nguoi yéu cau ky B chon 2 gid tri a, B e Z, vatinh R = (R)*x g’ mod p.
b) B kiém tra néu gcd(R',q) =1 thi tinh tiép gid tri m'= @xmxR'XR™' mod g
rdi gri m’ cho A. Néu diéu kién chi ra khong théa man, B thyc hién lai budc
a).
3. Nguoi ky A tinh gid tri s'= (k xm'+xx R')mod g rdi giri cho B.
4. Ngudi yéu cau ky B tinh cdc thanh phin (r,s) cia chit ky: r=Rmodg,
s=(sxRx(R)" + fxm)modg .
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Thii tuc kiém tra tinh hop 1& cta chit ky hoan toan tuong tu nhu & luge d6 chir ky
DSA cai tién.
2.2.3. Tan cong lam 1o nguon goc ban tin duoc ky
bé tan cong lam 10 nguon goc ban tin dugc ky M, ngudi ky A can luu trit gid trj cdc
tham s6 {Ry’,m;’,s;’ } va IDg; & moi 1an ky. A c6 thé x4c dinh duoc danh tinh ctia B bang
thuat toan nhu sau:
Thuit toan 1.2:
Input: (M,1,s), {(R;’, m;’,s;’,IDg;)l i=1,2,...N}.
Output: IDg.
[1]. m«HM),i=0

[2]. select: (R, my’, s;i’, IDg;)
[3]. @ m xmxrx(R)" modq
[4]. Bem" x(s—s,xrx(R)" Jmodg
[5]. R & (R")" x g” mod p
[6]. r*< Rmodg
[7]. if (r*#7) then
[71]. ii+1

[7.2]. goto [2]
[8] return IDg;

Nhdn xét: Tu Thuat todn 1.2 cho thiy, néu N khong du 16n thi viéc xdc dinh duoc
danh tinh cta nguoi yéu cau ky (nguoi tao ra ban tin dwoc ky) 12 hoan toan c6 thé thyc
hién dugc. N6i cich khéc, luge dd chir ky sé mi DSA 1a khong an toan néu sé luong
ban tin dwoc ky khong du 16n.

2.3. Tin cong lwoc do chir ky so mi Nyberg-Rueppel
2.3.1. Lwgc do chir ky s6 Nyberg-Rueppel

Tham sb hé thdng cua luoc dd chit ky sé do K. Nyberg va R. A. Rueppel dé xuit [8]
dugc lya chon twong ty nhu ¢ lwoc d6 DSA cai tién. Dé ky 1én mot ban tin M ¢6 gid tri
dai dién me Z , ngudi ky chon ngau nhién mét gid tri ke Z , vatinh:

b
r=mxg"“mod p
s =k + x.rmod g
Chit ky 1én ban tin M & dy 1a cdp (r,s). Chit ky dugc coi 1a hop 1¢ néu théa min
phuong trinh kiém tra:
m=y'Xg" Xrmodp
O day m la gia tri dai di¢n ctia ban tin can thim tra M.
2.3.2. Lwgc do chir ky s6 mit Nyberg-Rueppel
Trén co sé luge dd chir ky Nyberg-Rueppel, ciing nhém tdc gia Jan L. Camenisch,
Jean-Marc Piveteau, Markus A. Stadler [9] da dé xuat mot lugc dd chi ky s6 mi vé6i thu
tuc hinh thanh chit ky bao gdm cic budc nhu sau:

1. Nguoi ky (A) chon mot gid tri ke Z, va tinh r'= g“mod p rdi guri cho ngudi
yéu cau ky (B).
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2. a) B chon ngdu nhién gid tri ae Z,, Pe Z; vatinh r=mxg“ x(r')ﬁ mod p ,
m'=rx " modg.
b) B kiém tra néu m'e Z, thi giri m’ cho ngudi ky A. Ngugc lai, B thyc hién lai
budc a).
3. A tinh gid tri s'= (k+xXm')modgq rdi giti cho B.
4.B tinh s = (s} +a)mod g

Chir ky cua A 1én M 1a cap (r,s).

Thu tuc kiém tra tinh hop 1€ cua chit ky hoan toan tuong tu nhu ¢ lugc dd chir ky
Nyberg-Rueppel. Nghia 1a: chit ky (r,s) dugc coi 1a hop 1& néu théa man phuong trinh
kiém tra:

m=y'Xg' Xrmodp

O day m la gia tri dai di¢n ctia ban tin can thim tra M.

2.3.3. Tan cong lam 16 nguon goc ban tin duwoc ky

Dbi voi luge do chit ky mit Nyberg-Rueppel, c6 thé tan cong 1am 16 ngudn goc ban
tin dugc ky M néu ngu’0’1 ky A luu trir gid tri cdc tham ) {r;’,m;’,s;"} va IDg; & moi lan
ky. Khi do, A c6 thé x4c dinh duoc danh tinh cua B bang thuat toan nhu sau:

Thuit toan 1.3:

Input: M,1,s), {(r;’, my’,si’, IDgi)l i=1,2,...N}.
Output: IDg;.

[1]. m«HM),i=0

[2]. select: (", m;’, si’, IDg;)
[3]. B rx(m') " ' modg

[4]. o« (s—s5,%XF)modg

[5]. r"=mxg®x(r'") modp
[6]. if (r*#r) then

[6.1]. i—i+1
[6.2]. goto [2]
[7]. return IDg;

Nhdan xét: Thuat toan 1.3 cho thay, luge d6 chir ky sO mu Nyberg-Rueppel 1a khong
an toan xét theo kha niang chdng tin cong lam 16 ngudn gbc ban tin, néu sé lugng ban
tin duoc ky khong du 1on.

3. Xay dung lwge d6 chir ky s6 mu

Phan tich cac luoc dd chit ky s6 mi trén day cho thay viéc lam mu” ban tin voi mot
tham s bi mat nhu ¢ lwoc dd chir ky s mi RSA, hay vdi 2 tham so nhu 6 cdc lugc do
mi DSA va Nyberg-Rueppal thi ngudi ky van c6 thé tim duoc ngudn gdc thyc sy cua
ban tin dugc ky, néi cach khac 1a cdc lugc d6 nay khong c6 kha ning che gidu danh tinh
ctia ngudi tao ra ban tin duoc ky. Muc nay dé xuét viéc phat trién lugce do chit ky sé6 mi
tir mot luge do chit ky co s duoc xay dung dya trén tinh khé cua bai todn khai can trén
vanh Z-p, g, V01 p, g la cac s6 nguyén t6 16n. Uu diém cua luoc d6 méi nay 12 cling chi
str dung 2 tham s6 bi mat nhu & cac luge d6 mit DSA va Nyberg-Rueppal nhung khong

9
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cho phép ngudi ky hay bat ky mot ddi tuong ndo khéc c6 thé xdc dinh duoc ngudn gdc
thuc sy cua ban tin duoc ky.

3.1. Xay dung lwoc do chir ky co sé

3.1.1. Bai todn khai can trén vanh Z,

Cho cip céc sé nguyén duong {n,t} voi n 1a tich cua hai s6 nguyén tb p va g, con ¢
duoc chon trong khoang: 1 <t < (p—1).(q—1). Khi nay bai todn khai can trén vanh Zy-,
hay con goi la bai todn RSA, ;) duoc phat biéu nhu sau:

Bai toan RSA . Vi méi s nguyén dwong ye Z,, hdy tim x théa man phwong
trinh sau:
x'modn=y (1.1)

Giai thudt cho bai todn RSAq c6 thé dugc viét nhu mot thuat todn tinh ham
RSA @ (.) v6i bién dau vao 1a y con gid tri ham 1a nghiém x cia phuong trinh (1.1):
x=RSA, ,(¥) (1.2)

Dang lugc do chir ky méi dé xuét cho phép céc thyuc thé ky trong cting mot hé théng
c6 thé ding chung bo tham s {n,t}, & ddy mdi thanh vién U cta hé théng tir chon cho
minh khéa bi mat x thdéa man: 1< x < n, tinh va cong khai tham $6:

y=x'modn

s 2

Chi y:

(1) Mac du bai toan RSA(n p 1la kho, tuy nhien khong phai v6i moi ye Z,, thi viéc tinh
RSA@o(y) déu kho, ching han nhitng y = x' mod n vé6i x khong da 16n thi bang céch
duyét dan x = 1, 2, ... cho dén khi tim duoc nghiém cua (1.2) ta s& tim dugc khéa bi mat
x, do d6 céc tham sb mat x phai duoc lya chon sao cho viéc tinh RSA, (y) déu kho.

(ii) Voi lya chon x néu trén thi rd rang khong c6 ai ngoai U biét duoc gia tri x, vi
vay viée biét dugc x di dé xdc thuc d6 1a U.

3.1.2. Xay dung ligc do chit ky co sé dwa trén bai todn khai cin

Luoc do chit ky co s& dé xuat & ddy, ky hiéu LD-01, dugc xay dung dua trén tinh
khé ciia bai todn RSAq, va duge st dung dé phat trién lwoc do chir ky s6 mi trong
phan tiép theo. Tinh ding dan va mic do an toan cia luge d6 co s LD-01 duogc chi ra
trong [10].

a) Thudt todn hinh thanh tham sé va khéa
Thuit toan 2.1:
Input: p, q, x
Output: n, t, y, H(.).
[1]. n< pxgq;

[2]. select H:{01f —2Z, , m<n;
(3]. te{m}l;
2

[4]. vy« (x)" modn; (1.3)
10
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[5]. return {n,t,y,H(.)}

b) Thudt todn ky

Thuat toan 2.2:
Input: n, t, x, k, M.
Output: (e,s).
[1]. r<k'modn; (1.4)
[2]. e H(rIM); (1.5)
[3]. s< kxx*modn; (1.6)
[4]. return (e,s)
Chii thich:
- Toan tu “II” 1a phép nbi 2 x4u bit/ky tu.
¢) Thudt todn kiém tra
Thuét toan 2.3:
Input: n, t, y, M, (e,s).
Output: (e,s) = true / false .

[1]. u<«s"xXy‘modn; (1.7)
[2]. veH@uIM); (1.8)
[3]. if (v=¢) then {return true }
else {return false }
Chii thich:
- Néu két qua tra véz true thi chit ky (e,s) hop 1¢, do d6 ngudn gdc va tinh toan ven
cua ban tin can tham tra M dugc cong nhan.
- Néu két qua tré vé 1a false thi chix ky (e.s) 1a gia mao, hodc ndi dung ban tin M da
bi stra doi.

3.2. Xay dung lwoc do chiv ky s6 mi

Luogc do chit ky s mi, ky hiéu LD-02, dugc phit trién tir luge dd co so LD-01. Gia
st A 1a nguoi nguoi ky ¢ khéa cong khai dugc hinh thanh theo Thuat toan 2.1 cua lugc
dd co s¢ va B 1a ngudi tao ra ban tin M duoc ky.

3.2.1. Thuat todn ky
Thuét toan 2.4:
Input: n, t, x, k, o, B, M.
Output: (e,s).

[1). r, « k'modn; .1)
[2]. 1, () xy” x B modn; (2.2)
[3]. e« H(,IIM); (2.3)
[4]. e, a'x(e—B)modn; (2.4)
[S]. s, < kxx” modn; (2.5)

11
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[6]. s« (sa ) X fmodn ; (2.6b)
[7]. return (e,s)

Chui thich:

- Céc budce [1], [5] do nguoi ky A thuc hién.

- Cac budc [2], [3], [4], [6] va [7] do nguoi c6 ban tin can ky B thuc hi¢n.

- Tham s k do A lya chon théa man: 1<k < n.

- Céc tham s o, B do B lya chon théa man: 1< a, p <t.

3.2.2. Thudt todn kiém tra

Thuét toan 2.5:
Input: n, t, y, M, (e,s).
Output: (e,s) = true / false .
[1]. u < (s) X y*modn; (2.7
2]. v HulIM); (2.8)
[3]. if (v=¢) then {return true }
else {return false }
Chii thich:
- Néu két qua tra vé true thi tinh hop 1& cua chit ky (e,s) dugc cong nhan, do d6
ngudn gde va tinh toan ven clia ban tin can thdm tra M duoc khang dinh.
- Néu két qua tra v& 12 false thi chir ky (e,s) 12 gia mao, hodc ndi dung ban tin M da
bi sira doi.
3.2.3. Tinh diing dan ciia luoc do LD-02
Néu chit ky dugc hinh thanh bang Thuat todn 2.4a, diéu can chimg minh & déy 1a: cho

p, qla?2 $b nguyén td phan biét, n=pxq, H: 01} =2, véi: m<n, z:{%}ﬂ,
I<x,k<n, l<a,f<t, y=(x)"modn, r,=k'modn, r,=(r)"xy’xB modn,
e,=H(r, IM), e=(e,xa+f)modn, s,=kXx"modn, s=(s,)"xBmodn . Néu:
u=(s)x(y) modn va v=H(ullM) thi: v=e.
That vay, tir (1.1), (2.1a), (2.4a), (2.5a), (2.6a) va (2.7) ta c6:
u=s'"xy°modn

= ((Sa )" x B modn)‘ X (x"’ modn)(e"mﬁ) modn

_ a.t t —t.(a.e,+f)
=(s X B X x *"7  modn
( (l) ﬁ at (2.9)
= (k X x modn) Tx B x x4 x x™F modn
— (kr)”’ X xa.eh.t XIBT X x—a.e,,.t % (x—t)ﬁ modn
=(r,)* x B x y# modn
Tu (2.2a) va (2.9),suyra: u=r, (2.10)
Thay (2.10) vao (2.8) tacé: v=H(ulIM)=H(r, I M) (2.11)

12
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Tir (2.3a) va (2.11), suy ra: v = ¢. Dy 1a diéu cin chimg minh. o
Trudong hgp chir ky dugc hinh thanh bang Thuat todn 2.4b, khi d6 di€u can chung

minh ¢ ddy 1a: cho p, ¢ 12 2 sb nguyén té phan biét, n= pxgq, H:{01} = Z, v6i: m<n,
z:[g}rl, I<x,k<n, l<a,p<rt, y = (x)" modn, r,=k'modn,

r,=(r)" xy’xB modn, e=H(rIIM), e «a'x(e-pB)modn, s, =kxx”modn,
s=(s,)"xBmodn. Néu: u=(s)' x(y) modn va v=H(ullM) thi: v=e.

C6 thé thay rang trong ca 2 thuat toan ky: Thuat todn 2.4a va Thudt todn 2.4b, ta déu
cO: e=(e,xa+ f)modn, nén viéc chimg minh tinh ding dén cua luge dd trong trudng
hop st dung Thuét todn 2.4b dé hinh thanh chit ky 12 hoan toan tuong tu nhu truong
hop chit ky dugc hinh thanh bang Thuat todn 2.4a trén day.

3.2.4. Mirc d6 an toan cua lwoc dé LD-02

Tuong ty nhu véi luge dd co s& LD-01, mirc d6 an toan cua luge dd LD-02 cling
dugc danh gia qua cac kha nang:

- Chéng tan cong 1am 16 khéa mat.

- Chéng gia mao chir ky.

Ngoai ra, voi mot lugc dd chir ky $6 mu, mirc dd an toan cta né con duge danh gia
qua kha ning chdng tin cong 1am 16 ngudn gbc ban tin sau khi duoc ky. Yéu cau dit ra
¢ day 1a, sau khi ban tin M da dugc ky thi nguoi ky A cling nhu bat ky mot ddi tuong sur
dung nao khéc hoan toan khong thé biét duoc ban tin M dugc tao ra tir nguoi yéu cau ky
B.

a) Kha néing chéng tan cong lam 19 khéa mdt va gid mao chir ky

Mtic d6 an toan cua luge d6 LD-02 duoge thiét 12p dua trén mirc d¢ an toan cua lugc
dd co s¢ LD-01. Xét theo kha nang chéng tin cong 1am 16 khéa mat va kha ning chong
gia mao chit ky, c6 thé thiy rang mirc d6 an toan ciia 2 lugc dd nay (LD-01, LD-02) 1a
tuong duong nhu nhau.

b) Kha ndng chéong tan cong lam 1o ngudn goc cia ban tin sau khi ky

Thuat todn ky cua lugc ao LD 02 cho thay, vOi viée luu trit cac tham sb { rd,eb} clung
v6i dinh danh ctia ngudi yéu cau ky (IDp), nguoi ky A c6 thé xéc dinh duoc méi quan
h¢ gitra {M,(e,s)} voi IDg, nghia 1a co thé xdc dinh dugc ngudi yéu cau ky B tir ban tin
M va chir ky twong Umg (e,s), néu tir (2.4) va (2.6) nguoi ky A ¢6 thé xdc dinh dugc cdc
tham sb (o,B). That vay, khi biét (a,p) nguoi ky A hoan toan c6 thé x4c dinh duoc IDg
bang thuét todn nhu sau:

Thuit toan 2.6:

Input: {(ry,en,IDpi)l i=1,2,...N}, M, a, B.
Output: IDg;.

[1]. me«HM),i=0

[2]. select: (7;,e,,ID;);

[3]. ( ) xy? x B modn ;

[4]. e, *eH(rb *| M)
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[5]. if e, *# ¢, then
[5.1]. i<i+1;
[5.2]. goto [2];
[6]. return IDg;
Nhdn xét: Thujt ton 2.6 cho thy mitrc d6 an toan cua luge do LD-02 xét theo kha
nang gi’ﬁ: bi mat ngudn goc cua ban tin phu thudc vao muc dé kho cia viéc tim duge cac
tham s0 bi mat (a,p) tur viéc giai (2.4) hoac (2.6).

3. Két luan

Trén co s& phét trién mot dang lugc dd chir ky s6 xay dung dya trén tinh kho
cua bai todn khai can, bai bdo dé xuit mot luge d6 chir ky sb mi c¢6 d6 an toan cao
hon céc luoc dd chir ky sé mi dd duoc cong bd trude d6 xét theo kha ning chdng
tdn cong 1am 16 ngudn gde cua ban tin duoc ky. Pay 1a yéu tb hét stc quan trong dé
cho phép mét luoc d6 chit ky sé mi ¢6 thé tng dung duoc trong thuc té.
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