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Developing a new type of digital signature scheme based on integer factorization and finding root problem
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Bai bao dé xuat mét dang luge d6 chit ky so madi dugc xay dung trén tinh khé giai ctia bai toan phén tich mot s6 nguyén
16n ra céc thira s6 nguyén to va bai todn khai cdn trén vanh Z,_,4, 6 ddy: p, ¢ 1a cdc s0 nguyén t6 1on. Tir dang lugc d6 moi

dé xuat c6 thé phat trién cac luge do chir ky c6 mirc do an toan cao cho céc tng dung trong thyc té.

Tur khod: Digital Signature, Digital Signature Schema, Integer Factorization Problem.

1. Pit van dé

Phit trién cdc luoc dd chit ky s6 véi muc dich nang cao muc dJ an toan cho thudt todn la mat
hudng nghién ctru duogc nhiéu ngudi quan tam. Trong [1-7] cic tic gia dd dé xuat mot s6 luoc do6 chir ky
xdy dung trén dong thoi 2 bai todn khé. Nhirng phan tich, danh gid trong [8,9] cho thiy hudng nghién
ctru nay dd phan nao giai quyét dugc yéu cau dit ra vé do an toan cho cic luge do chir ky sb.

Trong bai bdo nay, nhém tic gia tiép tuc dé xuat xay dung mot dang luoc d6 chir ky sé moi dua trén
tinh khé ciia 2 bai toan phan tich mot s6 nguyén 16n ra céc thira sé nguyén té (Bai todn phan tich sé) va
bai todn khai can trén vanh Z,_, 4, ¢ day: p, g l1a cic s6 nguyén té 16n (Bai todn khai can). Uu diém cua
dang luoc dd méi dé xudt 12 tir d6 c6 thé phat trién duoc nhiéu luogc d6 chit ky ¢6 muc do an toan cao cho
cdc ing dung trong thuc té.

2. Xay dung lwgce dd chir ky duwa trén bai toan phén tich s va bai toan khai cin

2.1 Bai todn phan tich sé

Bai todn phén tich s6 duogc phat biéu nhu sau: Cho s6 ne N, hdy tim biéu dién: n= p{".p%..p*,
véi e; >1 va p; la cdc s6 nguyén to.

Mot truong hop riéng ciia Bai todn phén tich sé duoc tng dung trong xay dung hé mat RSA duoc
phét biéu nhu sau:

-Chop,gla?2 $b nguyén td 1on va manh;

* Pai hoc Thu d6
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- Tlr p va ¢ dé dang tinh duoc: n= pxgq;

- T n rat khé tim duge p va q.

Trong h¢ mat RSA [10], bai todn phan tich sb duogc st dung lam co s& dé hinh thanh cap khoa cong
khai (e)/bi mat (d) cho mdi thuc thé ky. Vi viée giit bi mat céc tham sb {p,q} thi kha niang tinh duoc
khéa mat (d) tir khoa cong khai (e) va modulo n 1a rat khé thuc hién, néu { p.q} duoc chon du 16n va
manh [11,12]. Hién tai, bai toan trén van dugc coi 1a bai toan kho [13-15] do chua c6 giai thuat thoi gian
da thuc cho né va h¢ mat RSA 1a mdt chirng minh thuc té cho tinh khé gidi cua bai todn nay. O dang
luge dd moi dé xuét, tham sb: #(n)=(p-1)x(qg—1) dugc sit dung nhu khéa bi mat thir nhét trong viéc
hinh thanh chir ky. Viéc giit bi mat cho tham s nay ciing hoan toan phu thudc vio mirc d6 khé giai cua
bai to4n néu trén. Trong ung dung thyc té, cdc tham sb {p,q} c6 thé chon theo Chuan X9.31 [11] hay
FIPS 186-3 [12] ctia Hoa Ky cho h¢ mat RSA nhu sau:

Chuén X9.31.

Theo X9.31, tiéu chuan ddi véi cdc tham sd { p,q} cua h¢ mat RSA bao gém:

- Do dai modulo n (nlen) 1a: 1024+256s (s > 0).

) \/EXZSUHZSS <p.q < 5S11+128s (s30).

412+128s
- Ip—-ql>2 (s=0).

- Céc wdc nguyén t6 ctia p*l va g+I (cic s6 nguyén t6 bo trg), ky hiéu 1a: p;, p2 va: g1, ¢» phai
théa min cdc thong sd k§ thuat dugc cho trong Bang 1.1 dudi day:

Bang 1.1: Tiéu chuan an toan do6i vdi cac sO nguyén to bo tro.

nlen D6 dai t6i thiéu cia p;, p, va | DY dai toi da cua p;, ps va
qn 492 q1, q2
1024 + 256.s > 100 bit <120 bit

Chuén FIPS 186-3.

Theo FIPS 186-3, tiéu chuan d6i véi cic tham s6 {p,q} ctia hé mat RSA bao gom:

) \/EXZSUHZSS <p.q < 2511+128s (s30).

nlen]_loo
2

Ip—ql> 2(
- Céc wdc nguyén t6 cta p*l va g+ (cic s6 nguyén t6 bo tro), ky hiéu 1a: p;, p2 va: ¢;, ¢» phai

thoa man cdc thong sé k¥ thuat duoc cho trong Bang 1.2 duéi day:
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Bang 1.2: Tiéu chuan an toan do6i vdi cac sO nguyén to bo tro.

D6 dai cua | B dai toi thiéu | PY dai téi da ciia len(p;) + len(p,)

modulo n cua py, p2, q1, q2 | valen(q;) + len(q,)

(nlen) Cdc so nguyén 16 | Cdc so nguyén 16
xdc xudt ching minh dwoc

1024 bit > 100 bit <496 bit < 239 bit

2048 bit > 140 bit < 1007 bit < 494 bit

3072 bit > 170 bit < 1518 bit < 750 bit

2.2 Bai todn khai cdn trén vanh Z,

Cho cip céc s6 nguyén duong {n,t} véi n 14 tich cua hai s nguyén td p va g, con  dugc chon trong
khoang: 1 <t < (p—1).(q—1). Khi nay bai todn khai can trén vanh Z,_, 4 hay con goi la bai todn RSA,
dugc phét biéu nhu sau:

Bai toan RSA ,: Vi mdi s6 nguyén dwong ye Z,', hdy tim x théa man phwong trinh sau:

x'modn=1y (1.1)

Giai thuat cho bai todn RSA(, (1.1) c6 thé dugc viét nhu mot thuat todn tinh ham RSA () véi

bién dau vao 12 y con gid tri ham 12 nghiém x cta phuong trinh (1.2) nhu sau:
x=RSA, () (1.2)

0 dang luogc dd chit ky maoi dé xuat, mdi thanh vién U cia hé théng tw chon cho minh b tham sb

{n,t} va khéa bi mat x thoa man: 1< x < n, theo (1.3) tinh va cong khai tham s6:
y=x'modn (1.3)

Tuong ty nhu Bai todn phdn tich s6, bai todn RSA@) cling duoc sir dung dé xay dung nén hé mat
RSA va né 1a yéu t6 quyét dinh t6i d¢ an toan xét theo kha chong gia mao chit ky ctia hé RSA. Cu thé,
v6i cong thic hinh thanh chit ky S tir khéa bi mat d cia d6i twong ky va ban tin can ky M:
S=m’modn, & ddy m 13 gid tri dai dién cua ban tin M va H() la ham bim, c6 thé suy ra:
m=S°modn, din dén: S = %/E modn . Nhu vay, cé thé théy réng néu viéc tinh: E\/Emodn l1a kha thi
trong cdc tng dung thyc té thi mot dbi twong bat ky hoan toan c6 thé tao duoc chit ky S tuong Gng voi

ban tin M bang céch tinh cin bac e gi4 tri dai dién () cta ban tin nay ma khong can biét khéa bi mat



Tap chi KH va KT — Hoc vién Ky thudt Qudn sw

ctia d6i twong ky. Tuy nhién, viéc thuat todn chit ky sé RSA van dugc st dung rong ri trong thuc té nhu
hién nay la mot minh chirng cho tinh kho giai cua bai todn RSA, ).
2.3 Xdy dung lwoc do dang tong qudt
Dang luge do méi dé xuat ¢ ddy xdy dung trén co s¢ tinh khé gidi ciia 2 bai todn phan tich sd va bai
todn khai cin néi trén, va dugc thiét ké theo dang Iugc d6 sinh chir ky 2 thanh phan twong tu nhu DSA
trong chuan chit ky s ctia My (DSS) hay GOST R34.10-94 ciia Lién bang Nga, nhu sau:
Gia sir khéa bi mat ctia nguoi ky 1 x va khéa cong khai twong tng 1a: y = x' mod# , thanh phan thi
nhét cta chit ky 1€n ban tin M 1a S va S dugc tinh tir mot gia tri u theo cong thirc:
S =u"modn 2.1
§day: n=pXxq, v6ip, g 1a 2 s6 nguyén t6 phan biét va sé mii # dwoc chon thoa man:
1<t < @(n)

Gia sir thanh phan thir hai cua chir ky 12 Z va Z duoc tinh tir mot gid tri v theo cong thirc:

Z =v'modn (2.2)
Gia thiét rang:
f(S,Z2)=k"modn (2.3)

véi £(S,Z) laham cua S, Z va k dugc chon ngau nhién trong khoang (1,¢(n)) .
Ta cling gia thiét phuong trinh kiém tra cia Iugc do c6 dang:
ZHMIED) 2 ROLFSD) o\ LOLTSI) g g,
Ham £(S,Z) ¢6 thé duoc Iya chon khic nhau trong céc truong hop cu thé, nhu: f(8,2)=8Sxz",
£(S,2)=8"%Z, f(S,2)=SxZ*, f(S,Z)=8*%xZ,... Xét cho trudng hop: £(S,Z)=SxZmodn va k' modn=R.
Khi d6 tir (2.1), (2.2) va (2.3) tacd: £(S,Z) =R, nén c6 thé dua phuong trinh kiém tra vé dang:
Z/0R = gROLR 5y LU modn 2.4)

¢ day: f(M,R), f,(M,R), f,(M,R) laham cia M vaR. Véi: R=k" modn
Van dé dat ra & day 1a can tim {u,v} sao cho {S,Z} thoa man (2.3) va (2.4).
Tir (2.1), (2.2) va (2.3) ta c6:

uxvmodn =k (2.5)
Tu (2.1), (2.2) va (2.4) ta c6:
p R = gy R s 5B mod n (2.6)

Tu (2.6) suy ra:
-1 -1
p =y AR LR S G KR LMR mod n 2.7

Tu (2.5) va (2.7) ta cé:
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= -1

uxy IR LB o MR f(MB) g
hay:

p TR L (MR o MRS (MLR) ) g
dan dén:

_ - [ MR fy (M R+
u =[x h o s | modn 2.8)

va:

_ (M,R)™ .fy (M ,R)+11"".f, (M ,R)"" .f, (M ,R)
_ ~fi(M.R) ‘.f3<M,R>}fl 2 h 2
V—&Xx

Tir (2.1) va (2.8) ta c6 cong thirc tinh thanh phan thi nhat cua chir ky:

-1
X xNMRLME modn (2.9)

LM BTy (M R+
modn (2.10)

S = (k w x MRS (MR
Tu (2.2) va (2.9), cong thuc tinh thanh ph?ln thir hai cua chir ky s€ c6 dang:

B I FIMRY T (MR f (MR f (MRt i
7 = (k X X fiM,R)™ . f3 (M,R)) Xxf' (M.,R)”".f3(M,R).t modn

Ciing co thé chon v 1am thanh phan thir hai cta chir ky, khi d6 cap (v,S) sé 1a chi ky 1én ban tin M va phuong
trinh kiém tra khi d6 s€ c6 dang:

vfl (M, f"(v,9)) = sz(M>f*(V>S)) (M7 (v,8)

Xy modn

O day: f*(v,S) lahamctav, Sva: £ (v,S)= f(S,Z)=R.
Tir nhitng phén tich thiét ké trén day, c6 thé khai quat cdc thuat toan hinh thanh tham sd, thuat todn hinh thanh

va kiém tra chir ky ctia Iugc do dang téng quat twong tng véi truong hop f(S,Z)=SxZmodn nhu duoc chi
ra ¢ cdc Bang 2.1, Bang 2.2 va Bang 2.3 dudi day.

a) Phirong phdp hinh thanh tham sé

Bang 2.1:

Input: p, g — cdc s6 nguyén t6 10n, x — khéa bi mat

Output: n, t, y, ¢(n).

[1]. n< pXxgq

[2]. ¢(n) < (p—Dx(q-1

[3]. select 7: 1<t < ¢(n)

[4]. select x: 1<x<n va ged(x,n)=1

[5]. y < x'modn (2.11)
[6]. return {n, ¢, y, g(n)}
Chii thich:
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1) {n,t y}: cdc tham ) cong khai.

i) {x, ¢(n)}: cic tham sb bi mat.
b) Phwong phdp hinh thanh chir ky
Bang 2.2:

Input: n, 1, x, ¢(n), M — Ban tin dugc ky boi doi tugng U.
Output: (v,9).

[1]. selectk: 1<k <n
[2]. R« k' modn
[3]. if (ged((f,(M,R),p(n))#1 OR
ged((f,(M,R)" X f,(M,R) +1),4(n)) # 1) then goto [1].

_r 1. FilM R fy (M R)+1]
[4]. u<—(k><x Fi(M-R) 'f3‘M'R)} modn

o -1
[5] veufl(M’R) -fz(M,R)Xxfl(M,R) -fs(M,R)modn

[6]. S < u' modn
[7]. return (v,S)
Chu thich:

U: d6i tuong ky va 1a cha thé caa cdc tham sb {n,t.x,y,6(n)}.
Nhdan xét:

Trong cac budc [4] va [5] cua Phuong phdp hinh thanh chir ky (Bang 1.2), theo dinh ly Euler thi
viée tinh: f,(M,R)™" va: [f,M,R)".f2M,R)+1]" thyc chdt la tinh: f,(M,R)"' modg(n) va:
[£,(M.R)" . f2(M,R)+1] ' modg(n). Nhu vy, & day @(n) c6 vai trd twong ty nhu khéa bi mat x trong
viéc hinh thanh chit ky. Tir d6 cho thdy luge d6 dang tong quét dugc xiy dung trén dong thoi 2 bai
todn khai can va phan tich s6. Hon nia, ca 2 tham sé x va P(n) déu duoc sir dung nhu khéa bi mat
trong thuat todn hinh thanh chit ky.
¢) Phiwrong phdp kiém tra chir ky

Bang 2.3:

Input: n, ¢, y, M — Ban tin can tham tra, (v,S) — Chit ky cua U lén M.
Output: (v,S) = true / false .

[1]. A« S0 m6dn (2.12)
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[2] B« sz(M,f*(V,S)) X y.fg(M,f%(V.S)) modn (213)
[3].if (A=B) then {return true;}

else {return false;}

Chui thich:
i) U:ddi tuong l1a chu thé cua cap tham s6 {n.1}.
ii) (v,s) = true: chit ky hop 1€, M dugc khéng dinh vé nguén géc va tinh toan ven.
iii) (v,s) = false: chit ky khong hop 18, M khong dugc cong nhan vé ngudn gbc va tinh toan ven.
d) Tinh diing ddin cia luoc do dang tong qudt
Tinh ding din cia luoc dd dang téng quét 1a sy phit hop cua phuong phdp kiém tra chit ky véi
phuong phép hinh thanh cic tham sb hé théng va phwong phap hinh thanh chit ky. Diéu can chirmg minh

& day 1a: cho p, q 12 s6 nguyén t, n=pxq , g(n)=(p-1)x(g—1), 1<r<d®n), 1<k,x<n, ged(x,n)=1,

R=k'modn , y=x"modn , ged((f,(M,R),p(n)) =1 ,  gcd((f,(M,R)™".f,(M,R)+1),p(n)) =1

’

. [ fiM R fy (M, R)+1T 4 o
u= (kXx fi(M,R) ~f3(M,R)) modn , V= ufl (M.,R)™.f,(M,R) Xxfl (M.,R)".f3(M,R) modn ,

S=u'modn . Néu: A=y'MI S modn

b

B=8~MT O SIS modn voi: f7(1,S)=R

thi:A=B.
C6 thé chirg minh tinh diing dan cta dang lugc dd nay nhu sau:
Tur (2.9) va (2.12) ta c6:

AWML TSt fi(M,R).t
A=v

modn=v modn

_ - AM R (M R+ f{ (MR f,(M.R).f, (M .R).t
— (kXx fi(M.R) <f3(M,R)) x

¢ IR S (MLR)LA (MR L g 149
_ (k 5~ (M,R)‘f3(M,R)}f}(M»R)ilgfg(M,R)‘*'l]il SRR
Tu (2.10) va (2.13) ta lai c6:
B = §hMT 08y OGS 05D o g = § LR 5y AOLR) 6d
= (u’ modn)fZ(M’R) x(xt modn)fS(M’R) modn (2.15)

B 4 fiM R £y (M R)+1T . f5 (M ,R).t
=(k><x fi(M,R) ~f3(M,R)) Xxf3(M’R)'t modn

Tu (2.14) va (2.15) suyra: A=B
Pay 1a diéu can chiing minh.

3. Mgt lwgce dé chi ky phdt trién tiv lwoc do dang téng qudt
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3.1 Lugc d@o LD 15.9-01
Lugc d6 chir ky, ky hiéu LD 15.9-01, dugc phét trién tir dang tong quéat véi cdc lya chon:
fiM,R)=1, f,(M,R)=R va f,(M,R)=H(M), & diy H(.) 1a ham bam va H(M) 1a gi4 trj dai dién
ctia ban tin M. Céc thuét to4n hinh thanh va kiém tra chit ky ctia lugc d6 dugc mb ta trong cdc Bang
3.1 va Bang 3.2 dudi ddy, con thuat todn hinh thanh tham s6 va khéa I nhu & lugce dd dang tong quat.
a) Thuat todn hinh thanh chit ky
Bang 3.1:
Input: n, ¢, x, ¢(n), M — Ban tin dugc ky boi doi tugng U.
Output: (v,S) — chir ky cua U Ién M.
[1]. E<~H(M)
[2]. selectk: 1<k <n
[3]. R < k'mod n 3.1
[4]. if gcd((R+1),4(n)) #1 then goto [2]
[5]. z¢(R+1)"modd(n)

[6]. u < (kxx") modn (3.2)
[7]. v u®xx* mod n (3.3)
[8]. S ¢« u'mod n (3.4)

[9]. return (v,5)
b) Thudt todn kiém tra chit ky

Bang 3.2:
Input: n, ¢, y, M — Ban tin can tham tra, (v,S) — Chit ky cua U lén M.
Output: (v,S) = true / false .

[1]. E<H(M) (3.5)
[2]. A< v modn 3.6)
[3]. B« S* ™" x y* modn 3.7)

[4]. if (A=B) then {return true }
else {return false }
3.2 Tinh diing ddan cua lge do LD 15.9-01

Piéu can ching minh & ddy 1a: Cho p, ¢ 12 2 s nguyén t6 phan biét, n= pxgq, o(m)=(p-x(g-1),
HAolY »Z,, m<n, 1<t<g(n), |<k,x<n,ged(x,n)=1, y=x'modn, R=k'modn , E=H(M),

z=(R+1)"'modg(n) , u= (k ><x’E)Z modn , v=u®*xx"modn , S=u'modn . Néu: A=v' modn ,
B=S8*m"xyFmodn thi: A=B.
Tinh ding dén cua lugc dd méi dé xuat duge chimg minh nhu sau:

Tt (3.2), (3.3) va (3.6) ta cé:

4
A=v'modn = (4" xx* modn) modn =u™ xx* modn 3.8)
(RAIT R.t ’

= ((k xx Y modn)m xx" modn = (kxx7*) X x" ' modn
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Tu (2.11), (3.2), (3.4), (3.5) va (3.7) ta lai c6:

A.S modn

B=S"""xy" modn = (u’ modn) x(x’ modn)E modn

— u(ASmodn)t XXE.t modn = u((v'modn).(u'modn)modn),t XXEJ modn
(v’ ! d)t E.t Rt E.t (39)
=y x x" modn=u"" xe”' modn
IAY "t _g R+ Rt
= ((kXx E) modn)R X x™! modn:(kXx E) X x*" modn

Tu (3.8) va(3.9) suyra: A=B
Pay 1a diéu can chiing minh.
3.2 Mikc do an toan ciia luge d6 LD 15.9-01

Mirc d6 an toan ctia mot luge dd chir ky s6 néi chung dugc danh gid qua céc kha ning sau:

a) Chéng tan cong lam 1¢ khéa mat

O dang lugc dd méi d& xudt, 2 tham sé x va @(n) ciing duogc str dung 1am khéa bi mat dé hinh thanh
chir ky. Vi thé, luge d6 LD 15.9-01 chi bi pha v néu ca x va @(n) cung bi 16, néi cach khéc 1a ké tan
cong phai giai duoc ddng thoi 2 bai todn phan tich s va khai can. Do d6, mirc d6 an toan cua luoc dd
moi dé xuat xét theo kha ning chéng tan cong 1am 16 khéa mat dugc ddnh gid bang mirc d6 khé cua hai
bai todn phan tich s6 va khai can. Tir d6 cho thay diéu kién tién quyét dé céc luge do dang nay an toan 1a
cap {p.q} phai dugc chon du 16n va manh céc bai todn néu trén 1a kho giai.

b) Chong tan cong gid mao chir ky

Tir thuat todn kiém tra (Bang 3.2) ctia lwge d6 LD 15.9-01 cho thay, mét cip chit ky (v,S) gia mao s&
dugc cong nhan 1 hop 1é véi mot ban tin M néu thoa mén diéu kién:

v = SUOmdn s v Emodn, & day: E= o)

Tir céc két qua nghién ctru di duge cong bd, c6 thé thdy rang ddy 12 mot dang bai todn khé chua c6
101 giai néu {p,q} duoc chon du 16n dé phuwong phdp vét can 1a khong kha thi trong cdc tng dung thuc

4
A

te.

4. Két luan

Bai bdo dé xuat mot dang luoc dd chir ky sé méi duoc xay dung dua trén bai todn phan tich sé va bai
todn khai cin két hop nham ning cao mirc d6 an toan cho cic thuat todn phét trién tir dang luoc do chir ky
nay. C6 thé thay rang, mirc d6 an toan cua dang luoc d6 méi dé xuat duoc danh gid bang muc do khé cua

viéc giai dong thoi 2 bai todn néi trén. Tir d6 cho thiy dang lugc d6 méi nay c6 thé sir dung cho céc g
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dung thuc té néu cdc tham sb hé théng {p.q}, cdc ham f(S.Z), f,(M,R), f,(M,R), f,(M,R)va cic

phuong trinh kiém tra tinh hop 1¢ ctia chit ky duogc lya chon hop ly.
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