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Tém tit:Bai bdo nay mé ta phwong phdp sinh ngau nhién cdc sé nguyén t6 manhdé sir
dung trong cdché mdt ma céng khai va chit ky sé dwa trén RSA. Cu thé, thudt todn Rabin-
Miller va thudt todn Gordon sé dwoc trinh bay mot cdch chi riét.

Tir kh6a:RSA, chit ky s, mat ma.
1. Giéi thiéu chung

Bai bdo nay mé ta phuong phap sinh s6 nguyén t6 16n ding trong hé thng chit ky sb
ctia Truong Pai Hoc Thing Long. Do yéu cau ciia hé thong, viéc sinh s6 phai dam bao:

1. S6 dugc sinh phai c6 do dai 3072 bit,

2. S6 duoc sinh phai nge:lu nhién (kh6 du doan), va

3. Thoi gian sinh mdi s6 phai dii nhanh, thoi gian trung binh chi vai gidy trén mdy tinh
cau hinh khéng manh.

Pinh nghia 1. S6 nguyén duong p > I 1a nguyén t6 néu p khong chia hét cho sb
nguyén duong nio ngoai / va p. Nguoc lai p 12 hop so.

Ta dinh nghia ham phén phdi ciia cdc s6 nguyén té (1) 1a s6 lugng s nguyén té nho
hon hoic bang n.

Vi du: m(10)= 4 vi c6 diing bdn s6 nguyén té nho hon 1014 2, 3, 5, 7.

Dinh 1y sau ddy cho ta u6c lugng xap xi ham (..

Dinh Iy 1.

i (Z2)

N6i cédch khdc, gié tri w(n) xap xi bang v6i n/ Inn khi n 16n.

Vidu:Voin =10°tacé
mw(n) = 50847534 va  n/Inn = 48254942
Sai s6 o day 1a 6%.
Vay néu ta 1ay ngiu nhién mot s6 nguyén duongk bit, x4c suat dé sé nay 1a s6 nguyén
t6 bang 1/In 2¥. V& trung binh, ta can In 2¥ 1an thir dé 1y duoc mot sb nguyén to & bit.

3072 oy

Vi du:Néu k = 3072 thi,vé trung binh, lay ngau nhién In 2 2130 sb, ta s& c6

dugce mot s6 nguyén 6 k bit.
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Tir phan tich & trén, vé trung binh, thudt todn ngiu nhién dudi diy sé ding sau 2130
budec lap.

Thuét todn sinh s6 nguyén to:

1. Chon nge:lu nhién mot s6 nhi phéan p d6 dai 3072 bit.

2. Dit ca hai bit cao nhat va bit thap nhat cua p 1én 1.

3. Kiém tra xem p c6 12 s6 nguyén t0.

4. Néu c6 thi tra ra s nguyén té p. Con néu khong thi quay lai Bude 1.

Trong Budc 2 cua thudt todn,

e Ta dit bit thap nhit cia p 1én 1 dam béo rang p 1a s6 1¢;

e Vi ta dat bit cao nhit ctia p 1én 1 dé dam bao réng s6 p sinh ra théa man

23E?2—1 :.:p < 25[}'?2 —1

diéu nay 1a can thiétvi && dam bao an toan cho thudt toin RSA thi cdc s nguyén tb
sinhra phai du lon.

Cac budce 1 va budc 3 s€ dugce phan tich & muc 2 va muc 3.
2. Sinh s6 ngiu nhién

Hé thong chit ky dién tir du kién s& duoc cai dit trén GNU/Linux. Ching t6i dy dinh
diing ham sinh ddy bit ngau nhién cta h¢ diéu hanh nay.

Hé diéu hanh GNU/Linux sinh cdc ddy bit ngiu nhién tir cdc ngudén ngiu nhién ciia hé
thdng (céc thao tac chudt, cdc thao tic ban phim, cdc chuong trinh chay...). Cic diy bit nay
duoc Iuu trit trong tép tin/dev/urandom. Trong trudng hop céc diy bit sinh ra chwa du ngau
nhién do entropy nho, hé théng sé& sir dung mot ham gia ngau nhién an toan. Phuong phép 13y
dir liéu ngau nhién nay duoc nhiéu ngudi s dung va theo ching toi biét, cho dén nay van
chua c6 bdo c4o nao vé tinh khong an toan cia né.

3. Thuit toan kiém tra s6 nguyén t6

Thuét ton don dinh AKS cho phép kiém tra xem liéu mot s6 nguyén duong 7 c6 1a

nguyén td trong thoi gian U(logo':ﬂ (n)). Tuy nhién, né khong duoc sir dung nhiéu trong mat
ma vi thoi gian chay cham.

Ching t6i cai dit thuat toin ngau nhién Rabin-Miller két hop vi mot s6 budc tién xir
1y dé tiang toc thuat todn.

Thuét todn cua Rabin-Miller 12 thudt todn kiéu Monte Carlo. N6 cho phép kiém tra
mot s6 nguyén n 6 1a nguyén t6 hay khéng véi mot xdc sut sai c6 thé 1am nho tuy y. Chiing
t6i chon xéc suét sai s6 bang 1/2'%. Cy thé, néu thuat toan thong bdo n 12 hop sd, vay n chic
chén 12 hop s6. Con néu thuit todn théng bdo m 1a nguyén t6 thi xdc sudt n 1a hop sb chi

1511,."'2128.

Trwong Dai hoc Thang Long 107



Ky yéu céng trinh khoa hoc 2015 — Phan |

Phan con lai trong muc niy mb ta ting budc xdy dung va cai tién thuat toan.
Trude hét dinh 1y sau ddy cho mot thuat todn don gian dé kiém tra mot s6 1a nguyén

Dinh Iy 2 (Fermat). Néu n 1a s6 nguyén t6 thi, véimoi 1 < a < n,

g ! = 1modn
Thuat toan nhu sau:

p
Thuét toan CheckFermat(n):

Trd lai 0 néu n la nguyén t6; 1 néu n la hop so.

1. if (2"'# 1 mod n) return 1; else return 0.

TAt nhién, thuat todn trén co thé cho két qua sai, nhung chi c6 mét kiéu sai: Néu no tra
lai Othi van c6 kha ning n 13 hop s, nhung néu né tra lai 1 thi chic chan n 1a hop sd.
Vi du:Véi ca bdn sé n = 314,516,645 va 1105, thuat todn CheckFermatcho két

qua 1a 0, dit cic s6 nay déu 1a hop sb.
Cau hoi ty nhién 1a: S5 truong hgp ma thuat todn nay cho két qua sai ¢6 nhiéu khong?

That ngac nhién 12 sd truong hop sai rat hiém. Trong 10,000 sé nguyén duong dau tién, thuat
toan chi nham 22 sb.
Thuat todn Witness sau ddy 12 mot cai tién cta thut todn trude dua trén hai ¥ tudng.

e Thay co s 2 trong thudt toin CheckFermat() bang mot sé a bit ky;
e Két hop voi Pinh Iy 3 sau day dé han ché s truong hop sai.

Dinh Iy 3. Néu n 1 s6 nguyén td 1é va e = 1 thi phuong trinh
x* =1 mod n®

chi c6 hai nghiémx = 1vax = —1,

Thuat toan Witness(a, n)

. A v A A A 1 A
Trd lai 0 néu n la nguyén to; 1 néu n la hop so.

1. Xéttvauthdamant>1,ulévan—1=2;

2. Géan x; :=a“ mod n;

3. fori:=1,2,...,t:

4. Gan x; = xf_l mod n;

5. if 0;=1vax,_;#1vax,_,;#n—1)return 1;
6. if (x, #1) return 1; else return 0;

Trwong Dai hoc Théang Long 108



Ky yéu céng trinh khoa hoc 2015 — Phan |

Thuét ton trén thyc hién tinh x; = a® *mod n bang cich lap lai viéc tinh x?mod n

bat dau tir x, = a*med n. Néu x, = 1 thi n 14 s6 nguyén t0.Vong ldp c6 thé két thiic sém néu

(]

% =x_.#tlmodn

vi khi d6 ta két luan n 12 hop s theo theo Dinh 1y 3.

Thuét todn Rabin — Miller duéi day lap lai slan tinh Witness (a, n)dé giam xdc suat
sai.

'
Thuat toan Rabin-Miller (n.s)

. A \ A A A \ A
Trd lai O néu n la nguyén to; 1 néu n la hop so.

1. forj:=1,2,...,s:

2. Chon mot s6 ngau nhién a;
3. if (Witness(a,n) = 1) return 1;
4. return O;

N

Xéc sudt sai ciia thuat todn Rabin — Miller duogc chi ra boi dinh 1y sau.

Dinh Iy 4.V5i mdi s6 nguyén 1é n = 2 va sd nguyén duong s, sai s6 cia thuat toan
Rabin — Miller(n, s) nhiéu nhat 1a 2%,

Thuat todn sau ddy thém mot vai budc tién xir Iy dé giam thoi gian chay cua thuat
todn Rabin — Miller.

p

~ - vy .n - ~ roqa ~ A
Thuat toan kiém tra xem liéu s6 nguyén dudng n ¢o la nguyén to

1. Tinh sin 400 s6 nguyén t6 dau tién: 41,99, - - - > Qagos

2. if (n chia hét cho g; nio d6) return “hop s6”;

3. if(CheckFermat(n) = 1) return “hgp $67;

4. if(Rabin-Miller(n, 128) = 1) return “hdp 56”; else return “nguyén té”;
.

Budc 1 va 2 nham logi rdt nhanh céc sé chia hét cho 400 sé nguyén té dau tién. Budc

3logi nhanh mot sb lugng 16n cac hop s6 nho Pinh ly Fermat. Chdng t6i chon co s¢ 2 dé viéc
tinh toin nhanh trén bit. Cudi cung ta kiém tra nhiing s6 con lai b@'mg thuat

todnRabin  Miller. Budc 4 cin nhiéu tinh toan.
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Néu thudt todn nay théng bdo “n 1a hop s6”, vay chic chin = 12 hop sd. Con néu né
thong bdo “n 14 s6 nguyén 6, vay xéc suat n 1a hgp so chi 1a 1/2*2,

4. Thuit toan sinh s6 nguyén t6 manh

Thuat todn p—I cia Pollard 12 mot trong nhitng thuat todn hiéu qua dé phan tich thira
s6 nguyén t6 n = pq, khi p va g théa man mot sb tinh chat dic biét.Dé tranh phuong phdp tin
cong nay, céc sd p va ¢ nén 1a cic s6 nguyén t6 manh. Day 1a 1y do ma chuan ANSI X9.31yéu
cau str dung s6 nguyén t6 manh dé sinh khéa cho cdc hé chit ky dién tir da trén RSA.

Dinh nghia 2. S6 nguyén td p duoc goi 12 56 nguyén 16 manh néu né thoéa man ba dicu
kién sau:

1. p—1I c6 thira sb nguyén t6 u du 1on;

2. p+1 c6 thira s6 nguyén t s du 16n; va

3. u—1 c6 thira s6 nguyén to ¢ du 16n.

Nim 1984 John Gordon da dé xuat mot thut todn hiéu qua dé sinh sé nguyén tb
manh. Thuat todn Gordon chi mat thém 19% thoi gian tinh todn so vd&i thoi gian tim mét s6
nguyén t6 ciing kich thudc bang thuat todn Rabin-Miller.

¢ ™
Thuét toan Gordon

Ipl

1. Tim t va s 14 hai s6 nguyén t6 16n, |t| = |s| ~ 5

2. Tinh u 14 s6 nguyén t6 nhé nhét theo céng thic sau:
u=at+1 viia=24,68,...

3. Tinh p, = (s*"' —v*~') mod us.

4. Tinh p 14 s6 nguyén t6 nhé nhit theo cong thite sau:

p=p,+aus. via=1,2,34,...
M ey

Trong budc 1, 2, 4, ta st dung thuat toan Rabin-Miller dé kiém tra s6 nguyén t6.

5. Thir nghiém

Chiing t6i da cai dat va chay thir nghiém cdac thuat todn mo ta trong cac muc trudc dé
sinh 700 s6 nguyén t6 ngu nhién do dai 3072 bit. Chuong trinh chay trén mdy laptop véi bd
xu ly Intel Core i7 Haswell (4500U, 1.80 GHz), Ram 4 GB, 1600 MHz, va chay hé diéu hanh
GNU/Ubuntu 15.04. Thoi gian trung binh dé sinh ra mdi s6 nguyén t6 khoang 2.09 gidy va
khoang 2.75 gidy ddi v6i mdi s6 nguyén t6 manh.
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Hinh 1: M td cdc histogram thoi gian chay cho viéc sinh ngau nhién 100 s6 nguyén
16 ¢& 3072 bit. Cot ciia bang mo ta s6 lwong sé nguyén té chay trong thoi gian (tinh
theo gidy) chi ra boi hang.
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Abstract: This paper describes the classical method to generate random strong
primes used in cryptography. Specifically, the Rabin-Miller and Gordon algorithmsare
presented in detail.
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