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Ca so di lieu

rap hgp cac dir li€u co quan hé dugc
luu trlr (tap trung hoac phan tan) dé
nguci dung co thé truy nhap khi can




Muc tiéu an toan CSDL

Bi mat

B D{ lieu nhay cam
[oan ven

m Vatly

B Logic

San dung

Kiém soat truy nhap
Xac thuc ngudi dung




An toan CSDL

Cac moi de doa CSDL
B Cap nhat CSDL

B D{ lieu nhay cam

B Suy dién

rhiet k€ CSDL tin cay
B CSDL da tang




An toan CSDL

Cac moi de doa CSDL
B Cap nhat CSDL

B D{ lieu nhay cam

B Suy dién




Cap nhat CSDL

Su cb hé thong

B Hé thong bi su’ c6 khi dang cap nhat
CSDL

[uong tranh

m Nhiéu ngudi dung truy nhap sra doi cung
luc vao cung dir liéu




Sy cO he thong: vi du CSDL van
phong pham

Kho chira vdn phong pham

B Giay, but,...

Quan tri kho chiu trach nhiém dat
mua van phong pham

Phong, ban st dung van phong pham

B MOi vdn phong phdm c6 mot quota kinh
phi van phong pham cé dinh




CSDL van phong pham: mot kich
ban cap nhat

Phong ké toan yéu cau 50 hop ghim
giay

Gia su con 107 hop ghim giay trong
kho

Quan tri kho sé dat hang néu so
luodng hop ghim giay nho hon 100




Cac budc thuc hién kich ban

=

W

Kiém tra kho con da 50 hop hay khdng.
Néu khong, yéu cau bi tu choi. Két thuc
giao tac

. Con du so6 lugng. Lam phép tru

(107-50=57)
Tru quota kinh phi cua phong ké toan
Kiém tra sb lugng hop c6 dudi 100 hay
khong (57). bat mua thém

Gui 50 hop ghim giay cho phong ké toan




Su cO kich ban

Biéu gi xay ra néu co su’ co hé thong
sau cac budc 1,2,3,4




Giai phap phong chdong su’ co hé
thong

Giai phap 2 pha
1. Intent
1. Thu thap tai nguyén va thong tin, tinh toan
va chuan bi d{r liéu cho pha sau
2. Panh dau két thuc pha Intent
B Set COMMIT-FLAG
2. Commit
1. Thuc hién cap nhat CSDL vdi cac dir lieu da
chuan bi ¢ pha trudc
2. banh dau két thuc pha Commit
B Unset COMMIT-FLAG




Vi du giai phap 2 pha: cap nhat
CSDL van phong pham

Intent

1. Kiém tra gia tri COMMIT-FLAG. Néu khac 0, chd cho
dén khi COMMIT-FLAG bang O

2. So sanh s6 hop ghim giay dang c6 véi s6 yéu cau;
néu sb6 yéu cau Ién hon, két thuc

3. Tinh TCLIPS = ONHAND - REQUISITION

4. Xem BUDGET hién nay cua phong ké toan. Tinh
TBUDGET = BUDGET - COST, trong do COST la gia
thanh cua 50 hop ghim

5. Kiém tra TCLIPS < 100 hay khéng; néu dung,

TREORDER = TRUE; n€u khong TREORDER = FALSE




Vi du giai phap 2 pha: cap nhat
CSDL van phong pham

Commit

Co
Co
Co

o B W N =

COMMIT-FLAG = 1

b TCLIPS vao CLIPS trong CSDL
b TBUDGET vao BUDGET trong CSDL

b TREORDER vao REORDER trong CSDL

Chuan bj gidy bdo giao hang cho phong ké

toan. Ghi chu giao tac hoan thanh vao log

il

COMMIT-FLAG = 0O




Tuong tranh: vi du CSDL vé may
bay

Van phong du lich A

B SELECT (SEAT-NO = '11D") ASSIGN
'MOCK,E' TO PASSENGER-NAME

Van phong du lich B

B SELECT (SEAT-NO = '11D') ASSIGN
'EHLERS,P' TO PASSENGER-NAME




Giai phap tuong tranh

Cap nhat CSDL la mo6t thao tac co ban

B Chi mot thao tac cap nhat thuc hién trén
mot dir liéu

B Hé quan tri CSDL sé bao vé dif lieu dang
dugc cap nhat

B Khi thao tac cap nhat mot dir lieu két
thuc, cac thao tac khac mdi co quyén
thuc hién trén dir liéu do




DI lieu nhay cam

D' lieu cong chung khong nén co
Loai dIr liéu nhay cam

B Bang

B Ban ghi

B Trudng




DI lieu nhay cam

Cac loai ro gi di' liéu nhay cam
DI lieu chinh xac

Can

KEt qua am

Ton tai

Gia tri xac xuat




Bao vé di lieu nhay cam

Hé quan tri CSDL quan ly truy nhap
dir liéu nhay cdm bang kiém soat truy
nhap




Suy dién

Suy dién dir liéu nhay cam tur di liéu
khong nhay cam




Suy dién

Cac loai tdn cdng suy dién
B Truc tiép (Direct)
B Gian tiép (Indirect)

O Téng (Sum)

0 Pém (Count)
S=




Vi du

Name |Sex Race Aid Fines Drugs |Dorm
Adams | M C 5000 45, 1 Holmes
Bailey M B 0 0. 0 Grey
Chin F A 3000 20. 0 West
Dewitt | M B 1000 35. 3 Grey
Earhart | F C 2000 95. 1 Holmes
Fein F C 1000 15. 0 West
Groff M C 4000 0. 3 West
Hill F B 5000 10. 2 Holmes
Koch F C 0) 0. 1 West
Liu F A 0) 10. 2 Grey
Majors | M C 2000 0. 2 Grey




Vi du: tan cong truc tiep

List NAME where SEX=M DRUGS=1
B Tra ve thong tin lien quan dén Adam
B Hé CSDL c6 thé tU chdi ciu truy van nay vi qua
dac biét

List NAME where (SEX=M and DRUGS=1) or
(SEX /= Mand SEX /=F) or
(DORM=AYRES)

B CAu truy van phtc tap hon nhung két qua giéng
nhu trén




Vi du: tan cong gian tiep

Dlng tdng (Sum): t8ng cua kinh phi ho trg
theo gidi tinh va khu vuc

Holmes | Grey West Total

M 5000 3000 4000 12000

F /000 0 4000 11000

Total 12000 |3000 8000 23000




Vi du: tan cong gian tiep

Dung dém két hgp tong (Count & Sum): sb

sinh vién theo gidi tinh va khu vuc

Holmes | Grey West Total
M 1 3 1 5
F 2 1 3 6
Total 3 4 4 11




Bién phap ngan chan tan céng suy
dién

Phan tich cau truy van
Nguy trang thong tin
Loai bo thong tin nhay cam




An toan CSDL

rhiet ké CSDL tin cay
B CSDL da tang




CSDL da tang

Cac tang CSDL tudng Ung vGi muc do nhay
cam cua dir liéu

Cac ti€p can

B Phan ngan (Partitioning)

B Ma hda (Encryption)

B Khoda

[0 Khoa toan ven (Integrity Lock)

0 Khdéa nhay cam (Sensitive Lock)
Front-end tin cay (Trusted Front-end)
B6 loc giao hoan (Commutative Filter)
Clra s6 (Window/View)




Phan ngan

CSDL dudc chia thanh cac CSDL khac
nhau ¢ muc do nhay cam khac nhau

Uu diém

B Quan ly an toan ¢ nhiéu mudc khac nhau
Nhugc diém

B Du thua

B Khong két hgp di' liéu 6 cac muc nhay
cam khac nhau




Ma hoa

Moi dif liéu nhay cam sé& dugc ma hda
bang mot khda tucng (ng

Uu diém

B Quan ly an toan ¢ nhiéu mudc khac nhau
Nhugc diém

B Toc do

B Khong gian luu trir




Khoa toan ven

Muc tiéu dam bao tinh toan ven va
gidi han truy nhap
Khoa
B Checksum
0 Tinh todn bang ham ma hdéa hodc ham bam

O Gia tri phu thudc vao Data ID + Data +
Sensitivity Label




Khoa nhay cam

Muc tiéu che giau do nhay cam cua
dir lieu
Khoa
B M3
0 Tinh todn bang ham ma hdéa hodc ham bam

0 Gia tri phu thudc vao Data ID + Sensitivity
Level




Front-end tin cay

Hoat déng giéng “Giam sat tham quyén”
Kiém soat truy nhap CSDL
1. Xac thuc ngudi dung

2. Kiém tra quyén ngugdi dung

3. GUi truy van cho hé quan tri CSDL

4. Nhan két qua truy van

5. Phan tich d6 nhay cam cua két qua truy van, so
sanh vGi quyén ngudi dung

6. Dinh dang lai két qua truy van

7. GuUi két qua truy van cho ngudi dung




BO loc giao hoan

Hoat dong gidong “Front-end tin cay”

Piéu khién truy nhap CSDL

Xac thuc ngudi dung

Kiém tra quyén ngudi dung

binh dang lai truy van

GUi truy van cho hé quan tri CSDL

Nhan két qua truy van

Phan tich d6 nhay cam di liéu cua két qua truy
van, so sanh vgi quyén ngudi dung

binh dang lai két qua truy van

Gui két qua truy van cho nguGi dung

Sl et

ity




Clra sO

Muc tiéu gidi han “tam nhin” cua
ngucdi dung theo quyén

B Quyén doc, ghi

MOi clra s6 la mot tap con cua CSDL

B Moi tAp con tucng 'ng v4i dif liéu ma
ngucdi dung c6 quyén su dung




