An toan Hé diéu hanh

Tran Puc Khanh

BO mon HTTT - Vién CNTT&T]
DH BKHN



Hé dieu hanh

Vai tro

B Giao dién gitrta phan cung va phan mém

B Quan ly tai nguyén

B Cung cap cac phuong tién bao vé phan
cung va Ung dung




An toan Hé diéu hanh

O Cac van dé bao vé trong Hé diéu hanh
B Bao vé bo nhd va dia chi
B Bdao vé tép
B Xac thuc ngudi dung
O Kiém soat truy nhép
B Cac mo hinh KSTN
B KSTN trong Unix, Windows NT/2000
0 Nguyén tac thiét ké Hé diéu hanh
B Giam sat thdm quyén (Reference Monitor)
B Phan hoach (Separation)/Cach ly (Isolation)
B Thiét ké phan tang (Layered Design)




An toan Hé diéu hanh

0 Cac van dé bao vé trong Hé diéu hanh
B B3o vé bd nhd va dia chi
B Bao vé tép
B Xac thuc ngudi dung




Bao vé bo nhd va dia chi

Lam thé nao ngan chan mot chuong
trinh/ngudi dung can thiép vao khong
gian bo nhd cua chuong trinh/nguoi
dung khac?

B Phan doan (Segmentation)

B Phan trang (Paging)




Phan doan (Segmentation)

Phan chia chuong trinh thanh cac doan

B Tucong Ung vdai cac doan dir liéu, cac chuadng
trinh con

B Moi doan c6 quyén khac nhau (R,W,E)

Phan chia bo nhd vat ly thanh cac doan

B Tudng Ung vdai, cac mang d{ liéu ngudi dung
hoac cac doan ma chuadng trinh

MoOi doan cd mot tén duy nhéat

B <Name,Offset>

Hé diéu hanh phai duy tri mot bang cac

doan




Boan logic va doan vat ly

Physical Placement of

Logical Arrangement of
Program

MAIN

SEG_A

SUB

DATA_SEG

Program’s Segments

SUB

SEG_A

DATA_SEG

Operating
Svsten
Segments

Segments for
Other Users



Tinh dia chi doan

Seement Translation Table

Address
MAIN ¢ 0
Logical Program SEG_A g
MAIN
SUB a 4
SEG_A /)ATA_SE(} h
b
FETCH<DATA_ SEG.20>
c
SUB
d
DATA SEG <
-
£
h

Location 20 Within Segment DATA_SEG i




Phan trang (Paging)

Phan chia chuong trinh thanh cac trang
(page) cung kich thudc

Phan chia bo nhd vat ly thanh cac khung
trang (page frame) cung kich thudc

B 512 dén 4096 byte

MOi trang cé mot tén duy nhéat

B <Page,Offset>

Hé dieu hanh phai duy tri mot bang cac
trang




Tinh dia chi trang

Page Translation Table
Page Address

Logical Program

Page O

Page 1
FETCH<4,37>

Page 2

Page 3

Page 4

Page 5

Page 6

Page 7

O b
1 f
2 i
3 1
™ 4 c
S g
6 n
7 e

Memory

’é_ 1:

Address
0
a
b
Page O
| Paged
d
e
" Page 7
Page 1
£
Page 5
h
i
) Page 2
]
k
1
Page 3
Page 6

LLocation
37.Page 4



Két hgp Phan doan va Phan trang

Uu diém cta phan doan

B Bao vé b6 nhd bang cach phan quyén
theo chucong trinh/ngudi dung

B Hé diéu hanh kiém soat viéc quyén doc/
ghi/thuc hién trén b6 nhd

Uu diém cda phan trang

B TOc do

[rong cac hé diéu hanh hién dai

B Két hgp Phan doan+Phan trang




Keét hop Phan doan va Phan trang

Segment Translation Table

Page Memory
Segment Table Add(r)ess
MAIN :
: Page Translation Tables a
Logical Program SEG_A For Segment MAIN b .
AT N Page Address DATA_SEG Page |
----------------- SUB ¢
SU =« 0 P MAIN Page 0
S z=*B-DATA_SEG | @ 1 F d
_________________ .
> = - - 20> P
= FETCH\DATA—SEG’“?_' or Segment SEG_A f SEG_A Page 1
E Page Address MAIN Page |
SUB - n £
- SEG_A Page 2
. |
DATA SEG : = '
- 1
- g SUB Page O
E or Segment SUB
. ‘.' Page Address k
- =Y o i I |
E ‘_ DATA_SEG Page O
= For Segment DATA_SEG m o®
. * Page Address et
TR T _ > ' TEE LD n
: 20 = Page O | 0 I e, +oP* SEG_A Page 0
- . ob‘
- 1 b e o
‘I-I.---------IIII-----------------------ﬁ@scgn]c'n DATA SEG Word 20



Bao vé tép

Bao vé nhom

B Tat ca nguci dung dugc phan thanh
nhom

B Quyén su dung dugc mot ngudi dung
thiét Iap cho minh va ca nhom

Bao vé ca thé

B Moi ngudi dling c6 mdt s6 quyén
0 Quyén su dung lau dai
[0 Quyén su dung tam thdi




Bao vé tép

Hé thong tép UNIX/LINUX

B Moi tép ¢ chu sé hitu va nhdm sé hitu

B Quyéen dudgc thiet lap bdi chu sd hitu
O R,W,E
[1 setid, owner, group, other

B Chi co chu s6 hiiu va root mdi dugc phep
thay doi quyén




Xac thuc nguci dung

Hé dieu hanh quan ly nhiéu ngudi
dung

B Ailaai?

Giai phap xac thuc ngudi dung

B Mat khau

B MOt sG dac diém sinh tréc hoc




Xac thuc bang mat khau

O Hé diéu hanh luu trr mot tép ngudi dung/mat
khau
B Tép thong thudng
[0 Thong tin luvu dang van ban
O DO an toan thap
B Tép ma hoa
00 M3 hda ca tép hoac chi ma hda méat khau
O D6 an toan phu thudc vao hé mat ma
O DEé tang cudng db an toan
B M4t khdu du dai, trdnh chira cac thong tin dac biét
B Thay doi mat khau déu dan
B DPé phong tan cong dang “dang nhap gia”




Théng ké lua chon mat khau

one character

0%
other
GOOD two characters
passwords 2%
14% three characters

14%

words in
dictionaries or
lists of names
15%

four characters,

all letters
14%

six letters
lowercase five letters,

19% all same case
22%




Xac thuc bang sinh trac hoc

Céac dac diém sinh trdc hoc

B Van tay, mat, khuon mat, chir viét...
Xac thuc bang sinh trac hoc tucgng doi
MO

B Phat trién nhanh trong nhirng ném

M6t s6 nhugc diém

B Gia thanh

B Toc do/Po chinh xac

B Gia mao




An toan Hé diéu hanh

=
O

o
o
O Kiém soat truy nhép

B Cac mo hinh KSTN
B KSTN trong Unix, Windows NT/2000

L
O
O
O




Kiém soat truy nhap

Rat nhiéu doi tuong dugc truy nhap
BO nhd

Phan cing

Tep

Thong tin hé thong: bang, cd ché bao ve,
lénh dac quyén

.

Van dé an toan dat ra

B Ai dudc truy nhap gi vGi dac quyén nao?




Co ché& kiém soat truy nhap

Truy nhap thu muc

B Moi d6i tudng can bao vé gidng nhu mot tép

B Moi ngudi dung cd mot s6 quyén nhat dinh trén
mot sO tép

Danh sach kiém soat truy nhép

B Danh sach cac doi tugng truy nhap

B Moi d6i tugng cd mot danh sach cac chu thé

Ma tran kiém soat truy nhap

B MOt chiéu la danh sach cac chu thé

B Mot chieu la danh sach cac doi tugng truy nhap
tuong Ung vdi cac chu thé




Truy nhap thu muc
Directory Access

User A Directory Files User B Directory
. Access File ) Access File
FileName  Rights Pointer File Name Rights Pointer

PROGI.C ORW | @ > BIBLIOG R ®
PROG1.EXE 0X o \ TEST.TMP (0).¢ D
BIBLIOG ORW " PRIVATE ORW L
HELPTXT R .\\ HELP.TXT R o

R -
TEMP ORW I:i<

A




Ppudng dan truy nhap thu muc

User A Directory Files User S Directory Contlicting
o Access File (___________________________________:'\_gggf's!

File Name Rights Pointer e 2
F ORWX | @ > Q R o -1- .§. H
BIBLIOG ORW .\ F RW PR

-

PROGI1.C ORW .\ TEMP ORW ®
HELPTXT R L HELPTXT R a
PROGI.EXE |OX

FAWATA
I

User B Directory \
T Access File
File Name  Rights Pointer
HELPTXT R ®
F ORW g >
TEMP ORW @
-




Danh sach kiém soat truy nhép

Access Control List

Directory Accessl.is‘:\s ese
et s T e CCESS
File Acsgis;llg:‘st User Rights
BIBLIOG o— —3> USER_A ORW
TEMP ‘\ USER_B R
- USER_S RW
HELPTXT .\ USER_A ORW
USER_A ORW
USER_S R
USER_A R
USER B R
USER_S R
USER_T R
SYSMGR RW
USER_SVCS O

Files

BIBLIOG

TEMP




Ma tran kiém soat truy nhap

Access Control Matrix

BIBLIOG | TEMP F HELP.TXT C_COM | LINKER | SYS_CL | PRINTE

P OCK R
USER A ORW ORW | ORW R X X R W
USER B R R X X R W
USER S RW R R X X R W
USERT R X X R W
SYS_M RW OX OoX ORW (o)

GR

USER_S o X X R W

VCS




KSTN trong UNIX/LINUX

[0 Dung ACL
O DO6i vai cac tép, thudce tinh rwx cho
0 Chu sd hitu
O Nhém
O Tat ca
® Vidu
drwxrwxrwx Alice Accounts
-rW=-f=-=----- Bob Accounts
0 Cac chuodng trinh chay trong luc hé théng khdi dong
c6 dac quyén quan tri (root)
= %Iéc c?u’dng trinh khac chay vd&i quyén ngudi dung
user




KSTN trong UNIX/LINUX

Lam thé& nao dé duy tri bd 3 (ngudi
dung, chuong trinh, tép)

B UNIX/LINUX dung suid va sgid

Van dé an toan

B suid root

Van dé theo doi thuc thi chuong trinh
B Thu héi dac quyén

Van dé quan ly tién trinh

B Ti€n trinh c6 mot group id




KSTN trong WINDOWS NT/2000

Quan ly (nhom) ngudi dung su dung
Active Directory

Xac thuc su dung Kerberos

Cac thuoc tinh cua tép min han UNIX/
LINUX

B read, write, execute, accessdenied,
accessallowed, systemaudit, ...

Van dé quan tri co toan quyén
B Dung Registry, mot hinh thic cua ACL




An toan Hé diéu hanh

=
O

L

0 Nguyén tac thiét ké Hé diéu hanh
B Giam sat thdm quyén (Reference Monitor)
B Phan hoach (Separation)/Cach ly (Isolation)
B Thiét ké phan tang (Layered Design)




Giam sat tham quyén

Phan quan trong nhat cua hé diéu hanh

La mot tap cac kiém soat truy nhép cac doi

tuong

B BO nhd, thiét bi, tép, thong tin cac tién trinh, ...

Pac diém

B Khong bao gid bi suy yéu, té liét

B |Luon dudc goi dén khi mot dbi tudng dugc yéu
cau su dung

B Nhd gon, dé co thé dé dang phan tich va kiém
thdr va dam bao tinh day du




Giam sat tham quyén

@ Reference

Monitor

AN




Phan hoach/Cach ly

O

O

O

O

Phan hoach vat ly

B Cac tién trinh khac nhau su
dung cac thiet bi khac nhau

Phan hoach thdi gian

B Cac tién trinh v3i yéu cau
khac nhau thuc hién tai cac
thdi gian khac nhau

Phan hoach logic (Cach ly)

B Ngudi dung/tién trinh thuc
hién nhiém vu cua minh
trong khong gian ctia minh

Phan hoach mat ma

B Ngudi dung/tién trinh giau
thong tinh cua minh

Address

0
A

High

Memory

Operating System
Space

User |1 Space

User 2 Space

User n Space

Operating System
Space




Thiét ké phan tang

1. LOi an toan (Security Kernel)
1. Phan cing
2. An toan

2. LOi hé diéu hanh
1. Pong bd
2. Cap phat

3. Hé diéu hanh
1. Sap dat, Chia xé, Quan ly bé nhd
2. Hé thdng tép, Cap phat thiét bi
3. Tinh nang khac

4. Ung dung




Thiét ké phan tang

Mot mo dun = nhiéu mo6 dun hgp

phan

B Moi m6 dun hdp phan thudc mét tAng
khac nhau cua kién truc da tang

Vi du: M6 dun xac thuc ngudi dung

1. Cap nhat théng tin nguci dung

2. So sanh thong tin ngudi dung

3. Tim kiém ngudi dung

4. Giao dién xac thuc ngudi dung




Thiét ké phan tang

Operating
System

Operating -
ystem
Kernel

Security
Kernel

Y__Y_.Y_

Subprocesses of User Processes

User Processes

Compilers, Database Managers

Utility Functions

File Systems, Device Allocation

Scheduling, Sharing.
Memory Management

Synchronization, Allocation

Security Functions

Hardware




Modun xac thuc trong thiét ké phan
tang

A
i {_’
Trusted
Code
-\\
User Authentication Module
Y
‘ Interface
. User ID
Lookup
Most Authentication
Trusted Data Comparison
Code

Authentication
Data Updates




