An toan Phan mém
LOi phan mém

Tran Puc Khanh

BO mon HTTT - Vién CNTT&T]
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Loi phAn mém

Mot sb 16i phdn mém thudng gap

Cac bién phap an toan

B Kiém th(r (Testing)

B Kiém dinh hinh thic (Formal Verification)
B Lap trinh an toan (Secure Coding)




Loi phAn mém

Mot sb 16i phan mém thudng gap




Loi phan mém

Lap trinh vién thudng mac 10i

khong co y

khong doc hai

nhung doi khi gay hau qua nghiém trong




Mot sb 16i phan mém thudng
gap

'ran bo dém (Buffer Overflow)

B Array Index Out of Bound

Khéng day du (Incomplete Mediation)
B Implicit Cast, Integer Overflow

PBong bo (Synchronization)

B File stat()/open()




LOi tran bo dém: vidu 1

1. char buf[80];
2. void vulnerable() {
=S gets(buf);

4. )

gets() doc cac bytes tu stdin va ghi vao buf

Dieéu gi xay ra néu dau vao co han 80 byte

B gets() sé ghi de lén bo nhd vugt ra ngoai phan
bo nhé cua buf

B Day la moét I16i phan mém




LOi tran bo dém: vi du 2

o B~ WN =

char buf[80];

int authenticated = 0O;

void vulnerable() {
gets(buf);

b

Thu tuc login sé gan bién authenticated
khac 0 néu ngudi dung cé méat khau

biéu gi xay ra néu dau vao co hon 80 byte

B authenticated ¢ ngay sau buf
B Ke tan cong nhap 81 bytes ghi bytes thi 81
khac 0 ngay vao vung bd nhé cua authenticated




LOi tran bo dém: vi du 3

o B~ WN =

char buf[80];

int (*fnptr)();

void vulnerable() {
gets(buf);

»

Diéu gi xay ra néu dau vao co hon 80 byte
B Ghi dia chi bat ky vao int (*fnptr)()
B int (*fnptr)() tré dén ma cua ham khac

B Keé tan cong nhap ma doc kem theo sau la dia
chi dé ghi de lén (*fnptr)()




Khai thac 10i tran bd dém

Poat quyén kiém soat may cho
Phat tan sau
B Sau Morris phat tan thong qua khai thac

16i tran bd dém (ghi dé 1én authenticated
flag trong in.fingerd)

[iém ma doc




Quan ly bo nhd chuong trinh C

0 Text
B Ma thuc thi
[J Heap

B Kich thudc tang/giam khi cac dbi tugng dudc cap
phat/huy

0 Stack
B Kich thudc tang giam khi ham dudgc goi/tra ve
B Goi ham sé push stack frame |én stack

Text Heap Stack

0x00...00 OXFF...FF




Thuc thi chuong trinh C

O Thanh ghi con tro Iénh (IP) tro vé |énh k€ ti€p
0 Ham goi chudn bj tham s& trén stack
O Goi ham
B Luu IP hién tai Ién stack (dia chi tré vé)
B Nhay dén dia chi bat dau text cia ham dudc goi
O Chudng trinh dich thém vao phan cudi moi ham
B Luu con tro stack (SP) hién tai Ién stack
B Cip phat stack frame cho bién cuc b6 (thay ddi SP)

0 Ham trg vé
B Tim lai SP cl va IP cii
B Tiép tuc thuc thi Iénh tro bagi IP




Thuc thi chudng trinh C: vi du

. void vulnerable() {
char buf[80];
gets(buf);

AW pJ (S

=
OO0 Khi vunerable() dugc goi stack frame sé dudc
push |én stack

0 Néu buf qua Ion, saved SP va saved IP sé bi ghi
de

buf saved SP saved IP

Stack frame cua
ham goi vunerable

OxFF...FF




Loi khdng day du

1. char buf[80];

2. void vulnerable() {

£ int len = read_int_from_network();

. char *p = read_string_from_network();
5. if (len > sizeof buf) {

6. error("length too large, nice try!");
7 return;

8. )

9. memcpy(buf, p, len);

10. }

11. void *memcpy(void *dest, const void *src, size_t n);
12. typedef unsigned int size_t;

[0 Dieu gi s€ xay ra néu Ién la mot s6 am

B copy mot doan bd nhé khéng 16




Loi dong bd

int openfile(char *path) {
struct stat s;
if (stat(path, &s) < 0)
return -1;
if (!S_ISRREG(s.st_mode)) {
error("only allowed to regular files; nice try!");
return -1;

bs
return open(path, O_RDONLY);

FEE1 AR RR |l | RN 1R (e I

o
“~

0 BDiéu gi sé xay ra?
B trang thai hé théng thay doéi giira stat() va open()




Loi phAn mém

Cac bién phap an toan

B Kiém th(r (Testing)

B Kiém dinh hinh thi'c (Formal Verification)
B Lap trinh an toan (Secure Coding)




Loi phadn mém

Cac bién phap an toan
B Kiém th(r (Testing)

O

o




KiEm thir

Muc dich ctia kiém th(r 1a tim ra [0

cua hé thong

B Néu khdng tim ra 16i, chiing ta hi vong
rang hé thong la an toan




Quy trinh kiém thur

. Pon vi (Unit Testing)
. Tich hdp (Integration Testing)

1
2
3. Chuc nang (Function Testing)
4,
=
6

Hiéu nang (Performance Testing)

. Cong nhan (Acceptance Testing)
. Cai dat (Installation Testing)




M6t sO loai hinh kiém th(r dac biét

HOi quy (Regression Testing)

m Néu hé théng co thay doi, chinh sura

Xoan (Fuzz Testing)

B Cac trudng hdp dic biét, dé bj khai thac
va tan cong




Cac tiép can trong kiém thu

HOp den (Black-box)
B Khong co thong tin vé cau truc bén trong cua
phan mém
B Dung cho tét ca cdc muic chia quy trinh kiém thar
HOp trang (White-box)
B Biét cau tric bén trong cia phan mém
B Thudng dung cho kiém thir don vi
HOp xam (Grey-box)
B Hon hdp
O Pen: kiém thir
O Tréng: thiét k& ca kiém thr




Loi phAn mém

Cac bién phap an toan
]

B Kiém dinh hinh thi'c (Formal Verification)
o




KiEm dinh hinh th{c

Muc dich cta kiém dinh hinh thirc 1a
chi’ng minh hé thong an toan




Cac ti€p can trong kiém dinh hinh
thu'c

Kiém dinh mdé hinh (Model checking)

B Phan mém dudc dac ta bang mot mo hinh

B Qua trinh kiém dinh thuc hién bang cach duyét
tat ca cac trang thai thong qua tat ca cac
chuyen tiep

Suy dién logic (Logical Inference)

® Dau vao cta phan mém bi rang budc bang mot
biéu thic logic

B Tudng tu vdi dau ra

B Ban than phan mém ciling bi rang budc bang
mot biéu thic logic




Kiém dinh hinh thic st dung suy

dién logic

Pau vao

Chuong trinh

Pbau vao
+ Diéu kién trudc

Chuaong trinh
+ Diéu kién

Pau ra

Pau ra
+Diéu kién sau




biéu kién trudc (Precondition)

1. /* Requires: n >=1 */

2. int fact(int n) {
3 int t;

4 if (n==1)
5. return 1;
6. t = fact(n-1);
7/ ==—tt

8. return t;

9. }




bieu kién sau (Postcondition)

1. /* Ensures: returnvalue >= 0 */

2. int fact(int n) {
3 int t;

4, if (n==1)
5. return 1;
6. t = fact(n-1);
/. =="—rC

8. return t;

9. }




bieu kién trong chucng trinh

1. int fact(int n) {
2 int t;

3 if (n==1)

2L return 1;
5 =17
6. t = fact(n-1);
7 fE > =0-*/
8 ==

9 /* t>=0 */
10. return t;

1

1.}




bieu kién

1. /* Requires: n >= 1; Ensures: returnvalue >= 0 */

2. int fact(int n) {

3. int t;

4, if (n == 1)

5. return 1;

6. /* n>=2 */
7= t = fact(n-1);

8. RS e
0. t *= n;

ESSE /* t>=0 */
11 return t;

193




Loi phAn mém

Cac bién phap an toan
]
L

B Lap trinh an toan (Secure Coding)




Lap trinh an toan (Secure Coding)

Nguyén tac

B MO dun (Modularity)

B Dong goi (Encapsulation)

B Giau thong tin (Information Hiding)




MO dun

rhiét ké cac hgp phan
B Mot muc tieu/nhiém vu
B Nho

B Ddn gian

B Doc lap




PBong goi

Giau thong tin vé cach thuc cai dat

cac hop phan

B Vidu: I6p ao C++, giao dién Java

Giam thiéu chia xé giltra cac hop phan

B Vi du: cac thu vién

Cac hgp phan tudng tac thong qua

cac giao dién

B Vi du: tuong tac giifa cac doi tugng
thong qua cac phuong thuc




Giau thong tin

Mot hop phan nhu mot hop den nhin
tu phia ngoai

B Vidu: motIdp C++, Java

Céc phan tur bén ngoai khéng thé
thay ddi sira chira thdng tin mét cach
ac y va trai phéep

B Vi du: cac thuodc tinh private, protected




Lap trinh an toan (Secure Coding)

Mot s6 quy tac thuc hanh

B S’ dung mot chuén Iap trinh

B Lap trinh phong thu

O Kiém tra dit liéu dau vao/dau ra

O S& dung dac quyén thdp nhat cé thé

Thiét ké theo chinh sach an toan

SU dung cac cong cu dam bao chat lugng
O Kiém thar

O Kiém dinh

0 Duyét lai ma




