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Phan mém doc hai

Cac phan mém doc hai thudng gap
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An toan Phan méem

Phan mém doc hai
B Cac phan mém doc hai thudng gap
B Cac bién phap ngan chan




Phan mém doc hai

Chay theo chu dinh cua ngudi lap
trinh ra né

Chay va phan Ung theo cach bat
thuong, khong trong doi tu phia ngudi
dung

An ndu trong hé thdng, hodc gan vao
cac phan mém khong doc hai

Cé thé Iam dugc moi tht’ ma mot
phan mém co thé lam




Cac phan méem doc hai thuong gap

O Vi rut (Virus)

®m  Gan vao mot chuong trinh, phat tdn ban sao ra khac chuadng
trinh khac

Trojan horse

B Co cac tinh nang bat thudng

Bom logic (Logic bomb)

B Phat dong khi diéu kién dudc théa man
Bom thdi gian (Time bomb)

B Phat dong khi dén han thgi gian
Trapdoor

B Cho phép truy nhap trai phép cac tinh nang
Sau (Worm)

B Phat tan ban sao qua mang

Tho (Rabbit)

B Nhan ban dén khi khong con tai nguyén
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Virus

Ma virus dinh kem ma mot chuong
trinh khac

Virus chi gay hai khi dudc kich hoat

B Virus chay khi md tép dinh kem trong e-
mails, tép anh, tép d6 hoa

Virus chay cung vaéi mot chuadng trinh

khéc (da bij thay déi m3) kich hoat bai

ngudi dung




Ma virus no6i vao ma chuaong trinh

+ Virus Code = Virus Code

Original
Program

Original
Program




Ma virus bao quanh ma chucong
trinh

Physically Logically

Virus Code
: Part (a)
Virus Code

A

Original
Program

Original
Program

Virus Code
Part (b)




Ma virus tich hgp vao ma chuong
trinh

Original Virus _ Modified
Program x Code Program




Virus tai lieu

rai liéu

B Slide

B Spreadsheet
Lenh
B Macro
B Bién

B Thu tuc
O

O

Truy nhap tép, CSDL
Goi hé thong




Virus doat quyén kiém soat

After
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File
Directory

(a) Overwriting
File
Directory
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(b) Changing Poir

mners




Nci An nau Virus

Vung Boot (Boot Sector)

B6 nhd (Memory-Resident)

Ung dung (Application Program)
rhu vién (Library)




Boot Sector Virus

Boot Sector Other Sectors
Bootstrap System
Loader Initialization

chain

|

Boot Sector

(a) Before infection

Other Sectors

Virus
Code

System
Inialization

Bootstrap
Loader

T chain

chain

(b) After infection




Dau hiéu nhan biét Virus

M3 virus co ki€u mau dac biét

B CO thé nhan biét cac doan ma cua ting
loai virus

B Chudng trinh nhiém virus sé& I6n hon
chuong trinh ban dau

B Vj tri virus dinh kém khéng thay doi
Cach thuc phat dong va hau qua




Cach thuc phat dong va hau qua

O BDinh kem tép
B Thay doi thu muc, tép
O Xam nhéap trong bé nhd
B Thay ddi bang tin hiéu ngat
B Tailén bd nhd khi co tin hiéu ngat
[0 Lay lan qua dia
B Don tin hiéu ngat, goi ham hé théng
B Thay doi tép hé théng/tép thuc thi
[0 Phat tan lay lan
® Lay lan vao vung Boot, chuong trinh hé théng, chucng
_trinh va du lieu
O An ndu
B Dobn goi hé thdng
B Thay doi két qua

L1




Cac bién phap ngan chan

S’ dung phan mém thuong mai tu nguon
tin cay

Kiém thr phdn mém trén mot may tinh/hé
thong tach biét

M@ tép dinh kem chi khi nao biét ro nguon
gocC

Luu & ndi an toan mét phién ban co thé tai
tao cua hé thong dang su dung

S dung phan mém quét diét virus




MOt sO ngo nhan ve virus

Virus chi Iy nhiém trén cac hé théng MS
Windows

Virus khong thé thay doi cac file “hidden”
hoac “read-only”

Virus chi xuat hién trong tép di liéu,
chuong trinh

Virus chi phat tan thong qua qua dia, e-

mail

Virus khéng thé tdn tai trong bd nhd sau

khi reboot power off/on

Virus lay nhiém trén phan cung




Sau

Nhan ban va phat tan
B Lay lan qua dia

B Khai thac 16i tran bd dém ctia may chu
Web (Microsoft IIS)

Chay nhu mot chuong trinh doc lap
Muc tiéu

B Boi nho trang Web

B Pha hoai

B Tan cong DOS, DDOS




Su’ xuat hién cua sau may tinh

[102/11/1988: Morris
[113/07/2001: Code Red
[109/2001: Nimda
[125/01/2003: Slammer
[00/7/2010: Stuxnet




Code Red

/default.ida?
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNN

% u9090% u6858%ucbd3%u7801%u9090%u6858%u
cdb3%u7801%u9090%u6858
%ucbd3%u7801%u9090%u9090%u8190%u00c3%u
0003%ub00%u531b%u53ff %u0078%u0000%ul00=a

HTTP/1.0




Code Red

Xuat hién 13/07/2001
Phat dong
B Kiém tra ngay thdng nam
B Tu ngay 1 dén 20 cua thang: phat tan
B Tu ngay 21 dén cubi thang: tan cong

0 Tran két ndi vao www.whitehouse.gov
Phat tan: vet can khong gian dia chi
IP trén 32 bit bang cach tao hat giong
ngau nhién
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Ngan chan Code Red

Nha trang dua ra bién phap ngan
chan Code Red bang cach thay doi dia
chi IP cua www.whitehouse.gov

Code Red sé chéet dbi vai nhitng ngay
tu ngay 21 dén cudi thang

Nhung néu hat giong dugc Code Red
chon hgp ly thi van co6 kha tiép tuc
tan cong




Code Red 2

Xuat hién 04/08/2001
Khai thac may chu Microsoft IIS

Hoat dong nhu root backdoor, chong
reboot

Hau qua: danh sap Win NT/2K

Vét can dia chi bang cach uu tién dia
chi lan can




Nimda

Xuat hién 18/09/2001

Phat tan

B Tan cong may chu IIS nhu Code Red
® Nhan ban qua email

® Nhan ban qua mang md

B Thay d6i néi dung cac trang Web trén
may chu bi lay nhiém




Slammer

Xuat hién 25/01/2003

Phat tan

B Khai thac cac két n6i UDP

B Sau (376 bytes) vua trong mot goi tin

B Tao IP ngau nhién va gti chinh né

B Toc d6 gui nhanh, hang tram gai tin
trong mot giay

LAy nhiém 75 000 may trong 30 phut,

sau lay lan vai toc do nhanh nhat




Trudc khi lay lan




30 phut sau khi lay lan




Stuxnet

Xuat hién 07/2010

Phat tan

B Dau tién qua USB

B Phat tan qua mang s dung Windows
RPC

Muc tiéu

B Hé thong SCADA: su dung trong cac he
thong kiém soat dieu khién cdng nghiép,
nang lugng




Stuxnet

Hoat dong
B Quan sat hoat dong cua hé thong diéu
khién bién tan
B Néu hé thong hoat dong & tan soO
807-1210Hz
O May gia toc lam & IRAN (va Phan Lan) dung
lam nang Urunium dé ché tao cho bom
nguyén tu
B Tang tan sO mot cach tu tu lén 1410Hz
[0 Lam hong may gia toc




