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Chu de

Ham bam, chil ky soO




Nhu cau toan ven thong tin

Cac Ung dung chu trong muc tiéu Toan ven

B Tai lieu dugc su dung giong hét tai liéu luu tri

B Cac thdéng diép trao dbi trong moét hé théng an
toan khdng bj thay ddi/sra chira

“Niém phong” tai lieu/thong diép

B “Niém phong” khéng bi stra d6i/pha hiy déng
nghia vdi tai li€u/thong diép toan ven

B “Niém phong”: bam (hash), tom lugc (message
digest), dac s8 kiém tra (checksum)

B Tao ra “niém phong”: ham bam




Ham bam

Muc tiéu an toan
B Toan ven (Integrity)




Ham bam co khoa

O DAau vao la moét chudi cé chiéu dai bién thién, va dau ra cé
chieu dai co dinh

hzz*xK%z”
O Tin: Y

O Cot (Digest): 2"

O Khoa: K
0 h la ham mot chiéu (one way function)
B biét y, rat kho tim x sao cho h(x,k)=y nhung rat kho tinh
0 h co tinh phi dung d0 long (weak collision resistence)
B cho x, rat kho tim y /= x sao cho h(x,k) = h(y, k)
0 h cé tinh phi dung d6 chat (strong collision resistence)
B rat kho tim dudc x /= y sao cho h(x,k) = h(y, k)




Ham bam khong khoda

O DAau vao la moét chudi cé chiéu dai bién thién, va dau ra cé
chieu dai co dinh

3 -3
O Tin: z*

[0 Cot (Digest): zn

0 h la ham mot chiéu (one way function)
B biét y, rat kho tim x sao cho h(x)=y nhung rat kho tinh

0 h co tinh phi dung do long (weak collision resistence)
B cho x, rat kho tim y /= x sao cho h(x) = h(y)

0 h coé tinh phi dung d0 chat (strong collision resistence)
B rat khé tim dudc x /= y sao cho h(x) = h(y)




Ky thuat tao ham bam

Dung cac ham ma hoa

B CBC

® RMDP

E DM

Dung cac phép toan s6 hoc dong du
B QCMDC

m DP

Dung cac ham thiét ké dac biét

H MD4/5

B SHA/SHS




Ky thuat tao ham bam

Dung cac ham ma hoa
B CBC

m RMDP

® DM




CBC - Chaining Block Cipher

Mat ma dbi xung

B Ham ma hoa E

B Khoa K

Ham bam

B M=MIM2.Mn

B Hi = E(K,Mi xor Hi-1)
B H = Hn




RMDP - Rabin, Matyas, Davise,
Price

Mat ma doi xung

B Ham ma hoa E

B Khoa la cac khoi cua tin
Ham bam

B M=MIM2..Mn

B HO = r (r ngau nhién)
B Hi = E(Mi Hi-1)

B H= Hn




DM - Davies, Meyer

Mat ma doi xung

B Ham ma hoa E

B Khoa la cac khoi cua tin
Ham bam

B M=MIM2..Mn

B HO = r (r ngau nhién)
B Hi = E(Mi Hi-1) xor Hi-1
B H = Hn




Ky thuat tao ham bam

N

Dung cac phép toan s6 hoc dong du
B QCMDC

m DP




QCMDC - Quadratic Congruential
Manipulation Dectection Code

M= MIMZ2..Mn

B Mi khoi n bit

N la sO nguyén to0 sao cho
mN>=27(n-1)

Ham bam

B HO = r (r ngau nhién)

B Hi = (Hi-1+Mi)~2 mod N
B H=Hn




DP — Davies, Price

M= MIM2..Mn

N la s6 nguyén t6 sao cho
BN >=2"r

Ham bam

m HO =0

B Hi = (Hi-1 xor Mi)~2 mod N
B H=Hn




Ky thuat tao ham bam

L]

||

Dung cac ham thiét ké dac biét
B SHA/SHS

B MD4/5




SHA-1

SHA = Secure Hash Algorithm

Pudc dé xuat va bao trg bdi NIST
Dung trong hé DSS (Digital Signature
Standard) cua NIST

Pugdc s dung rong rai
B SSL, PGP, SSH, S/MIME, IPSec




SHA-1

Pau vao boi sO cua 512 bit
Gia tri bam 160 bit
80 vong lap tinh toan




Vong lap SHA-1

<<<3°

<<<’S




Vong lap SHA-1

A,B.C,D,E khéi 32 bit

Kt hang sO cua vong lap t

Wt dugc tinh tu cac khoi cua Tin
<< < dich chuyén cac bit sang trai
—— coéng modulo 32

F la ham két hgp cac phép toan logic
B not, and, or, xor




MD5

MD = Message Digest

MD5 dudc dé xuat bdi Rivest vao nam
1991

Pbugc s dung rong rai

B Truyén tap tin

B Luu trr mat khiu




MD5

Pau vao 512 bit

Gia tri bam 128 bit
64 vong lap tinh toan




Vong lap MD5
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Vong lap MD5

A,B,C,D khoi 32 bit

Ki hang s6 cua vong lap i

Mi khoi 32 bit cua Tin

<< < dich chuyén céc bit

FHH céng modulo 32

F la ham két hgp cac phép toan logic
B not, and, or, xor




Tan cong Ham bam

PBe doa/mo6i nguy
B Nghich ly sinh nhat
O Trong mdt nhdm 23 ngudi, xac suat dé cé hai
n;;zu’c‘ji c6 cung mot sinh nhat la khong nho hon
1
B Tan cong dang “sinh nhat”
O Tinh N gia tri bam trong thgi gian va khéng gian
cho pheép
O Luu trf céc gia tri bam dé tim ra dung dd
O Xac suat dung do

B Néu N > 2~(n/2) gia tri bam, thi xac suat dung do la
> 1/2, trong do6 n la d0 dai cua chuoi gia tri bam




Ch{ ky so

1976, Diffie & Hellman lan dau tién dé cap
dén khai niem Ch{ ky so

1989, phién ban thudng mai Chi ky so dau
tién trong Lotus Notes, dua trén RSA

Ung dung

B Hdp dong soO

B Bau cu dién tu

B Giao dich ngan hang

B




Chi ky soO

Muc ti€éu an toan
B Xac thuc (Authentication)
B Chong phu nhan (Non-repudiation)




Hé chir ky soO

'huat toan tao chir ky

B Ky hiéu S

B Pau vao la mot thong tin m

B Chirky S(m)

rThudt toan kiém dinh chir ky

B Ky hiéu V

B Pau vao la thong tin m va ch’ ky kem
theo s

B V(m,s) = true khi va chi khis = S(m)




Ky thuat tao ChiI ky so

Mat ma khoa cong khai

Mat ma khoa cong khai + Ham bam
B RSA + Ham bam

B ElGamal + Ham bam

B DSA




Ch{I ky s6 dung Mat ma khoa cong
khai

RSA
B Chon ngau nhién 2 s6 nguyén td p, g
ODn=p*gq

B Chon e sao cho

0 1<ex<(p-1) *(g-1)

O USCLN(e, (p-1) * (g-1)) = 1
B Chon d sao cho

0 1<d<(p-1) *(g-1)

O e*d =1 mod (p-1) * (g-1)
m Khoa cong khai: (n,e)
m Khoa riéng: (p,q,d)




Chir ky so0 dung RSA

Tin m

Khoa cong khai (n,e)

Khoa riéng (p,q,d)

Tao ch{ ky

B s =m"d modn

Kiém dinh chi ky

B m=?s"emodn




Cht ky sO0 dung RSA

PBe doa/mb6i nguy
B T&n cdbng dang “chon tin”, dua trén dac diém
“nhan tinh” cua RSA
O Néu mi~d mod n la chit ky cia m1, m2~d mod
n la ch@r ky cuia m2, thi (m1*m2)~d mod n la
chir ky cua m1*m2
B Tan cong dang “khong Tin”
0 Lay khoda cong khai k cua Alice
O Tao tin m va chir ky s cia m sao cho m va s
dugc cdng nhén bgi thuat toan kiém dinh str
dung k




Ch{I ky s6 dung Mat ma khoa cong
khai + Ham bam

rang cuong do an toan bang két hgp
B Hé mat ma khoda cong khai

B Ham bam

'huat toan tao ch{t ky

B Ham ma hoda st dung khoa riéng

B Ham bam

Thuat toan kiém dinh chi ky

B Ham giai ma su dung khoa céng khai

B Ham bam




Chuéan Chir ky s6 - DSS

Tao chit ky Kiém dinh chit ky
Ham bam Ham bam
Tém ludc Tém luac
| . Khoéa cdng khai
Khoa riéng —
| ) Sinh ch ky g = Kiém dinh chir ky
Chit ky |
Hop 1/ l

Khoéng hop 1€




Chir ky s60 RSA + Ham bam

Cac thong so
B Ham bam h
B 2 sO nguyén to p,qg




Chir ky s60 RSA + Ham bam

Tao khoa
B n=p*
B Chon e sao cho

O 1 <e<(p-1) *(g-1)

0 USCLN(e, (p-1) * (g-1)) = 1
B Chon d sao cho

O 1<d<(p-1) *(g-1)

O e*d = 1 mod (p-1) * (g-1)
B Khoda cong khai

O (n,e)
B Khoa riéng

O (p,q,d)




Chir ky s60 RSA + Ham bam

fao chi ky

B Tinm

B Ch{r ky

0s =h(m)™~d mod n




Chir ky s60 RSA + Ham bam

Kiém dinh chi ky
B Chif ky s
B Tinm
B Kiém dinh
O h(m) ?= s™e mod n




Chir ky sO0 ElGamal + Ham bam

Cac thong so
B Ham bam h
B SO nguyén to p
B SO nguyén g sao cho
0 g~c=bmodp
trong do b,p nguyén t6 cung nhau




Chir ky sO0 ElGamal + Ham bam

fao khoa
B Chonasaocho 0 < a < p-1
O0A=g”amodp
a dudc goi la logarit rdi rac cua A
B Khoa cbng khai
O (p,g,A)
B Khoa riéng
1 a




Chir ky sO0 ElGamal + Ham bam

fao chi ky
B Tinm
B Chon k sao cho
O 0< k< p-1
O k nguyén to cung nhau vdi p-1
B Chir ky
O r=g~kmodp
O s =k~(-1) * (h(m) — a*r) mod (p-1)




Chir ky sO0 ElGamal + Ham bam

Kiém dinh chi ky
m Chi ky (r,s)
B Tinm
B Kiém dinh
O 0<r<p
O 0<s < p-1
O ANr*rns ?= g”~h(m) mod p




Chir ky so DSA

Cac thong so

B Ham bam h

B SO nguyén tod g

B SO nguyén p sao cho
0 p-1 la bli sb6 cua g

B SO nguyén g sao cho

O g = x~((p-1)/q) mod p
trong do x < p




Chir ky so DSA

fao khoa

m Chona<g
O0A=g”amodp

B Khoa cong khai
O (p,q,9,A)

B Khoa riéng

1 a




Chir ky s0 DSA

rao chir ky

B Tinm

B Chonksaocho0O<k<g

B Chi ky

O r=(g™k mod p) mod g

O s =k~(-1) * (h(m) + a*r) mod g




Chir ky so DSA

Kiém dinh chi ky
m Chi ky (r,s)
B Tinm
B Kiém dinh
O 0<r<g

0 0O<s<g

O r=((g™(s"(-1)*h(m) mod q) A™(r*s”™(-1)
mod g)) mod p) mod g




