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Chu de

Hé mat ma khoa cong khai (bat doi
xung)




Tai sao HE mat ma khoa cong khai

Hé mat ma khoa dbi xing khdong dap Ung
dudc 2 muc tiéu an toan
B Xac thuc

O Alice va Bob trao doi théng tin bi méat

[0 Alice can phai biét thong tin chac chan dén tur
Bob, va ngudc lai

B Chong phu nhan
O Alice va Bob trao doi théng tin bi mat

O NEu Alice da gui thong tin nao d6 cho Bob thi
Alice khong thé choi bo thong tin d6 la cua minh




Tai sao HE mat ma khoa cong khai

Quan ly khoa doi xing la mot van dé

nan giai

B Trong cac hé khoéa ddi x&rng, moi c3p
nguci dung phai co khoa riéng

B N ngudi dung can N * (N-1)/2 khoa

B Viéc quan ly khoa tré nén phuc tap khi
sO lugng nguci dung tang




Hé mat ma khoa cong khai

MOi ngudi dung c6 1 khoda riéng va 1

khoa cong khai

B Khoa riéng bi mat

B Khoda cong khai cé thé chia xé

Quan ly khoa

B N nguci dung can N khoa cong khai dugc
xac thuc

B Ha tang khoa cong khai PKI




Hé mat ma khoa cong khai

M3 hda dung khoa cong khai k
B C=FE(kM)

Giai ma dung khoa riéng K

B M=DKC)

Khoa cong khai

Tin

*» Ma hoa

Khoa riéng

» Giai ma

Tin ban dau




Hé mat ma khoa cong khai

M3 hda dung khoa riéng K

B C=FEKM)
Giai ma dung khoa cong khai k
B M=D(kC)
Khoa riéng Khoa cong khai
 Ma hoa = * Giai ma —
Tin Ma Tin ban dau




Khoa bi mat vs. Khda cong khai

Khda bi mat

Khoa cong khai

SO khoa

Bao vé khoa

Khoa dugc gilr bi

1 khoda bi mat

mat 1 khoéa cong khai
Ung dung Bi mat va toan ven| Trao ddi khda
du lieu Xac thuc
Toc do Nhanh Cham




Hé mat ma khoa cong khai

Ly thuyét nén tang

B DO phuc tap

B SO hoc dong du (Modular Arithmetic)
Cac hé Mat ma khoda cong khai
RSA

MerkleHellman

ElGamal

Rabin
budng cong élip (Elliptic Curve)




B0 phuc tap

Bo phutc tap tinh toan (thdi gian)

B Van dé “dé”: Iop P

B V3n dé “khé”: I8p NP

Giai quyét cac van de P

B SO truong hgp phai xét dén la mot ham da thuc
Giai quyét cac van dé NP

B SO trudng hgp phai xét dén la ham Iy thua

Cac hé mat ma khoéa cong khai dua trén
dé kho/phdc tap cua giai thuat bé khéa




So hoc dong du

SO hoc dong du

B amodn

B aopbmodn
Dop=+l_l*l/l/\

Vi du:

B 40 mod 6 =4

B 5+2mod6=1

B 9-4mod3=2

B 5*3mod6=3

]

]

4/2 mod 3 = 2
24 mod 6 = 4




So hoc dong du

O

O

O

a mod n

B SO ducuaachian
a+ b modn

B SOducuaa+ bchian
a-bmodn

B SOoducuaa-bchian
a*bmodn

B SOducuaa*bchian
a b modn

B Thu tuc binh phucng
a/bmodn

B Giai thuat Euclide md rong




Thu tuc binh phuong

Dua vao tinh chat

B a*b modn = ((a mod n)*(b mod n)) mod n

Tinh an~25

B a~25 = a”(11001)

" a~(11001) = a”~(10000+1000+1)

I a’\(110000+1000+1) = a”~10000 * a~1000 *
a/\

m a~10000 * a~1000 * a1 = a”~16 * a8 * a1

Do phuc tap (O(logb*(logs)”2))

Hiéu qua hon phudng phap tinh liy thua

bang phép nhan dong du (O(b*(logs)~2))




Thu tuc binh phuong

ModExp1(a,b, s)
0 Vao:
B 3 sO nguyén du’dng a,b,ssaochoa<s
B bn-1:--b1b0 Ia biéu dién nhj phan clia b, n = [logb]

[0 Ra: a”b mod s

p[0] = a mod s
fori =1ton-1
pli] = p[i—1]"2 mod s
r=1
fori = 0ton-1
if b[i] = 1 then r = r*p[i] mod s
return r




Bai tap

['inh 6273 mod 100

73 =220 + 2”23 + 276

6"73 = 6 * 67~ (27N3)*61°N(276)

6 =6 mod 100

6~ (273) = 16 mod 100

6”(276) = -4 mod 100

6”"73 =6 *(16) * (-4) = 16 mod 100




Giai thuat Euclide md rong

Giai thuat Euclide
B Tinh USCLN(a,b)
B Dua trén tinh chat

[0 Néu a > b thi USCLN(a,b) = USCLN(a mod
b,b)

Giai thuat Euclide md rong

B Tinh 2 sO X, y sao cho
O a*x + b*y = USCLN(a,b)

B Giai quyét bai toan tim x sao cho
0 a*x =1mods




Giai thuat Euclide md rong

Extended-Euclid(a,b)

Vao: 2 s6 nguyén ducng a,b
Ra: 3 s6 nguyén x,y,d sao cho
d = USCLN(a,b) va ax+by = d

1. Néu b = 0 thi tra vé (1,0,a)

2. Tim g, r sao cho a = b*qg+r

3. (x',y ,d) = Extended-Euclid(b, r)
4. Tra veée (y ,x —qg*y’ ,d)




Bai tap

Dung gidi thuét Euclide md& rong dé tim
USCLN(120,23)

a b q r X y d
120 | 23 5 5 -9 47 1
23 5 4 3 2 -9 1
5 3 1 2 -1 2 1
3 2 1 1 1 -1 1
2 1 2 0 0 1 1
1 0 _ _ 1 0 1




Bai tap

Dung gidi thuét Euclide md& rong dé tim

tim x sao cho 51*x mod 100 = 1

B NéEu a*x mod n = 1 thi ton tai k trong do a*x =
1 + n*k

B Tacoa*x-n*k=1

B Daty = -k, ta dudc a*x + b*y = 1

B Tim x,y bang giai thuat Euclide md rong
O x=-49, y =25




Hé Mat ma khoa cong khai RSA

RSA

B 1978 Rivest, Shamir va Adlerman phat
minh ra hé mat ma RSA

B Hé mat ma khda cdng khai pho bién va
da nang nhat trong thuc té

B SuU dung cac két qua trong so hoc dong
du

B Dua trén d6 phuc tap cua bai toan
OO0 phan tich s6 nguyén ra thua s6 nguyén to




RSA - Tao khoa

OO Chon ngau nhién 2 s6 nguyén td p, q
B n=p*g
[0 Chon e sao cho
B 1<e<(p-1) *(g-1)
B USCLN(e, (p-1) * (g-1)) =1
[0 Chon d sao cho
B 1<d<(p-1) *(g-1)
B e*d =1mod ((p-1) * (9-1))
O Khoda cong khai
® (ne)
O Khoa riéng
= (p,q,d)




RSA - Tao khoa

Vi du

B p=11,q9g = 23

n=11*%23 = 253

(p-1)*(g-1) = 10*22=220

USCLN(e,220) = 1

0 gia tri nho nhat e = 3

B ap dung giai thuat Euclide mad réng
O d= 147




RSA - Ma hoa

Ma hoa su dung khoa cong khai
B Tinm
B Khoa cong khai (n,e)
m M3
[0 c=m”~e modn




RSA - Ma hoa

7

O o
| 'C

=11,q = 23

= 11*23 = 253
(p-1)*(g-1) = 10*22=220
e =3

d =147

Tin m = 165

Ma

0 c=16523 mod 253 =110

H HEHEEERC
>
I




RSA - Giai ma

[in M

Khda cong khai (n,e)
Khoa riéng (p,q,d)
Ma c = m”~e mod n
Giai ma

B m=c~d modn




RSA - Giai ma

Vi du
B p=11,q9 = 23
B n=11*%23 = 253
B (p-1)*(g-1) = 10*22=220
=3
m d= 147
B M3
0 c=16523 mod 253 = 110
B Tin

O m=1107147 mod 253 = 165




RSA - Dinh Iy RSA

Néu

(n,e) la khoa cong khai
(p,q,d) la khoa riéng
O<=m<n

thi
(m~e)»d mod n = m




RSA - Binh ly Euler & Fermat

Néu

ef(n) la s6 “s6 nguyén ducng nho haon
n va hguyén té6 cung nhau vdi n”

X va n la hai s0 nguyén t6 cung nhau

thi
x~ef(n) = 1 mod n




RSA- DO an toan

RSA va bai toan phan tich thua s6 nguyén

to

B Khoda cong khai (n,e)

B Khoa riéng (p,q,d) dugc gilr bi mat

B DO an toan cua RSA dua trén d6 kho/phurc tap
cua bai toan tinh (p,q,d) tu (n,e)

O p,q la 2 sO nguyén to,
O n=p*q
O e,d dudgc tinh tu p,qg
B Do dod bai toan trén qui vé bai toan PTTSNT(n)




RSA- DO an toan

Lua chon p,g
B Dam bdo rang bai toan PTTSNT(n) thuc
su kho

B Tranh tinh trang p,q roi vao nhirng
trudng hgp dac biét ma bai toan trén tro
nén dé dang
O Vi du: p-1 co6 cac thua s6 nguyén t6 nho

B p,q phai co dd dai tdi thiéu la 512 bit

B p,gq xap xi nhau




RSA- DO an toan

Lua chon e

B e nhd nhit cd thé

B e khong nho qua dé tranh bj tdn cong
theo dang “low exponent”

Lua chon d

m d khong nhd qué (d < n/4) dé tradnh tén
cong dang “low decryption”




RSA - Hiéu nang

Nhan, chia, sO du phep chia
rinh Iy thua modulo

HE m™e mod n
B c~d mod n

6c do rat cham so véi DES




Cac Mat ma khoa cong khai khac

MerkleHellman

ElGamal

Rabin

Pudng cong éElip (Elliptic Curve)




RSA - Bai tap

O Chop=7,q=11. Gia su Alice dung khoa cong khai
(n,e) = (77 17).

Tim khoa riéng.

Biét rdng cac ky tu tir A d&n Z dugc biéu dieén bdng cac
SO S%uye n tir 00 dén 25. D&u cach dugc biéu dién bang
SO 26.

Bob mudn gui cho Alice Tin “HELLO WORLD” su dung hé
mat ma RSA.

Tinh Ma tuong Ung.

Giai Ma.




Bap an
® (pqgd =(/,11,53)
B Tin
OH E L L O W OR L D

007041111 142622 1417 11 03
B M3

[0 28 1644 44 42 38 22 42 19 44 75




Bai tap

Chung minh Binh ly Euler & Fermat
Chiung minh Dinh ly RSA




