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Mat ma hoc

Mat ma hoc (Cryptology)

B Mat ma (Cryptography)

B M3 tham (Cryptanalysis)

Mat ma

B Tang cuong cac tinh chat Bi mat va Toan ven
thong tin: cac phép ma hoa

B Xay dung cac k¥ thuat trao doi thong tin bi mat:
cac giao thic mat ma

Ma tham

B Pha ma




Lich su hganh Mat ma

O

O

Giai doan “Tién su” (~ 2000, TCN)

B Nhi'ng dau hiéu dau tién cua Mat ma xuat hién & bén
bG song Nile, Ai Cap

Giai doan “Mat ma thu cong” (~ 50, TCN)

B Phép ma hoa Ceasar

Giai doan “Mat ma co hoc” (cho dén Thé chién 2)

B May Enigma & buc

B Cac nghién clu vé Ma tham ¢ Anh

Giai doan “Mat ma dién tu”

B Dua vao Toan hoc va Tin hoc

B DPugc dat nén mdng bdi Shanon, Diffie va Hellman

B Khoa bi mat (DES, AES,...), Khda cong khai (RSA,
ElGamal, ...)




Trao doi théng tin bi mat

Alice va Bob trao doi thong tin bi mat,
dudc ma hoa

Eve va Charlie tdn cong bang giai ma

Tan cong thu dong
@: R Bob

Charlie

Tan cong chu dong




Muc tiéu An toan

Bi mat (Confidentiality)

foan ven (Integrity)

Xac thuc (Authentication)

Chong phu nhan (Non-repudiation)




Chu de

Hé mat m3a co dién

Hé mat ma khoa bi mat (d6i xing)
Hé mat ma khoda cong khai (bat doi
xung)

Ham bam, chil ky soO

Quan ly khoa, giao thuc mat ma,...




HE mat ma

Hé Mat ma = BO 5 (K,M,C,E,D)

Khéng gian Khoa (Key): K

Khong gian Tin (Message/Plaintext): M
Khong gian Ma (Cipher): C

Ham ma hoa (Encryption)
mEKXxM->C

Ham giai ma (Decryption)
mD:KxC->M







Hé méat m3a cd dién

Tin

A 4

Ma hoa

» Giai ma

Tin ban dau

n
>




Hé méat m3a cd dién

Ma hoan vi
Ma don thé




Ma hoan vi

Cac ky tu trong Tin dudc hoan vi cho
nhau




Ma hoan vi

Hoan vij cot

chuyén thanh

|

cl c2 c3 c4 ch5

cb6 c/ c8 c9 cl0
cll/ cl2

cl cb6 cll c2 c/
cl2 c3 c8
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Ma don the

Moi ky tu dugdc thay thé bang mot ky
tu khac




Ma don the

Ma Ceasar: c=m + n

m: ky tu trong Tin

c: ky tu tuong Ung trong Ma
n: dé dich chuyén

+: phép cong modulo 26

Vidu: n =3
Tin: ABCDEFGHIJKLMNOPQRSTUVWXYZ
Ma: defghijkimnopgrstuvwxyzabc




Ma Ceasar

Tin

TREATY
IMPOSSIBLE




Ma Ceasar

Tin Ma

TREATY WUHDWB
IMPOSSIBLE LPSRVVLEOH




Chu de

Hé mat ma khoa bi mat (d6i xing)




Hé mat ma khoa doi xung

Duy nhat mot khoa cho qua trinh ma
hoa va giai ma

B C=E(KM)

B M=DKC)

Khoa phai dugc gilr bi mat




Hé mat ma khoa doi xung

Khoa duy nhat

Tin

» Ma hoa

» Giai ma

Tin ban dau




Cac Hé mat ma khoa doi xung

Ma ludng

B Ma Vigenere
B Ma Vernam
Ma khoi

B DES

B AES




Ma ludng

Bon vi ma hoa ca ban la cac ky tu

B Cac ky tu trong Tin dudc ma hoda tach
biét
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Ma Vigenere

Khoa

B BENCH

Elg

B A LIMERICK PACKS LAUGHS ANATOMICAL

NOi dai Khoa

m B ENCHBENC HBENC HBENCH BENCHBENCH

Ma hoa
B Khoa: B ENCHBENC HBENC HBENCH BENCHBENCH
B Tin: A LIMERICK PACKS LAUGHS ANATOMICAL

B Ma: B PVOLSMPM WBGXU SBYTJZ BRNVVNMPCS




Ma Vernam

O Ky tu la cac bit

O Khoa
B K= K1K2K3...Kn
B S8 ngau nhién

L Tin
" M=MIM2M3...Mn

[0 Ma
B C=C1C2C3..Cn
trong d6 Ci = Ki xor Mi

Ki Mi Ci = Ki
xor Mi

0 0 0

0 1 1

1 0 1

1 1 0




Ma khoi

Bon vi ma hoa co ban la cac khoi ky

tu

Cac tham s6 bao gom kich thudc khoi

va chiéu dai khoa

B Kich thudc khdi I6n dé ch6ng tan cong
bang thong ké

B Chiéu dai khoa I6n dé chéng tdn cong vét
can




Data Encryption Standard (DES)

O Lich s
B ~ 1970, NIST kéu goi xay dung hé mat ma danh cho
cong chung
B 1974, IBM xay dung DES trén nén tang cua hé
Lucifer
B 1979, chuin hda
0 Muc tiéu
B Muc dich si dung rong rai
B DO an toan cao
B Khong phu thudc vao tinh bi mat cua thuat toan
0 Ung dung
m ATM
B Truy nhap tu xa
O




Data Encryption Standard (DES)

DES

Khoi 64 bit
Khoa 56 bit

16 vong lap ma hda
Moi vong két hgp Hoan vi + Don thé

Tin

Khda 56 bit

|

* Ma hoda DES




Ma hoa DES

T oab KHOA 64-bit

Hoan vi dau IP KS
v K1 48-bit
vong 1
v K2 48-bit
Vong 2
l K16 48-bit
Vong 16 |
Hoan vi cudi Fp

MA 64-bit




IP, FP

IP FP
58 50 42 34 26 18 10 2 40 8 48 16 56 24 64 32
60 52 44 36 28 20 12 4 39 7 47 15 55 23 63 31
62 54 46 38 30 22 14 6 38 6 46 14 54 22 62 30
64 56 48 40 32 24 16 8 37 5 45 13 53 21 61 29
57 49 41 33 25 17 9 1 36 4 44 12 52 20 60 28
59 51 43 35 27 19 11 3 35 3 43 11 51 19 59 27
61 53 45 37 29 21 13 5 34 2 42 10 50 18 58 26
63 55 47 39 31 23 15 7 33 1 41 9 49 17 57 25

IP(b1b2...b64) = b58b50...b7
FP(b1b2...b64) = b40b8...b25




KS

KS1 KS2
57 49 41 33 25 17 9 14 17 11 24 1 5
1 58 50 42 34 26 18 3 28 15 6 21 10
10 2 59 51 43 35 27 23 19 12 4 26 8
19 11 3 60 52 44 36 16 7 27 20 13 2
63 55 47 39 31 23 15 41 52 31 37 47 55
7 62 54 46 38 30 22 30 40 51 45 33 48
14 6 61 53 45 37 29 44 49 39 56 34 53
21 13 5 28 20 12 4 46 42 50 36 29 32

O KS1 chuyén khéi 64 bit thanh khdi 2 khdi 28 bit

B KS1(b1b2..b64) = b57b49...b36 b63b55...b4
0 KS2 chuyén 2 khaoi 28 bit thanh khoi 48 bit

B KS2 (b1b2..b56) = b14b17..b32




KS

Khoéa ban dau K
(CO,D0) = KS1(K)
Ki = KS2 (Ci,Di)

B Ci
O Dich chuyén vong tron sang trai 1 bit Ci-1
néui=1,29,16
O Dich chuyén vong tron sang trai 2 bit Ci-1
trong cac truong hop khac

B Tuong tu cho Di




Vong lap DES

32 bit trai 32 bit phai

E

khoa 48-bit

S-boxes

P

» Xor

32 bit trai 32 bit phai




E
32 1 2 3 4 5 16 7 20 21
4 5 6 7 8 9 29 T 28 17
8 9 10 11 12 13 1 15 23 26
12 13 14 15 16 17 5 18 31 10
16 17 18 19 20 21 2 8 24 14
20 21 22 23 24 25 32 27 3 9
24 25 26 27 28 29 19 13 30 6
28 29 30 31 32 1 22 = 4 25

E(b1b2..b32) = b32b1...b1
P(blb2..b32) = b16b/...b25




S-Boxes

00 Chuyén khéi 48 bit thanh khai 32 bit
B 8 khaoi 6 bit: S1, S2,...,S8 (b1b2b3b4b5b6)
B Chuyén S1 thanh khéi 4 bit
0 blb6 cho gia tri thap phan i
O b2b3b4b5 cho gia tri thap phan j
O két qua tai dong i cot j cua bang S1

0 1 2 3 4 5 6 7 8 9 (10| 11 | 12 | 13
0 |14 4 |13 | 1 2 |15 11| 8 3 110 6 | 12| 5 9 0
1 15| 7 4 (14| 2 | 13| 1 (10| 6 | 12 | 11 3
2 1 (14| 8 | 13| 6 2 |11 15112 | 9 Z 3 10| 5
3 |15 12| 8 2 4 9 1 7 5111 | 3 | 14|10 | O 6

B Tudng tu dbi vai S2,53,...,58 (co6 bang riéng)




S-Boxes

0 Chuyén S1 (110001) thanh khdgi 4 bit
B blb6 (11) cho gia tri thap phani (3)
B b2b3b4b5 (1000) cho gia tri thap phan j (8):
B két qua (5) tai dong i (3) cot j (8) cua bang S1

0 2 3 4 5 6 9 (10} 11 | 12 | 13
0 |14 4 [13 | 1 2 |15 | 11 10| 6 | 12 0
1 0 |15 ]| 7 4 (14| 2 | 13| 1 (|10} 6 | 12 | 11 3
2 1 (14| 8 | 13| 6 2 |11 |15 12| 9 7 3 |110| 5
S—=Eb——r 8 2z 4 7 5——F o0 6

5 (Thap phan) = 0101 (Nhj phan)




Giai ma DES

SU dung cung mot day khoa
rhr tu cac khoa dao ngugc
Hodn doi 2 nira trai, phai
rhuc hién cung sO vong lap




Piém yé&u DES

0 Tim khoa bang vét can

L

B 2°khaning
SU dung tinh bu dé loai tru s60 kha nang khoa

¢ = DES(k,m)=>¢ = DES(k,m)

Vi du ——
1011=0100

Khda yéu

B c = DES(k, m) va m = DES(k, c)
B c =DES(ki,m) va c = DES(k2,m)
Ma tham

Vi sai

Tuyén tinh

Davies




3DES

Ma hoa

B c=FE(k3(D(k2,E(kl,m)))
Giai ma

B m=D(kl,(E(kZ2,D(k3,c)))
Lua chon khoa

B k1,k2,k3 dbdc lap

B ki1,k2 doOc lap va k3 = k1
B kl1=k2=k3




Advanced Encryption Standard
(AES)

O 1997, NIST kéu goi xay dung mét hé mat ma mdi dé
thay thé DES
O Hé Rijndael cia Daemen va Rijmen dudc lua chon

0 2001, hé Rijndael dugc chudn hoda thanh AES
B Dua trén ly thuyét “Trudng Galois”
Khoi 128 bit
Khoa 128, 192, 256 bit
n vong lap ma hda, phu thudc vao chiéu dai khoéa
O Khoa 128 bit, n = 10
O Khoéa 192 bit, n = 12
O Khoéa 256 bit, n = 14
B MOoi vong két hgp Hodn vi + Ban thé




