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Chu de

Quan ly khoa, giao thuc mat ma,...




Giao thuc mat ma

Giao thiuc mat ma

Thdng nhat khoa
OO0 Diffie-Hellman
Xac thuc
[0 Needham-Schroeder




Giao thu'c

Giao thuc

Mot chuoi cdc budc thuc hién

Cac budc thuc hién phai tuéng minh
Tat ca cac tinh hudng phai dugc du tinh
va cO cac budc thuc hién trudc

Co it nhat 2 bén tham du

Cac bén tham du phai hiéu biét va tuan
thu cac budc thuc hién




Giao thuc mat ma

Giao thuc truyén thong = Giao thuc trong
dé cac budc thuc hién la trao dbi thdng tin
Giao thuc mat ma = Giao thuc truyén thong
+ Mat ma hoc

Thong thudng mot giao thi'c mat ma két
hgp cac khia canh sau

B Thong nhat khoa

B Xac thuc

B Ma hoa

B Chong phu nhan




MO ta giao thuc mat ma

Cac thuc thé tham gia giao thic
Cac budc thuc hién cua giao thurc
1. Budc 1
2. Budc 2
3=
Mot budc thuc hién
B Alice gui cho Bob thong tin M
0 Aice -> Bob: M




Giao thuc mat ma SSL/TLS

SSL/TLS

B Giao thi’c mat ma dé trao doi thong tin
trén Internet

B SSL dudc phat trién bdi Netscape
TLS ké thua tu SSL phién ban 3.0
Ung dung

OO0 Duyét Web, Email, IM, VolP,...

0 Thudng mai dién tu: Visa, MasterCard,
American Express,...




Khai tao phién SSL/TLS

Cac pha khdi tao SSL/TSL

1. Bat tay

2. Thuong luong lua chon giai thuat
[0 Thong nhat khoa: RSA, Diffie-Hellman,...
0 Ma hda khoda do6i xing: 3DES, AES,...
[0 Chit ky s8: RSA, DSA, ...
O Ham bam: SHA, MD5,...

3. Xac thuc

4. Thong nhat khoa




Khai tao phién SSL/TLS

1. Client chao Server
0 C->S: Hi, I'm Client
2. Server chao Client
O S ->C: Hi, I'm Server
3. Server xac thuc vgi Client
O S -> C: PK, sig(PK)
4. Client ki€m dinh chi{r ky sig(PK)
5. Client tao ra mot sO0 ngau nhién bi mat
0 MS
6. Client gui Server MS ma hoa
O C->S:y=E(PK,MS)
7. Server giai may
0 MS = D(K,y)
8. Client va Server tao 2 khoda bi mat
O K1, K2 = h(MS)




Giao thuc mat ma

Thdng nhat khoa
[0 Diffie-Hellman

O




Thong nhat khoa

[rao doi thdong tin bi mat véi téc do

nhanh

B Mat ma khoa doi xUng

rhiét 1ap va trao doi khoa

m Cac thuc thé tham gia phai th6ng nhét
khoa do6i xing

B Qua trinh thong nhat khoa phai dam bao

O Tinh bi mat

0 Tinh toan ven




Giao thuc Diffie-Hellman

1976, Diffie va Hellman phat minh
giao thuc thong nhat khoa

B Hinh thanh va trao ddi khdéa chung bi
mat trén mot kénh truyén tin khong an
toan

Su dung cac ket qua trong ly thuyet
nhom sO0 nguyén nhan tinh dong du’

Dua trén do phuc tap cua bai toan
B |logarit roi rac




Diffie-Hellman

1=

2

3.

Alice (A) chon va gui cho Bob (B) s6 ng uyﬁ

top v
mot o) an tor nguyén thuy g thuéc nhém n tin

QJ>3

h mod

I:IA>Bpg

Alice chon mot s6 tu nhién ngau nhién a va gui g”a
mod p cho Bob

O A->B: g’\amodp

Bob chon mdt s& tu nhién ngau nhién b va gri g2b mod
p cho Alice

O B->A:g”bmodp

Alice tinh (g”~b mod p)”~a mod p
Bob tinh (g”ra mod p)”~b mod p
Khoéa chung bi mat g~ (a*b) mod p




Diffie-Hellman

O Vidu:p=23,g=5,a=6,b=15

1. Alice gui Bob p=23, g=5
O A->B: 23,5

2 Alié:e chon a=6, va gui Bob g”~a mod p = 526 mod 23
O A->B:8

3. Bob chon b=15, va gui Alice g~b mod p = 52415 mod
23 =19
O B->A:19

4. Alice tinh
0 1976 mod 23 =2

5. Bob tinh
0 8715 mod 23 =2

6. Khoa K =2




B0 an toan cua Diffie-Hellman

Khoa bi mat

B Bai toan Diffie-Hellman
O Bi€t g, g™a, g”b. Tim g~ (a*b)?

B Bai toan Logarit rdi rac
0 Biét g™a. Tim a?

Tinh xac thuc

B Tan cobng dang “Man-in-the-middle”
0 Alice va Bob muon thong nhat khoa bi mat
[0 Eve la ké & gilra
0 Alice va Eve thong nhat g~ (a*e)
0 Bob va Eve thong nhat g~ (b*e)




Giao thuc mat ma

O

Xac thuc
[0 Needham-Schroeder




Xac thuc

Rat nhiéu U'ng dung doi hoi cac thuc
thé tham gia phai chirng minh danh
tinh
B MO hinh Client-Server an toan
Qua trinh xac nhan danh tinh cua cac
thuc thé phai dam bao
B Tinh toan ven

[0 Chong mao danh




Giao thuc Needham-Schroeder

1978, Needham va Schroeder phat minh

giao thuc xac thuc trén mang may tinh

khong an toan

B Chuing minh nhan dang cla céc thuc thé trao doi
thong tin

B Ngdn chdn nghe lén, thay déi thong tin

Ung dung

B Xac thuc trong mo hinh Client-Server: Kerberos

2 loai giao thuc

B Khoa doi xung

B Khoa cong khai




Needham-Schroeder khoa doi xung

Alice (A) muén trao doi théng tin vai
Bob (B)

Alice va Bob cung tin tuéng mot
Server (S) trung gian

B Kas khoa dobi xing gitta Ava S

B Kbs khoa doi xUrng gitrta B va S

B Na va Nb la cac “nonce”

B Kab la khoa d6i xing giita A va B




Needham-Schroeder khoa doi xung

=

2.

3.

4.

5.

A gui thong tin cua minh va Bcho S

O A->S:AB,Na

S gui khoa Kab cho A, thong tin dugc ma hoa

0 S -> A: {Na,Kab,B,{Kab,A} Kbs} Kas

A gui khoa Kab cho Bob, théng tin dugc ma hoa

0 A->B: {Kab,A} Kbs

E,tré |I0i A da nhan dugc khoa Kab, thong tin dugc ma
0a

O B->A: {Nb} Kab

A bdo B réng A san sang va dang gilt khda Kab,

thong tin dugc ma hoda

0 A->B: {Nb-1} Kab




Tan cong Needham-Schroeder khoa
doi xung

fan cong “Replay”

B Charlie lay duoc {Kab,A}_Kbs va su
dung Kab ¢ mot phién trao d6i thong
tin khac véi Bob ma Bob khong phat
hién dugc




Ngan chan tan cong “Replay”

Giai phap dung trong Kerberos
B Tem thdi gian (Timestamp)
B Nonce




Needham-Schroeder khoa cong
khai

Alice (A) muén trao doi théng tin vai
Bob (B)

Alice va Bob cung tin tuéng mot
Server (S) trung gian

B Ka va ka khoa riéng va cong khai cua A
m Kb va kb khoa riéng va cong khai cua B
B Ks va ks khoa riéng va cong khai cua S
B Na va Nb la cac “nonce”




Needham-Schroeder khoa cong
khai

1. A yéu cau S khoa cong khai cua B
0 A->S:AB
2. S gui khoéa cong khai cua B cho A
O S->A: {kb,B} Ks
3. A gui nonce cua minh cho B
O A->B: {NaA} kb
4. B yéu cau S khoa cong khai cua A
0 B->S:BA
5. S gui khdéa cong khai cua A cho B
O S->B: {kaA} _Ks
6. B gui nonce cua minh va cua A cho A
O B->A: {Na,Nb} ka
7. A khang dinh da nhan dugc nonce cua B
O A->B: {Nb} kb




Tan cong Needham-Schroeder khoa
cong khai

0 Tan cong “Man-in-the-middle”
1. A->1I: {Na,A}_Kki

I ->B: {Na,A} kb

B->1: {Na,Nb} ka

. I-> A: {Na,Nb}_ka

. A->1. {Nb} ki

I->B: {Nb} kb

N U A W




Ngan chan tdn cong “Man-in-the-
middle”

[hay

B B->A: {Na,Nb} ka
BJi

B B->A: {Na,Nb,B} ka




