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Muc tiéu su pham

O Sinh vién khong ngu gat
[0 Sinh vién nam dudc kién thirc
O Sinh vién thich mon hoc




Muc tieéu mon hoc

Nam virng cac khai niém co ban trong an

toan HTTT: moi de doa, bién phap ngan

chan

Nam dugc co sé cua ly thuyét mat ma

B Cac hé mat ma

B Ung dung: chir ky s6, xac thuc, giao thirc truyén
thong bao mat, thuong mai dién tu, ...

Pbanh gia d0 tin cay cua cac HTTT

Hudng dén xay dung chinh sach va deé ra

giai phap an toan bao mat cho cac HTTT




NOi dung

Khai niém cd ban vé an toan thong tin

Mat ma hoc

B Mat ma cb dién va cadc hé mat ma hda cdng khai
B Chir ky dién tu, ky thuat ham bam

B Giao thuc mat ma va an toan thong tin

An toan cac HTTT

B An toan phan mém

B An toan hé diéu hanh

B An toan cd so di liéu

B An toan mang, Web




Su can thiet cua An toan HTTI

Thiét hai an toan HTT]

Thiét hai thgi gian: theo vién SANS, may
tinh khong dudc bao vé chi “sdng sot” <
20’ trén internet

Thiét hai kinh té: ~ ty USD hang nam

1. Virat

2. Tu choéi dich vu
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An toan

Muc ti€u cua an toan la bao vé “tai
san’ tranh khoi cac “moi de doa”, su
dung cac “bién phap ngan chan”

[ai san nao?
MoOi de doa nao?
Bién phap ngan chan nao?




An toan HTT]

[ai san: phan cdng, phan mém, di
lieu

MoOi de doa: pha hoai, can thiép, sua
doi

Bién phap ngan chan: ma héda, kiém
soat thong qua phan mém/phan
cung/cac chinh sach




An toan HTT]

3 Muc tiéu:

Bi mat (Confidentiability): tai san chi
dudc truy nhap bdi nhirng ngudi co
quyén

Toan ven (Intergr/ty) tai san chi
dugc tao/xoa/SLra doi bdi nhirng ngudi
cO qUYEn

San dung (Availability): tai san san

sang dé dap u’ng su dung cho nhirng
ngucdi cO quyén




Hoi/Pap

Nhirng bién phap ngan chan nao dang
dugc su dung trén may tinh ca nhan
cua ban?

Cac bién phap nay nham ngan chan
nhirng de doa nao?




An toan HTTT - MGi de doa

Phan mém do6c hai (Malware)
Phishing

Spam

Tu chéi dich vu (Denial of service)

Truy nhap trai phép (Unauthorized
access)

Giao dich gian lan (Fraudulent
transaction)




An toan HTTT - Bién phap

OO0O00000000

Giao thuc ma hoa

Kiém tra ngudi st dung + méat khau
Quet/diét phan mém ac tinh

Gidi han truy nhap

Phan quyén trong hé dieu hanh
Tudng Ira

Hé thong phat hién dot nhap

The thong minh ma hda

Khoda




Cac chu dé

Mat ma hoc

An toan phan mém
An toan hé diéu hanh
An toan co sqd dir liéu
An toan mang, Web




Cac chu de (1)

Mat ma hoc

Hé& Mat m3 co dién

Hé Mat ma khoa bi mat
Hé Mat ma khoa cong khai
Ham bam, ch{l ky sO
Quan ly khoa, giao thuc mat ma3, ...




Trom 6t0 bang may tinh xach tay

0 2007, chiéc BMW X5 cua David Beckham bj danh cap &
Madnd

O Ké cap sir dung may tinh xach tay, ang ten va phan
mem dé bé khoa

B Ang ten dé thu sdng phét ra tir chip RFID dugc cai
trong khoa

B Phan mém dugc dung dé thir tat ca cac kha ndng ma
hdéa (hang nghin ty)

Nguon:
http://www.msnbc.msn.com/id/13507939

O 2004, cac nha nghién ciru cua PH Johns Hopkins da be
dugc 'khéa cla mot sO xe ddi mdi

B Texas Instruments, nha san xuat chip RFID, bo qua
I5i canh bao cda nhém nghién clu




Giai ma Enigma

May ma hoa va giai ma phat minh bJi
Arthur Scherbius cudi thé chién th{ nhat
Enigma dugc su dung trong quan doi buc
Quoc xa trong thé chién thu hai

Cong trinh giai ma Enigma ctia quan Bong
minh dudc cac su gia danh gia la rdt gon 2
nam thdi gian thé chién

Mot trong nhitng luc Iugng gidi ma ndi tiéng
la nhdm HUT 8 cua Anh, do Alain Turing
dan dau




Cac chu de (2) & (3)

An toan phan mém
B Cac moi de doa
B Cac bién phap an toan
O Soat 10i
O Kiém dinh
O Lap trinh an toan
An toan hé diéu hanh
B Cac moéi de doa
B Cac bién phap an toan
O Phan quyén, Diéu khién truy nhap, Sandbox
O Trusted computing




Tan cong iPhone

O 2007, cac nhéln%hjén cuu cua Independent Security
Evaluators phat hien mot 10 hong tao dieu kien cho ke
dot nhap kiem soat iPhone

O Trinh duyét Safari cua iPhone chay vGi dac quyén
admin -> phan mem doc hai chay vGi dac quyen
admin

O Dot nhap théng qua
B Diém truy nhap khéng day (wireless access point)

B Cac trang Web

B Email, SMS co chua cac duong dan dén céc trang
web bi chiem doat

Nguon:
http://securityevaluators.com/content/case-studies/iphone//




Cac chu de (5)

An toan mang, Web
B Cac moi de doa

B Tan cong tu chdi dich vu
B Spam
O
O

Phan mém doc hai
Cac cong cu bao vé




500 000 trang Web bj tan cong

2008, hon nua triéu trang Web, trong do co
ca cac trang cua Lién Hgp Quoc bi tan cong
Tan cong dang “SQL injection”

Khai thac 16 héng trong SQL Server cla
Microsoft

Nguon: http://www.computerworld.com/s/article/
9080580/
Huge Web hack_ attack infects 500 _000_pages




PBot nhap hop thu Gmail

O 2008, tai hoi nghi Defcon hacker mot nha
%hlen ciu demo mot cong cu cho Ehep dot
ap vao hop thu Gmail, ngay ca khi cac phién
truy nhap hop thu dugc m3 hoa (https:// thay

vi http:// )

OO0 Dot nhap thong qua viéc danh cap Session
Cookie

B Session Cookie chirng nhan may tinh da dang nhap
thanh cong

B Session Cookie bi danh cap sé dugc st dung nhu mot
chi’ng nh&n hgp é dé truy nhap hép thu Gmal

Ngudn: Washington Post




Cac chu de (4)

An toan co sqd dir liéu
B Cac moi de doa
B Cac bién phap an toan




Tin tac doat quyén kiém soat May
chu cua IMF

2011, chién dich tan cong vao May chu IMF
Tin tac danh cap email, tai liéu

Tin tdc danh cap mot so thoéng tin toi mat
vé tinh trang tai chinh cua nhiéu nudc trén
thé gidi

World Bank phai quyét dinh ngat két noi vai
IMF

Nguon:

http://www.profiforex.us/news/
entry4000001548.html




