Nghién ciru khoa hoc cong nghé

MOT PE XUAT MA TRAN MDS 4x4 AN TOAN, HIEU QUA
CHO TANG TUYEN TiNH CUA CAC MA PHAP DANG AES

Nguyén Ngoc Diép’

Tém tit. Trong bai bdo nay, ching toi dé xudt va danh gid tang z‘uyen tinh co
tinh chdt cai dat hiéu qua trong phan cng duwa trén ma trdn tua vong co the su
dung trong thiét ké tang tuyén tinh cho cac md phap dang AES, trong khi van ddam
bao dugc tinh chdt cai dat trong phan mem twong tw nhu tang tuyen tinh trong AES.
Danh gia s6 leong diém bdt dong cia tang tuyén tinh nhdn duwoc va so sanh voi
tang tuyen tinh trong AES.

Tir khoa: Ma trin MDS, Tang tuyén tinh, AES.
1. GIOI THIEU

Tir nim 2000 v6i viée chuan hdéa mat ma tién tién (AES) [1], mot s6 luong 16n
dang ngac nhién xuat hién cac nguyén thuy moi, trong d6 sir dung céc thanh phan
tuong tu nhu trong AES: LED [2], GOST R 34.11.2012 [3] ... Diéu nay da phan la
do chién luge vét lan rong duoc xem xét trong [7] nham bao dam tinh chat khuéch
tan tbt cling nhu cho phep dé dang dua ra can an toan cho kha nang chdng lai tham
ma lugng sai va tuyén tinh cho méa phap nhén duge. Tang tuyén tinh trong AES
gdm c¢6 2 bién doi chinh: MixColumns va ShiftRows. Phép MixColumns 1a phép
nhén ma trn v6i mot véc to cot con phép ShlﬁRow 1a mét hodn vi cac tr cua trang
thai. Dé dam bao dugc chién lugc vét lan rong, cic ma trdn phai c6 tinh chat
khuéch tan tbt nhét, d6 1a cac ma train MDS [4].

Tuy nhién, khi thiét ké ngoai viéc phai dam bao do an toan, cung can phai lya
chon cac tham s6 lam sao tang tuyen tinh nhén duoc phai de dang cai dat trong cac
moi truong khac nhau. Boi vi tang tuyen tinh 14 thanh phan cham nhat trong mot
mé phap, day 1a mot van dé 16n thu hit cac nha lam mat ma ung dung.

Cong trinh lién quan: Trong [6] nhom tac gia dé xuat va danh gia mot sé ma tran
MDS cuén c¢6 dang Hadamrd hiéu qua trong cai dit phan cing. Tuy nhién, nhimg
danh gia cho tai nguyén cai dat phan cimg ciia nhom tac gia nay 1a chua chat, chua
dua ra chiéu sau thiét ké (s6 xung nhip) cua so do phan ctmg nhan duge. Hon nira
tran MDS Hadamard cu¢n dem lai nhleu diém bat dong cho tang tuyen tinh. Tron Gg
[5] dua ra két qua s6 lugng diém bat dong cho tang tuyén tinh cia AES bang 2!
nghién ctru nay cling trich dan mot s6 tan cong tiém nang lién quan dén diém bat
dong cua tang tuyén tinh. Cac ma tran tua Vong dugc Junod va cong su nghién ctru
dé xuat trong [8] boi loi thé cai dit ciia nd vi cic ma tran ndy c6 nhiéu phan tir
bang 1 hon khi so sdnh v&i ma tran dich vong hodac ma tran Hadamard. Trong [9],
tac gia Hoang Vian Quan dé xuit ma trén dich vong hi¢u qua st dung trong ma
phap dang AES trén co sé khai thac cau trac da thire sinh nguyén thuy cua truong
hiru han nham tim kiém cac phan tir higu qua cho ma trin tuyén tinh.

DPong gop cua bai bao: Trén co sd cach tlep can trong [9], bai bio dé xuit cac ma
trdn fira vong 4x4 an toan va c6 tinh chit cai dat hiéu qua hon. Hon nita, bang 1y
thuyet bai bao ciing chi ra ring da thic nguyen thuy trong [9] khong phai la duy
nhat Tir d6, cho phép xay dung duoc nhiéu cac ma trdn MDS c6 tinh chat mat ma
t6t hon.

B6 cuc ciia bai bao: Phan 1 1a gi6i thiéu tong quan. Nhitng khai niém co ban ciing
nhu nhirng kién thtc can thiét duge trinh bay trong muc 2. Muyc 3 la dé xuit mot
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ma tran MDS tya vong an toan, hi€u qua. Viéc phan tich kha nang cai dat trong
phan mém va danh gia s6 luong diém bt dong cua ma trn dé xuit s& duoc trinh
bay tuong Ung trong muc 4 va 5. Muyc 6 1 két qua cai dat moé phong phan Cung va
cai dat phan mém cho ma tran d& xuat. Cudi cing 1a phan két ludn & muc 7 va danh
muc tai liéu tham khao.

2. PAT VAN DPE
Xem xét mot s6 dinh nghia, khai niém sau:

Dinh nghia 1. Ma tran dich Vong 12 ma trin ma céc hang (hodc cac cdt) cta no
nhan duoc tir hang (cot) trude nd bang cach dich vong di mot phan tr.

Mot ma tran dich vong dxd dugc ky hiéu 1a Cir(ay.a,...q,.,),
aieIFz,,,OSiSd—l.

Pinh nghia 2 [8]. Ma trdn tya vong kich thudcd xd 1a ma trdn c6 dang

[, e )
., Cir(a,ay,....a,,))’

trong d6, 1,,=(1,...1) va a,q,€ GF(2"),1<i<d-2. Ma trin nay ky hi¢u la
d-1
C.like(a, Cir(l, a,....d, )) .
Dinh nghia 3 [4]. Ma trdn vuong kich thude dxd 1a mot ma trdn MDS khi va chi
khi tat ca cac ma tran vudng con ctuia n6 khong suy bién.
Nhu da biét, sb nhanh cta cac ma tran MDS béng d+ 1. Ngoai s6 nhanh, mot

tham s6 nita lién quan dén d6 an toan cua tang tuyén tinh do la so, diém bat dong.
Trong [5], tic gia dwa ra khai niém diém bat dong cua tang tuyén tinh
L:F, >T,, ( )=Ax X", trong do, 4 12 ma trdn khong suy bién kich thude
dxd. Theo d6 s6 luong diém bat dong N; 1a s6 nghiém cua hé phuong trinh
(A—I)X=0, trong d6, I;x¢ la ma trdn don vi. Nhu vy, c¢o

N, = p(rank(A)-rank(4=1)) _ 2"(‘17"”"1((*1)), sd luong cac diém bat dong phu thudc vao

hang cua ma tran 4—1.

Trong [9], xem xét danh gia do phurc tap cai dat phan ctng dbi voi ma tran vong
Cir(1,1,a,b). Theo dé, cai dit ndy yéu cau s6 xung nhip 1a 2 + ¢, con tong s6 cong
XOR yéu cu 1a 16(#(a)+#(b)+3n) v6i #(a) 1a s lwong cong XOR yéu cau cho
cai dat phép nhan cua phan tir a.

Trong truong hop ctia ma tran tya vong C.like(c, Cir(l,e, f )) , phép bién ddi
MixColumns ¥ =M x X la:

Yo Yo Yoo Vo3 c 1 11 Yoo Xor Koo Xos
Yo Y Y Vs | L 11 e f y Yo X Xz X3 (1)
Y Vu Voo In 1L f 1 e Xy Xy Xy X3
Yoo Vo Vo Vs 1L e f 1 Xy X3 Xy g3
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trong do, y,,x;,c,e,f €lF,, 0<i,j<3. Vi du dé tinh y,, can thuyc hién

I
Yoo = Yoo - €D X,y D X,y ® x,,, phép tinh ndy yéu cau 2 + #; xung nhip, trong do #; 1a
s6 xung yéu cau khi thgc hién voi phf:p nhan véi ¢. DPbi voi cac phéan tir con lai
trong ma tran Y, vi du doi voi y,,, ta can thyc hién y,, =x,, ®x,, D x,,-eD@x;,- f .
Phep tinh nay yéu cau 2 + t, xung nhip, trong do, #, 1a s6 xung nhip 16n nhat yéu
cau khi thuc hi¢n véi phép nhan véi e hoac f.

Nhu vdy, s6 xung nhip khi cai dit cc ma trén twa vong s& 1a 2+max{t.t,},
Con s6 cong XOR yéu cdu s& la 4(#(c)+3n)+12(#(e)+#(f)+3n). Bang 1 1a
téng hop do phuc tap cai dit phan cimg dbi voi mot s dang ma tran.

Bing 1. Tham s6 cai dat phdn ciing ciia hai dang ma trén dich vong va twa vong.

Dang ma trian S6 xung nhip S6 cong XOR
Cir(L1,a,b) 2+1¢ 16(#(a)+#(b)+3n)
Clike(c,Cir(Le, f)) 2+ max{t, t,} 4(#(c)+3n)+12(#(e) +#(f)+3n)
Had(1,a,b,c) [6] 2+t 16(#(a)+#(b)+#(c)+3n)
3.MOT DE XUAT MA TRAN TUYEN TiNH TUA VONG
HIEU QUA TRONG CAI DAT

R rang mot diéu rang do phuc tap trong cai dat ma tran tuyén tinh chinh 13 viéc
cai dat phép nhan voi cac phan tr cua ma tran trong truong hiru han. Nhu vay, viée
lwa chon cac hé sd trong mdi ma tran s& quyét dinh tinh chat cai dit ciia né. Trong
bat ky trudng hitu han [, , vo1 da thie sinh ¢6 bac n thi phép nhéan voi phan tr 1,
g va g ' 1a d& dang cai dat, & ddy g — 1a phan tr nguyén thiy cta truong (thong
thuong trén truong hiru han voi da thuce sinh 1a da thic nguyén thuy ta thuong chon
g = x [1]). Trong cai dat phép nhan v&i phan tir 1 14 tim thuong, c¢6 nghia rang
phép nhan nay khong t6n tai nguyén, con phép nhan véi g va g™ co do phiic tap
nhu nhau, va chi can khong qué 1 clock cycle. Do viy, toc do cai dit cua chung la
nhanh nhét.

Mat khac ma trén tya vong c6 dang nhu trong (1) phai 1a mot ma trén c6 tinh
MDS dé dam bao tinh khuéch tan cuc dai, co nghia 1a tat ca cac ma tran con vuong
ctia n6 phai khong suy bién. Tir ddy, ta c6 ménh dé vé sy rang budc giira cac hé sd
trong ma tran M nhu sau:

Ménh dé 1. Ma trdn twa vong C.like(c,Cir(l, e,f)) trong (1) la mot ma trgn MDS
khi va chi khi

-1 2 2 (2)
e+ [, e ", f+#e

Viéc chirng minh ménh d€ nay la don gidn khi xét diéu kién khac khong cho
dinh thirc cua tat ca cac ma tran con c6 thé cua no. Ngoai rang budc trén cac h¢ so
¢, e va f phai dugc lua chon lam sao dé dé dang cai dat trong cd phan cung ciing

{c,e,f;t{o,l}, cte', ctf,
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nhu phan mém. Théng thudng nhiing phﬁn ttr 13 boi trén truong hitu han cua phan

tor g, hodc nghich ddo cua nd, hodc biéu thirc “don gidn” tir hai phan tir nay, vi du

nhu g & 1, hoac g'] @ 1,... dugc uu tién lya chon, vi du nhu hé s6 bang 3 (tirc 1a

bing g ® 1, véi g = 2) nhu trong AES [1], hé sb bing 4 (bing g°, v6i g = 2) nhu

trong LED [2],... Tuy nhién, ching ta yéu cau lam sao dé cho nhiing hé sb nay khi

thye hién phep nhan cling chi yéu cau I clock cycle. Khi khai thac biu thire cua

phép nhan véi nhiing phan tir dang ndy trong moi quan hé voi da thirc sinh cua

truong c6 m¢nh dé sau:

Ménh dé 2. Cho trucng hitu han F,,n chan, voi da thire sinh la da thitc nguyén
n-1

thuy f(x) =x"eo@P Ax' @1, phan tir nguyén thity cia trwong dwoc chon la g = 2.
i=1

Phép nhén véi g* chi yéu cau 1 xung nhip khi va chi khi:

2=0
: €)
A, =0,2<i<n-1

Trong [9], tac gia c6 dua ra phan tich vé van dé nay ¢ day chung toi chi téng
hgp lai va viét dudi dang ménh dé cho rd rang hon. Phan chirng minh cua ménh
de co thé tham khao gidi thich trong [9]. Tuy nhién, trong [9] tac gia két luan da
thic f(x)=x"®x’@®x’ @ x®1 la da thic nguyén thiy duy nhat cho phép xay
dung cic ma tran dich vong tuwong ty nhu trong [9] 1a chua du. Ménh dé 3 sau
day s& chimg minh cho van d€ nay. Dy chinh la m¢ rong cia bai bao so voi ket
qua trong [9]. Tu d6 cho phép tim dugc mdt tdp nhiéu hon cac ma trin cé tinh
chat cai dat tot.

Ménh dé 3. Cho trucng hitu han E,,n chan, véi da thire sinh la da thirc nguyén
thuy h(x) , phan tir nguyén thity ciia truong dwege chon la g = 2. Phép nhén véi g™
chi yéu cau 1 xung nhip khi va chi khi:

A4 =0
, (4)
A4, =0,3<i<n-1

n—1
trong do, h(x) =x"®@ A_x""®1 la da thircc lién hop cia da thuc nguyén
i=1
n—1 4
thblyf(x)=x” P 1x D1.
i=1
r N r n_l
Thay rdng, néu da thie f(x)=x"@®@ Ax' @1 1a nguyén thuy, khi d6 da thirc
i=1
n—1 '
lién hop cta nod h(x) =x"®@ A,_x"" @1 ciing 1a nguyén thuy [4]. Tir day, ta c6
i=1
thé thay cac diéu kién (3) va (4) 1a ngugc ciia nhau, ¢6 nghia rang véi mdi da thirc
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thda mf?ln diéu kién trong ménh dé 1, ta ludn tim duge 1 da thic tuong tng thoa
man di€u kién trong ménh dé 2

Nhu di phan tich & muc trude, chung toi chi quan tdm dén cic ma tran 4x4
trén truong ]F28 , do vay, chi quan tam dén céac da thie bac 8. Vai gia tri n = 8 chi
c6 duy nhat mot da thic thoa min yéu cdu trong ménh dé 1, d6 1a da thuc
f(x) =x*®x’ ®x’ ®xD1. Pay chinh 1a két qua dugc dua ra trong [9]. Tir day
ciing chi ¢6 1 da thic 4(x)=x"@®x’ ®x’ ®x’ ®1 1a thoa man diéu kién trong
ménh dé 3. Hai da thic nay 1a lién hop ctia nhau. Chung ciing chinh 1a 2 trong
téng sd (p(28 —1)/8 =16 da thirc nguyén thuy c6 thé c6 bac bang 8, trong d6 ¢ 1a
ham Euler [1]. Do viy, ching c6 thé duoc st dung trong vai trd da thirc sinh cia
truong F; .

Khi xay dung truong F, voi f( )—x8 DX Dy @x@l Vég— 2. Ta chon céac
hé sb trong ma tran tya vong (1) nhu sau: ¢ = /= g va e =g" D& dang kiém tra
duogc rang cac hé sb nay thoa man diéu kién (2). Do vy, ma tran

Clike, ( g Cir(Lg% g )) = Clike, (149,Cir(1,4,149)) (5)
la mot ma tran MDS.

Tuong ty, khi xdy dung trudng v6i da thiue sinh 1a 2(x)=x"@x’ ®x’ ©x° @1,
phan tir nguyén thuy 1a g = 2. Khi chon cac hé s6 ¢ = f=g, con e = g7, ta c6 thé
xdy dung ma trdn MDS nhu sau:

Clike, ( g.Cir(1, g_z,g)) = Clike, (2,Cir(1,223,2)). (6)

Khi thuc hién cai dit theo quan diém phén tich & muc trudc, hai ma tran (5)
hodc (6) nay chi yéu cau 2 + max{t;, ,} =2 + 1 = 3 xung nhip. Vi dy hinh 1 minh
hoa dudi ddy cho phép nhan véi cac phan tir trong ma tran (5) va (6).

Tir day ta co thé tinh duoc s6 cong XOR can thiét dé thyc hién bién doi
MixColumns khi su dung ma tran (5) la
A(#(c)+3n)+12(H#(e)+#( f)+3n) =4(3+3x8)+12(6+3+3x8) =504, va sb

xung nhip 1a 3. Do tinh lién hop cua hai hai da thuc f(x) va A(x) cho nén day ciing
chinh la d6 phuc tap khi thue hién cai dat phan cimg cho ma tran (6). Dudi day la
so sanh tinh chat cai dit cho ma tran trong bai béo nay va nhitng dé xuit trude do.

a; de ds d4 dz dy d;p do ai; 4s 4as 44 dzy ay Ay dy a; g ds Ay Az A Ay qp a as as a4 az a ap dap

by by bs by by by b by b; by bs by by by, by by
x2 x4

Hinh 1. Minh hoa phép nhdn voi 2, 4, 149 va 223 trén ]F'28 VOl
f(x)=x8 DX DX’ Dx®1 va h(x):x8 DX X DX D1,
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Bing 2. B¢ phire tap cai dit ciia mot sé tang tuyén tinh trén co sé cdc ma trdn
tuyen tinh 4x4.

A S6 céng | S6 xung | Da thirc sinh ciia Ghi

Dang ma trin XOR nhip truong F, chu
Cir(1,1,2,3) 576 4 Frorexrexel [1]
Cir(4,149, 1, 1) 520 3 FOXreOxXroxdl [9]
Had(1,2,4,195) 560 4 oY O Dol (6]
C.likei(195,Cir(1,4,195)) | 504 3 RPSCPSEPSS be

xuat

C.like>(2,Cir(1,223,2)) | 504 3 RESCPAPINPS Xfl)lgt

Bang phan tich thdy ring ma trin ching toi dé xuét 13 hiéu qua hon so véi
nhitng d¢ xuat trudc do. Tiép theo chiing toi s€ phan tich cai dat theo quan diém
phan mém cua ma tran dé xuat so vdi nhitng ma tran trude do.

4. PHAN TiCH CAI PAT THEO QUAN PIEM PHAN MEM

Tai liéu mo ta gbc cia chuan AES trinh bay phuong phap cai dit trén moi
truong 32 bit sir dung k¥ thuat tra bang [1]. Theo d6, phuong phap nay 1a c6 thé ap
dung voi ma tran MixColumns tuyén tinh 4x4 bat ky. B6 nhé yéu cau khi luu toan
bd 4 bang tra cho cai dit bién d6i MixColumns nay 1a 4096 Bytes (4KB). Trong hé
théng mang véi niang luc tinh toan cua cac mdy tinh hién nay thi bd nhd 4 KB 1a
hoan toan khong dang ké. Tuy nhién, trén quan diém nguoi thiét ké chung toi con
mong muon hudng dén nhimg méi trudong hang nhe, noi ma quan tdm nhiéu hon
601 vOi yéu cau veé tai nguyén cai dat. Do vdy, dé c6 thé phan tich cai dit mot cach
tong thé theo quan diém phan mém, trong muc ndy ching t6i chi tip trung phan
tich do phtic tap, hay noi chinh xac hon 1a s6 phép toan can thiét khi cai dat ma
khong st dung k¥ thuat tra bang (trong nhiéu tai liéu goi (day la phuong phap cai
dat bit-slice [1]). Ban chat k§ thuét nay la thuc hién b1en d6i tuyén tinh khi xem xét
phép nhan truc tiép véi cac hé sb ciia ma tran tuyén tinh st dung trong bién ddi
MixColumns. Ta chi quan tdm dén bién d6i MixColumns bai phép ShiftRows thuc
té cai dit 1a khong ton tai nguyén.

Khéng giéng nhu trong muc 3 khi ma phép XOR duogc hiéu 1a cong 2 bit theo
modulo 2 vé&i nhau, ¢ diy phép XOR duoc hiéu 1a cong ting bit theo modulo 2 ciia
hai s0 8 bit.

Déi voi hai ma tran dé xuat, vi du v6i C.like (195, Cir(1,4,195)) xét biéu thirc:

Yo Yoo Yoo Vo3 149 1 1 1 Yoo  *or Yoo  Xo3
Yo Vi Yo Y| |1 1 4 149 X0 X Yo X3
= x (7
Yo Vu Vu Vn 1 149 1 4 Xog  Xpr Xy Xp3
Yoo Va1 Vno Vs 1 4 149 1 Xy X3 X3 X3

Tl biéu thirc ciia ma tran ta thay 4 gid tri vy, Ve Ve V& oy duogc tinh gidng
nhau khi nhan 1an luot hang thir nhat ctia ma tran tuyén tinh véi lan lugt cac cot
cta ma tran dir liéu. Vi du véi y,, co:
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Voo =149 %, D x,) DX,y D xy = 27! “Xo0 DX,y D x,y DXy,

Nhu vay, dé tinh dugc toan bd v,,, Vs, Ve, VA Vo can 4x1 = 4 phép Xtime va
4x3 = 12 phép XOR. Mit khéc ta thdy 12 gia trj y;, véi 1<i<3,0< ;<3 con lai
du’gc tinh giéng nhau boi 3 hang con lai trong ma tran tuyén tinh c6 cac s6 hang
giong nhau. Vidu vé1 y,, co:

Vo = X DX,y D4 x,, D149 x5 =X DX,y D222, D27 - xy, .

Biéu thirc nay yéu ciu 3 phép Xtime va 3 phép XOR. Nhu véy, viéc tinh toan
bo 12 gid tri yy, vo1 1<i<3,0< ;<3 s& yéu cau 12x3 = 36 phép Xtime va 12x3 =
36 phép XOR.

Tir day, ta co do phuc tap dé thuc hién toan bo bién d6i MixColumns 1a 36 + 4
=40 phép Xtime va 36 + 12 = 48 phép XOR.

Tuong tu, d0 phuc tap cho ma tran C.like,(2,Cir(1,223,2)) cling 1a 40 phép
Xtime va 48 phép XOR. Bang 3 dudi déy la so sanh kha nang cai dat trén moi
truong 8 bit cllia cac ma tran ching to1 dé xuat, ma tran trong AES, trong [6] va
trong [9].

Bdng 3. So sanh cai dat kiéu bit-slice cdac ma trgn MDS 4x4.

Ma tran XOR Xtime Ghi chua
Cir(2,3, 1, 1) 60 16 [1]
Cir(4, 149, 1, 1) 48 48 [9]
Had(l, 2, 4, 145) 80 112 [6]
C.like(149,Cir(1,4,149)) 48 40 Dé xuat
C.like,(2,Cir(1,223.2)) 48 40 Dé xuat

Qua bang phén tich ta thdy ma trin MDS trong AES yéu cau s6 phép toan it
nhat, con ma trin MDS Hadamard trong [6] 14 khong hiéu qua khi cai dit theo kiéu
bit-slice va khong thich hop khi sir dung trong cai dat trén cac moi truong han ché
khi so sanh véi ma tran MixColumns trong AES va cac ma tran MDS tya vong ma
ching t6i d& xuat. Can phai néi thém rang ma tran sir dung trong bién doi
MixColumns AES 13 ma trén t6i wu nhit trong tit ca cac ma trin MDS 4x4 trén
[ khi cai dat theo kiéu bit-slice, tuy nhién khi cai dit phan cing nhu phén tich &

muc trude thi ma trdn chiing t6i dé xut lai 1a ma tran t8i wu nhat. Ma trn tua vong
chung to61 dé xuat c6 do phuc tap cai dat theo kiéu bit-slice tot hon nghién ctu
trong [9] cua tac gia Hoang Van Quan.

Trén thyc té khi lua chon ma tran ta phai xét tat ca cac tinh chat c6 thé cia no.
Do véy, trong phén ti€p theo chiing t61 s€ phéan tich thém mot tinh chat nira, do 1a
s0 lugng diém bat dong cua tang tuyén tinh.

5. PIEM BAT PONG CUA TANG TUYEN TiNH

Nhu da phan tich & myc truée sb nhanh 1a tham sd quan trong nhat cta tang
tuyén tinh, khi xay dung tang tuyén tinh theo ki€éu AES ma st dung ma tran MDS
4x4 trong bien doi MixColumns ta s¢ dam bdo dugc tinh chat theo chién lugc vét
lan rong [7]. Khai ni¢m so lugng diém bat dong cua tang tuyén tinh dua ra trong
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[5] s& 1a mot tham sb quan trong khi lwa chon tang tuyén tinh, né anh huong den do
an toan va dugc xem nhu la mot tham s6 bd sung cho khai niém s6 nhanh cia ting
tuyén tinh.

Tang tuyen tinh trong AES gdm 2 bién d6i: ShiftRows va MixColumns. Khi két
hop ta co thé biéu dién boi phép nhan mot ma tran 16x16 [5].

Goi ma tran tuyén tinh 16x16 nay 1a 4. Dbi v6i ma tran nay co rank(A) =16 va
rank(A—1)=14. Theo d6, s lugng diém bat dong clia tng bién ddi tuyén tinh
trong AES lé NCiriAES :2n(rank(A)—rank(A—1)) :28(16—14) :216. Thuc hlél’l tu,o,ng tu_ dél

vl ma tréq Hac}(l, 2, 4, 145) [6], ma tran Cir(4, 149, 1, 1) [9] va hai ma trdn
chung t6i de xuat la C.like;(149,Cir(1,4,149)) va C.like,(2,Cir(1,223,2)) chung t61
nhan duoc:

N

Had(1,2,4,145) —

=lva N

Clike,(2,Cir(1,223,2))

=1, N, =1.

Cir(4,149,1 1)

=1, N

C.like,(149,Cir(1,4,149))

Nhu vdy, néu st dung hai ma trdn nay dé thay thé ma tran trong bién ddi
MixColumns trong AES thi s€ nhan dugc tang tuyén tinh ma chi c6 mot diém bat
dong, day chinh la diém véc to 0 tam thuong.

6. KET QUA THU'C NGHIEM

Chung toi thyc hién cac thiét ké cac khéi chirc nang cta bién d6i MixColumns
khi st dung ma tran dé xuit va mot s6 ma tran dé xuit trude do. Chuong trinh
dugc viét trén ngdn ngit VHDL cho Virtex6 XC6VLX240T—2FF1156. Cong cu
thiét ké 1a Xilinx ISE phién ban 14.3. Vi du minh hoa m phong Isim cho ma tran
trong Cir(2, 3, 1, 1) sir dung trong AES nhu trong hinh 2 ta thiy rang cai dit nay
yéu cau 4 xung nhip.

100 ns

p B din[127:0]

p B dout[127:0)

Hinh 2. Két qua mé phong doi véi ma tran trong AES Cir(2, 3, 1, 1).
Pbi v6i ma tran dé xuét C.like(149,Cir(1,4,149)). Hinh 3 1a md phong Isim
doi voi ma tran d€ xuat nay. Trong cai dat nay ta thay sau 3 clock cycle ta s& nhan
duogc két qua dau ra tinh tr thoi diém xuat hién tin hi€u dau vao.

100 ns

p B dini27:0]
» B douti27:0]

Hinh 3. Két qua mé phong véi ma tran dé xudt C.like;(149,Cir(1,4,149)).
Thyc hién twong ty v6i nhiing ma trén khac trong bang 3 chung t6i c¢6 thong
ké tai nguyén va toc do trong bang 4.
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Bing 4. Tham s6 cai ddt phan ciing trén Virtex6 XC6VLX240T-2FF1156.

Slice | LUT | | o C:fc Mal’i:m“ Speed
Ma tran Register | -FF (Mbps
S cycle | Frequenc

s pairs S y (MHz) )
Cir(2,3,1, 1) [1] 688 530 | 544 4 1225.415 | 39213
Cir(4, 149, 1, 1) [9] 656 520 | 528 3 1225.415 | 52284
Had(1, 2, 4, 145) [6] 702 546 | 560 4 1225.415 | 39213
C.like (149,Cir(1,4,14 632 493 | 504 3 1225.415 | 52284

9)
C.likey(2,Cir(1,223,2)) | 632 | 493 | 504 | 3 | 1225.415 | 52284

Trong bang nay, ta thdy ma tran chung t6i d& xuit c6 tham sb cai dat phan cing
tot nhat, toc do xu 1y dir liéu vuot trdi so véi nhitng ma tran con lai va tuong duong
v&i ma tran trong [9].

Bdng 5. Két qud thyc nghiém t6¢ do ma héa cua AES sir dung ma trgn dé xuat.

Phién ban AES | Qu4 trinh Mgf dfpb
AES-128 ?ﬁilhliaa 53‘1‘ ﬁ
AES-192 Cl\ﬁzlhrflz }22 3
AES-256 é/[lzlhrflz }23 }2

Chung t6i cling tiénﬂ hanh céj dat phén mém qho thuat toan AES, trong do, su
dung ma tran C.like; dé thay thé cho ma tran tuyén tinh ciia AES. Cach tiép can ¢
day la sir dung bang tra trén moi trudng voi thanh ghi 32 bit. Chuong trinh dugc
viét trén ngdn ngit C chuén, bién dich str dung Visual Studio v10 trén may Intel(R)
Core(TM) 15-6200U CPU 2.4GHz, Ram 4.00GB, Windows 10. Trong chuong
trinh khéqg st dung bat ky mot I¢ch assembler hay cac h trg SSE nao. Toc do
dugc do bang MegaBytes/s (MB/s).

Két qua cai dat trong bang 5 1a tuong dwong véi cai dat cua AES [1].

7. KET LUAN

Trong bai bao nay, ching toi dé xuat hai ma tran tuyén tinh c6 tinh chat mat ma
tt co thé thay thé ma tran trong bién d6i MixColumns trong AES. Ma trdn nay la
mot ma tran MDS twa vong trén truong hiru han. Khi st dung trong bién doi
MixColumns cua AES s€ nhan dugc téng tuyén tinh dam bao dugc sé nhanh theo
chién lugc vét lan rong ma khong co6 diém béat dong nhu truong hop ma tran goc
cua AES. Ma trén dé xudt co cai dat kiéu bit-slice co thé so sanh voi ma tran gdc
trong AES, va t6t hon nhiéu so v6i ma tran dé xuat trong [6] va [9]. Theo quan
diém cai dat phan cing ma tran cua ching t61 khong nhitng yéu cau tai nguyén it
hon ma con ¢6 téc d xir Iy dit liéu cao hon ca ma tran gdc trong AES, ma tran dé
xudt trong [6] va ma trdn trong [9].
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Bang 1y thuyét tim dugc nhiéu da thirc sinh hon thoa man diéu kién trong ménh
de 2 va 3. Tu do, cho phép tim dugc nhi€éu hon cac ma tran MDS c6 tinh chat cai
dat tot.

Vé mit an toan, ma tran cta ching t6i khi sir dung trong tang tuyén tinh cua AES
khong co diém bat dong, trong khi tang tuyén tinh cia AES c6 2'° diém bét dong.
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ABSTRACT

A PROPOSITION FOR THE SECURE AND EFFECTIVE 4 x4 MDS
MATRICES IN THE LINEAR LAYER OF AES-LIKE BLOCK CIPHERS

In this paper, we proposed and evaluated the linear layer which have
effective implemented property on the hardware based on circulant matrices
that can be used in designing a linear layer for AES-like block ciphers, while
still guarantee implemented property on software as the liner layer in AES.
We have evaluated the number of fixed points in the obtained liner layer and
compared with the linear layer in AES.

Key words: MDS matrix, The linear layer, AES.
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