Nghién ciru khoa hoc cong nghé
TIM LOGARIT THEO PHUONG PHAP BABY-STEP GIANT-STEP

Nguyén Thanh Son"

Tém tit: Bai bdo ndy trinh bdy vé phwong phép baby-step giant-step va phwong
phap baby-step giant-step tim logarit roi rac trong mién cho trudc (thudt toan cai
bién). Va sau do dwa ra danh gia vé kha nang thanh cong cua thudt toan cai bién
dwa vao viéc dinh lwong xdc sudt thanh cong cua thudt toan. Xdac suat thanh cong
cua thudt toan dwoc xdc dinh phu thugc vao kich thudc cua so nguyén to p dwoc s
dung trong bai toan logarit roi rac.

Tir khéa: Thuit toan tinh logarit roi rac, Baby-step, Giant-step, X4c suét thanh céng, Kich thudc p.
1. MO DAU

Viéc tng dung bai todn logarit roi rac (DLP) trong mat ma da duoc st dung rong
r3i nhim bao mét thong tin. Viéc xay dung céc thuat toan mat ma ung dung DLP
trong bao mat thong tin da dugc trién khai phd bién trén thé gidi. Cac hé mat tiéu
biéu c6 thé ké dén nhu giao thuce trao d6i khoa Difie-Hellman, ElGamal,... Trong
cac h¢ mat do, cac tham s6 mat mé duge su dung trong hé mat dong vai tro cuc ky
quan trong, quyét dinh tinh an toan cua hé mat. Cac t6 chirc tiéu chuan quéc té da

cong bd cac tidu chuan cho tham s cho bai toan DLP, tuy vay, trong cac tiéu chuén
nay khong dua ra co s 1y thuyét dé lwa chon cac tham so nhu viy. Nham danh gla
mot cach dinh lugng vé d6 an toan cua tham s p, bai bdo s€ trinh bay viéc danh gia
xac suat thanh cong khi giai bai toan logarit roi rac trén truong hitu han bang thuat
toan baby-step giant-step va thudt toan baby-step giant-step cai bién.

Pau tién, chung to6i nhic lai dinh nghia bai toan logarit roi rac.

Dinh nghia: (Bai toan Logarit ri rac - DLP) Cho s6 nguyén t6 p, mét phan tir
sinh & cua nhom nhéan Z; va mot phan tur pe Z;. Hiy tim sé nguyén x,

2<x<p-2, sao cho a“=/f(modp). Ta co thé tim x bang phép tinh
=log, B.
Do kho gidi cua bai togin DLP la ddc lap véi viée chor} phan tu sinh. That vay,
gia st @ va ¥ la hai phan tr sinh cia nhém nhan G cap n, va feG. Gia sit

x=log, B,y=log, B,z=log, y. Khi do, " ==y =(a”)”. Do do,
x=zy(modn), ta co: log, B =(log, B)log, 7) 'modn.

Diéu nay c6 nghia rang thuat toan bat ky tinh logarit theo co sd « cling co thé
sir dung d¢ tinh 16garit theo co' s¢' ¥ ctia nhém nhan G . Pay 1a bai toan logarit roi
rac truyén théng va cho dén nay chua c6 mot thudt toan nao giai duoc bai toan nay
trong thoi gian da thurc.

Phuong phéap baby-step giant-step do Daniel Shanks tim ra [5] dung dé phan
tich s6 nguyén va sau d6 dung dé tim logarit trén nhém cyclic hiru han. Y tudng

chinh cta phuong phép khi tinh gia tri o = logea v6i ae <g> co #<g> =Mlatima

dudidang o =u+ vm véim = [x/M —' theo theo thuat toan sau:
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Thudat toan BSGS.

Input: a e (g), M =#(g).
Output: o = loga.

l.m= (W},

2.S< {};u<«<0;b«1;

3. while (u<m) {S <~ SU{(b,u)}; b <~ b*g; u <~ u+tl;}

4.ve0;cadeg™

5. while ((v<m)&&(c not in head S)) {c < c¢*d; v < v+1;}

6. assume ¢ = b with (b,u)eS, o = (u+v*m) mod M;

7. return o;.[]

Vi S 1a tap cac cap (b,u) va “head S” 14 tap cac phan tir d4u (b) ciia cac cip trong S.

Phuong phép Baby-step giant-step 1a mot phuwong phap tat dinh c6 chi phi tinh
toan la O%\/ﬁ ) phép toan nhom va can dén khong gian luu trir 1a O(\/ﬁ ) phan tir
nhém. Chinh xac hon, chi phi cho budc 3 va chi phi tdi da cua budc 5 cua thuat
toan la x4p xi bang: m=+/M (phép toén nhém) (1.1)

Pé chéng lai tAn cong theo phuong phap trén, trong qué trinh thiét ké cac hé
mat c6 do an toan dya vao bai toan logarit trén nhém <g> , theo [2] dd phurc tap cua
thuat toan baby-step giant step 1a #< g> , voi 259 1a sb phép toan co ban ma nguoi
tan cong khong thé thuc hién duoc cho dén nam y va duoc goi 1a "ngudng an toan"
cho dén nam y, ta suy ra:

#(g)>2'" > #(g) >22V (1.2)

Ky hiéu s6 phép toan nhoém co thé thuc hién dugc cho dén nim y cia ké tan
cong lé,AttackPower, dai‘luqng Attack{’ower con duge goi la ”sd’c: manh cia
nguoi tan cong", thi voi diéu kién (1.2) vé kich thude nhom cho nén néu tuén theo
phuong phap Baby-step giant-step truyén thong thi tham chi AwtackPower =
#<g> /2, ké tan cong cung 1dm 13 hoan thanh dugc budc 3 va do d6, khong thé tinh
dugc gia tri logea nao.

2. DUNG PHUONG PHAP BABY-STEPS, GIANT-STEPS TIM LOGARIT
TRONG MIEN [A, A+m?)
2.1. Ham Logarit(a, g, M, m, A)

Ham Logarif(a, g, M, m, A) trinh bay trong phan nay gém 5 tham s6 dau vao d6 la:

a, g 1a hai phan tir cia nhom G ndo d6 véi a <g> cG; M, m va A 1a cac sb

nguyén véi M=#(g), A >0, m > 0.
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Gia tri ham la logga khi loggae[A A+m) va la "Failure" trong truong h0’p
nguoc lai. O ddy, can luu ¥ mot diém d6 1a néu A+m* <M thi [A, A+m?) duoc hiéu
nhu nghia thong thuong, ngugc lai né 1a [A, M) U [0, A+m? mod M).

Vi¢c tinh Logarit(a, g, M, m, A) dugc thuc hi¢n theo thuat toan sau:
Thudt todn 1. (tinh Logarit(a, g, M, m, A))
Input: a, g, M, m, A.
Output: o = logga if (logea € [A,A+m?]) else o = "Failure".
1.S « {}; u <« 0; b « ¢; /& day e 1 phan tir trung hoa clia nhom
2. while (u<m) {S <~ SU{(b,u)}; b < b*g; u «— u+l;}
//& trén "*" 1a ky hiéu phép toan nhém
3.v< 0;c<« a*g™; d« b’';//dén day b=g™.
4. while ((v<m)&&(c not in head S)) {c < c*d; v < v+1;}
5.if (v==m) a = "Failure"
else {assume c = b with (b,u)eS, a = (A+u+v*m) mod M;}
6. return o;.[]

2.2. Phan tich thuéat toan 1

Tinh ding dan va chi phi tinh toan cua thuat toan 1 dugc cho trong két qua
dudi day.

Két qua 1. Thudt todn 1 ¢6 chi phi t6i da, ky hiéu la Cax diege danh gid nhw sau:

Chax <2m + 4logM (phép toan nhom) (2.1)

va sé tim dwroc logga khi va chi khi logea € [A, A+m’).

Chirng minh:

RO rang trong bude 2 can thyc hién dng m phép toan nhom. Viée tinh ¢ & bude
3 can 1 phép toan nhom, mét phép liy thira va mot phep tinh phan tu ngugce trong
nhom. Budce 4 thyc hién t6i da 1a m vong lap, trong moi vong lap can dung 1 phép
toan nhom B1et rang moi phep lity thira nhém hodc tinh phan tir ngugc (theo cong
thire x M7 trong nhém can khong qua 2log;M phép toan nhom. Tém lai, chi
phi t6i da cua thuat toan 1a 2m + 4log,M phép toan nhom.

Néu a = logea € [A,A+m?) didu nay twong duong v6i su tdn tai 0< u, v<m
sao cho: o= A+utvm (2.2)

u

D'fmg thire trén twong duong véi: g(xg_Ag—vm — g

hay ag(g™) =g" (2.3)

Céc gié tri ¢ tinh trong budc 3 va 4 ciia thuat toan chinh 14 gia tri trong vé phai
cua (2.3) vdi cac v tuong tng con tap S xac dinh theo budce 1 va 2 chira toan bd cac
gia tri vé phai cua (2.3) cho nén budc 5 cua thuat toan ludén dugc thuc kién vaéi dieu
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kién v<m va dau ra cta thuat toan duoc xac dinh theo (2.2). N6i mot cach khac
thuat toan 1 1a ding dan.[]

3. TAN CONG CAC HE MAT CO PO AN TOAN DUA VAO
TiINH KHO GIAI CUA BAI TOAN LOGARIT TREN NHOM (g)

Trong phan ndy, chung t6i dua ra chién thuat tin cong ctia ngudi c6 sitrc manh la
AttackPower phép toan nhom nham giai bai toan logarit trén nhom <g> voi
#<g> =M. Cong cu sir dung ctia ngudi tan cong 1a thuat toan 1 va dé don gian trong
trinh bay, ¢ day, ta luon gia thiét réng dé thyuc hién dugc thuét toan 1 thi nguoi si
dung chi can chi phi t6i da 1a 2m phép toan nhém.

3.1. Thuit toan tin cong
Thuat toan 2.(giai bai toan logarit)

Input: a, g where a € <g> ,M= #<g>.

Output: o = logga if find out. Else o = "Failure".

1. m < AttackPower/2;

2. A <« random[0, M);

3. return Logarit(a, g, M, m, A);.[]
3.2. Phan tich thuat toan 2

Vi gia thiét dua ra trén, viéc chon tham $6 m nhu trong budc 1 cua thudt toan
thi ngudi tn cong ludn tinh dugc Logarit(a, g, M, m, A) vé6i két qua 1a log; hoac
“Failure”, nhu vay, phan tich cua chung ta & day chi danh gia kha nang tim duogc
logea cua thuét toan tirc 1a gia tri o & dau ra khac "Failure". Theo nhu di duogc
phan tich vé ham Logarit(a, g, M, m, A) th1 diéu trén xdy ra khi va chi khi A <

logga <A+m?, didu nady ¢ nghia c6 dung m’ _ trong téng s6 M gia tri A thoa mén

diéu kién tren va theo cong thic xac suat cd dién ta c6 xac suit thanh cong cua

mZ

thuat toan, ky hi¢u 1a Probgyc., cho béi drfmg thirc sau: Probgye. = ﬁ (3.1

3.3. Sur an toan ciia cic hé mit truéce tin cong theo phwong phap cai tién
Theo dinh nghia vé ngudng an toan ta co quan hé giita s va AttackPower theo
L a2 , 2°
bat dang thic sau AttackPower < — (3.2)
tg
O trén, tg 1a sd cac phép toan co ban dé thuc hién mot phép toan trén nhom G.

Tur viéc xac dinh m = AttackPower/2 trong budc 1 cia thuat toadn 2 va tu bat

dang thirc (1.2) vé viée chon M = #G > 2% ta duge: m < ™ (3.3)

tg
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Thay (3.3) vao (3.1) ta c6 bat dng thirc sau: Probgee < tg (3.4)

Nhu di biét, cac nhom hiru han ma bai toan logarit trén d6 dugc 1am co so an
toan cho cac hé mat bao gdm: Nhom con cap q nguyén t6 cia trudng F, hoic Fyx
[4], nhom con cdp nguyén té6 M cac diém cua duong cong elliptic trén trudng Fp
hoac sz [3]. Dé ¢ nhitng danh gia vé tinh an toan cua cac hé mat néu trén, chung
ta cAn dua vao cac thong tin vé tham sd tg twong mg.

3.4. Danh gia d¢ an toan cia cac tham s0 dung cho hé mét Diffie-Hellman déi
véi cac tan cong dua trén thuat toan GSBS va GSBS cai tién

Ky hiéu 7, 1a sO phép toan co ban dé thuc hién mot phép toan nhom trén GF(p).
Phép toan nhém trén GF(p) chinh 1a phép b-g(mod p). Chinh vi vay, ta s€ udc
luong sé luong phép toan co ban dé thuc hién phép toan b-g(mod p).

Theo 1y thuyét vé d6 phirc tap tinh toan khi thuc hién phép nhan b-g c6 do
phtrc tap O(n’), v6i n 14 do dai chit s6 cua thira s6 [6],[7]. Khi c6 két qua clia phép
nhanb-g, phép chia lay s du theo modulo p cling c6 d¢ phuc tap tinh toan
O(n?),[61,[7].

Nhu viy, phép toan - g(mod p) can khoang 2n* phép toan co ban, véi n 1a sb
chit sb cua cac ‘goén hang.

Vi b va g déu la phan tir cia GF(p) nén d¢ dai theo bit cia b,g phai nhd hon
hodc bang do dai theo bit ctia p. Ta goi d6 dai theo bit ciia p 1a / -

Véi kién triic may tinh hién nay, khi thyc hién tinh toan véi s6 16n, cac sé duge
lru theo co sb 272, nghia 1a m{t chix ) (mot word) c6 kich thudce 1a 32 bit, suy ra

l . .
n= 3—’; . S0 Iugng phép toan co ban dé thyc hién mdt phép toan nhom la:

l 2
t !y =L 3.5
¢ = ( ) 512 (3.5)
Vay xéc suit thanh cong dé thuc hién thuat toan cai tién la:
-2

12 122 216
Probsucc<ltG"2 = 105 _3 —=— (3.6)

4 4( 512 4l [,

(v6i [, 1a d6 dai so nguyén t6 p theo bit)

16
Néu /, 21024 thi Probsucc<% = 217 <10™. Nhu vy, véi kich thudc 0i thiéu

cua p la 1024 bit, thi xac suét thanh cong cua thuat toan cai tién da rat nho, nho
hon mét phan tri¢u.
4. KET LUAN

Bai bao da trinh bay vé thuét toan baby step glant step va thudt toan cai tién cta
né. Sau d6, chung t6i dua ra danh gia vé xac suét thanh cong cta thuat toan trong
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viéc tin cong 1én cac hé mat c6 do an toan dua vao tinh kho gidi ctia bai toan
logarit trén nhom <g> Tir d6, hoan toan co thé dinh luong dugc xac sudt thanh

cong ciia thuat toan trén véi viée xac dinh kich thudc s6 nguyén tb p (dugc khuyén
nghi trong céc bd ti€u chuén [8]) dé sir dung trong cac hé mat dé dam bao an toan.
Trong cac nghién ctru tiép theo, chung toi s& cong bb mot s6 ket qua lién quan dén
phuong phap tinh logarit roi rac dya trén cac s6 mil c6 trong s thap.
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ABSTRACT

SOLVE DISCRETE LOGARITHM PROBLEM BY BABY-STEPS,
GIANT-STEPS METHOD

In this paper, the algorithm baby-step giant-step and modified algorithm
is described. Then the evaluation of success of modified algorithm is given.
This evaluation is based on success probability of algorithm. Success
probability depends on size of prime number p, used in discrete logarithm
problem.

Keywords: Discrete logarithm, Baby-steps, giant-steps, Success probability, Size of p.

Nhdn bai ngay 15 thang 9 nam 2016
~ Hoan thién ngay 01 thang 11 nam 2016
Chap nhan dang ngay 14 thang 12 nam 2016

Dia chi: Hoc vién Ky thuat Mat ma, Ban Co yéu chinh phu;
" Email: sonngt2002@yahoo.com

148 Nguyén Thanh Son, “Tim logarit theo phwong phdp baby-step giant-step.”



