Do lwong — Tin hoc

MOT PHUONG PHAP MA HOA ANH DUA TREN TiNH TOAN
DNA VA HE HON LOAN LORENZ

Nguyén Vin Can*, Poan Ngoc Tu

Tém tit: Bai bdo nay, ching téi dé xudt mgt mé hinh ma héa anh sir dung
md héa DNA trén hé hon loan Lorenz. Bao gdm 6 giai doan: ddu tién anh goc
dwge nhdp vdo; tién xir Iy nhi phan va bién doi DNA; bién doi trén hé hén loan;
xit Iy cdc tinh todn di truyén (dinh hinh, lai ghep, dét bién); ma héa véi khéa bi
mat; thu dwoc dnh ma héa. Piém noi bdt cia mo hinh la sur dung két hop ludt di
truyen ctia DNA va hé hon loan Lorenz dé tién hanh ma héa. Viéec kiém tra Sy
hiéu quad ciia mé hinh dwoc kiém nghiém bang cdc kiém tra cdc théng sé nhu
liwge do xam, si twong quan, va so sanh mé hinh véi phuwong phdp mé héa ADN
thong thuong.

Tir khoa: DNA Encryption; Chaotic; Lorenz; Image Encryption.
1. MO PAU

Anh s6 1a thong tin quan trong cua truyén thong da phuong tién, van dé bao mat anh tré
thanh mot van dé quan tdm chung cho moi nguoi. Mé hoa anh 1a st dung cac phuong phép
ma hoa dé thay d6i anh tir dinh dang binh thuong sang dang dugc che glau néu khong cé
quyén truy xuat va khoa giai ma thi khong xem dugc. Hién nay dé c6 rat nhiéu thuét toan
dugc phat trién cho muc dich nay. Nhu sir dung mau G-Scant[1], h¢ hon loan Lorenz[5],
tinh toan ADN([1], [2], [6], [8], [9]). Tuy nhién, mdt s6 phuong phap lai gap phai mot s6
han ché nhit dinh.

Trong bai bao nay, chung t6i d& xuat mé hinh s dung ky thuét di truyen trong DNA
két hop trén hé hdn loan Lorenz dé ma hoa anh. Anh dau vao dugc chuyen v€ cau tric cua
DNA, dinh hinh lai c4u trtc va sir dung cic phuong phap lai ghép, dot bién dé bién doi cau
tric cia doan ma DNA. Pinh hinh lai trén hé hdn loan Lorenz. Sé 1an lai ghép, dot bién,
khéa gidi mi, cac tham sd dau vao cta hé hon loan Lorenz s& dugc nguoi giri va ngudi
nhan sir dung chung dé giai ma cac thong tin c6 trong hinh anh dugc ma hoa. Cac ky thuat
nély dugc ap dung nhim tang tinh bao mat trén anh duoc ma héa, ting do nhiéu, han ché
viée str dung cac phuong phap vét can dé doan khoa giai ma. Két qua thuc nghiém so sanh
v6i m6 hinh ma hoa DNA thong thudng cho thay k¥ thuat s dung phuong phap ma hoa
DNA trén hé hdn loan Lorenz c¢6 mirc dd bao mat cao va t6t hon.

Phap tiép theo (phan 2) gioi thiéu vé ma hoa DNA va mot sO tinh chat, ph‘z‘in 3 gioi
thi€u v€ hé hon loan Lorenz, phan 4 trinh bay mé hinh dé xuat cua chiing toi, phan cudi la
cac két qua thtr nghiém va dua ra két luan.

2. MA HOA DNA

DNA (DeoxyriboNucleic Acit) 1a mot vt chét di chuyén, duoc tim ra vao nam 1969
boi Miescher. Trong DNA c6 4 gia tri duoc biéu dién 1a: A (adenine), C (cytosine), G
(guanine), T (thymine) [6][9]. Ta co thé sir dung cac gia tri cia DNA lam dai dién cho cac
bit trong biéu dién anh, véi A, C, G, T trong DNA twong tmg v&i 00, 01, 10, 11 trong nhi
phén. Loi ich khi sir dung ma hoa DNA nhu: mat d6 thong tin bét thuong; cung cap muc
d6 tinh toan song song 16n; tiéu thu tai nguyén cuc thip[1]. Sau khi bién dbi cac bit vé
chudi DNA, ta c6 thé st dung mot sb phuong phap di truyén dé bién doi, dinh hinh lai
chudi nhim tao ra dau ra duoc ma hoa theo quy luat nhét dinh.

2.1. Pinh hinh

Mot chudi DNA sé& dugc dinh hinh thanh cac phan doan c6 kich thudc bﬁng nhau,

nhiam tao ra cac quy dinh vé cau truc thong nhét cho cic giai doan di truyén tiép theo.
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Trong cac giai doan dinh hinh nay, cac diém dau va chidu dai cua cac doan DNA sé& dugc
xéc dinh. Sau mdi vong 1ap, cac tham s nay c6 thé duoc giit nguyén hoic duoc thay doi.
2.2. Lai ghép

Lai ghép la mét trong nhimg tinh chat di truyén img dung dugc trong ma hoa DNA.
V6i hai mau cha me, sau qua trinh lai ghep, cac mau con sé thira hudng mot s6 dac tinh
cua ca cha va me. C6 ba dang lai ghép pho bién:

- Lai ghép 1 diém sir dung mot diém nut, sau d6 cac doan ma DNA cta cac méau cha
me s& duoc chuyén cho nhau, tao ra cac mau con chira mot doan thong tin ciia cha va mot
doan thong tin cua me.

- Lai ghép nhiéu diém st dung 2 hoac nhiéu diém nut, 14n lugt cac doan ma DNA ¢6
tha tu chin nam gitia 2 diém nut cua cha va me lién tiép sé duoc chuyén cho nhau, tao ra
c4c mau con lai nhiéu doan thong tin ctia cha va me.

- Lai ghep ddng b va nira déng b6 1a lai nhiéu doan cua cha va me,cac diém nit duoc
sinh ngau nhién, sao cho cac mau con chira 50% ma DNA ctia cha va 50% ma DNA cuia me.

_ _
Parents Parents— parencc: NN N N N R
_ N I O
crossover point crossover points A EE BN N EE
[ Children:
_ HEIE IS =N [
Children L Chlldrer_ ]
a) Lai ghép mot diem. b) Lai ghep nhiéu diém. ¢) Lai ghép dong bo.

Hinh 1. Cac dang lai ghép.

2.3. Djt bién

Dot bién 1a qua trinh thay d6i cac gia tri cua cac phan tir trong chudi. Bao gdbm: Bién
ddi trong bit 1a phuong phap truyén théng cd dién duoc sir dung trong cac day bit, trong
mot doan bit m va n bt ki, cac doan bit 0 s& duoc chuyén sang bit 1 va nguoc lai; Bién dbi
trong chudi DNA 14 phuong phap dot bién trén DNA, twong ty nhu bién ddi trong bit, ta
c6 thé str dung dot bién trong 1 khoang bét ky, hoidc toan bo chudi DNA, Quy luit bién doi
nhu sau giatri A -T; T-A; G- C; C- G.

3. HE HON LOAN

Hé hdn loan 13 hé ma khi ¢6 thay ddi nho cac tham sb dau vao dan téi su khac biét rat
16n trong cac hanh vi thyc hién cua hé doé. Hon loan 1a mot hanh vi khong xac dinh, ngﬁu
nhién, khong cé chu ky, tinh hoi tu va tinh gom nhém.Hé hon loan co tinh that thuong,
dugc tao thanh tir mot qué trinh tién dinh (tir hé phuong trinh vi phan thuong). Quy dao
nghiém phuong trinh vi phan thuong rat nhay cam vai gia tri dau. Hé hdn loan hién dang
¢6 nhidu tmg dung trong bao mat thong tin ([5], 10]). Mot sé hé hdn loan phd bién nhu hé
Lorenz, Logistic,,...

3.1. Hé hon loan Lorenz

Nam 1963, Edward Lorenz, nha khi tugng hoc, da phat trién mot mo hinh ddi luu don
gian trong khi quyén. Bang cach giir hdu hét cac bién sb lién tuc, di giam hé théng xudng
khong gian trang thai ba chiéu[3]. Hé Lorenz c6 md hinh tién dinh ba chiéu [4]:

x =o(y —x)
y=x(p—2)~y (1)
z'=xy—fz

trong d6, p = (o, p, B)T v6i 0, p, B 14 cac s6 thuc duong, 14 vector cac tham sé md hinh va
x = (x,5,2)T 1a quy dao cta hé. Quy dao nghiém x(t, xo, p) ctia hé Lorenz ludn bi chin
voi moi gia tri dau x.

3.2. Ung dung ciia hé hon loan Lorenz trong ma hoa bao mét
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Pé mi héa mot ky tu m trong thong tin M nho phén to x;(t, %, p) cua quy dao
x(t, X0, p)thi x; (t, X, p) s& duoc trich mau thanh N gia tri.
m; = x;(t,x0,p),j = 1,2,3,..N (2)
trong d6 T 1a chu ky trich mau va N 1a gia tri dugc chon du 1én. Tiép tuc, xac dinh: 2
diém a va b voi a > b. Chia khoang cach giita a va b thanh t khoang déu nhau (t 12 s6 luong
diém anh c6 trong anh can ma hoa).
a-b

€= —/ 3)

Xay dung thong tin M” méi duge sap xép lai cac gia tri ciia M theo chiéu ting dan,
hodc giam dan. Khi 6, gia tri a + &, dugc luu trong M s& ¢6 vi tri twong (mg mdi trong
M’. Luc ndy ta c6 bang M va M’ 1a bang ma hoa va giai ma cia anh. Cac diém anh luu
trong btrc anh & vi tri s dau tién trong M s& ¢ vi tri méi twong tng chi s6 ciia nd duoc
luu trong mang M’.

4. MO HINH MA HOA ANH BANG MA HOA DNA VA HE HON LOAN

Trong md hinh nay, chung t6i d& xuit viéc sir dung ma hoa DNA va bién dbi cac vi tri
cta anh duoc biéu dién dudi dang DNA trén hé hon loan. Sau d6 tiép tuc tién hanh cac
bién d6i di truyén trén cac doan DNA va cudi ciing md hoa két qua voi khoa dé tao ra anh
ma hoa. Cac giai doan ciia m6 hinh dugc md ta nhu sau:

4.1. Giai doan tién xir Iy

Budc tién xtr Iy ¢6 thé tong quan nhu sau: Bét ky tap dit lidu nao ciing c6 thé dugc biéu
dién dudi dang nhi phan (vin ban, hinh anh, video, dit liéu). Cac dir liéu nay duoc phan
chia thanh cac nhém 8bit, mdi bit lién k& dugc chuyén thanh 4 gia tri co s¢ cia DNA: A,
C,G, T.Vidu: 101101001011 101100 100101 11 01
Chuyén d6i tir dang nhi phan trén thanh dang DNA: GTCAGTGTAGCCTC.

4.2. M4 héa bang DNA

Trude tién 1a sinh khoa cho chudi DNA. Khoa c6 thé 1a mot chudi DNA hoic 1a dang
nhi phan. O day sir dung khoa chinh 13 ham bim SHA256 cua chudi DNA sau khi bién
d6i. Tién hanh XOR khoa véi dit liéu trude hodc sau khi bién ddi. C6 2 phuong phap ma
hoa véi khoa 1a XOR vdi bit nhi phan, hodc XOR véi gia tri DNA. Ddi véi phép XOR st
dung DNA, ta sir dung bang ma hoa sau:

Bing 1. Quy tic XOR ciia DNA.

XOR A G C T
A A G C T
G G A T C
C C T A G
T T C G A

Vi du: Ta ¢6 ban 16 nhj phan: 10 11 01 00 10 11 10 11 00 10 01 01 11 01, khéa bi mat
l1a: “khoa”: 01 10 10 11 01 10 10 00 01 10 11 11 01 10 00 01, XOR khoa bi méat vGi ban
rd, ta ¢6 ban ma nhu sau:

11000000010001 111011101001 11 100.

Ddéi voi ban 1o 1a DNA ta xét vi du ban 18 GTCAGTGTAGCCTC, khoa bi mat "khoa"
dugc chon dang DNA la: CGGTCGGACGTTCGAC, tién hanh XOR khoa bi mat v4i ban
ro duoc: ACTTTCACATTAA.

4.3. Bién dbi theo cac tinh chét di truyén

Sau khia ma hoa, ta da c6 dugc ban ma luu trlt dudi dang DNA. Sau d6 ap dung cac

quy dinh di truyén dé thyuc hién viéc lai ghép, dot bién sau mot sb 1an lap xac dinh.
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Bing 2. Mot s tinh chat trong méi vong Idp.

Cic budére thue hién méi vong lip

1 | Dot bién - Lai ghép

2 | Lai ghép — Dot bién

3 | Lai ghép —» Dot bién — Lai ghép

4 | Dot bién — Lai ghép — Dot bién

Véi cac vong lip 1é c6 thé xay dung quy trinh khac so véi cac vong lap chin dé dam
bao cac dir liéu dugc tron ding quy luat nham dam bao tinh thong nhat trong chu trinh ma

hoa va giai ma.
4.4. Bién doi trén hé hon loan Lorenz

Thuc hién xay dyng bang ma trén hé hdn loan Lorenz theo cong thirc (1). Cac bude xay

dung:

Input: Kich thuée anh m,n , cac tham sb o, p, B
Output: Bang ma C xay dung trén cac tham s6 da cho

1. Mang A « m*n*4

2. Xay dyng bang rd dya trén cdc gia tri cua mang A theo (1)
3. Xay dung bang ma bang phuong phép sap xep

B « sort(A)

4. Xay dung bang ma hoa dya trén 2 mang A va B
C « bsearch(A,B) (Mang C luu cac vi tri cac phan tir cia A trong mang B)
Maéng C luu cac vi tri mdi trong birc anh, chinh 1a mang dugc st dung phuc vu viéc
giai mi va ma hoa anh. M6 hinh ma hoa anh dugc dé nghi & hinh 5.

Tién xur Iy dir g a1
Anh RGB ghc > liu > B‘e‘]: ?:‘] “enn h¢
Bién déi DNA on foa
. N Dinh hinh
Anh dugema | M héa véi khoa Lai ghép
hoa PO
Dot bien

a) M6 hinh ma hoa

xin chao —

b) Mé hinh két qud théng qua mé hinh

Hinh 2. Mé hinh ma héa dnh va dang két qua.
M5 hinh dé nghi dugc mo ta bﬁng thuédt toan:

THUAT TOAN MA HOA
Input: Dir liéu anh goc
Output: Anh dugc ma hoa

THUAT TOAN GIAI MA
Input: Dir liéu anh dugc mé hoa
Output: Anh dugc giai ma

1. BData « M4 nhi phan cia anh gbc
2. Dinh hinh Bdata

3. Nhom 2 bit nhij phan lién ké

4. DNAData « BData

5. While (Vong lap n # 0) do

6. Dinh hinh DNAData

7.

DNAData’ « Lai ghép cac phan doan
DNAData’

8. DNAData”’ « D6t bién trén DNAData’
9. DNAData « DNAData’’

10. End while

11. Md héa DNAData trén hé hdn loan
Lorenz

BData < Ma nhi phan cua anh ma hoa
Dinh hinh Bdata

Nhom 2 bit nhi phan lién ké

DNAData < BData

Xor DNAData véi khoa K.

Giai md DNAData trén hé hdon loan
Lorenz

While (Vong 1ap n # 0) do
Dinh hinh DNAData

9. DNAData” bot
DNAData’

DNAData’ « Lai ghép cac phan doan
DNAData’

SQUNhE PN =

o~

« bién trén

10.
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12. Xor DNAData véi khoa K. 11. DNAData « DNAData’’
13. Pinh hinh DNAData 12. End while

14. BData <« DNAData 13. Binh hinh DNAData

15. Anh mi héa « BData 14. BData « DNAData

15. Anh gidi ma < BData
16. if (SHA256(Anh giai ma ) = key)
17. then end else giai ma khong thanh céng

5. KIEM THU VA DANH GIA AN TOAN

5.1. Méi trudomg va dir li€u thwe nghiém

M06 hinh duoc thir nghiém trén ngdn ngtr 1ap trinh Python 3, st dung may tinh c6 CPU
Core 17-3740 2. .70Hz, Ram 8Gb va sir dung hé diéu hanh windows 7 Professional 64 bits.
Kiém tra mot s6 phuwong phap tham mé nhu phan tich khong gian, d6 nhay cua khoa; phan
tich lwoc d6 xam; ti le diém anh thay d6i va phan tich hé s6 twong quan giita cac diém anh
lan can trong anh gdc va anh ma hoa. Thir nghiém véi 3 loai: anh mau c6 dai mau rong,
anh mau RGB don diéu va anh mau RGB nhiéu chi tiét; dbi sanh cac két qua véi phuong
phap mi hoa ADN théng thuong. Cac anh sau khi dugc ma hoa bang moé hinh dé xuat
duoc ki hiéu la EnH.1, EnH.2, EnH.3; béng ma hoa ADN dugc ky hi€u la AenH.1,
AenH.2, AenH.3. B tham sb st dung trén hé hdn loan Lorenz nhu sau: 6 = 10, p = 28,
B =2.667.

5.2. Phan tich lwoc do xam

Hlstorgram H l EnH.1 Historgram EnH.1 AenH.1 Historgram
AenH.1
H ‘ 777 . ]
xm Chao . :: "“ J/" :: MN W
Hlstorgram H. 2 EnH.2 Historgram EnH.2 AenH.2 Historgram
AenH.2
Hlstorgram H 3 EnH.3 Hlstorgram EnH 3 AenH.3 Historgram

AenH.3
Hinh 3. Luoc do xam cua anh goc va anh md hoa.

Mot hinh anh mau ma héa dugc coi 1a Iy tuéng néu nhu c¢6 phan b dong déu dai mau.
Hinh trén da minh hoa céac lugc d6 xam cua anh géc va anh ma hoa. Tiur cac anh goc ban
dau c6 cac luge d6 xam khac nhau, sau khi ma héoa déu thu dugc cic anh c6 dé nhicu va
lugc @6 xam gan twong tu nhau. M6 hinh dé xuat cé biéu do histogram dong déu hon so
v6i chi st dung ma hoa ADN. Dieu do6 cho thay khong thé khai thac cac thong tin lugc do
xam trén anh dugc ma hoa dé tham ma anh.

5.3. Phan tich cac hé sb twong quan

Mot phuong phap de danh gia chat luong mé héa ciia mot phuong phap ma hoéa hinh
anh 14 d4nh gia cac hé sb twong quan giita cac diém anh lién ké trong anh gbc va anh duoc
ma hoéa. Theo [1] ta cé:
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cov(x,y)
=y 4
AN SN @

Véi, x va y 13 cc gia tri ciia 2 diém anh lién ké nhau.
1
E() =75t x 5)
1
D(x) = %=1 (x — E(x))? (6)
1

cov(x,y) = n Li(a—EX) -0 —E®) (7

Trong do, L 1a scf) luong diém anh. Khj r ca;mg nho, thuat toé,n cang hi¢u qua [1]. Thuc
nghiém voi 5000 diém anh dugc trich xuat ngau nhién tir anh goc va anh mé hoa trong dir
liéu kiém thtr, lugc d6 phan phoi tuong quan (hinh 5) va bang hé s6 twong quan giira cac

diém anh lang giéng (bang 3).
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Hinh 4. Luoc d6 phan phéi twong quan ciia 2 diém anh lién ké theo chiéu doc
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trong dnh goc va anh dwoc ma hoa.

30

Bdng 3. Hé 56 tuwong quan trong cdc diém danh gitta dnh goc va anh ma hoa

doi voi thudt todn dé xuat.

Hinh 1 Hinh 2 Hinh 3
H.1 |EnH.I|AenH.I1|H.l1|EnH.2|AenH.2| H.1 |EnH.3|AenH.3
Chiéu| Red |0.7197(0.0963| 0.0951 | nan |0.1382| 0.2427 | 0.981 |0.1348| 0.9286
doc | Green|0.9596|0.1509| 0.1595 | nan |0.1519| 0.2471 |0.9752|0.1495| 0.9355
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Blue |0.9724]0.0875] 0.0572 | nan [0.1406 0.1652 [0.9544]0.1492] 0.9256
Red | 0.995 [0.1516] 0.0044 | nan |0.1183] 0.6833 [0.9653|0.1422] 0.1808
Green|0.9999] 0.162 | 0.0618 | nan |0.1359] 0.7467 [0.93110.1265] 0.1922
Blue [0.9997[0.1008| 0.1174 | nan |0.1343] 0.7564 [0.94180.1671| 0.186
| Red [0.7497]0.0394] 0.6476 | nan |0.0744| nan |0.9498]0.0909| 0.9496
Duongl c en| 0,966 [0.0738] 0.9573 [nan |0.0788| nan |0.9063|0.0658| 0.9055

Chiéu
ngang

chéo
Blue {0.9763(0.0235]| 0.9415 | nan [0.0763| nan | 0.902 {0.0749| 0.9065
. .
200 |

Phén phdi trong quan H.1 Phén phdi tvong quan H.2  Phan phéi twong quan H.3

s0{ -

200

150
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50 %

; o : ; = 0
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S
w0{,
1B0{ -

100 4,

b 5 H .
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Phén phdi tuong quan Phén phdi tuong quan Phan phdi trong quan
AenH.1 AenH.2 AenH.3
Hinh 5. Luoc do phdn phéi twong quan cia 2 diém dnh lién ké theo chiéu ngang
trong dnh goc va anh dwoc ma héa.

Qua cac luge do, ta co thﬁ thdy d6i véi luge dd phan pl}éi tuong quan, cac lugce df") cua
mo hinh dé xug?lt dat & mirc 6n dinh, géc diem glnh phan phoi Qéu theo 2 chiéu. Con doi véi
ér}h ma hoa bang DNA, céc lugc d6 khong on dinh. Mot sO luge do con co ti 1€ tuong
dong cao so voi anh goc.

5.4. Ti 18 s6 lwong diém anh thay dbi

NPCR (Number of Pixels Change Rate) [1] la ti 1¢ s6 diém anh thay ddi trong anh gbe
s0 v61 anh mé héa. Ti 1¢ NPCR cang cao (cang gan 100) thi sy thay doi trong anh goc cang
16n. Ti 1¢ nay ti 1€ thuén voi hiu qua cho viéc chong lai cac tan cong known-plaintext
attack. Ti 1€ NPCR duoc tinh nhu sau:

NPCR = YijD@.))

wy - 100% (8)
Tinh to4an NPCR trén tip anh thir nghiém c6 két qua:
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Bing 4. Ti [¢ NPCR giita anh goc va anh md héa.

NPCR | H.I - H.2 - H.3 - H.I- H.2- H.3 -
EnH.1 EnH.2 EnH.3 AenH.1 AenH.1 AenH.1
Red 99.198024 | 98.851314 | 98.78845 | 99.32517 | 99.06606 | 98.744201
Green | 99.274055 | 99.422605 | 98.77930 | 99.39991 | 99.018372 | 98.767089
Blue | 99.235395 | 99.655096 | 98.69995 | 99.28006 | 99.39294 | 98.730468

Bang 4 cho thay, ti 1& diém anh thay d6i giita cac anh cia mo hinh dé xuat va ma hoa
DNA déu dat & murc cao, tat ca déu trén 98,5%. Piéu d6 chung t6 mo hinh thuat toan dat
hiéu quéa cao trong viéc chong lai tan cong known-plaintext attack trén anh ma hoa. Két
hop v6i hé sé twong quan, ta co thé két luan, mé hinh d& xuit dam bao cac ti 1& diém anh
thay dbi va giam duoc cac hé so tuong quan glua cac diém anh theo cac chiéu ngang, doc
va chéo. Pam bao cic nguyén tic ma hoa anh, bién ddi anh ma hoéa tét hon so voi ma hoa
bang DNA thong thuong.

6. KET LUAN

Trong bai bio nay, ching toi da dé xuat mot mé hinh ma hoa, cai tién sir dung ma hoa
DNA trén hé hdn loan Lorenz. Trong d6, sit dung mot s6 luat di truyén ctia DNA dé tién
hanh bién d6i, ma hoa theo quy luat sau d6 sir dung hé hon loan Lorenz dé tao ra mot birc
anh c¢6 ndi dung hdn loan, ngau nhién. Bai bao ciing da phan tich mot sé dic diém an toan
trén birc anh dugc ma hoa, qua cac chi s6 va lugc d6 danh gia, c6 thé thdy mé hinh c6 chat
luong anh ma hoa t6t hon so véi ma héa bang DNA. Tuy nhién, mé hinh trong con mot sb
van dé con ton tai nhu cai tién vé do ma hoa, ting do nhiéu trong birc anh ciing can dugc
phai nghién ctru trong tuong lai.

TAI LIEU THAM KHAO
[1]. Aarti Patel, Dr.Mehul Parikh, "4 Survey on Multiple Image Encryption Using Chaos
Based algorithms And DNA Computing”. NCARTICT-2018.
[2]. M. Mitchell, “An Introduction to Genetic Algorithms”, MIT Press, 1998.

[3]. M. Mousa, “DNA-Genetic Encryption Technique”, Network and
Information Security, vol 7, pp. 1-9, 2016.

[4]. H. Khodadadi, O. Mirzaei, “4 stack-based chaotic algorithm for encryption of colored
images”, Journal of Al and Data Mining, vol 5, pp. 29-37, 2017.

[5]. Jinhu Lu, “4 new chaotic system and beyond: the generalized lorenz-like system”,
International Journal of Bifurcation and Chaos, vol 14, no 5, pp. 1570 - 1537, 2004.

[6].C. T. Celland, V. Risca and Bancroft C, “Hiding messages in DNA microdots”,
Nature, vol. 399, pp. 533-534, 1999.

[7]. Leier, A., Richter, C., Banzhaf, W. and Rauhe,
Binary Strands”, BioSystems, Vol. 57, pp.13-22, 2000.

[8]. Mohammadreza, Najaftorkaman, Nazanin Sadat Kazazi, "4 Method to Encrypt
Information with DNA-Based Cryptography”, International Journal of Cyber-Security
and Digital Forensics (IICSDF) 4(3): pp. 417-426, 201.

[9]. Qiang Zhang, Xiaopeng WeiRGB, “Color Image Encryption Method Based on Lorenz
Chaotic System and DNA Computation”, Journal IETE Technical Review, pp.404-
409, 2014.

Computer

H. “Cryptography with DNA

Tap chi Nghién ciru KH&CN qudn sw, Sé6 Dic san FEE, 08 - 2018 367



Do lwong — Tin hoc

ABSTRACT
A MODEL OF IMAGE ENCODING USING DNA AND LORENZ CHAOS

In this paper, we propose an image coding model using DNA encoding on
Lorenz chaos. It consists of 6 stages: first the original image is entered; binary
processing and DNA modification; transformation on chaos, processing of genetic
calculations (shaping, hybridization, mutation); Encrypt with secret key; obtained
image encoded. The highlight of the model is the use of combining the genetic laws
of DNA and the Lorenz chaos system to conduct coding. Testing of model
performance was tested by testing parameters such as histogram, correlation, etc...

Keywords: DNA Encryption; Chaotic; Lorenz; Image Encryption.
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