Nghién ciru khoa hoc cong nghé

~MOQT LUQC PO CHU KY XAY DUNG TREN TiNH KHO
CUA VIEC GIAI PONG THOI 2 BAI TOAN LOGARIT ROI RAC
VA PHAN TiCH SO

Nguyén Vinh Théi', Luu Hong Diing”*

Tém tiit: Bai bao dé xudt mot lwoe do chit ky sé xdy dung dwa trén tinh kho cua
viée gidi dong thoi 2 bai toan logarit roi rac trén Z, voi phan tich mot 56 nguyeén
I6m ra cdc thira s6 nguyén t6. Vi the thudt toan chir ky moi dé xuat & day c6 thé dap
img dwoc cdc tmg dung cé yéu cau cao vé d an toan trong thuec té.

Tir khoa: Logarit roi rac; Phan tich s6; Khai can; Thuét toan khoa mat ma; Hé théng ma khoa khoa cong khai.
1. PAT VAN PE

Nang cao d6 an toan cho cac thuat toan méat ma khoa cong khai va chir ky sb
dua trén tinh kho cua viée giai dong thoi 2 bai toan khé 1a mot hudng tiép can dang
nhan duoc nhiéu sy quan tim cta cac nha nghién ctru [1-8]. Trong bai bao nay,
cling voi muc dich nang cao d¢ an toan cho thuat toan trudc mot ) dang tan cong
trong thyc té, nhom tac gia dé xuat mot luge d6 chir ky s6 dugc xay dung dua trén
tinh kho cia viéc giai dong thoi 2 bai toan logarit roi rac trén Zp (bai toan logarit
rdi rac) va bai toan phan tich mot sé nguyén 16n ra cac thira s nguyén t6 (bai toan
phan tich sd). Ngoai viéc nang cao dg an toan cho thuat toan nhu [1-8], lugc do
chit ky duoc dé xuit & ddy con cho phép cac thuc the cudi (nguodi ky) trong cung
mot he thong c6 thé str dung chung mot by tham 5O (tham s mién) do nha cung
cap dich vu tao ra. Do do, c6 thé su dung lugc dd moi dé xuat trong viéc xay dung
cac giao thirc mat ma nhiam chdng lai cac dang tin cong gia mao rat hiéu qua.

2. MOT SO BAI TOAN KHO UNG DUNG TRONG MAT MA
2.1. Bai toan phén tich s6
Bai toan phﬁn tich s0 dugc phat bieu nhu sau: Cho s6 n € N, hay tim bicu dién:
n =1k, p’ voi:  e; =1 (i =1, ..., k) nguyén duong;

l
p; =1(i = 1,...,k) nguyén tb.

Mot truong hop riéng ciia bai toan phan tich sd dugce ing dung dé xay dung hé
mat RSA ma & d6 n 1a tich cta hai s nguyén t6 p va q. Khi d6, bai toan phan tich
s6 hay con goi 1a bai toan IF P(ny dugc phat biéu nhu sau:

Véi mdi s6 nguyén duong n, hiy tim sé nguyén t6 p hodc g théa min phuong
trinhsau:p Xq=n

Gidi thuft cho bai toan IFPg, c6 thé dugc viét nhu mot thut toan tinh ham
IFP(y voi bién dau vao 1a n, con gia tri ham 1a p hodc g ciia phuong trinh sau:
p = IFPg,) hodc: q = IFPy,

Trong hé mat RSA [10], bai toan phan tich §6 dugc sir dung trong viéc hinh
thanh cdp khoa cong khai/bi mat cho moi thyce thé ky. Vi viéc gilt bi mat cac tham
s6 (p, q) thi viéc tinh duoc khoa bi mat (d) tir khoa cong khai (e) va modulo(n)
12 mot bai toan khé néu p, q duoc chon du 16n va manh. Hién tai bai toan trén van
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duoc coi 1a bai toan khé do chua c6 gidi thuat thoi gian da thirc hay da thuc xéac
suat cho n6 va h¢ mat RSA 1a mét minh chung thyc t€ cho tinh kho giai cua bai
toan nady. Trong thuc té, cac tham sO p, g c6 thé chon theo FIPS 186 - 4 [9] cua
Hoa Ky cho h¢ mat RSA.

2.2. Bai toan logarit rdi rac trén Z,

Cho cidp s6 nguyén duong (p, g) véi p 1a sb nguyén t, con g 13 mot phan tur
cua nhom Z,. Khi do, bai toan logarit ro1 rac trén Zj hay con goi la bai toan
DLPy, ) duoc phat biéu nhu sau:

Véi mbi sb nguyén duong y € Ly, hdy tim x thoa man phuong trinh sau:

g*modp=y

Giai thuét cho bai toan DLP, oy c6 thé dugc viét nhu mot thuat toan tinh ham
DLP(, ¢ () v6i bién du vao 13 y, con gia tri ham 14 x ciia phuong trinh sau:

x = DLPp 5 (¥)

Bai toan DLP, oy 14 co s6 dé xay dung nén h¢ mat ElGamal [11]. Hién tai chua
¢ giai thuat hi¢u qua (thoi gian da thirc hay da thire xac suat) cho DLPy, &) va do
an toan cua t}luét toan DSA trong chuan chir ky s6 DSS ctuia Hoa Ky la mdt minh
ching thuc t€ cho tinh khé giai cua bai toan nay.

3. XAY DUNG LUQC PO CHU KY DUA TREN TINH KHO CUA VIEC
GIAI PONG THOI 2 BAI TOAN LOGARIT ROI RAC VA PHAN TICH SO
3.1. Thuit toan hinh thanh tham s6 va khoéa

Cac tham sé‘hé thong hay tham s6 mién duoc nha cung cip dich vu ching thuc
s0 hinh thanh bang thuat toan nhu sau:

a) Thuit toan 1. Hinh thanh cac tham s hé thong

Input: Ip, lq - d6 dai (tinh theo bit) cta cac sé nguyén td p, q.
Output: p,q, g.
Budc 1. Chon cip sb p, g nguyén tb véi:
len(p) = Ip,len(q) = lq sao cho q|(p — 1)
Budc 2. Chon g 13 phan tir sinh ctia nhom Z, theo:

p-1
g=a 1 modp,véia€ (1,p)

Chii thich: len(.): ham tinh d6 dai (theo bit) ciia mot sb.
Madi thyc thé cudi/ngudi sir dung trong hé théng hinh thanh khoa ctia minh bang
thuat toan nhu sau:
b) Thuat toan 2. Hinh thanh khoa
Input: p, q, g, Ip;, lq; - 46 dai (tinh theo bit) ciia cac sb nguyén t6 p;, q;.
Output: x4, x,,1,y.
Budc 1. Chon cidp s6 p;, g4 12 cac nguyén t6 voi:
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len(py) = lpy, len(qy) = lq,
Budc 2. Tinh n = p,.q,, néun < p thi thyc hién lai Bude 1.
Budc 3. Tinh p(n) = (p; — 1). (g1 — 1)
Budc 4. Chon gi tri bi mat thir nhat x; trong khoang (1, q)
Budc 5. Tinh gia tri y theo:
y = (9)®Y"" modp (1)
Kiém tra néu: y > ¢(n) hoic: gcd (y, ¢(n)) # 1 thi thuc hién lai tir Budc 4.
Budc 6. Tinh gia tri bi mat tha hai x, theo:
X, =y~ mod p(n) )
Buéc 7. Chon ham bam H: {0,1}* - Z, v6iq < h <p
Chui thich:
-p. ¢, g Tham sb hé thong (tham s6 mién).
- Xy, X2 Khoéa bi mat.
-y, n: Khoa cong khai.
3.2. Thuat toan ky
a) Thuat toan 3: Sinh chit ky
Input: p, ¢, g @(n), x1,x, M - ban tin can ky
Output: E, S- chit ky
Buéce 1. Chon ngau nhién gia tri k trong khoang (1, q)
Budc 2. Tinh gia tri:

R = g% modp (3)
Budc 3. Tinh thanh phan tht nhat E cta chit ky theo:
E = H(M||R) mod q 4)
Budc 4. Tinh thanh phan tht hai S cua chir ky theo:
S =(xy X (k+E)modq)*> modn (5)

Chii thich: toan tir "||": phép ndi 2 xau bit.
b) Thuit toan 4: Kiém tra chir ky
Input: p, ¢, g v, n, y, M - ban tin can tham tra.
Output: (E,S) = True/False
Budc 1. Tinh gia tri:
R = ((1)®medn x (g)F) mod p (6)
Budc 2. Tinh gia tri:

E = H(M||R) mod q (7)
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Budc 3. Néu E = E thi (E,S) = true; néu E # E thi (E,S) = false
Chu thich: . o
+ (E,S) = true: chit ky hop ¢, ban tin M dugc xac thuc vé nguon goc va tinh
toan ven.
+ (E,S) = false: chir ky hodc/va ban tin bi gid mao.
3.3. Tinh diing din cia thuit toAn méi dé xuat

Diéu can chimg minh & day 1a: Cho p, ¢, py, g, 13 cac sb nguyén té thoa méan:
p—1

qlp—1, n=pyxq,n>p, 1<a<p, g=amodp,
e = (- DX (-1, 1<x <qy=g"" modp,
x, = (¥) Tmod p(n),1 <k < @n),R =g~ modp,
H:{0,1} - Z, v6iq < h < p,E = H(M||S) mod q,
S = (x; X (k + E) mod q)*2 mod n.
Néu: R = ((y)®’modn x (g)7F Y mod p,E = H(M||R) mod q thi E = E.
Chung minh:
That vay, tir (1), 2), 3), (5) va (6) ta cb:
R = ((y)®Pmodn x (g)~F mod n) mod p

= (((g)(x1)‘1m0d p)

= (((9* ' mod p)™"" x (9)7F) mod p

— ((g)(xl)‘l.xl.(k+E) % (g)—E) mod p

= ((**® x (9)"F) modp = g*¥ modp =R

Tt (4), (7) va (8) suy ra diéu phai chimg minh:

E = H(M||R) mod q = H(M||R) mod q = E
3.4. Mirc d an toan ciia thuit toan méi dé xuét

((x1.(k+E) mod q)*2 mod n)Y mod n

X ()" Jmodp  (®)

1-(k+E)

+ Tén cong khéa bi mdt

O thuat toan moi dé xuét, khoa bi mat 14 tich cua cdp gia tri bi mat (x4, x,), tinh
an toan ctia lugc dd s& bi pha v& khi cip gia tri nay co thé tinh dugce boi mot hay
cac ddi twong khéng mong mudn. Tir Thuat toan 1 va 2 cho thdy, dé tim duogc
x, theo (2) can phai tinh dugc tham sé ¢(n), nghia 13 phai giai duoc IF Py, con
dé tinh ,du:(yc X1 t‘heo (1) can phai giai dugc DLP(p_g). Chu ¥ rang, dé tinh x, va x,
thi ké tan cong can phai gidi dugc (4). Nhu vay, dé tim dugc cap khoa bi mat nay
ké tin cong can phai giai dugc bai toan IF Peny va DLP, o). NOi cach khac, d6 an
toan vé khoa ciia thuat toan duge dam bao bang d6 kho ciia viée giai dong thoi 2
bai toan IFP(n) va DLP(p'g).

+ Tan cong gia mao chir ky
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Tu di’éu kién cua Thuat toan 3, Ip(f)t cap (E,S) bat ky sé duoc coi ’lé chit ky hop
1€ cua doi tugng s¢ hitu cac tham so cong khai (n, y) 1€n ban tin M néu thdéa man:
E = HM||((Y)® x (g)F mod n) mod p) ©)
Tir (9) d& thiy rang, néu H(.) d}rqc chon 1a ham bam c¢ tinh khang va cham cao
(SHA 256/512,...) thi viéc tao ngau nhién duoc cap (E,S) th("ga man diéu kién cua
thuat todn kiém tra la khong kha thi trong cac ing dung thuc te.
4.ViDU
a) Sinh tham s6 va khoa (Thut toan 1)
Input: [, = 512 bit,l, = 160 bit .

Output: p, ¢, g.

- Gia tri cua p:

6858573634744140043864051060196712237037265262414147418846336002493917
70216806087892612458049447003300037760640716543717785944770214754537295604
2876888251

- Gia tri cua q:

1444125853144354424502004519548090639867409116997

-Giatricua g:

3497993977523090272943160771514751474419981070156148850534702931082372

53505790988846063652173362632743770735595978202181871488219496284748996457
0361083060

b) Sinh tham s6 va khoéa (Thuét toan 2)

Input: p,q, g,1,, =512 bit,l;, = 512 bit.

Output: x4,x,,1n,y.
- Giatricua l, :
7117013613810786406784266560984396928363531519896578037730893999461553

58827637950909852737949050747550785316108672123212667809081183861310965127
3978117011

- Giatricua lg :

1334329757731294897401625580595445900545276917576694146992975210732330
77203724545701715845873549340068538458719610888573016173616470844401997450
51845491769

- Gia tri cia n:
9496443051086474210661085099332286031499892570755668623556339140829830
67857255444633271373994095701666145877674939894089690303568644414305945512
45477646353048055518808855111677947695365926531411430169792686305328172810
77258448295744503914580919743972488076409470800668743109784502677096844185
5024379919382459
- Gia tri cua x4:
1251548569695557205558738755380301729107167948542
-Giatricuay:
2070674479402476292663411626561047511804694262936235504384953725137336

64749422286934000414725802220904361550868131157437337076902047181778561665
6853358639

- Gia tri cua x,:
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7084594550467275179564825937655456519597843612096402022737348480403951
06713029728945831538264951046555207726417829261440149777182252053924379384
18383741571836103986780074090265630227377458627089439216002525154665295549
96624335302391847286787951325315556174550371818709966190513611023804670687
2101153968183999

¢) Sinh chir ky (Thuat toan 3)

Input: p, g, g n, x1, x5, M

Output: E, S
- M =“THIS IS A NEW DIGITAL SIGNATURE ALGRITHM !”
-Giatri cua k:
1169201076494603411307255601541973824292894850079

- Gia tri cda R tinh duoc:
5054068794150077099617350666961421672507933164624429930219452280818704
12498455503011748256774799384029100954833672799686782817963045293593781022
3496441786
- Gia tri cua E tinh duoc:
627576451934184254727264502918899024375785781807
- Gia tri caa S tinh duoc:

3253259338151369568744793552444228814714137618496059246175229799981389
03878515475775960657880732167452158278405817354321802165708789187563969708
00396426231562976547352301617131307106384994313040974512175645789343779805
71673000456643405285871045118267681702714137327479298344759845004407361054
0621904481369519

d) Kiém tra chir ky (Thuat toan 4)
Input: p, g, g, n, y, M, (E,S)
+ Truong hop 1:
- Ban tin can ki€ém tra:
M = “THIS IS A NEW DIGITAL SIGNATURE ALGRITHM !”
- Gia tri cia E can ki€m tra:
627576451934184254727264502918899024375785781807
- Gia tri cia S can ki€ém tra:
3253259338151369568744793552444228814714137618496059246175229799981389
03878515475775960657880732167452158278405817354321802165708789187563969708
00396426231562976547352301617131307106384994313040974512175645789343779805

71673000456643405285871045118267681702714137327479298344759845004407361054
0621904481369519

- Gié tri cta R tinh duoc:

5054068794150077099617350666961421672507933164624429930219452280818704
12498455503011748256774799384029100954833672799686782817963045293593781022
3496441786

- Gia tri cta E tinh duoc:

627576451934184254727264502918899024375785781807

Output: (E,S) = true.

+ Truong hop 2: Bén tin bi gid mao.

- Ban tin can kiém tra:
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M =“THIS IS A NEW DIGITAL SIGNATURE ALGRITHM

- Gia tri cia E can kiém tra:
627576451934184254727264502918899024375785781807

- Gia tri cia S can kiém tra:
8021657087891875639697080039642623156297654735230161713130710638499431
30409745121756457893437798057167300045664340528587104511826768170271413732
74792983447598450044073610540621904481369519
- Gi4 tri cia R tinh duoc:
5054068794150077099617350666961421672507933164624429930219452280818704
12498455503011748256774799384029100954833672799686782817963045293593781022
3496441786
- Gid tri cua E tinh duoc:
950375168932516035853278712792326895469172097430
Output: (E,S) = false.
+ Truong hop 3: Thanh phan S cua chir ky bi gia mao.
- Ban tin can kiém tra:
M = “THIS IS A NEW DIGITAL SIGNATURE ALGRITHM !”
- Gia tri cia E can kiém tra:
627576451934184254727264502918899024375785781807
- Gia tri cia S can kiém tra:
8021657087891875639697080039642623156297654735230161713130710638499431
30409745121756457893437798057167300045664340528587104511826768170271413732
74792983447598450044073610540621904481369510
- Gia tri cia R tinh duoc:

5054068794150077099617350666961421672507933164624429930219452280818704
12498455503011748256774799384029100954833672799686782817963045293593781022
3496441786

- Gia tri cta E tinh dugc:
950375168932516035853278712792326895469172097430
Output: (E,S) = false.

5. KET LUAN

Bai bao dé xuét xay dung mot lugc dd chir ky c¢6 d6 an toan dugc dam bao béng
mirc d6 kho cua viéc giai dong thoi 2 bai toan: bai toan phan tich mot s6 nguyén
16n ra céac thira s6 nguyén td va bai toan logarit roi rac. C6 thé khang dinh rang
khong co6 bat ky kiéu tin cong nao vao luge dd thanh céng duoc ma khong phai
giai duge dong thoi 2 bai toan kho néu trén, do d6 luge dd méi dé xuét ¢ thé phu
hop véi cac tng dung yéu cau cao vé do an toan trong thuc té.
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ABSTRACT

A NEW DIGITAL SIGNATURE SCHEME BASED ON FACTORING
AND DISCRETE LOGARITHMS

The paper proposes a digital signature scheme based on the difficulty of
simultaneous solving two discrete logarithm problems with integer factoring
problems. Therefore, the new signature algorithm proposed here can meet
applications with high security demands on actual security.

Keywords: Digital Signature Algorithm; Public - Key Cryptography Algorithm; Public - Key CryptoSystem;
Discrete Logarithm Problem; Integer Factoring Problems.
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