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UNG DUNG MAY VECTO HO TRQ VA BAT THUONG TRONG NGU CANH
CHO PHAT HIEN XAM NHAP VAO HE THONG SCADA

Nguyén Vin Xuén', Vii Pire Treong, Nguyén Manh Hung, Nguyén Tiing Cwong
Hoc vién Ky thudt quan sw

TOM TAT

Trong bai bao nay, ching t6i gidi thiéu mot mo hinh IDS-SCADA, c6 kha nang phat hi¢n xam
nhap vao hé thong SCADA véi d6 chinh x4c cao, md hinh nay dwoc xay dung dya trén may hoc
Support Vector Machine (SVM). Piém dic biét cia md hinh dwoc dé xudt & chd chung t6i xem xét
dir liéu bét thudng trong ngit canh. Dé lam diéu do, tap dit liéu ban ddu dugc ching t6i cau trac lai
dé tao ngir canh trude khi dua vao SVM huan luyén. M6 hinh duoc ching toi dé xuat c6 kha ning
phat hién dit liéu tin cong hay binh thudng véi do chinh xac dat tir 95,02% dén 99,03%.
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ABSTRACT

In this paper, we present an IDA-SCADA model based on Support Vector Machine (SVM) which
is capable of detecting intrusion into SCADA systems with high accuracy. The distinction of our
method used in this research is we applied contextual training data. To do that, the original dataset
was reorganized to create context before training the SVM phase. The result of our work is the
proposed system able to identify any attacks or normal patterns with precision from 95.02% to
99.03%.
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1. Gidi thiéu

Hé thong SCADA (Supervisory Control and
Data Acquisition) quan trong tim qudc gia
hodc cua cac danh nghiép 16n luon c6 nguy co
bi tin cong tir cac ma doc hai, Hacker, tin téc,
tir cac nha thdu canh tranh nhau, tir khung
bd,...Vi du ndm 2000, cic tram bom dich vu
nuée Maroochy ¢ Uc bi tan cong lam dimg hé
thong [1]. Nam 2003, mot sdu may tinh vuot
qua tuong lira xam nhap vao hé thong
SCADA tai nha may hat nhan Davis Besse ¢
Ohio [2]. Nam 2010, Stuxnet [3] tin cong vao
nha may hat nhan Iran, sdu Stuxnet da canh
bao cho ca thé gidi mic d6 nghiém trong ciia
cac 16 hong de doa dén hé théng SCADA.
Ban chit cia hé théng IT (Information
Technology) va hé théng diéu khién cong
nghiép, hé thdng SCADA 1a khac nhau. Vi
viy cac hé théng phat hién xam nhap IDS
(Intrusion detection system) ap dung cho cac
hé thdng IT co6 thé khong hoan toan phu hop
v6i hé thong SCADA.

Trong bai bao nay ching t6i nghién ciru dé
xuit mo hinh IDS — SCADA trén co s& may
hoc SVM (Support Vector Machine) va bt
thuong trong ngit canh, cho phép phat hién
x4m nhap vao hé théng SCADA va nang cao
ty 16 phat hién xdm nhdp va giam thiéu cac
canh béo gia.

C6 ba kiéu dir liéu bat thuong: diém bt
thuong, bat thuong tip thé va bit thuong
trong nglt canh. Khi mot truong hop dir liéu
cu thé khong tudn theo phan dit liéu chung
cia n6 goi 1a diém dir liéu bat thuong. Khi
mot tap hop dir li€u twong tu nhau dang hoat

d6 goi 1a bat thuong tap thé. Kiéu thu 3, bt
thuong trong ngit canh xay ra khi mot truong
hop dir liéu xem xét 1a binh thuong hay bt
thuong can dit no trong mot mbi quan hé¢ cu
thé. Vi du chi tiéu hang thang 1a 5008 néu co
mot thang chi tiéu 2000$ nhung thang do co
1€ hoi thi chi tiéu d6 1a binh thudng, con thang
do khong phai dip déc biét nao thi dir li¢u chi
tiéu d6 1a bat thuong.

2. Bj dir liéu sir dung trong huin luyén,
kiém tra

Déi v6i hé thong IT, c6 bo dir lieu KDD [4]
cho céc nha nghién cuu tht nghiém muc do
hi€u qua cua cac IDS ma ho nghién ctu. Voi
hé théng SCADA, Wei Gao va cong su [5] da
nghién ctru va cong bd bd dir liéu phién ban
dau tién cho hé thdng SCADA dudng 6ng dan
GAS. Sau d6 Thornton va cong su [6] da chi
ra con mot s6 nhuoe diém cta bo dir lidu nay.
Tiép sau dén Turnipseed [7] dd ké thira hé
thong ciia Wei Gao va cong bd b dir licu
phién ban thir hai v6i cac mau tan cong dam
bao ngiu nhién hon, phit hop cho thir nghiém
ciac thudt toan khic nhau trong IDS -
SCADA. B6 dir liéu d6 dugc mé ta & phan
duéi day, hinh 1 13 kién tric hé thdng tao ra
tap dir liéu ctia Turnipseed.

Bo dit ligu kiém tra IDS — SCADA ciia
Turnipseed dugc xdy dung cho hé théng
dudng dng GAS sir dung giao thirce MODBUS
(chi tiét bo dir lidu xem tai [7]) gom co
274628 mau, trong d6 c6 214580 mau binh
thuong (chiém 78,1%) va 60048 mau tin
cong (chiém 21,9%). Va két qua thir nghiém
mot s6 thuat toan cua Turnipseed va cong su
trong bang 1.

dong bét thuong thi toan bo tap hop dir licu
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Hinh 1. Kién triic ciia test bed ciia tdp dit liéu
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Bang 1. Két qud thir nghiém cac thudt toan cua nhom tdc gia trén bg dir liéu

Thuit toan Nhom thuit toan Do chinh xic phén loai
Naive Bayesian Network Bayes 80.39%
PART Rule-Based 94.14%
Multilayer Perceptron Neural Network 85.22%

M&di mau dir liéu tan cong va mau binh thuong déu chaa 17 thude tinh va 3 thudc tinh dau ra
duoc mo ta nhu bang 2 dudi day:

Bang 2. Cdc thuoc tinh cua méi mau trong tap di li¢u

STT Thugc tinh Mo ta
01  Address Dia chi cta Slave cta giao thitc Modbus
02  Function M3 ham cua giao thicc Modbus
03  Length Do dai cua goi Modbus
04  Setpoint Diém dit ap suat khi hé thong & ché do tw dong
05  Gain PID gain.
06 Reset rate PID reset rate.
07 Deadband PID dead band
08  Cycle time PID cycle time
09 Rate PID rate
10 System mode Ché d0 ctia hé théng, 2: auto, 1: manual, 0: off
11  Control scheme 0: diéu khién may bon, 1: diéu khién van tir
12 Pump biéu khién may bom, 1:on, 0:off
13 Solenoid Piéu khién van tr, 1: opened , 0: closed
14 Pressure measurement Gia tri 4p suat do dugc trong dudng 6ng
15 CRC Ma kiém 131 cua géi Modbus
16 Command/response 1: Lénh, 0: dap tng
17 Time Déu thoi gian cho mdi goi Modbus
18 Binary result Phan nhoém nhi phéan, 0:normal, 1:attack
19  Attack Categorized Phéan nhém tan cong (0->7)
20  Specific result Két qua chi tiét cac tAn cong (0->35)

Tap dit lidu co chira 35 loai tin cong thudc 7 nhém mo ta twong tng trong bang 3.

Bang 3. Bdy nhém tan cong khdc nhau cia tdp div liéu

Nhém tén cong Viét tit

Normal/ Mau binh thuong. Normal(0)
Naive Malicious Response Injection/T4n cong chén dap ing don gian. NMRI(1)
Complex Malicious Response Injection/T4n cong chén d4p tng tinh vi. CMRI(2)
Malicious State Command Injection/T4n cong thay doi trang thai. MSCI(3)
Malicious Parameter Command Injection/T4n cong thay ddi tham sé MPCI(4)
Malicious Function Code Injection/T4n cong gid mao ma ham. MFCI(5)
Denial of Service/T4n cong tir chdi dich vu. DoS(6)
Reconnaissance/T4n cong trinh sét. Recon(7)

3. Mb hinh @@ xuét phat hién tin cong vao hé¢ thong SCADA

Trong hau hét cac phuong phap xay dung hé théng IDS thi k§ thuat phat hién xdm nhdp (tin
cong) déu dua trén cac ddu hiéu xam nhdp hodc trén phat hién bt thuong (xem thém muc 4.1
trong bai bio nay). Hinh 2 1a mé hinh phat hién xdm nhap vao hé thong SCADA dugc d& xut
trong bai bao nay. O day chung t6i dé xuit k§ thuat dung may hoc SVM phat hién bat thuong
trong ngit canh dé nhan dang mot gbi tin 1a tAn cong hay binh thuong. Ngit canh & day 1a ching
t6i khong dua doc 1ap timg géi tin vao may hoc SVM ma can xem xét mot nhom géi tin lién tiép
nhau dua vao SVM huén luyén, nhan dang. Nghia la dat mdi goi tin nhan dang trong ngir canh
gdm 3, 5, 7 gbi tin binh thudng ngay trude goi tin cin nhan dang, sau d6 méi dua vao may hoc
SVM nhan dang, két luan 13 binh thuong hay tin cong. Trong bai bio chon ngir canh gdbm 3, 5
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hay 7 goi tin dé thir nghiém vi néu chon ngit canh chi ¢6 1 hodc 2 géi tin thi ngit canh tao ra co
qua it théng tin cho may hoc SVM hoc tép, con néu chon ngit canh 16n hon 7 goi tin thi ¢ thé co
qua nhiéu thudc tinh ¢ may hoc SVM hoc tip dan dén qua trinh hoc khong hiéu qua.

_______________________________________________________________________________

Phat hién xam nhap dung

méy hoc SVM Canh bao xam nhap

A
Normal + Attack

bat goi tin
trong ngit canh

T

IDS-SCADA
Trich rat cac thudce tinh

tao vector chuan

f

Bit giir goi tin

Master

Slave

MTU/PLC B MODBUS

> RTU/PLC

Hinh 2. M6 hinh phdt hién xdm nhdp dua trén may hoc SVM va ngit canh

4. May hoc Support Vector Machine-SVM
4.1 Stk dung may hoc trong IDS

Mot trong nhitng phuong phap sir dung dau
tién trong IDS (Intrusion detection system)
dya trén quy tic 1a hé chuyén gia (Expert
System - ES) [10], trong nhiing hé thdng nhu
vay kién thirc, kinh nghiém cua con ngudi
dugc ma hoa thanh bd cac quy tic. Hé chuyén
gia cho phép quan 1y cac kién thic, kinh
nghiém cta con ngudi hiéu qua, nhat quan,
day du, cho phép xéac dinh cac hoat dong binh
thuong hay hoat dong lam dung vao hé théng,
tuy nhién hé chuyén gia c6 tinh linh hoat
khong cao, kho phat hién cac tdn cong moi.
Khong giéng hé chuyén gia, cach tiép can
khai pha dit liéu (Data Mining), xut phat tir
su két hop giira cac quy tic va cac mau dir
lidu c6 sén, khong st dung kién thire chuyén
gia tu con nguodi. NO sir dung cac ky thuat
thong ké dé khai pha cic mdi quan hé giita
cac muc dir liéu tir d6 xay dung cac mo hinh
du doan. Sur dung phuong phap nay, Lee [11]

da phat trién mot khung khai pha dit liéu cho
phat hién xam nhap. Cu thé, cac hanh vi trong
hé¢ thong dugc ghi lai va phén tich dé tao ra
bd cac quy tic, tir d6 c6 thé nhan ra cic cudc
xam nhdp trai phép vao hé thong. Han ché cua
giai phap nay 1a c6 xu hudng tao ra mot sd
lwong 16n cac quy tic va lam ting sy phuc tap
clia hé thong. Cay quyét dinh 1a mot trong
nhitng thuat toan hoc c6 giam sat dugc st
dung phé bién nhat trong IDS [12] do tinh
don gian, d6 chinh xac phat hién cao va kha
nang thich 'ng nhanh. Mot phuong phap khac
cho hiéu suat kha cao 13 mang noron nhan
tao. Mang noron c6 thé mo hinh hoa ca mod
hinh tuyén tinh va phi tuyén tinh. IDS dwa
trén mang noron [13] da dat dugc thanh cong
16n trong viéc phat hién cac cudc tn cong
méi va kho. Dé phat hién xam nhdp dua trén
cac luat hoc khong giam sat, cac phuong phap
phan cum dit li€u cling dugc ap dung [14].
Céc phuong phéap nay lién quan dén viée tinh
toan khoang cach bang s giita cac thudc tinh,
do d6 chung khong dé dang xir 1y cac thudc
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tinh dang ky tu twong trung, din dén kho
chinh xac. Mot k¥ thuat nbi tiéng khac dugc
st dung trong IDS 1a phan loai Naive Bayes
[12]. Boi vi Naive Bayes phai gia dinh tinh
doc lap co diéu kién cua céac thudc tinh dix
lidu nén truong hop cac thudc tinh co nhiéu
quan hé véi nhau thudng lam cho hiéu suét
phat hién giam. Bén canh Cay quyet dinh, va
mang noron duoc str dung phd bién, Support
Vector Machines (SVM) cling 1a mdt phuong
phap tot cho hé thong phat hién xdm nhéap
[15], SVM c¢6 kha nang phat hién thoi gian
thuc, xir 1y dit lidu c6 chidu 16n. SVM chuyén
cac vecto huan luyén vao trong khong gian
dic trung voi s6 chiéu 16n hon thong qua cac
ham anh xa phi tuyén. Dir liéu sau d6 duoc
phan loai béng cach xac dinh mot tdp cac
vecto hd tro, 1 tap con cac dir liéu dau vao
huén luyén, sau d6 xac dinh siéu phing trong
khong gian dic trung dé phan loai.

4.2 May hoc Support Vector Machine

Mo hinh phan loai Support Vector Machine
(SVM) [8,9] duoc biét dén nhu mot thuat toan
hoc tap tot nhat d& phén loai nhi phan. SVM
ban dau la mot thuat toan phan loai mau dua
trén k¥ thuat hoc thdng ké dé phan loai voi
nhiéu ham nhan (kernel functions), no6 da
dugc ap dung t6t cho mot sé tmg dung nhan
dang miu. Gan déy, né ciing da duoc ap dung
cho phat hién xam nhap. SVM da tré thanh
mot trong nhitng ky thuat phd bién dé phat
hién xdm nhép bét thuong do tinh chat khai
quat tbt trong phan loai dit liéu va hoat dong
t6t voi nhitng dir liéu ¢6 chiéu 16n. Mot diém
loi thé khac ciia SVM 1a qua trinh huan luyén
cho nghiém tdi wu toan cuc khong bi hoi tu
dén nghiém dia phuwong nhu mang noron du
chiéu cua dit liéu 16n, s6 mau huin luyén nho.
SVM c6 thé lya chon phuong phap thiét 1ap
céc tham s khong phu thudc vao nhitng kinh
nghi€ém, thuc nghi€ém nhu truyén théng cua
mang noron [16]. Mot trong nhimng lgi thé
chinh cua viéc sit dung SVM cho IDS la tde
dd nhan dang nhanh, vi kha nang phat hién su
xdm nhap trong thoi gian thuc 1a rdt quan

trong. SVM c¢o thé hoc tir mot tdp cac mau
16n va c6 kha nang mé rong tdt vi do phtc tap
phan loai khéng phu thudc vao chiéu cua
khong gian dic trung. Cac SVM ciing c6 kha
nang cdp nhat cac mau huin luyén moét cach
linh hoat bat cir khi ndo c6 mau méi trong qué
trinh phan loai [17].

5. Cu truc lai tap dir liéu dé tao ngir canh
Pé két luan mot goi tin trong mang SCADA
12 binh thuong hay tin cong ta xem xét nd
trong quan hé gém c6 (k+1) goi tin lién tiép
nhau, k goi tin dau 1a binh thuong goi 13 ngit
canh, g6i tin cudi thi (k+1) can két luan 1a
g01 binh thudong hay tan cong vi Vay ta can
cau trac lai tap dir ban dau ma mdi ban ghi
gorn k goi tin binh thuong cung goi tin (k+1)
can xem xét 1a goi binh thuong hay tin cong,
qué trinh xay dung lai tap dit liéu nhu sau:

Goi Wi (i=1,2,...N) la ban ghi (gai tin)
trong tap dir liéu ban dau, N sb ban ghi trong
tap dir liéu ban dau.

Ti: Pau ra phan loai ctia goi tin Wi, Ti =
0 nghia la g6i Wi binh thuong, Ti = 1 nghia 1a
g6i Wi 14 tAn cong (goi tin xAm nhap trai phép).

W: Ngit canh gdom k ban ghi binh
thuong, k c6 thé chon =3, 5, 7...

Pi: Ban ghi moi gdm k goi tin binh
thuong cua W, goi tin Witk va dau ra Ti+k
cua goi tin Wi+k; Pi=[W, Wi+tk, Ti+k]

P: Tép dit liéu m6i gdm (N-k) ban ghi,
mdi ban ghi c¢6 (k+1) géi tin cil.

Bwée 1: Khoi tao: i = 1, P = []- tap
rong va ngir canh W gom k goéi tin binh
thuong dau tién trong tap dir liéu ban dau,
khong mit tinh tong quat gia st k goi tin dau
tién lién tiép cua tap dit lidu dau 1a cac goi tin
binh thuong thi ta ¢c6 W nhu sau: W=[Wi,
Witl, Wit2,....,Wi+k-1].

Budéc 2: Pi goi tin méi duge gan gom k
g0i tin binh thuong trong W, cung goéi tin Witk,
dAu ra Ti+k cua Witk; Pi=[W, Witk, Ti]

Bude 3: Cap nhat lai nglr canh W.

Néu Titk =0 tic géi Witk la binh
thuong, cap nhat goi tin Witk vao W va g&
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bo gobi tin ct bén trdi cung trong W ra, W
dugc cap nhat lai la: W = [Wit],
Wit+2,...,Witk]

Néu Tit+k =1 tre Wi+k 1a goi tAn cong
khong cép nhat Witk vao W, nglt canh W
khong thay doi.

Buwéc 4: Cap nhat Pi vao tap dir liéu mdi,
P = [P; Pi], i = i+1, Néu i <= N ti€p tuc thuc
hién budc 2, ngugc lai ket thic thuat toan.
Trong tip dit liéu ban dau mdi ban ghi chi
gom céc gobi tin doc 1ap chua c6 ngli canh cho
cac goi tin, vdi thudt todn & trén thi tur tap dir
liéu ban dau da tao ra tap dir liéu méi P gom
(N-k) ban ghi ma mdi ban ghi trong tap P méi
gom (k+1) goi tin lién ti€p nhau lay trong tap
dir li€u cii, trc moi ban ghi trong tép P 1a mot
ngtr canh cho céc goi tin can nhan dang.

6. Két qua phan loai
Sau khi tao ra tap dir liéu méi P, chon ng?tu
nhién 80% dir liéu trong tap P (gom 219.698
ban ghi) duoc dung dé huan luyén may hoc
SVM, phan con lai 20% dit liéu cua tap P
(gobm 54.925 ban ghi) duogc st dung dé kiem
tra lai hi€u suat phat hién cia SVM. K&t qua
ki€ém tra nhu sau:
Truong hop k=3 cho két qua nhw hinh 3:
Do chinh xac phan loai:

(42762 + 9429)/54925 = 95,02%.
Do chinh xac phat hién tan cong:

9429/(9429 + 179) = 98,14%
Ty 1é phat hién tin cong (Recall):

9429/(9429 + 2555) = 78,68%
Canh bao nhim (Duong tinh gia):

179/(9429 + 179) = 1,86%

Test SVM - Confusion Matrix

o 42762 2555 94.4%
77.9% 4.7% 5.6%
«
&
o, 179 9429 98.1%
5 0.3% 17.2% 1.9%
=
Is]
99.6% 78.7% 95.0%
0.4% 21.3% 5.0%

o 1
Target Class

Hinh 3. Két qua kiém tra véi k=3

Truong hop k=5 cho két qua nhw hinh 4:

Do chinh xac phan loai:
(42597 + 11796)/54925 = 99,03%.

Do chinh xac phat hién tin cong:
11796/(11796 + 265) = 97,80%

Ty 1é phat hién tin cong (Recall):
11796/(11796 + 267) = 97,79%

Canh bao nham (Duong tinh gia):
265/(11796 + 265) = 2,2%

Test SVM - Confusion Matrix

° 42597 267 99.4%
77.6% 0.5% 0.6%
0
%)
i
8 N 265 11796 97.8%
= 0.5% 21.5% 2.2%
5
o
99.4% 97.8% 99.0%
0.6% 2.2% 1.0%

o 1
Target Class

Hinh 4. Két qua kiém tra véi k=5
Truong hop k=7 cho két qua nhw hinh 5:
Do chinh xac phan loai:

(42661 + 11730)/54924 = 99,03%.
Do chinh xac phat hién tin cong:
11730/(11730 +253) = 97,89%
Ty 1é phat hién tin cong (Recall):
11730/(11730 + 280) =97,67%
Canh bao nham (Duong tinh gia):
253/(11730 +253) = 2,11%

Test SVM - Confusion Matrix

° 42661 280 99.3%
77.7% 0.5% 0.7%
1%}
1%}
<
8 N 253 11730 97.9%
=4 0.5% 21.4% 2.1%
5
o
99.4% 97.7% 99.0%
0.6% 2.3% 1.0%

o 1
Target Class

Hinh 5. Két qua kiém tra véi k=7

Nhin xét: So sanh két qua trong bang 4 va
trong bang 1 cia Turnipseed [7] cho thiy két
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quéa nhan dang ciia ching t6i cao hon nhiéu ciia Turnipseed. Lay mot trudng hop tin cong chén
dap mg hodc chén 1énh tinh vi giai thich cho két qua nay. Géi tin 1 1a mot géi tin binh thuong va
g6i tin 2 duoc tin tic chén vao mang gidng hét goi tin 1 chi khac 13 ¢ hai thoi diém khac nhau néu
chi xem xét doc lap timg goi tin thi SVM khong thé phat hién ra goi tin nao 1a tin cong, gbi tin
nao binh thuong duge. Nhung néu xét thém mot s goi tin ngay trudc goi 1 va ca géi tin 2 ciing
lam vay thi c6 thé phan biét dugc géi tin 1 13 binh thudng, géi tin 2 1a tin cong d6 chinh 1a mot vi

du tim bat thuong trong ngir canh.

Bang 4. Két qua phdn logi tan cong

Chi s6 danh gia k=3 k=5 k=7
Do chinh xac phan loai 95,02% 99,03% 99,03%
Do chinh x4c phat hién tan cong 98,14% 97,80% 97,89%
Ti 1é phat hién tan cong 78,68% 97,79% 97,67%
Cénh b4o nhim (Duong tinh gid) 1,86% 2,2% 2,11%

7. Két luan

Trong bai bao chung t6i da iing dung may hoc
SVM két hop véi nhan dang bat thuong trong
ngit canh cho két qua phan loai c6 do chinh
x4c rat cao va ty 1& duwong tinh gia thép,
khong vugt qua 2,2%.

Cung stt dung bo dir liéu nhung Turnipseed
[7] khong st dung nglt canh ma nhan dang
doc lap tung gobi tin, ca ba thuat toan
Turnipseed kiém tra cho két qua nhan dang
khong qua 94,14% (xem bang 1). Cac thu
nghiém trong bai béo cua chung t6i déu cho
két qua phan loai cao hon Turnipseed dat trén
95,02%. Khi tang kich thudc cua nglt canh
1én 5 hoic 7 cho két qua phan loai gin dat dén
99% cao hon tt ca cc thuat ma Turnipseed
kiém tra.

Vi ngit canh gdm 5 goi tin cho do chinh xac
phan loai (99,03%) cao hon khi xét ngit canh
chi gom 3 goi tin (95,02%). Con v&i ngit canh
gdm 7 goi tin cho két qua phan lai khong cao
hon so véi ngit canh gdm 5 géi tin xem thém
két qua trong bang 4. Pic biét 1a ti 1& phat
hién tin cong v6i ngir canh bang 5 dat
97,79% con véi ngit canh bang 3 thip hon chi
dat 78,68%.
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