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GIAI PHAP CHONG TAN CONG BLACKHOLE TRONG MANG MANET

'Nguyén Phic Hai, 2Nguyén Thi Quynh Hoa va 2Nguyén Thé Loc
LPhan vién khu viec Tay Nguyén, Hoc vién Hanh chinh Quéc gia
2Khoa Cong nghé Thong tin, Truong Pai hoc Su pham Ha Noi

Tém tat. MANET (Mobile Ad-hoc Network) 1 mang két ndi cic may tram di chuyén mot
cdch ngiu nhién, khong phu thudc vao co sé ha ting mang c6 dinh nén chi phi hoat dong
thép, trién khai nhanh va c6 tinh di dong cao. Van dé dit ra cho mang MANET 14 16 hong
trong giao thiic dinh tuyén khién cho mang trd thanh muc tiéu ctia mot s6 dang tin cong
dic thii. Bai bdo nay nghién ctiu anh hudng ctia kiéu tin cong 16 den (Blackhole Attack) dbi
v6i mang MANET thong qua viéc danh gia cac thong s6 nhu ti 1& mét géi tin trong mang.
Bai béo ciing dé xuit mot giai phap phong chdng tin cong 16 den trén giao thiic AODV va
trinh bay nhitng két qua thuc nghiém dé kiém ching.

Tir khéa: Mang adhoc, giao thiic AODV, tin cong 16 den, mang MANET, phong chéng tin
cong 16 den.

1. Mo dau

Mang khong diy di dong (MANET) 1a mang ma trong d6 bao gom cdc mdy tram tu tri, tu
quan 1y ma khong c6 bit ky co sd ha ting ndo. Mbi tram (sau diy goi 1a nit) dong thdi dong vai
tro ctia mot router ¢6 kha ning tim kiém, duy tri va dinh tuyén cic géi dif liéu cho cac niit nim
trong ving phi séng ctia né. Tat ca cdc niit déu ngang hang va khong c6 nit ndo déng vai trd mdy
chi trung tim. C4c nit c6 thé gia nhap hay ri bd mang bat ké khi nao do d6 tao ra su thay ddi
topology mdt cch lién tuc. MANET phii hop cho viée st dung trong tinh hubng ma mang c6 day
hoic mang khong diy dua trén co sd ha tang khong thé truy cip, qua tai, hu hdng hoic bi pha hiy
nhu trong céc trudng hop khin cip hodic cdc nhiém vu cifu ho, cifu trg thién tai va chién thuat trén
chién truong, hodic thong thudng nhu cic hdi nghi truc tuyén, trong nghién ctiu mang cam bién.
Bén canh nhiing dic tinh tdi uu ctia mang MANET thi vin dé bdo mat ciing déng vai trd quan
trong. Giao thifc dinh tuyén khong c6 co ché xdc dinh do chinh xic ctia géi tin nén cac nit doc hai
trong mang c6 thé tin cong bang cach lam sai léch hudng giii dit lidu clia cac niit trong mang va
14y cap céac géi tin.
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2. No6i dung nghién ciru
2.1. Giao thirc AODV

X Giao thic dinh tuyén AODV (Ad hoc On-demand Distance Vector routing) dinh tuyén theo
nhiéu budc, né tim dudng di chi khi c6 nhu cau truyén dit liéu, sit dung thong diép yéu ciu tuyén
RREQ va thong diép tra 15i tuyén RREP [3].

2.1.1. Qua trinh tim duong di
~ Qud trinh tim dudng dugc khi tao khi mot niit can truyén thong tin véi niit khac ma lién

ket gitta ching khong c6 san trong bang dinh tuyén ctia niit nguéq. MGi nit duy tri hai bo dém
riéng biét: mot sO th\l/I ty qﬁt va mdt ID quang ba. Nt nguon bat dau tim duong bang viéc quang
ba mot goi /tin yéu cau tuyén RREQ (Route ReQuest) téi cac nut 1an cin ctia n6 [1]. G6i tin RREQ
chita mot soO trudng sau:

<source_addr source sequence# Broadcast ID dest_addr dest_sequence# hopcnt>

<dia chi nguon, thi tu ngudn#, ID quing ba, dia chi dich, thif ty dich#, hop count>

Cip < smfrce_addr, broadcast_id > xac dinh duy nhit mot RREQ, broadcast_id dugc tdng
1én moi khi nguon phé:[ ra mot goi tin R}{EQ mdi. Moi nuit 1an cén sé ghi lai mot ban tin tra 16i
RREP (Route Reply) néu théa man yéu cau cua géi RREQ hodc sé quang ba géi tin RREQ sau khi
ting gid tri clia trudng hopent (hop count: chiéu dai tuyén). Mot niit ¢6 thé nhan nhiéu ban sao clia
cung mot gbi tin RREQ tu cac nuit khac nhau. Khi mdt nit trung gian nhén dugc mot RREQ, néu
truéc d6 néd fié nhan QUQC mot RREQ véi cung broadcast_id va dia chi dich thi n(:) sé lgai bf”) gc”)i
tin RREQ dén sau. Neu mot nit khong théa man RREQ, né gitr lai cac thong tin can thiét dé thiet
lap dudng chuyén tiép dao chiéu cho géi tin RREP [1]. Céc thong tin niy bao gom: dia chi IP dich,
dia chi IP nguon, ID quang b4, thdi gian séng cho dudng ddo chiéu, sb thi tu ctia nit nguon. Céc
thanh phan trén dugc mé hinh héa trong cdng cu NS2 bdi cau truc dir liu sau:

struct hdr_aodv_request {

u_int8_t rq_type; // Packet Type

u_int8_t reserved[1];

u_int8_t rq_hop_count; // Hop Count

u_int32_t rq_bcast_id; // Broadcast 1D

nsaddr_t rq_dst; // Destination IP Address

u_int32_t rq_dst_seqno; // Destination Sequence Number- DSN

nsaddr_t rq_src; // Source IP Address

u_int32_t rq_src_seqno; // Source Sequence Number

double rq_timestamp; // when REQUEST sent;

2.1.2. Thiét lap tuyén duong chuyén tiép

Khi mdt niit trung gian nhian dudc ban tin RREQ, néu trong bang dinh tuyén né c6 tuyén
dudng dén dich mong mudn, n6 sé kiém tra tinh kha dung ctia tuyén dudng d6 bing céach so sanh
Destination Sequence Number (DSN-sb thi tu dich) tuong ting véi tuyén dudng c6 trong bang
dinh tuyén ctia né véi DSN trong g6i tin RREQ ma né nhan dugc. Néu DSN ciia RREQ 16n hon
DSN dudc luu gitt bdi nit trung gian thi nit d6 khong dudc st dung thong tin vé tuyén dudng dén
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dich trong bang dinh tuyén dé tra 15i cho géi tin RREQ. Thay vao dé né sé phai tiép tuc quang ba
g6i tin RREQ. Nt trung gian chi ¢6 thé phan hoi khi né biét mot tuyén dudng dén dich véi DSN
16n hon hoic bang DSN chita trong RREQ. Khi niit trung gian c6 mot tuyén dén dich kha dung va
g6i tin RREQ chua dudc xit 1y trude do, thi nd sé tra 16i bang mot géi tin RREP theo dudng truyén
don huéng ngudc lai nit ma né da nhan RREQ trude do [1]. Mot RREP chia cac théng tin sau:

<source_addr, dest_addr, dest_sequence#, hop_cnt, lifetime>

<dia chi nguon, dia chi dich, sb thi tu dich# hop count, thsi gian séng>

Khi RREQ dudc quang ba dén mot niit ¢6 thé cung cip tuyén dudng dén dich mong mubn,
mot dudng dio chiéu t6i nit ngudn cia RREQ sé dudc thiét 1ap. Mdi nit doc theo tuyén dao chiéu
ma RREP quay lai ngudn sé déng vai trd 13 mot niit chuyén tiép, cdc nit niy sé& cap nhat lai toan bo
thong tin vé tuyén dudng giita nguodn va dich dong thdi ghi lai DSN gan nhit cta niit dich. Tuyén
dudng ma theo d6 RREP quay lai ngudn dudc goi 1a dudng chuyén tiép. Cac mit khong nam trén
tuyén chuyén tiép sé x6a cic tuyén ngugc chiéu ma chiing da thiét 1ap trudc d6 khi khoang thoi
gian ACTIVE_ROUTE_TIMEOUT két thiic (3000 mili gidy) [1]. C4c niit trung gian sé truyén géi
tin RREP dau tién vé ngudn ngay khi né nhan dudc. Néu né nhan nhiéu géi tin RREP, viéc cap
nhat thong tin dinh tuyén va truyén ban tin RREP sau chi dugc thuc hién khi RREP sau c6 DSN
16n hon DSN trong RREP trudc hoic bang nhung tuyén dudng méi c¢6 s6 hop count nho hon. Viéc
ting sd luong RREP gii vé ngudn dam bio thong tin dugc cip nhat nhanh va nhiéu nhét. Nut
nguon thuc hién truyén dit liéu sém nhit c6 thé khi n6 hoan thanh qua trinh cip nhat thong tin tit
RREP dau tién ma n6 nhan dudc va c6 thé tiép tuc cap nhat thong tin dinh tuyén néu né nhan dugc
mot tuyén dudng t6t hon [1]. Céc thanh phin trén dudc mo hinh héa trong cong cu NS2 bdi chu
tric di liéu sau:

struct hdr_aodv_reply {

u_int8_t rp_type; // Packet Type

u_int8_t reserved[1];

u_int8_t rp_hop_count; // Hop Count

nsaddr_t rp_dst; // Destination IP Address

u_int32_t rp_dst_seqno; / DSN

nsaddr_t rp_src; // Source IP Address

double rp_lifetime; // Lifetime

double rp_timestamp; // when corresponding REQ sent;

sendReply(rq—rq_src, // IP Destination

1,/ Hop Count

index, // Dest IP Address

seqno, // Dest Sequence Num

MY_ROUTE_TIMEOUT, / Lifetime

rq—rq_timestamp); / timestamp
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2.2. Thn cong 16 den va phong chdng tin cong 156 den
2.2.1. Thn cong16 den

Giao thiic AODV c6 thé bi tin cong l1am sai léch thong tin dudng di d€ chuyén huéng dudng
di va bat dau cc cudc tin cong khic. Su sai léch clia bét cii trudng nao trong géi tin dinh tuyén
c6 thé khién giao thiic AODV gip su cb. Cac trudng dé bi pha hoai trong thong diép dinh tuyén
clia AODV bao gdm Destination Sequence Number (DSN), HopCount, Broadcast ID... Trong giao
thiic AODV céc nidt ngudn khi nhan cdc géi tin dinh tuyén RREP khong c¢6 co ché xac dinh do
chinh x4c ctia g6i tin. Nit ngudn chi kiém tra do méi (s6 DSN) va do dai duong di (HopCount)
t6i niit dich. Tir d6 dén dén viéc mot nt trong mang c6 thé giii mot g6i tin RREP véi thong tin sai
1éch dén nit ngudn lam cho niit ngudn giii dit liéu dén nit khac ndit dich.

DéE thuc hién mdt cude tin cong 16 den trong giao thiic AODV, niit 16 den (tiic 1a nit khdi
xuéng cudc tin cong) chd géi tin RREQ gii tir cdc nit lang giéng ctia nd. Khi nhan dugc géi
RREQ, n6 1ap tifc gti tra goi tin RREP trong d6 thiét 1ap gia tri DSN cao nhit (s6 thif ty cao nhat
clia giao thic AODV 1a 4294967295, sb nguyén 32 bit 16n nhit) va gia tri Hop count nhd nhat
(bang 1) trudc khi cac niit hgp 1é khac kip gii thong diép tra 18i tuyén. Sau d6 moi dif liéu tir nit
nguon sé bi chuyén dén niit 16 den va bi hily tai d6 thay vi dudc chuyén t6i niit dich [4], nit 16 den
s& hiit moi dif liéu twong tu nhu 15 den trong vii try, vi vdy ma kiéu tin cong nay c6 tén goi la tin
cong 16 den.

2.2.2. Phong chdng tin cong 16 den

D& phong chéng tin cong 16 den, mot sb tac gid da dé xuat giai phdp (sau day goi 1a Gidi
phdp dbi chitng) bd qua géi tin RREP dau tién ma niit ngudn nhan dudc [2, 4, 5]. Gidi phap nay
dua trén dic di€ém hoat dong ctia niit 16 den 12 thong diép RREP ma né gti t6i niit ngudn thudng
t6i dich dau tién do miit 16 den khong mét thdi gian tra ctiu bang dinh tuyén nhu nhitng nit khac.
Giai phap nay c6 nhugc diém 1a trong trudng hop niit dich ndm gan nit ngudn hon niit 16 den thi
g6i tin RREP dau tién ma nit ngudn nhan dudgc la géi tin tét nhung van bi loai bd mot cach oan
udng dong thai géi tin RREP clia niit 16 den tSi sau nén lot 1u6i, dan dén hau qua la nit 16 den sé
hiit hét ludng dit liéu. DE khic phuc nhugc diém trén, bai bao nay dé xuit 2 giai phap phong chéng
tn cong 16 den nhu sau:

- Gidi phdp thit nhdt: Bé qua nhiing géi tin RREP ¢6 DSN 16n hon mot ngudng dinh san.
Khi tin cong, niit 15 den thudng giii géi tin RREP v6i DSN bang gid tri cao nhét (4294967295) nén
chiing t6i dé xuat loai bd nhiing géi tin c6 s6 DSN 16n hon mot gid tri ngudng (trong thuc nghiém
ching t6i chon gia tri ngudng 1a 4294960000). Khi nit ngudn nhan dugc mot géi tin RREP, néu
DSN cdia géi tin d6 16n hon ngudng dinh sn thi g6i tin sé bi ndt nguodn loai bd. Tuy nhién khi
tAn cong, niit 16 den c6 thé sit dung sé6 DSN c6 gia tri nhd hon ngudng dinh sin. Khi d6 phuong
phép phong chbng tré nén khong c6 tac dung. Hay khi nit tin cong thay d6i DSN mot cich thudng
xuyén, khi d6 chiing ta sé khé d€ x4c dinh dugc gia tri ngudng.

- Gidi phdp thit hai: Bd qua nhitng gbi tin RREP ¢6 DSN qua 16n so véi gia tri DSN 16n
nhit ma niit ngudn theo ddi dudc. Goi gid tri DSN 16n nhit ma niit ngudn biét (cho t6i thdi diém
d6) 1a x, vay nit ngudn sé bd qua moi géi tin RREP ¢c6 DSN > x + A trong d6 do 1éch A 13 mot
gia tri xac dinh trudc, trong thuc nghiém ching tdi chon A = 600.

Ca hai phuong phip dé xuit déu kém hiéu qua trong trudng hop niit ngudn khong c6 sb
DSN cda niit dich trong bang dinh tuyén (khi d6 dudc khéi tao bang 0), khi nhan dudc géi tin
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RREP dau tién, niit ngudn khong tién hanh so sinh ma ngay 1ap tiic thém dudng di vio bang dinh
tuyén. Néu niit Blackhole nim gin niit ngudn hon niit dich hay niit trung gian c6 dudng di t6t dén
dich trong trudng hop nay thi niit ngudn sé bi tn cong vi géi RREP dau tién do niit blackhole giii
dén. Néu niit blackhole nim xa hon nit dich hoic niit trung gian thi géi tin RREP du tién sé dugc
thém vao bang dinh tuyén ctia nit ngudn 1a géi tin clia cac niit trung gian hoic niit dich. Sau d6 tir
g6i tin thii 2 trd di méi bat dau tién hanh xét xem DSN > x + A hay khong khi d6 nit blackhole
khong thé tin cong thay ddi duge dudng di (cip nhat lai tuyén dudng clia bang dinh tuyén). Mot
nit chi ting s6 SN 1én 1 don vi khi phat mot g6i RREQ hodc mot géi RREP[3]. Chiing t6i dit A
= 600 trong truong hop nay vi khi thuc nghiém sb lugng két ndi 1a 18 véi s6 nuit 1a 20. Trong thuc
té thuc nghiém nhan thiy mot niit trung binh phét sinh téng cong khoang 600 géi tin RREQ va
RREP.
2.3. Thuc nghiém
2.3.1. Chinh sira nhan NS-2 d€ tin cong 16 den

Cong cu NS2 cho phép thuc hién cic kich ban m6 phdng mang MANET véi nhiéu giao
thic dinh tuyén trong dé c6 giao thiic AODV, tuy nhién d€ thuc hién mot cude tin cong 16 den
trong giao thiic AODV thi phai chinh stia lai phan nhan (kernel) ctia NS2. D€ mé phong cudc tin
cong chiing tdi stra nhan ctia NS2 dé:

o Niit 16 den ludn luon 12 niit glii dudng di dau tién va tét nhat dén niit nguon.

o Niit 16 den x6a di cdc g6i tin ma né thu hiit dugc.

PAu tién chiing tdi stia lai giao thiic AODV va tao ra giao thiic méi BlackholeAODV trong
d6 c4c niit gti cho nhau céc géi tin theo khudn dang giéng nhu giao thiic AODV. Chiing t6i thay ddi
tAt ca céac 16p, chiic ning, cAu tric, bién va hing sb clia tit ca cic file trong thu muc Blackholeaodv
tri struct AODV thudc aodv_packet.h. Sau d6 dé thém giao thiic dinh tuyén méi Blackhole AODV
vao NS2 phai stia d6i 2 tép. Tép dau tién dugc stra ddi 1a “ tcl lib ns-lib.tcl”, tép thif hai dugc sira
ddi 12 "makefile" trong thu muc gbc ctia "ns-2.35". Sau khi stra ddi lai 2 tép trén, chiing toi bién
dich NS-2 mot 1an nita d€ tao ra cic tép thuc thi [4]. Sau cdc budc trén ta da c6 mot giao thific méi
v6i tén la Blackhole AODV hoat dong tuong tu nhu giao thiic AODV. D€ niit 16 den x6a cac gdi tin
thu hit dugc thi can stia lai tap tin Blackholeaodv.cc ctia giao thiic BlackholeAODV. D€ tin cong
khi nhan dugc géi tin RREQ, niit 15 den ngay lap tic gii géi tin RREP nhu thé n6 c6 dudng tot
nhét va mdi nhét t6i dich. Trong Blackholeaodv dudgc chinh sita nhu sau:

sendReply(rq—rq_src, // IP Destination

1, // Hop Count

index, // Dest IP Address

4294967295, // Highest Dest Sequence Num

MY_ROUTE_TIMEOQOUT, / Lifetime

rq—rq_timestamp); // timestamp
2.3.2. Chinh sira nhan NS-2 dé phong chéng tin cong 16 den

- Gidi phdp doi chiing

Chuing t6i sao chép lai giao thiic AODV va siia tén thu muc thanh idsAODV ciing nhu toan
b tap tin trong thu muc gidng nhu di lam d€ tao ra giao thiic BlackholeAODV nhu trén. Sau khi

125



Nguyén Phic Hai, Nguyén Thi Quynh Hoa va Nguyén Thé Loc

tao ra dugc giao thiic idsAODV dé phuc vu qu4 trinh thuc hién gidi phap ddi ching, ching tdi tién
hanh stta déi tap tin idsaodv.cc d€ giao thic bd qua tap tin RREP dau tién [4].

idsAODV::recvReply(Packet *p) {

idsBroadcastRREP * r = rrep_lookup(rp—rp_dst);

if(ih—daddr() == index) {

if (r==NULL) {

count = 0;

rrep_insert(rp—rp_dst);

} else {r—count ++;

count = r—count;}

UPDATE ROUTE TABLE

} else { Forward(p) ;}}

- Gidi phdp dé xudt

~ Khi nit nguodn gt dif liéu ma trong bang dinh tuyén khong c6 dudng di dén niit dich nuit

nguon s€ gui mot mot goi tin RREQ rqé trong trong d\é s6 DSN dugc gan bang 0 [5]. Trong tr}Iéng
hgp d6 khi nhan dugc gbi tin RREP dau tién nuit nguodn ngay 1ap tic thém vao bang dinh tuyen va
gui dit liéu di.

rt = rtable.rt_lookup(rp—rp_dst);

ifirt ==0) {

rt = rtable.rt_add(rp—rp_dst);

/

- Gidi phdp thit nhat

Néu trong qua trinh gti dif liéu dudng di thay d6i do nhiéu nguyén nhan. Khi d6 tuyén
dudng sé dugc cap nhat lai. Khi cip nhat nit ngudn sé tién hanh so sanh s DSN trong géi tin
RREP. Néu “s6 DSN trong géi RREP 16n hon s6 DSN trong bang dinh tuyén va s6 DSN dé phai
nho hon ngudng dinh sén 13 4294960000 hoic “sé DSN trong géi RREP bing sb DSN trong bang
dinh tuyén va hopcount trong géi RREP bang hopcount trong bang dinh tuyén va s6 DSN d6 phai
nho hon ngudng dinh sin” thi méi tién hanh cp nhat bang dinh tuyén. Poan ma dudi diy thé hién
su so sanh trén.

if ( ((rt—rt_seqno < rp—rp_dst_seqno) && (rp—rp_dst _seqno < 4294960000))
I ((rt—rt_seqno == rp—rp_dst_seqno) && (rt—rt_hops > rp—rp_hop_count) &&
(rp—rp_dst_seqno < 4294960000)) ) {

Sau khi tat c4 thay ddi két thiic, tién hanh bién dich lai tat ca cac tép trong phin mém NS2
va tién hanh thyc nghiém.

- Gidi phdp thit hai

Néu trong qua trinh gii dit liéu dudng di thay ddi do nhiéu nguyén nhan. Khi d6 tuyén
dudng sé dugc cap nhat lai. Khi cip nhat nit ngudn sé tién hanh so sanh s6 DSN trong géi tin
RREP. Néu “s6 DSN trong géi RREP 16n hon s6 DSN trong bang dinh tuyén va s6 DSN d6 phai
np() hdp s6 DSN trong bang dinh t,ruyén + 600 (s6 nguyén 32 bit)” h\oéc “s6 DSN trong g6i RREP
bang so DSN trong bang dinh tuyén va hopcount trong géi RREP bang hopcount trong bang dinh
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tuyén va s6 DSN d6 phai nhd hon hon sb DSN trong bang dinh truyén + 600 (s6 nguyén 32 bit)”
thi méi tién hanh cip nhat bang dinh tuyén. Trong luin vin cta chiing t6i chon do léch 1a 600 vi
khi tién hanh thdng ké tdng cac géi tin RREP va RREQ phit sinh trong qua trinh thyc nghiém kich
ban cda ludn van trung binh mot mit nhan va gl khoang 600 gbi tin RREP va RREQ. Poan ma
dudi day thé hién su so sanh néu trén.

if ( ((rt—rt_seqno < rp—rp_dst_seqno) && ((rp—rp_dst_seqno - rt—rt_seqno) <
600)) |l ((rt—rt_seqno == rp—rp_dst_seqno) && (rt—rt_hops > rp—rp_hop_count) &&
((rp—rp_dst_seqno - rt—rt_seqno) < 600)) ) {

Sau khi tat ca thay ddi két thiic, tién hanh bién dich lai tat ca cac tép trong phin mém NS2
va tién hanh thyc nghiém.

2.3.3. Tao kich ban TCL random waypoint

Trong m6 phong mang Ad-hoc c6 hai loai mé hinh di chuyén dudc sit dung cho mang khong
day 12 mo hinh Vét (trace-based model) va md hinh Téng hop (synthetic model) [4]. Md hinh Vét
cung cAp cho ta thong tin chinh xdc, dic biét 1a khi né c6 lién quan téi nhiéu bén tham gia va c6
thoi gian di dai. Tuy nhién mé hinh Téng hop 1a phit hop hon d6i véi mang di dong ngay nay, né
thé hién hanh vi ctia cc nit di dong bang cach thong ké. Mbi miit sé dugc biéu dién thong qua mot
gidi thuat nham ngiu nhién héa qua trinh di chuyén. Hai mé hinh tiéu biéu mo phong cic mang
Ad-hoc 1a: Random Waypoint vA Random Walk. Tai mo hinh nay, ban dau mdi niit c6 mot vi tri
ngau nhién trong khu vic mo phéng va & tai d6 mot khoang thdi gian tam diing. Khi hét quing
thoi gian tam diing, nit chon cho minh mot dich ngiu nhién trong khu vic md phong va chuyén
dong vai toc dd phan bd ddng déu giita [speed,,in, speed,,ax]. Khi téi vi tri méi nit ditng mot
khoang thdi gian trong khoang [P,,in, P,,ax] va sau d6 tiép tuc lai qua trinh. Trong phan thuc
nghiém nay chiing t6i tao 10 kich ban c6 cic thong s6 nhu trong bang dudi day, s niit 16 den trong
mdi kich ban 1 2.

Bdng 1. Céu hinh mang thuc nghiém

Thong so6 | Gia tri
Cau hinh chung
Khu vyc dia ly 0,75Km x 0,75Km
Téng s nuit 20 nit
Vung thu phat song 250m
Thoi gian chay thd 600 giay
Cau hinh di chuyén
Tbéc do di chuyén nhanh nhat 20 m/s = 72 km/h
Tdc dd di chuyén cham nhét 0 m/s = bing yén
Cau hinh truyén di liéu
Dang truyén thong UDP
SO nit nguon phat random
S6 nit nhan random
So tuyen ket noi 18
Kich thudc gai tin 512 bytes
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Bang 2. Ti I¢ phdt goi tin thanh céng cua giao thiic AODV

STT Tén kich ban Khong c6 Blackhole

Tong so goi tin guwi | Tong so goi tin nhdn | Tilé phdn phdt goi

di tir cdc niit nguén duoc tin
1 Kich ban 1 8669 8216 94.77%
2 Kich ban 2 8723 8371 95,96%
3 Kich ban 3 8740 8228 94,14%
4 Kich ban 4 8758 8173 93,32%
5 Kich ban 5 8675 8190 94,41%
6 Kich ban 6 8736 8077 92,46%
7 Kich ban 7 8715 8197 94,06%
8 Kich ban 8 8729 8336 95,5%
9 Kich ban 9 8708 8433 96,84%
10 Kich ban 10 8717 8417 96,56%

Bdng 3. Ti I¢ phiit goi tin thanh cong khi xdy ra tdn cong Blackhole
STT Tén kich ban Tan cong Blackhole
Tong so goi tin gwi | Tong so goi tin nhdn | Ti lé phdn phdt goi

di tir cdc niit nguén duoc tin
1 Kich ban 1 8717 814 9,34%
2 Kich ban 2 8722 1727 19,8%
3 Kich ban 3 8673 1025 11,82%
4 Kich ban 4 8705 1040 11,95%
5 Kich ban 5 8727 1410 16,15%
6 Kich ban 6 8730 1496 17,14%
7 Kich ban 7 8671 1514 17,46%
8 Kich ban 8 8734 1534 17,56%
9 Kich ban 9 8712 1429 16,4%
10 Kich ban 10 8765 1187 13,54%

Bdng 4. Ti Ié phit goi tin thanh cong khi dp dung ba gidi phdp phong chéng

STT | Tén kich ban Giai phép dbi chitng G‘la‘vgl;ap
Tong so goi tin gui Tong so goi tin Ti 1é phdn phdt
di ti cdc niit nguon nhén dugc goi tin
1 Kich ban 1 3692 2443 28.12% 85,19%
2 Kich ban 2 8679 2791 32,16% 86,43%
3 Kich ban 3 8731 2445 28% 83,71%
4 Kich ban 4 3683 2855 32,88% 80,7%
5 Kich ban 5 8701 2713 31,18% 84,35%
6 Kich ban 6 8730 2255 25.83% 82,93%
7 Kich ban 7 8740 2539 29,05% 83.82%
8 Kich ban 8 8719 2954 33.88% 86,26%
9 Kich ban 9 8761 1862 2125% 86,83%
10 | Kichban 10 8711 3417 39,23% 86,14%
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Gidi phdp chéng tdn cong blackhole trong mang MANET

Biéu d6 so sanh ty 1& phan phét goi tin thanh cong khi bi tin cong va phong
choéng tan céng
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Hinh 1. Biéu do so sdnh ti Ié phdn phdt goi tin

3. Kétluan

Bai bdo da trinh bay téng quan vé kiéu tAn cong Blackhole va phuong phdp cai dit méd phdng
tin cong Blackhole. Bai bdo ciing dé xuét hai phuong phap phong chéng tin cong Blackhole trong
giao thiic AODV va tién hanh céc thuc nghiém bing cong cu NS-2.35 dé kiém chitng hiéu qua.

Tit két qua thuc nghiém thu dudc ching ta nhan thiy khi chi c6 giao thic AODV thi ti 1&
phat go6i tin thanh céng tif 92,46% cho téi 96,84% trung binh 94,8%, mét mat dit liéu 1a 5,2%. Khi
bi tn cong Blackhole thi ti 1& phat géi tin thanh cong gidm xubng trung binh chi con 15,12%, tiic
1a cudc thn cong da lam ting ti 1& mét géi tin 1én dén 84,88%. Khi st dung gidi phap ddi chiing
(giao thiic idsAODV) dugc dé xuét bsi nhitng nghién ctiu truée day thi ti 18 phat géi tin thanh cong
ting ti 4,85% 1én t6i 35,69% tiic 1a ti 1& mét géi tin gidm tit 84,88% xudng con 69,84%. Khi sir
dung giai phdp dé xuét 2 va 3 thi ti 1& phat géi tin thanh cong trung binh 12 84,64%, ti 1&¢ mit géi
tin giam con 15,3%, tot hon nhiéu so vé6i giai phap ddi chiing.

Loi cdm on: Nhiing két qua clia bai bdo nay dudc hoan thanh trong khudén khd ctia dé tai
nghién citu "Mot sb gidi phap nang cao chét lugng dich vu trong mang st dung cong nghé MPLS",
ma sb: SPHN-12-202, chii nhiém dé tai: Nguyén Thi Quynh Hoa.
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ABSTRACT
A novel way to prevent a blackhole attack

MANET (Mobile Ad-hoc Network) is a network connecting workstations to move at
random, regardless of the network infrastructure fixed, therefore offering low operating costs, rapid
deployment and high mobility. However, it was thought that MANET networks could become the
target of some specific types of attacks. In this paper we look at the influence of the black hole
attack (Blackhole Attack) on MANET networks by evaluating packet loss rate in the network.
The author also proposes a way to prevent attacks on AODV black hole protocol and presents
experimental results to verify his conclusion.

Keywords: Adhoc network, AODV routing protocol, blackhole attack, MANET network,
blackhole detection and prevention.
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