TUONG TRANH VA
DONG BO

Khoa CNTT, BDH Giao thong van tai

Email: calmseahn@gmail.com

Website: calmseahn.weebly.com



mailto:calmseahn@gmail.com

Vi DU VE TUONG TRANH

1. hién thi giao dién & cho
ngudi dung ra Iénh
2. Ngudi dung ra Iénh nap
vao tai khoan A sé tién
700USD — xuly :
/21a Poc tai khoan A vao\
bd nha,
22a Tang gia tri tai
khoan trong bd nhé
lén 700USD.
\23a Ghi lai gia tri méi. |
3. Quay ve budc 1

Tai khoan

. hién thi giao dién & chd

nguodi dung ra Iénh

. Nguoi ding ra énh rit tién

tur tai khoan A 500USD —»

Xuly :

/21b Doc tai khoan A vao
b6 nho,

22b Giam gia tri tai
khoan trong bé nhé

di 500USD.
\23b Ghi lai gia tri maoi.

. Quay vé budc 1




TUONG TRANH VA DONG BO

 Race condition

* Thuat ngiv
 Tranh doat diéu khién
* Tinh hudng twong tranh
* Xay ra khi
« Nhiéu tién trinh cung thao tac trén dit liéu chung va két qua cac
thao tac d6 phu thudc vao th tu thuc hién cta cac tién trinh

* Process synchronization
e Thuat ngit: dong bd hod cac tién trinh

e D& tranh cac tinh hudng tuwong tranh, cic tién trinh can
dwoc dong bd theo mdt phwong thirc nao do



/
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Al TOAN SAN XUAT = TIEU THU

* Thuat ngl¥
* The producer — consumer problem
* Yéu cau cla bai toan
 Tién trinh san xuat (producer process) tao ra théng tin

« CoOn tién trinh tiéu thu (consumer process) st dung thong tin
duwoc tao ra
e BO dém:
e Chra thong tin tao ra b&i tién trinh san xuat
 Tién trinh tiéu thu lay thong tin tir bd dém dé sir dung
* BO dém cho phép 2 tién trinh thyc thi dong thoi
e Van dé
 Tién trinh tiéu thu khéng s&* dung théng tin chwa duoc tao ra
« Né&u bd dém rong thi tién trinh tiéu thu phai cho
* Néu bd dém day thi tién trinh san xuat phai cho



KHAI BAO BIEN

#define BUFFER_SIZE 10
typedef struct {

DATA data;
} item;
item buffer [BUFFER _SIZE];
int in = 0; // Location of next input to buffer
int out = 0; // Location of next removal from buffer

int counter = 0; // Number of buffers currently full




TIEN TRINH SAN XUAT

item newltem;

while( true ) {
/* Produce an item and store it in newltem */
newltem = makeNewItem( . . . );

/* Wait for space to become available */
while ( counter == BUFFER SIZE)
; /* Do nothing */

/* And then store the item and repeat the loop. */

buffer[in] = newltem;
in = (1in + 1) % BUFFER_SIZE;

counter++;



TIEN TRINH TIEU THU

item usedItem;

while ( true ) {
/* Wait for an item to become available */

while ( counter == 0)
; /* Do nothing */

/* Get the next available item */

usedItem = buffer[out];
out = (out+l) % BUFFER SIZE;

counter—-;

/* Consume the item in usedItem (do something
with it) */



TUONG TRANH?

* Lénh “counter++” va “counter--" cé thé duoc cai
dat trén ngdén nglr may (typical machine language)

nhu sau
counter++ counter--
reglster, = counter; reglster, = counter;
reglster,= reglster, + 1l; |reglister,= regilster, - 1;
counter = regilster,; counter = regilister,;




TUONG TRANH?

producer
producer
consumer
consumer
producer
consumer

execute
execute
execute
execute
execute
execute

register; = counter
register; = registery + 1
register, = counter
register, = registery — 1

counter = register;
counter = register;

{registery = 5]
{registery = 6}
{register, = 5]
{register, = 4]
{counter = 6}
{counter = 4}
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IEN GANG (CRITICAL SECTION)

* Con duoc goi la doan ma gang hay doan t&i han
« Khai niém mién gang
* Xét hé théng gobm n tién trinh {P,, P, ..., P, ;}
* MOi tién trinh cé mdt doan ma goi la mién gdéng chira
cac lénh cé thé thay doi cac bién dung chung
* \Van dé
e PAm bao tai mét thoi diém chi cé mot tién trinh duoc
phep thi hanh doan ma trong mién gang (goi la budc
vao mién gang)
* DE cac tién trinh c6 thé hop tac voi nhau, mai tién trinh
can phai xin phép trudc khi budc vao mién gang va
thong bdo thoat khoi mién gang
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IEN GANG (CRITICAL SECTION)

do {

entry section

critical section

exit section

remainder section
} while (true);

Figure 5.1 General structure of a typical process F..



GIAl PHAP CHO MIEN GANG

e Can thoa man cac yéu cau sau
* Pdc quyén truy xuat (hay loai trir 1an nhau - Mutual
Exclusion)

 Né&u tién trinh P, dang & trong mién gang, thi khong tién trinh
nao dwgc bwdc vao mién gang

* Tién trién (Progress)

* Néu khong cd tién trinh nao & trong mién gang va cé mot so
ti€n trinh mudn vao mién gang thi moét tién trinh nao dé phai
dwoc vao mién gang

* Cho 6 gidi han (Bounded waiting)

* Thoi gian ti khi tién trinh yéu cau cho dén khi budc vao mién
gang phai bi chan badi gidi han nao dé
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Al PHAP TH(Y NHAT CHO HAI TIEN
TRINH

* Gia st ¢ 2 tién trinh P, va P, mudn phdi hop voi
nhau vao mién gang
* Bién chung
* int turn;
e Khoitao: turn =0 hoac 1

* turn =i 2> P,dugc vao mién gang
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4uGIAI PHAP THU NHAT CHO HAI TIEN
| TRINH

e Tién trinh P,

do {
while (turn != 1) ;
critical section
turn = 73;

reminder section

}while (true) ;

e \VAn dé

e Khdng thod man yéu cau tién trién (progress)
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N GIAI PHAP THU HAI CHO HAI TIEN
TRINH

* Bién chung
* boolean flag[2];
* Khoi tao: flag[0] = flag[1] = false

* flag[i] = true = P, san sang vao mién gang
* Tién trinh P,

do {
flag[1i] = true;
while (flagl[j])
critical section
flag[1i] = false;
reminder section
}while (true) ;

17



JONG PHAP KIEM TRA VA XAC LAP

huat toan Peterson

nuat toan Dekker

nuat toan tiém banh my
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THUAT TOAN PETERSON

* Thuat ngi¥
e Peterson’s solution

e Peterson’s algorithm

* Bién chung
* int turn;
e Khd&itao: turn =0 hodc 1

* boolean flag[2];
« Khoitao: flag[0] = flag[1] = false
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THUAT TOAN PETERSON

* Tién trinh P,
do {

flag[i] = true;

turn = j;

while (flag[j] && turn ==
critical section

flag[1i] = false;
reminder section

twhile (true);
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THUAT TOAN DEKKER

* Bién chung: Gidng thuat toan Peterson

* Tién trinh P,  dof{
flag[i] = true;
while (flagl[Jj]) {
if (turn=7]) {
flag[1i] = false;
while (turn=j);
}
flag[1i] = true;
}
critical section
turn = 7j;
flag[1i] = false;
reminder section
}while (true) ;



THUAT TOAN TIEM BANH MY

* Thuat ngi¥
* Bakery algorithm

* Trwdc khi vao mién gidng, moi tién trinh dwoc cap
mot sO thir tu

e Tién trinh cé s6 th& tw nho nhat sé dwoc vao mién
gang truoc

* Néu P; va P, c6 cling s6 thir tw, néu | < j thi P,duoc
vao mién gang trudc
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T AN
a. // declaration and initial values of global variables
1. Entering: array [NUM THREADS| of bool = {false};

2. Number: array [NUM THREADS| of integer = {@};

3.

4. lock(integer 1) {

5. Entering[i] = true;

6. Number[1] = 1 + max(MNumber[1], ..., Number[NUM THREADS]),
7. Entering[i] = false;

8. for (j = @; j < NUM THREADS; j++) {

= // Wait until thread j receives its number:
10. while (eEntering[j]) { /* nothing */ }
11. // Wait until all threads with smaller numbers or with the same
12. // number, but with higher priority, finish their work:
13. while ((Number[j] != @) && ((Number[j], j) < (Number[i], 1))) { /* nothing */ }
14. }

15. }

16.

17. unlock(integer i) {

18. Number[1] = @;

19. }

20,

21. Thread(integer 1) {

22. while (true) {

23, lock(i);

24. // The critical section goes here...

25. unlock(i);

26. // non-critical section...

27. }

£O
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CHE NGAT

« Khéng cho ngat xay ra khi chinh slra bién chung

* = Chudi chi thi thao tac trén bién chung khoéng b
gian doan bdi tién trinh khac

* Che ngat trén hé théng nhiéu CPU t&n thoi gian =
hiéu suat hé théng bi suy giam

do {
Prevent interrupts
Critical section
Allow interrupts
Remainder section
} while(true);
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CAC CHI THI DAC BIET

* M6t sO hé thdong cung cap cac chi thi phan cing
dac biét cho phép kiém tra va chinh stra ndi dung
clia mot tir hodc trdo déi ndi dung hai tir trong bd
nh& mét cdch don nhat (atomically)

e Cac chi thj nay la cac don vi khdng thé bi ngat
(uninterruptible unit)
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CHI THI TEST AND SET

boolean test_and_set(boolean *target) {
boolean rv = *target;
*target = true;

return rv,

}

Figure 5.3 The definition of the test_and_set () instruction.

28



CHI THI TEST AND SET

* Bién chung

 Boolean lock = false;

do {
while (test_and_set(&lock))
; /* do nothing */
/* critical section */

lock = false;

/* remainder section */
} while (true);

Figure 5.4 Mutual-exclusion implementation with test_and_set ().
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¥4 CHI THI COMPARE_AND_SWAP

int compare_and_swap(int *value, int expected, int new_value) {
int temp = *value,

if (*¥value == expected)
*value = new_value;

return temp s

}

Figure 5.5 The definition of the compare_and_swap () instruction.
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//

/
)

§"4 CHI THI COMPARE_AND_SWAP

* Bién chung:
* int lock = 0;
do {
while (compare_and_swap(&lock, 0, 1) !'= 0)
; /* do nothing */
/* critical section */

lock = 0;

/* remainder section */
} while (true);

Figure 5.6 Mutual-exclusion implementation with the compare_and_swap ()
instruction.
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¥4 THUAT TOAN CHO MIEN GANG

do {
waiting[i] = true;
key = true;

while (waitingli] && key)
key = test_and_set (&lock);
waiting[i] = false;

/* critical section */

j = (1 + 1) % n;
while ((j '= i) && 'waitingl[jl)
j = + 1) % n;

if (j == i)
lock = false;
else

waiting[j] = false;

/* remainder section */
} while (true);

Figure 5.7 Bounded-waiting mutual exclusion with test_and_set ().
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KHOA TRONG (MUTEX LOCK)

do {
acquire() {
while ('available)
; /* busy wait */

available = false;; . .
! critical section

acquire lock

release lock

release() {
available = true; remainder section

} while (true);
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KHOA TRONG (MUTEX LOCK)

* acquire() va release() phai thuc thi mét cadch don nhat
(atomically)

* Mutex lock thuong duoc cai dat bang cac co ché dong
bd hoa (giai phap phan cirng)
* Tinh trang cho ban (busy waiting)

* Khi c6 mét tién trinh trong mién gdng, tién trinh khac mudn
vao mién gang phai thuc hién vong lap dé goi ham acquire()

e = Lang phi thoi gian CPU

* Dang khoa nay con goi la khoa xoay (spinlock) vi cac
tién trinh “spin” khi cho khoa

* Uu diém cua spinlock trong hé thong da xt ly 1a khong
can chuyén ngit canh khi mot tién trinh doi khoa
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SEMAPHORE
(PHUONG PHAP DEN HIEU)

* Semaphore S |a mdt bién nguyén

* Ngoai toan ti khoi tao, S chi duoc truy cdp thong
qua hai todn tw nquyén té (standard atomic
operation) wait() va signal()

 wait() con duoc goi la P (proberen — kiém tra)

e signal() con duoc goi la V (verhogen — tang)

wait(S) { signal(S) {
while (S <=0) S++;
; // busy wait 1
S
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SUY DUNG SEMAPHORE

* Binary semaphore (Semaphore nhi phan)
* CS thé sir dung dé gidi quyét van dé mién gang
* Bién chung:
* semaphore mutex;

e Khé&itao mutex =1

* Tién trinh P;:

do {
walting (mutex) ;
critical section
signal (mutex) ;
reminder section
}while (true) ;
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SUY DUNG SEMAPHORE

* Counting semaphores
* Nhan gia tri |3 mdt s6 nguyén bat ky

* Thudrng dung dé dém sé lwgng tai nguyén ranh roi clia
hé thong

* Bién chung
* semaphore S;

« Khoitao: S =s6 lugng tai nguyén (resources) ciia hé thong
* Tiéntrinh P, 4
walting (S) ;
using resource
signal (S) ;
reminder section
twhile (true);

39



SUY DUNG SEMAPHORE

* Semaphore cé thé dung dé gidi quyét mot sé van
dé dong bo hoa gitra cac tién trinh
e Vi du
* Tién trinh P1 cé l1énh S1
e Tién trinh P2 c6 l1énh S2
* S1 phai dugc hoan thanh trudc khi S2 thue thi
* Bién chung: semaphore synch;

* Khoitao synch = 0;

/* Tién trinh P1 */ /* Tién trinh P2 */

S1; walt (synch) ;
signal (synch) ; S2;
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CAl DAT SEMAPHORE

* Y twong
« Khi mot tién trinh phai cho vi semaphore am, thay vi
thwe hién |1ap (vao tinh trang chd ban — busy waiting),
tién trinh phong toa (block) chinh nd (tién trinh chuyén
tor trang thai tich cwc sang trang thdi khong tich cuc)
* Qua trinh phong toa dién ra nhu sau
 Tién trinh dwgc dat vao hang chd semaphore
* Tién trinh chuyén sang trang thai chd (waiting)

 Khi semaphore san sang
« M6t trong s6 cac tién trinh bj phong toa sé duoc danh thirc

 Tién trinh d6 sé duwgc dua vao hang doi ready hoac duoc
chuyén sang trang thai running (tuy thudc vao thuat toan diéu
ph6i CPU)
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typedef struct {

int value;

struct process *list;
} semaphore;

wait (semaphore *S) {
S->value—--;
if (S->value < 0) {
add this process to S->1ist;
block() ;

}

signal (semaphore *S) {
S->value++;
if (S->value <= 0) {
remove a process P from S->1ist;
wakeup (P) ;

42



CAl DAT SEMAPHORE

e Toan ti wait() va signal() phai duogc thuc thi mot
cach toan ven va don nhat (atomically)

* Trén moi tredng cd mot CPU ¢ thé si dung giai
phap che ngat

* Trén moi trwdng nhiéu CPU, cd thé sir dung gidi
phap khoa (compare_and_swap hoac spinlocks)
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BE TAC (DEADLOCKS)

* Xay ra khi cd nhiéu tién trinh bj phong toa, va moi
tién trinh d4 chi cé thé bi danh thic béi mot tién
trinh bij phong toa khac

* Tién trinh PO va P1 cung truy cap vao semaphore S
va Q, gid tri hiéen thoicuaSvaQlal

Pﬁ Pl
wait(S); wait (Q) ;
wait(Q); wait(S);
signﬁl(S); signél(Q);

signal (Q) ; signal(8);
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CHET DOI (STARVATION)

* Thuat ngl khac: phong toa vinh vién (indefinite
blocking)

* La hién twong xay ra khi tién trinh cho vo dinh
trong semaphore

* CS thé xuat hién néu danh thirc tién trinh trong
hang cho cua semaphore theo thir tw LIFO (last-in,
first-out)

45



% ANHONG VAN DE DONG BO KINH DIEN

* \Van dé bo dém gidi han (the bounded-buffer
proble)

* \Van dé doc — ghi (the readers and writers problem)

e Bitra an tOi cua triét gia (the dining-philosophers
problem)
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VAN DE BO DEM GIGI HAN

e Bai todn san xuat — tiéu thu

* Bién chung
e n—kich thudc cia bd dém
* mutex — kiém sodt viéc truy cip vao bd dém

* empty va full dé dém sb 6 tréng va day trong bd dém

int n;

semaphore mutex = 1;
semaphore empty = n;
semaphore full = 0
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do {
/* produce an item in next_produced */

wait (empty) ;
wait (mutex) ;

/* add next_produced to the buffer */

signal (mutex) ;
signal (full);
} while (true);

Figure 5.9 The structure of the producer process.
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do {
wait (full);
wait (mutex) ;

/* remove an item from buffer to next_consumed */

signal (mutex) ;
signal (empty) ;

/* consume the item in next_consumed */
} while (true);

Figure 5.10 The structure of the consumer process.
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VAN DE DOC GHI

* \Van dé doc ghi th& nhat
 Tién trinh doc duoc wu tién

* Néu khong cé tién trinh ghl nao dang truy cap vao dir
liéu, thi tién trinh doc sé dugc cap quyén truy cap dir
liéu ngay khi yéu cau

* Tién trinh ghi c6 thé bj chét doi (starvation)

* \Van dé doc ghi th& hai
 Tién trinh ghi duwgc wu tién

e Khi tién trinh ghi mudn truy cap vao dit liéu, né dugc
dwa vao dau hang doi. Ngay khi di¥ liéu san sang, tién
trinh ghi dwoc cap quyén truy cap.

 Tién trinh doi cé thé bi ché doi
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VAN DE DOC GHI THU NHAT

* Bién chung semaphore rw_mutex = 1;
semaphore mutex = 1;

* read_count
N int read_count = 0;

« S&r dung bdi tién trinh doc

* DEm s6 lwong tién trinh doc dang truy cap vao dit liéu
* mutex

« S&r dung bdi tién trinh doc

« Kiém soat truy cip vao readcount
°* rw_mutex

* S dung dé block va release tién trinh ghi

* Tién trinh doc truy cap vao dit liéu dau tién s& thiét 1ap gia tri
dé block

* Tién trinh doc cudi cung truy cap vao dit liéu sé thiét [ap gid tri
dé release
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do {
wait(rw_mutex) ;

/* writing is performed */

signal (rwmutex) ;
} while (true);

Figure 5.11 The structure of a writer process.
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wait (mutex) ;

read_count++;

if (read_count == 1)
wait (rw_mutex) ;

signal (mutex) ;

/* reading is performed */

wait (mutex) ;

read_count——;

if (read_count == 0)
signal (rw_mutex) ;

signal (mutex) ;

} while (true);

Figure 5.12 The structure of a reader process.
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* MOi triét gia chi suy nghi (thinking) hodc an (eat)

* C4c triét gia khong trao d6i vdi nhau

Figure 5.13 The situation of the dining philosophers.
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//

/
//

$'4 GIAI PHAP DUNG SEMAPHORE

semaphore chopstick[5];
do {
wait (chopstickl[i]);
wait (chopstick[(i+1) % 51);

/* eat for awhile x/

signal (chopstick[i]);
signal (chopstick[(i+1) % 5]);

/* think for awhile */

} while (true);

Figure 5.14 The structure of philosopher i.

DEADLOCK?
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ni cho phép toi da 4 triét gia an cung mot luc

 Chi cho phép triét gia nhat dda khi ca 2 chiéc dang
khong bi st dung

* Gidi phap phi doi xirng (asymmetric solution)
* Danh s6 cac triét gia

 Triét gia co sO th tw |é phai lay chiéc diia phia bén trai
truwdc

* Triét gia c6 s6 th ty chan phai Iy chiéc diia phia bén
phai trudc

* \Van dé “chét doi” (starvation) chwa dwoc gidi quyét
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HAN CHE CUA SEMAPHORE

* S dung semaphore khong dung cach co thé dan
dén bé tac hodc 106i do trinh tu thuc hién cla cac
tién trinh

e S&r dung khéng dung cach gay ra bédi 16i lap trinh
hoac do nguoi lap trinh khong cong tac

signal (mutex) ; wait (mutex) ;
critical section critical section

wait (mutex) ; wait (mutex) ;
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MONITOR

& PHUONG PHAP DUNG TR

NH THU KY)

 C3u tric trong ngdn ngir 1ap trinh
phuc vu cac thao tac déng bd hod

e Cac thanh phan cia monitor

bac cao dung dé

* Initialization code: thuc thi mét Ian duy nhat khi tao

monitor

* Private data (bao gbm private procedures): chi c6 thé st

dung bén trong monitor

e Monitor procedures: ham/thd tuc cé thé dwoc goi tir

bén ngoai monitor

* Monitor entry queue: hang doi cac tién trinh dang cho

thuc thi monitor procedures
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monitor monitor name

{

/* shared variable declarations */

function P1 ( . . . ) {
h
function P2 ( . . . ) {

}

function Pn ( . . . ) {
h
initialization.code ( . . . ) {

}

Figure 5.15 Syntax of a monitor.
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entry queue

shared data

A

operations

initialization
code

Figure 5.16 Schematic view of a monitor.
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MONITOR

* Monitor ddm bdo tai mot thdi diém chi ¢ duy nhéat
mot tién trinh duwgc hoat dong bén trong monitor

e Cac ham/tha tuc trong monitor chi ¢ thé truy cip
vao cac bién cuc bd va cac tham so hinh thirc
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CONDITION

e Khai bao
condition x, V;

e S dung: 2 toan tu wait va signal
« x.wait(): chuyén tién trinh sang trang thai cho

* x.signal(): tién trinh goi x.signal() s& danh thirc tién trinh
da goi x.wait()
* Danh thirc duy nhat moét tién trinh dang cho
* Néu khong cé tién trinh cho, x.signal() khéng cé tac dung

* Chuy: signal() trong semaphore luén lam thay déi gia tri
semaphore
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SIGNAL WAIT/CONTINUE

e Gid str co 2 tién trinh Pva Q
* Q goi x.wait()
e P goi x.signal()

* Hai kha nang
* Signal-and-wait: P ch& dén khi Q roi monitor hodc cho
diéu kién khac
e Signal-and-continue: Q ch& dén khi P r&i monitor hodc
cho diéu kién khac
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TU DOC

* Gidi quyét bai toan bira t6i cla triét gia bang
monitor

e Cai dat monitor bang semaphore
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