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NANG CAO MUC PQ BAO PAM AN NINH HE THONG MANG
TAI VIET NAM BANG PHUONG PHAP LAM NGUQC
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2Pgi hoc Thai Nguyén, VNPT Thai Nguyén

TOM TAT

Bai bao nay trinh bay két qua danh gia mirc d6 an toan cua hé théng mang dwa trén k§y thuat lam
nguoc lai. Nghién ctru di thuc hién trién khai mot s6 cudc tdn cong hé théng mang phd bién,
thuong gip nhu DDoS, SQL Injection, Reverse TCP dé dinh lugng va danh gia mtc d6 kha ning
phong thi an ninh cta hé théng d6 dua trén thyc nghiém mé phong. Théng qua viéc phan tich cac
mdi de doa va cac thong sé do ludng, nhom tac gia nhan dién dwoc mirc d6 an toan va an ninh cia
hé théng mang. Ba kich ban tan cong hé thong mang sir dung phuong phap phat hién xam nhap kiéu
hop trang (White Box) bao gdm: (a) tAn cong may chii web tir bén trong mang ndi b, (b) tin cong tir
bén ngoai vé6i trudong hop mang da tich hop tudng Itra thé hé cii va (c) tAn cong tir bén ngoai trong
truong hop tich hop tuong lira thé hé mai. Két qua cho thiy vai (a) mirc d6 bi tin cong gy két qua
rat nghiém trong (té liét may chu 1én tdi 95%); véi (b) ti 1¢ nay da giam con 63% va véi (c) chi con
19%. Két qua nay gitp nha quan tri xdy dung giai phap an toan va an ninh mang cho hé théng cia
minh duoc t6t hon dé phong tranh va han ché cac mbi de doa tin cong vao hé thong.

Tir khéa: Tan céng DDoS; tin céong SOL Injection; tan cong Reverse TCP; tdn céng mang; bdo
mdt mang

Ngay nhdn bai: 11/8/2020; Ngay hoan thi¢n: 31/8/2020; Ngay ding: 31/8/2020

IMPROVE NETWORK SECURITY SYSTEM IN VIETNAM
USING REVERSE METHOD

Le Hoang Hiep?, Le Xuan Hieu?", Tran Lam3, Do Dinh Luc*
ITNU - University of Information and Communication Technology
2Thai Nguyen University, 3VNPT Thai Nguyen

ABSTRACT

This paper presents the results of evaluating the security level of a network based on reverse
engineering. A number of common network attacks, such as DDoS, SQL Injection, Reverse TCP
were emulatedto quantify and evaluate the level of security defenses of the system based on
simulation experiments. Through the threat analysis and security metrics, the level of safety and
security of the network were indentified. Three scenarios for a network attack using White Box
intrusion detection methods include: (a) attacking a web server from an internal network, (b)
attacking from outside in the case of a built-in old firewall and (c) external attacking in the case of
a new generation firewall. The results showed that (a) the severity of the attack caused serious
results (server paralysis up to 95%); (b) the server paralysis rate was decreased to 63%; and (c) the
server paralysis rate was only 19%. The results are promising to help administrators to build better
safety and security systems as well as to prevent and limit network connections and threatens
attacking their systems.
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1. Gi6i thiéu

Trong vai ndm gan day, khi néi vé vin dé hé
thong may tinh bi tin cong mang va an ninh
ky thuét s6, chung ta thuong chi thiy nhimng
béo cdo vé cac su cd bao mat 16n, vai mat do
day dic xay ra tai cac cudng qudc céng nghé
thong tin va mot vai qudc gia tdm diém khac.
Tuy nhién, ngay tai nudc ta, tinh hinh an ninh
mang va an toan thong tin trong vai nam gan
day cing da co nhing dién bién cuc ky nguy
hiém, phuc tap. Song song v6i mirc do so hoa
va viée trién khai s6 ho4 ngay cang gia tang
rat nhanh tai Viét Nam, ching ta co thé nhan
thdy mdi quan tdm rd rét hon tir khéi doanh
nghiép d6i voi an ninh mang va hé thong.
bay la cong viéc cuc ky quan trong, boi vi
cang ngdy s& cang c6 nhiéu nguoi dung va
nhiéu thiét bi két ndi vao mang trong cac nim
t61. Piéu nay s& dem lai nhidu co hoi 16n cho
céc doanh nghiép, nhung né ciing dong nghia
nguy co cac mdi tin cong ting theo cap sd
nhan, diy doanh nghiép d6i mat véi nhiéu
mdi nguy co va rii ro an ninh mang 16n hon.
An ninh mang khong thé 13 nhitng xir Iy tinh
hudng tirc thoi, ma can phai tré thanh nén
tang wu tién cho bit ky nd luc chuyén ddi sb
nao. Viéc cac co quan chirc ning/ to chirc van
con tuong ddi bi dong trude nhitng phurong an
nang cao nhan thirc cua cong dong vé van dé
an ninh mang da khién cac ca nhan dam mé
may tinh cling nhu dang hoat dong trong linh
vuc bao mat ¢ nudc ta budc phai chi dong tu
t6 chirc cac su kién, cudc thi 1én nhim phd
bién thong tin rong rdi hon cho cong dong
cling nhu doanh nghiép. Nhiing sy kién nhu
vy s€ dong vai tro cyc ky quan trong, khong
chi cung cap nhiing théng tin cu thé, chinh
xé4c nhét vé tinh hinh an ninh mang ¢ nudc ta,
ma con gioi thiéu nhiéu du 4n bao mat quy
mod 16n voi sy gop mat cua cac chuyén gia
dau nganh hién nay.
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Hinh 1. Mot kiéu tan cong Session Hijacking dién hinh

Nhimg mdi de doa an ninh mang gio day
dang dién bién.(")r mirc do rat nghiém trong.
Moi co quan/ to chirc déu co nguy co bi tin
cong nhu nhau. Co quan nio c6 nhiéu thong
tin nhay cam va hé thong chura nhiéu 18 hong
bao mat s& dé bi tin téc tan cong hon. Cho
nén, tat ca chung ta can phai san sang ung
ctru, khic phuc, xtr 1y moi su ¢b. T6i pham
mang/ ké tan cong (Hacker/Attacker) ludn
khong ngung cai tién cac phuong thic trién
khai chién dich tin cong ctia minh theo huéng
phirc tap va kho luong hon, nhim truc loi trai
phép tir nguoi dung Internet ciing nhu cac t6
chtrc, doanh nghiép toan cau, vi du dién hinh
nhu trong Hinh 1. Pay 14 1y do tai sao tat ca
céc cong ty, bat ké quy mé hay linh vuc hoat
dong, déu budc phai so hitu nhitng phwong an
phong thu an ninh mang dang tin cay dé tu
bao v€ chinh ban than cling nhu khach hang
ctia minh trude cac mdi de doa tiém an. Khi
chung ta phat hién ra mot cudc tn cOng mang
da thyc sy xay ra thi da/ qua mudn, hiu qua la
co so ha tang, kinh doanh cta mét to chic bi
anh huong 16n. Trong bdi canh thé gidi s6
luén thay dbi, phat trién va ngdy cang phic
tap, lam thé nao dé bao vé chinh minh, khong
chi tir nhimng diéu da biét ma con tir nhitng 4n
sb trén mang, lam thé nao dé chuén bi va xay
dung kha nang mién dich va phong thu chong
lai méi de doa ngdy cang phat trién d6. Dé
giai quyét van dé nay la can phai xay dung
kha ning phuc hdi khong gian mang hiéu qua.
bay 1a viéc mot t6 chirc/ doanh nghiép phai
chuan bi, tiép nhén, ing pho, thich nghi va
phuc hdi sau mot sy ¢b trong khi van tiép tuc
hoat dong va van hanh theo ké hoach.

Trong nghién ctru nay tép trung nghién cuu,
danh gia mirc d6 an toan hé théng mang dua
trén k¥ thudt lam nguoc. Thong qua viéc phan
tich cac mbi de doa va cac thong sé do luong
su an toan cua hé théng, nghién ciru s€ thuc
hién trién khai mot s cudc tin cong hé thong
mang phd bién thuong gip nhu DDoS, SQL
Injection, Reverse TCP dé dinh lwong mirc d6
kha ning phong tha ctia hé thong d6 dua trén
thuc nghiém mo phong. Thong qua day ciling
nhan dién dwoc mirc do an toan va an ninh hé
thong mang, tir d6 gitp nha quén tri xdy dung
gidi phap an ninh mang cho hé théng cia
minh duge tdt hon.
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2. Co s6 va phwong phap nghién ciru

2.1. Cic kiéu tin cong hé thong mang pho bién
Muc tiéu ciia cac cudc tin cong mang 1a tat ca
cac hinh thirc xam nhép trai phép vao mét hé
théng may tinh, website, co s& dir li¢u, ha tang
mang, thiét bi cia mot ca nhan hodc t6 chirc
thong qua mang internet v6i nhitng myc dich
gi di nira déu 13 bat hop phap C6 nhiéu kiéu
tan cong mang trén thyc t€ hién nay, tuy nhién
& day chi tom tit cac kiéu tin cong duoc sir
dung trong nghién ctru nay [1]-[3]:

a. Tin cong tir chot dich vu (Denial of
Service): Cac cudc tin cong tur chéi dich vu
(DoS) dugc thiét ké dé lam _cho tai nguyén
mang hodc may tinh khong san sang dé phuc
vu cho ngu(n dung nhu dy dinh ctia nd. Ké
tan cong co thé thuc hién lam tir chdi dich vu
cho tung nan nhan, chang han nhu c6 tinh
nhap sai mat khau di 1an lién tuc dé khién tai
khoan nan nhéan bi khoa hodc chung c6 thé
lam qua tai kha nang cua may tinh hoac bang
thong mang va chan tat ca nguoi dung cung
mot lac. Médc du mot cude tan cong mang tir
mot dia chi IP duy nhat c¢6 thé bi chan bang
cach thém vao quy tic tuong Iira mdi, nhiéu
hinh thtrc tAn cong tir chdi dich vu phén tan -
Distributed Denial-of-Service (DDoS) la co
thé, trong d6 cudc tin cong dén tir mot s6
luong 16n may tinh va viéc bao vé€ s€ tr¢ nén
kho khan hon nhleu Cac cudc tan cong nhur
Vay ¢6 thé bat ngudn tir cac may tinh zombie
cua botnet, nhu‘ng mot loat cac ky thuat khac
¢6 thé bao gém cac cudc tin cong phan xa va
khuéch dai, trong d6 cac hé thong vo toi bi
lira giri dir liéu dén may nan nhan bang nhiéu
cach khac nhau.

b. Tin céng co sé div ligu (SOL Injection
Attack): Hacker chén mo6t doan ma cod@ doc
hai vao Server st dung ngdn ngir truy van co
cAu truc - Structured Query Language (SQL),
muc dich 1a dé khién may chu tra ve nhu‘ng
thong tin quan trong ma 1€ ra khong dugc tiét
1. Cac cude tan cong SQL Injection xuat phat
tir cac 16 hong cua website, chang han hacker
c6 thé tan cong don gian bang cach chén mat
doan mé doc vao thanh cong cy "Tim kiém"
la da co thé dé dang tan cong nhimg website
voi muc bao mat yéu.

c. Tin cong Reverse TCP: M0t cude tan cong
Reverse TCP 1a mot kleu tan cong khai thac.
Ma khai théc 12 mot phan mém, mot doan dir

liéu hodc mot chudi cic cau lénh nham loi
dung 16i hoic 16 hong trong u’ng dung hodc hé
théng dé tao ra hanh vi ngoai y mudn hoic
khong luong trude dugce. Khi thlet bi khdi tao
mot két ndi, goi nod 1a két ndi thang. Nhung
khi chung ta 1am didu nguoc lai, server bat
dau két nbi dén thiét bi, goi no 1a két ndi
nguoc (rat hiém). Tuong Ira hoat dong theo
nguyén tac co ban la chan tat ca cac két n01
dén. Vi vay, tit ca cac két ndi dén (két ndi
nguoc) s€ bi chan boi tuong Iva. Tuy nhién,
néu may nan nhan thiét lap két ndi (ket ndi
thang) thi duoc phep va két qua 1a ké tan cong
c6 dugc két nbi dugce thiét 1ap toi may nan
nhan. Déi vai kleu tan cong Reverse TCP vé
co ban thay vi ké tin cong khoi tao két ndi rd
rang s€ bi chdn boi tuong Iua, may nan nhan
s& khoi tao két ndi t6i ké tan cong, nhidu kha
nang s€ dugc tuong lua cho phep va ke tan
cong sau d6 kiém soat thiét bi va truyén 1énh.
N6 1a mot loai shell tuong tac nguoc.

2.2. Kiém tra xdm nhip mang

a. Pentest, viét tit ciia penetration testing
(kiém tra xam nhdp): 13 hinh thirc danh gia
muc do an toan cia mot hé thdng mang bang
cac cudc tin cong md phong thue té. Hiéu
don gian, pentest c6 gang xam nhap vao hé
thong dé phat hién ra nhimg diém yéu tiém
tang cua hé thong ma ké tin cong/tin tic co
thé khai thac va gy thiét hai. Muyc tiéu cua
pentest la giup thuc hién viéc phat hién cang
nhiéu 15 hng cang tét, tr do khic phuc ching
dé loai trir kha nang bi tin cong trong tuong
lai. Nguoi lam cong viéc kiém tra xam nhép
dugc goi 1a Pentester. Pentest c6 thé duogc
thuc hién trén hé thong mang may tinh, ing
dung web, ung dung mobile ha tang mang,
IoT, tmg dung va ha ting Cloud, phan mém
dich vu SaaS, API, source code, hoac mot ddi
tuong co két ndi v6i Internet va co kha ning bi
tan cong... nhung phd bién nhét 13 pentest web
app va mobile app. Nhimng thanh phan trén
duoc goi 1a ddi twgng kiém thir (pentest target).

(
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Hinh 2. Céc pha trong chu trinh kiém tra xam
nhdp mang
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Khi thyc hién xam nhdp hé thong theo cac
pha nhu trong hinh 2, Pentester can c6 dugc
su cho phep cua chu (admin) hé thdng hoic
phan mém do6. Néu khong, hanh dong xam
nhép s€ duoc coi la xdm nhép (hack) trai phép.
Thuyc té, ranh gi6i giira pentest va hack chi la
su cho phép cua chu do6i tugng. Vi thé, khai
niém pentest cd y nghia tuong ty nhu ethical
hackmg (hack c6 dao durc), Pentester con dugc
goi 1a hacker mil trang (white hat hacker).

b. Cdc hinh thirc pentest:

- White box Testlng Trong hinh thirc pentest
White box, cac chuyén gia klem thtr s€ dugc
cung cap day du thong tin vé dbi twong muc
tiéu trudc khi ho tién hanh kiém thir xam
nhidp mang. Nhimg thong tin nay bao gom:
dia chi IP, so d0 ha ting mang, cac giao thic
st dung, hoac source code cia muyc tiéu.

- Gray box Testlng Pentest Gray box Ia hinh
thirc klem thor ma Pentester chi nhan dugc
mot phan thong tin cua ddi twong kiém thr, vi
du: URL, IP address,.. nhung khong c6 hiéu
biét day du hay quyén truy cap vao dbi tuong
mot cach toan dién.

- Black box Testing: Pentest Black box, hay
con g01 la “blind testing’, la hinh thirc pentest
dudi gbe do cia mot hacker trong thuc te. Voi
hinh thirc nay, cac chuyén gia kiém thtr khong
nhan duoc bét ky théng tin nao vé dbi tuong
trude khi thyc hién tan cong. Cac Pentester
phai ty tim klem va thu thap thong tin vé doi
tuong dé tién hanh kiém thr xam nhép mang.
Loai hinh pentest nay yeu cau mot hIo‘ng l6n
thoi gian tim hiéu va nd luc tin cong, nén chi

phi khdng hé re.

Ngoai ra con cac hinh thirc pentest khac nhu:
Double - blind testing, External testing,
Internal testing, Targeted testing,... tuy nhién
chung khong pho bién tai Vigt Nam va chi
duoc st dyng voi nhu cau dic thu cia mot sd
t6 chirc/ doanh nghiép.

2.3. M6 hinh va phwong phdp thuc hién

Pé thyc hién céac hinh thic, phuong phap xam
nhdp mang nghlen ctru da xay dung mo hinh
thi nghlem mo phdng lai hé thong mang ndi
b6 két ndi ra Internet ciia mot t6 chire/ Cong ty
nhu trén thye té. Cac thanh phan nay bao
gom website duoc dat trén may chui chay hé
diéu hanh Linux, sau d6 cai nhiéu tng dung
khac trén may tinh cta ké tin cong. May tinh
cua nan nhan (Victim) dugc dat bén trong

mang ndi bd. Nghién ctru thuc ngh1em s& thuc
hién kiém tra xem hé thong mang noi bo co
kha ning chéng lai cac cudc tin cong nhu
DDosS, SQL Injection, Reverse TCP ¢ mirc do
nao st dung phuong phap phat hién xam nhép
kiéu White Box thong qua ba kich ban tan
cong nhu sau:

- Kich ban 1: Thyc hién cudc tan cong Web
server tir bén trong hé thong mang ndi bo.

- Kich ban 2: Thyc hién cudc tin cong Web
server tu bén ngoai hé thong mang nodi bo
(dung tir Internet dé tan cong) trong trudng
hop Web server dugc bdo vé bdi tuong ltra
ASA va TMG.

- Kich ban 3: Thyc hién cufc tan cong Web
server tr bén ngoai h¢ thong mang ndi bd
(dtmg tir Internet dé tan cong) trong truong
hop Web server dugc bao vé bdi tuong Iura
theé hé¢ mdi Sophos UTM.

3. Thuc nghiém, danh gia

3.1. Thuee nghigm tin cong DoS vao hé thong
Céac cudc tan cong xam nhdp mang duoc thuc
hién dua trén viéc su dung ca hai k¥ thuat TCP
va UDP flood. Trong thuc nghiém nay sir dung
cong cu da dugc cai trén may ké tan cong gul
dén may chu mét luong 16n goi tin TCP va

UDP di nham lam té liét may cha trong ba
kich ban bén dudi day 1-[71:

a. Kich ban 1: Td in cong Web server tir bén
trong hé thong mang ngi bj:

So d6 mb ta hé thong mang va vi tri ké tan
cong, vi tri nan nhan nhu hinh. Website cua
nan nhin duogc cai dat trén hé diéu hanh
Linux. K¢ tan cong str dung cong cu cua minh
tan cong DoS may chu nan nhan. Qua trinh
tan cong nay s& dugc theo doi s dung cong
cu giam sat mang PRTG (dugc cai dat trén
mot server khac). Thong qua PRTG ta co thé
theo doi dugc céc thong s0 do Ve tinh trang
ctia hé thong trudc va sau khi bi tan cong nhu
thoi gian tai ciia web, s6 cong ma ké tan cong
sir dung dé xam nhap mang, ..

Hinh 3. Kich ban tin cong DoS tir bén trong mang
noi bo
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Trong thu nghlem nay, nghién ctru chi st
dung mot may tinh (PC) dé thuc hign gui
lugng 16n goi tin TCP va UDP vao cong s0 80
cua may chu. Qua viéc giam sat va do dac
thong qua cong cu giam sat, két qua cho biét
viéc tdn cong DoS tir mot PC st dung TCP
flood dudng nhu khéng anh huong téi hoat
dong ctia may chu Web (hinh 4a).

Hinh 4a. Théng s6 heu lwong qua Card mang trén

web server
Tiép theo d6, nghién ctru thir nghiém tan cong
UDP flood thoéng qua cong 80, két qua hlen
thi trong hinh 4a va hinh 4b cho thay ké tan
cong da gui khoang 185 Mbps va v6i luu
luong nay du dé lam dimg hoat dong tai vé
cua Web.

Hinh 4b. Thoi gian mo trang web tir bén trong
mang khi bj tdn cong UDPﬂood

Thong qua thuc nghiém nay thay rang, bang
cach tan cong UDP flood, ké tan cong co thé
dé dang du‘ng lai vi€c tai trang web ngay ca
khi ké tan cong do chi can st dung mot PC
duy nhat dé thyc hién tin cong

b. Kich ban 2: Thuc hi¢n cujc tin cong Web
server tir bén ngoai he thong mang ngi bo
(dikng tir Internet dé tin cong) trong truong
hop Web server dwoc bdao vé boi twong lira
Cisco Adaptive Security Appliance (Cisco
ASA) va Forefront Threat Management
Gateway (TMG):

Trong trudong hop néy, mdy chu web dugc dat
bén trong mang noi by, ké tan cong dimg tir
bén ngoai. K¢ tin cong s€ phai vuot qua hai
tuong ltra da dugc cai dat san trude do (ASA

va TMG) dé c6 thé xam nhap to1 server (nhu
hinh 3). Thyuc ngh1em nay van su dung tan
cong kleu TCP va UDP flood thong qua cong
80. Két qua tan cong TCP flood duoc hién thi
trong hinh 5a, hinh 5b va hinh 5c. Qua day
cho thay ké tan cong guri khoang 60 Mbps luu
lwgng vao may chu Web, trong khi d6 may
chi Web chi nhan thay c6 38,5 Mbps luu
luong truy cép dén. Piéu nay c6 thé giai thich
do hé thong da dugc cai dat tuong ltra, chuc
nang cua tu'orng lra da duoc thuc thi va ngén
chan (lgc) cac luu lucmg g0i tin bat thuong
(dang ngo) vi thé ma chi mot phan luu luong
tr ké tan cong gui to1 co the dén dugc may
chi Web va dan téi cudc tn cong nay khong
lam anh huong nhiéu t6i thoi gian tai cia
trang Web.

Hinh 5a. Luu lwong tir Card mang trén PC ké tin cong

i

Hinh 5b. Luu luong tir Card mang trén mdy chit Web

et 14

G RN QO W R SONC (N Nt vE QT OB TR D (7 W (S 7R G GEn G W O

Hinh 5c. Thoi gian tdi trang Web tir bén ngodi Internet
Qua theo doi két qua cling cho thdy, sau
khoang 30 gidy, tuong Itra ASA da chin dia
chi IP ciia ké tan cong trudc ma chua can t6i
tuong ltra TMG thuc thi.

Tiép theo, nghlen ctru thyc hién tin cong
tu'ong tu bang viéc guri cac goi tin UDP to1
may chi Web. Trong trudng hop nay, ké tan

http://jst.tnu.edu.vn; Email: jst@tnu.edu.vn

129


http://jst.tnu.edu.vn/

Lé Hoang Hiép va brg

Tap chi KHOA HQC & CONG NGHE PHTN

225(09): 125 - 133

cong da gui khoang 180 Mbps. Tuong lua
ASA da tdng muc xu ly dat hiéu qua t61 mure
du ngan chan duoc hoan toan cudc tan ~cong
nay. Hinh 6a, hinh 6b va hinh 6¢ cho thay keét
qua nhu mo ta.

" — -

..................
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Hinh 6b. Luu lu“ong tur Card mang trén mdy chu Web

[

Hinh 6¢c. Thoi gian mo trang web tir bén trong
mang ndi bé khi b tin céng UDP flood
Trong cudc tin cong ndy, tat ca cac dich vu
c6 thé truy cap trr Internet da ngu’ng hoat
dong. Ké tan cong di dugc két ndi bén ngoai
tuong lua va da st dung dung luong t6i da
1Gbps vi luu lugng khong di qua thi€t bi cua

nha cung cép dich vu ISP.

c. Kich ban 3: Thuc hi¢n cujc tin cong Web
server tir bén ngoai he thong mang ngi bo
(du’ng tir Internet dé tin cong) trong truong
hop Web server dwgc bdo vé boi twong lira
thé hé moi Sophos UTM.
Céc phién ban tuong lira thé hé cii trude day
da 13i thoi vi chitc ning cia chung khong du
kha nang ngan chdn cic cudc tan cong mang
ngay cang tinh vi va manh m& hon trudc rat

nhidu. Viéc ra doi tuong lira thé hé mai, la
phién ban nang cao cua tuong lua truyen
thong v6i nhidu chirc ning tich hop san, ¢
suc manh va hi¢u nang cao hon nhiéu lan nhu
chic nang bao vé may chu Web, email, loc
g01 tin, phat hi¢n xdm nhap,... Trong nghién
clru nay tiép tuc thuc nghiém bang cach lya
chon tuong ltra Sophos UTM thay thé cac
tuong ltra truyén thong, cii nhu ASA, TMG.
So d6 md hinh thyc nghiém dugc thé hién
trong hinh 7:

UDP/TCP Traffic

Hinh 7. M6 hinh thue nghiém tan cong mang véi
tuwong lira Sophos UTM

Céch thyc nghiém tuong ty nhu khi hé thong
tich hop tuang lira truyén théng ASA va
TMG bang viéc gui luu lugng TCP va UDP
flood. Tuy nhién, qua két qua cho thdy da c
su khac biét 1o rét do 1a hiéu nang cua tudng
Itra thé hé méi Sophos UTM da duogc thyc thi
tbt hon nhiéu so v6i ASA, TMG. Sophos
UTM co the xtr Iy luu lugng binh thuong
trong khi van giir dugc hoat dong cua trang
Web trong qua trinh bi tan cong Két qua nhu
hinh 8c cho thay hiéu sudt cia CPU trudc va
sau cudc tan cong duong nhu khong d6i (murc
thay doi rat thap ¢ mirc trung binh 1a 0,19%).
Luu lwong truy cép chi di/ nam trong khu vue
doan mang tir ké tin cong téi Card mang
WAN cua tuong ltra Sophos UTM khi cudc
tan cong UDP flood dién ra nhu trong hinh
8a, hinh 8b:

Maximum Minmum Average Last
1 nertao WAN (o) (inbound) 17342 Mops 247 Hbps 162 Mbps 583,07 kbps
AN (et (outbound 1.34 Mops 27000 bps 7124 kbps 1 44 kbps

Hinh 8a. Luu lwong trén Card mang WAN cua
tuwong lira Sophos UTM

130

http://jst.tnu.edu.vn; Email: jst@tnu.edu.vn


http://jst.tnu.edu.vn/
mailto:jst@tnu.edu.vn

Tap chi KHOA HQC & CONG NGHE PHTN

225(09): 125 - 133

A \ ‘n N
Lé Hoang Hi¢p va Dig
'
1158 Megs
| \‘ | |
200
i
i A | M | |
b N LAl 4 i aho
e — T
o0 SR BT SR L A T A )
Maximum Minimum Average Last
1 inertace Usage itemal (¢2) (Inbound) 126 Mogs 270kb9s 76,58 kbps 719 k0ps
I nertace Usage intemal (&2} (outbound, 1156 Mops 1720ps  4789kbps  2327hops

Hinh 8b. Luu lwong trén Card mang LAN ciia
tuwong hra Sophos UTM

) g ey
100% 4

B 10 100 BN 0T BT NOT DO 00 W05 0505 0%

Maximum Manimum Average Last
1 CPU Usage 063% 0.13% 017% 020%

Hinh 8c. Mic sir dung hiéu sudt CPU ciia twong
lita Sophos UTM

d. Nhin xét chung vé két qud tin cong mang
sit dung kiéu DoS:

Thong qua nghién ctiru thue nghiém trén cho
thdy, nguy co tiém 4n cao nhét tir cac cudc tan
cong vao hé thong mang cua doanh nghi¢p/ t6
chire 1a khi cac cudc tan cong sur dung kiéu
UDP flood. Bang 1 1a két qua tom tit so sanh
cac kich ban tin cong da thyc nghiém bén trén:

Bang 1. Két qua thue nghiém so sanh

Téi luu
luwgng bén
trong mang

TAn cong DoS Mikc d Chin cac

lam dirng dich vu
tai ndi dung khac
trang Web

Tdn céng TCP Khong
bén trong
mang

Khéng Cé

Tédn céng UDP Co Khéng Cé
bén trong
mang

Tdn céng TCP Khong Khéng Cé
16i hé thong cé

tich hop

ASAITMG

Tén céng UDP Cé Cé cé
1Gi hé thong cé

tich hop

ASAITMG

Tin céng TCP Khong Khéng Cé
16i hé thong cé

tich hop

Sophos UTM

Tén cong UDP Khéng Khéng Cé
16i hé thong cé

tich hop

Sophos UTM

Qua bang so sanh (Bang 1) ta ‘ghéy, dé giam
thi€u nguy co tan cong tir ké tan cong ngay
cang tinh vi, cac h¢ thong mang hién nay cén
nang cap/ cdp nhat cac hé thong tudng ltra
mdi, hién dai hon.

3.2. Thuc nghiém tin cong SQL Injection
vao hé thong

Trong thuc nghiém nay su dung mot sd cong
cu sau dé thyc hién tin cong xam nhap mang
gia dinh:

- Acunetix Web Vulnerability Scanner: cbng
cu nay cho phép quét u:ng dung web dé nhan
dang cac 15 hong tiém an.

- Burp Suite: céng cu nay cho phép bét cac
g0l tin tr may client dén ung dung web va
trich xuét thu thap dit liéu quét duoc.

- SQLMAP: cho phép tham nhap vao bén
trong co s¢ dir liu sau khi xac dinh cac 16
hong ciia hé thong

a. Kich ban 1: Tin cong xdm nhip hé thong
mang tir bén trong mang ngi b:

Trong thyc nghiém nay, nghlen ctru st dung
mot s0 ung dung Web c¢6 cac 16 hong bao mat
dé tan cong May tinh cua ké tan cong da
dugc cai dat cac cong cu can thiét cho mot
cudc tn cong SLQ Injection. So d6 thuc
nghlem nhu hinh 9:

vﬂw

wu

|
UDP/TCP Traffi SQL Injection a

Monitaring Server

Hinh 9. So @6 mang mé phéng cho cudc tin cong
SOL Injection tir mang LAN va Internet

V6i mo6 hinh mang nhu hinh 9, cac ung dung
Web dugc quét va tim cac 16 hong bao mat st
dung cong cu Acunetix. Qua dir li¢u thu thap
duoc cho thay hé théng xuét hién nhiéu diém
yeu/ 16 héng bao mat trong hé didu hanh, loai
may chi Web, cong nghe da cai dat,... dé tur
do6 ké xau co the tan cong thong qua ky thuét
SQL Injection.

b. Kich bdn 2: Tin cong xam nhip hé thong
mang SQL Injection tir bén ngodi mang
Internet doz vdi hé thong di tich hop twong
liva truyén thong

Vi thuc nghiém nay, ké tin cong dung tu
bén ngoai mang ndi bd. Trong tinh hudng nay
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ké tan cong can phai vuot qua nhiéu _tuong
Itra khac nhau (ASA, TMG) dé c6 quyen truy
cdp vao cic ung dung Web. Cac tan cong
SQL Injection dugc thuc hién tai 16p tung
dung trong khi twdong ltra ASA chi cho phép
loc luu lugng truy cap tai 16p van chuyén
(Transoport layer) cia mo6 hinh TCP/IP. Qua
thuc nghiém cho thay, tuUng lra ASA khong
thé ngian chin cic cudc tan cong SQL
Inj ection. Tuy nhién, voi tru:orng hop hé thong
¢6 tich hop tuong lira thé hé méi, két qua cho
thdy c6 su khac biét rd rét hon so vdi str dung
tuong ltra truyén thong

c. Kich ban 3: Tin cong xam nhip hé thong
mang SQL Injection tir bén ngodai mang
Internet doi v6i hé théng da tich hop twong
liva thé hé méi Sophos UTM

Cl1g

Pen Tester R S
Attacker Web Server

=

SQL Injection

X ]

=
ey
E.
=5
=
=
¥

Sophos UTM
NAT

Internet

Hinh 10. So' d6 mang véi kiéu tan cong SOL

Injection tich hop twong lira Sophos UTM
So do kich ban truong hop nay dwoc mé ta
nhu trong hinh 10. Qua két qua xac minh do
manh ctia tudng lira Sophos UTM cho thiy c6
su khac biét rd rang so véi st dung tuong lua
truyén théng bao vé hé théng. Véi cac tin
cong kiéu SQL Injection ddi voi hé théng co
sir dung tuong ltra Sophos UTM déu khong
¢6 nhiéu tac dung boi chirc ning cia tudng
Itra ¢6 thé ngan can cac cude tin cong nay
mot cach hi€u qua.
3.3. Thue nghiém tin cong Reverse TCP vao
hé thong
a. Kich ban 1: Tin cong Reverse TCP xim
nhap hé thong tiv bén trong mang cuc by
Pé thyc hién cudc tin cong nay, nghién ciru
st dung may tinh PC cua nan nhan da duogc
cai dat hé diéu hanh Window 10 véi day du
tinh nang va chuong trinh diét virus. Trén
may tinh cia nan nhan da dugc cai dat
Metasploit Framework (12 mot goi tiéu chuin
ctia hé diéu hanh Linux). Ca hai may tinh ciia
ké tan cong va nan nhan déu nam bén trong
mang ndi bo nhu hinh 11:

Internet

Hinh 11. So' d6 mang mé phong cudc tin cong
Reverse TCP tir bén trong mang noi bo
Trong thyc nghiém nay, nghién ciru da dua
ma doc vao mot phan mém dé khi nan nhén
cai dit nd, phan mém s& tao ra mot li€n két va
gui nguoc lai cho ke tan cong Thong qua
kiém tra chuong trinh diét virus cho thay
chuong trinh diét virus khong thé phat hién
dugc ma doc nay. Tlep theo, nghién curu da
cau hinh rnay tinh cta ké tan cong dé nhan két
nbi tir may tinh nan nhan. Ké tan cong gui
email cho nan nhan véi nhitng ndi dung hap
dan khién nan nhan tin tuong va truy cap cac
ndi dung va bi Ira cai ddt cac ung dung chia

mi doc ma ké tin cong cd tinh mong mubn.
Thong qua thyc nghiém nay (va lién h¢ trén
thuc té&) cho thay, ké tan cong c6 thé glanh
quyén truy cap/ kiém soat may tinh cua ngum
dung/ nan nhan trong truong hgp nan nhan c6
it kinh nghlem kién thirc va dé bi lira boi cac
ndi dung ao; sau d6 click va cai dat cac tmg
dyng chtra mé doc do ke tn cong gui toi, tir
d6 bi chiém quyen kiém soat.

b. Kich ban 2: Tin cong Reverse TCP xim
nhdp hé théong tir bén ngodi, véi truong hop
hé théng tich hop twong liva ASA, TMG
hodgc IPS

Vi thue nghlem trén cho thay, ké tin cong
c6 thé truy cap vao bén trong may nan nhan
ngay ca khi may nan nhan da cai chuong trinh
diét Virus. Trong thue nghi€ém nay s€ kiém tra
mirc do tin cong khi hé thong da tich hop
tuong ltra truyén thdng.

(t\' j

‘(‘
\u.

Hinh 12. So' d6 mang mé phong cudc tin cong
Reverse TCP tur bén ngoai mang Internet
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Trong thuc nghiém ndy, nan nhan dugc dat
sau tuorng lra ASA, TMG va hé thong phat
hién xam nhap IPS. Ké tin cong thuc hién tir
bén ngoa1 mang Internet va can pha1 c6 dia
chi IP céng cong néu mudn tan cong vao nan
nhén. Trong thyc nghlem nay cho thay, tuong
Iira truyén thong va hé phat hién xam nhap
IPS da khong thé ngan chan dugc cac truy cap
trai phép.

c. Kich ban 3: Ta dn cong Reverse TCP xim
nhdp hé théng tir bén ngodi, véi truong hop
hé thong tich hop twong lira Sophos UTM

Thuc nghiém nay st dung tuong lira thé hé
méi v6i ciing mé hinh so d6 mang nhu trong
hinh 12 (chi thay thé ASA boi Sophos UTM,
va khong can dung TMG) Két qua cho thay,
moi ¢ gang cua ké tan cong déu bi ngan chan
boi tuong lira ndy. Diéu nay cho thdy, vai cac
tuong lra cd cac tinh nang cép nhat hién dai
s& dong vai trd rat quan trong trong viéc ngin
chin cac cudc tin cong kiéu Reverse TCP.

d. Nhin xét chung vé két qud tin cong mang
st dung kiéu Reverse TCP:

Tu thyc nghiém da trinh bay cho thay, ké tAn
cong co thé truy cip vao hé thdng trong
tru:ong hop 1a gian diép (dimg bén trong mang
ndi bd) hodc khi dung bén ngoa1 mang
Internet. Tuy nhién, néu h¢ thdng cé tich hop
cac loai tuong Itra m6i, hién dai thi s€ can trg
viéc tan cdng & muc t6i da. Két qua so sanh
dugc thé hién nhu trong bang 2:

Bang 2. Két qua so sanh cdc kiéu tan cong
Reverse TCP qua 3 kich ban

Kiéu tAn cong Mirc d§ Phat Mirc dd
xam nhap hién tin tai cia
may tinh cong mang
ciia nan
nhan
Reverse TCP bén Cé Khéng Khéng
trong mang ngi bg
Reverse TCP voi hé Cé Khéng Khéng
théng  tich  hop
ASA, TMG, IPS
Reverse TCP voi hé Khéng Khéng Khéng
théng  tich  hop
Sophos UTM

4. Két luan

Thong qua viéc nghién ctu, danh gia thuc
nghlem mot so kiéu tan cong phd bién trén
cac h¢ thong mang mo phong lai cac so do
mang thye t€ clia cac to chire/ cong ty tai Vit
Nam cho thiy cac hé thong nay luén co6 thé bi
tan cong boi cac kiéu tan cong dién hinh nhu

DoS, SQL Injection hodc Reserve TCP bat ky
lac nao, dac biét la khi ké tan cong dung hinh
thic tin cong kiéu UDP flood thong qua tan
cong DoS, SQL Injectlon Nhirng van dé vé
diém yéu he thong nay c6 thé duoc han ché,
trdénh dugc khi hé thong duoc tich hop cac
gidi phap phong thi nhu st dung cac loai
tudng lira moi (tuong lira ctng hodc mém),
hién dai duoc cap nhét cac tinh nang manh
mé nhu c6 kha nang phat hién cac dau hi¢u
bat thu'orng, loc goi tin cap dd cao, canh bao
cho nguoi quan tri cic mdi nguy hiém, .

Bén canh van d& ky thuat, nghién ciru cﬁng
cho thay rang, su canh giac cao do ciing nhu
su chudn bi kién thitc vé an ninh, an toan
mang cho nha quan tri ludn ludn rat quan
trong, vi phuong cham phong hon tranh dé
tor d6 nha quan tri c6 cac giai phap phu hop,
linh dong, cap nhat véi cac cudc tAn cong
moi, ngay cang tinh vi va khé luong duoc
hiéu qua hon.
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