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Giol1 thiéu
 Thw dién tt 1a dich vu mang phd dung nhat
« Hién nay cac théng bao khéng duwoc bao mat

— Co th,é doc dwoc ndi dung trong qua trinh thong bao di
chuyén trén mang

— Nhirng ngudi dung cé da quyén cé thé doc dwoc noi
dung théng bao trén may dich
— Théng bao dé dang bi gia mao bé&i mot ngudi khac
— Tinh toan ven cua théng bao khéng dwgc dam bao
« Cac giai phap xac thwc va bao mat thwdng dung
— PGP (Pretty Good Privacy)
— S/IMIME (Secure/Multipurpose Internet Mail Extensions)
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PGP

« Do Phil Zimmermann phéat trién vao nam 1991

» Chuong trinh mién phi, chay trén nhiéu moi
trwong khac nhau (phan cirng, hé diéu hanh)
— C6 phién ban thwong mai néu can hé tro ky thuat

 Dwa trén céc giadi thuat mat ma an ninh nhat

« ChU yéu rng dung cho thu dién ti va file

« Péc lap vai cac td chire chinh pha

 Bao gom 5 dich vu : xac thwe, bao mat, nén,
twong thich thu dién tor, phan va ghép
— Ba dich vu sau trong sudt doi v&i ngudi dung
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Xac thuc cua PGP

< Ngudn A ——> <—— PichB ——>
Exr [HM)| KU,
Dp
. 0P
JH

| So sanh

M = Théng bao gbc EP = Ma hoa khoa cbng khai

H = Ham bam DP = Giai ma khoa cbng khai
| = Gheép KR, = Khda riéng ctia A
Z = Nén KU, = Khdéa cbng khai cua A

Z1=Cd&i nén
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Bao mat cua PGP

< Ngubn A ——>

E H LI.I.:Il HF |

EC = Mé& héa ddi xirng
DC = Giai ma ddi xirng
K = Khoa phién
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Xac thuwc va bao méat cua PGP

< Ngudn A ———> «—— PichB ——>
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Nén cua PGP

PGP nén thdng bao st dung giai thuat ZIP
* Ky trwrdc khi nén
— Thuan tién Iwu trir va kiém tra, néu Ky sau khi nén thi
« Can lwu phién ban nén véi chir ky, hoac
« Can nén lai thdng bao maoi lan mudn kiém tra
— Giai thuat nén khéng cho két qua duy nhat
 M6i phién ban cai dat co tdc do va ty I& nén khac nhau
* Néu ky sau khi nén thi cac chwong trinh PGP can st dung
cung moét phién ban cua giai thuat nén
« Ma hoda sau khi nén
— it div lieu sé khién viéc ma héa nhanh hon
— Thong bao nén kno pha ma hon thong bao tho
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Twong thich thw dién tr cua PGP

* PGP bao gi¢ cling phai gtri di¥ liéu nhi phan

« Nhiéu hé thong thw dién t& chi chap nhan van
ban ASCII (cac ky tw doc dwoc)
— Thw dién tir von chi chira van ban doc dwoc

« PGP dung gidi thuat co s6 64 chuyén doi di¥ liéu
nhi phan sang cac ky tw ASCII doc duoc
— Mbi 3 byte nhi phan chuyén thanh 4 ky tw doc dwoc

« Hiéu &ng phu cua viéc chuyén dbi 1a kich thwoc
thdng bao tang [én 33%
— Nhwng co thao tac nén bu lai
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Bang chuyén doi co sO 64

6-bit value character | 6-bit value character | 6-bit value character | 6-bit value character
encoding encoding encoding encoding

0 A 16 Q 32 e 48 W
1 B 17 R 33 h 49 X
2 C 18 S 3 i 50 v
3 D 19 T 35 ] 51 Z
4 E 20 U 36 k 52 0
5 F 21 V 37 1 53 1
6 G 22 W 38 m 54 2
7 H 23 X 39 n 55 3
8 I 24 Y 40 0 56 4
9 I 25 L 41 P 57 5
10 K 26 a 42 q 58 6
11 L 27 b 43 r 59 7
12 M 28 C 44 s 60 8
13 N 29 d 45 t 61 9
14 O 30 e 46 u 62 +
15 P 31 f 47 v 63 /

(pad) =
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Phan va ghép cua PGP

« C4c giao thire thw dién tlr thwdng han ché dd
dai tdi da cua thong bao
— Vi du thwong la 50 KB

« PGP phan théng bao qua I&n thanh nhiéu thdng
bao du nho

« Viéc phan doan thédng bao thwc hién sau tat ca
cac cong doan khac

« Bén nhan sé ghép cac théng bao nho trwéc khi
thwc hién cac cong doan khac
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So dd x&r ly PGP

() Cienerc tmnsanissbon dingmn (From A) b} Crenerie recepion dingrmm (g0 By
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Khéa phién PGP

« Can slr dung mét khoa phién cho méi thdng bao
— D06 dai 56 bit v&i DES, 128 bit voi CAST-128 va
IDEA, 168 bit v&i 3DES
» Cach thtrc sinh khoa phién cho CAST-128
— St dung chinh CAST-128 theo phwong thirc CBC

— T mot khoda 128 bit va 2 khdi nguyén ban 64 bit sinh
ra 2 kh6i ban ma 64 bit tao thanh khoa phién 128 bit

— Hai khdi nguyén ban dau vao dwoc sinh ngau nhién
dwa vao chudi cac phim go tlr ngwoi diing

— Khoa dau vao duwoc sinh tlr cac khdi nguyén ban dau
vao va khoa phién dau ra trwdc do
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Khoa cong khai/khdéa rieng PGP

« Ngudi dung cé thé c6 nhiéu cdp khéa cong
khai/khoa riéng
— Nhu cau thay dbi cap khéa hién thoi
— Giao tiép v&i nhiéu nhom ddi tac khac nhau
— Han ché lvong théng tin ma hoa véi mbi khda dé nang

cao do an toan

« Can chi ra khéa céng khai ndo dwoc s dung dé
ma hoa khoa phién

» Can chira chir ky cia bén gl twong &ng vOi
khda cong khai nao
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Dinh danh khoéa cong khai PGP

« Pé chi ra ma céng khai nao dwoc st dung co
thé truyén khoa cdng khai cung véi thédng bao
— Khéng hiéu qua
« Khoa cong khai RSA co6 thé dai hang tram chir s6 thap phan
» Dinh danh gan v&i moi khda cdng khai 1a 64 bit
trong s6 nhé nhat ctia né
— ID cua KU, = KU, mod 254

— Xac suét cao la méi khda cdng khai cé mét dinh danh
duy nhat
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Khuon dang thong bao PGP

Content

Session key
componenl

Signature

Message

Nguyén Dai Tho

CuuDuongThanCong.com

Eey ID of recipient's
public key (PLY)

e — = = = = e = =

Session key (K}

Timesmamp
Eey T of sender’s
public key (PLC)

Leading two octels
of message digest

E{F{Jrlll, "J

Message Digest EiPR..*
Filename
Tinwestamyp
Biara
An ninh Mang

Operation

ZIP

E(K.*)

R4
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Vong khoa PGP

« MOi ngweri diing PGP ¢6 hai vong khoa
— Vong khoéa riéng chwra cac cap khoa cong khai/khoa
riéng cua nguoi dung hién thoi
« C6 thé dwoc chi muc béi dinh danh khoa céng khai (Key D)
hoac dinh danh nguw&i dung (User ID)
. th’)a riéng duwoc ,mé hoa st dung khoda la gia tri bam cua mat
kKhau nhap trwc tiép tr ngwoi dung
— Vong khoéa céng khai chira cac khéa céng khai cua
nhi*rng ngwdi dung quen biét véi nguwdi dung hién thoi
« C6 thé dwoc chi muc béi dinh danh khéa cong khai hodc dinh
danh nguw¢i dung
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Cau truc cac vong khoa PGP

Private-key Ring

Public-Key Ring

Timestamp | Kev 1D¥ | Public Key | Owner Trost| User [D#* Key Signature(s) | Signature

# = [peld uwsed to index table
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So dd tao théng bao PGP

Purhlic-key ging

Passphrase % Sebec
My —— g | ]
Private-key nng ]- Key I3
Selec Enucryphed
L ;
H}, i il privaie key !-" j
L DC
o
By 112
Public key
Privue Key Pl

PR,

Mersage
cliges

|

Semsan hiy
|ii.| . r 'Ir

Message | Chafpent
M

Signature
b message

b ryped
slgmatire
+ messnge
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So dd nhan thong bao PGP
mhmm-gy@

Private-key ring Public-key ring
Select Eoiiiied v Belegl
- _J J..I_ [,i_l.':.l.g; L"“'!:".. :' ] g _I._.J__
Privabe key
PR,
Receiver's Puhlic key
kay 11D @ £

Encrypted

'l
e d Semder's
sesqin key 4
AN Session key Kew T ]

K B Y *
Encrypled 4 Ir‘DP"'-.
r. chigess o LJ l
Encrypted = At S
messige | DC X
sigrnslure Mesznge

=
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Quan Iy khéa PGP

Thay vi dwa trén cac CA (co quan chirng thuwe),

doi voi PGP méi ngwoi dung la mot CA

— C6 thé ky cho nhirng ngudi dung quen biét truc tiép

 Tao nén mot mang lwdi tin cay

— Tin cac khdéa da dwoc chinh ban than ky

— C6 thé tin c~éc khoa nhirng nguwdi dung khac ky néu
c6 mot chudi cac chir ky t¢oi chung

M6i khda cd mét chi sb tin cay

Cac ngudi dung co thé thu héi khoa cia ho
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M6 hinh tin cay PGP (1)

« V&i mbi khda cdng khai ngudi dung an dinh doé
tin cay vao chu nhan cua né trong truo'ng
Owner trust

— Gia tri ultimate trust dwoc tw ddng gan néu khoa céng
khai c6 trong vong khoa riéng
— Gia tri ngwoi dung co thé gan 1a unknown, untrusted,
marginally trusted, hay completely trusted
« Giatri cac trwong Signature trust dwgc sao
chep twr cac trwong Owner trust twong wng
— Néu khéng c¢é thi dwoc gan gié tri unknown user
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MO hinh tin cay PGP (2)

« Xac dinh gia tri cua trwvong Key legitimacy
— Néu khoa cdng khai co it nhat mét chiv ky véi gia tri
Signature trust la ultimate thi Key legitimacy la
ultimate
— Néu khéng, Key legitimacy dwoc tinh bang tdng co
trong sO cac gia tri Sighature trust
« Céc chir ky completely trusted cé trong sb 1a 1/X
« Céc chi¥ ky marginally trusted co trong sb 1a 1/Y
« X vaY la cac tham s6 do ngwdi diing xac dinh

« Néu tdng sb dat hodc vwot nguwdng 1 thi Key legitimacy
dwoc gan gia tri complete
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Vi du mo hinh tin cay PGP

You

4 = UNKEWT s1ignatory

(XO—={Y) = Xissigned by Y ] .
{:,l Key's owner is trusted by viou o sign kevs W I
(:',I = key's owner is partly trusted by you to sign keys
S

(o) = key is deemed legitimate by you
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Thu hoi khoa céng khai

» Ly do thu hoi khoa cdng khai
— Dich thu biét nguy@n ban khoa riéng
— Dich tha biét bdn ma khoa riéng va mat khau
— Tranh s&r dung cung mét khoa trong mét thoi gian dai
* Quy trinh thu hoi khoda cdng khai
— Chu s& hiru phat hanh chirng thye thu héi khoa
« Cung khudén dang nhuw chirng thye binh thwdng nhwng bao
gom chi dau thu hoi khoa céng khai
« Chuirng thye dwoc ky vai khoa rieéng twong rng khda cdng
khai can thu hoi
— Mau chéng phat tan chirng thwc mot cach réng rai dé
cac doi tac kip thoi cap nhat vong khoa céng khai
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S/MIME

« Nang cap tir chuan khuén dang thw dién to
MIME c6 thém tinh nang an ninh théng tin

« MIME khac phuc nhirng han ché ctia SMTP
(Simple Mail Transfer Protocol)
— Khéng truyén dworc file nhi phan (chwong trinh, anh,...)
— Chi gtvi dwoc cac ky tw ASCII 7 bit
— Khong nhan thong bao vwot qua kich thwdc cho phép

+ S/MIME c¢6 xu hwéng tré thanh chuan céng
nghiép st dung trong thwong mai va hanh chinh
— PGP dung cho ca nhan
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Cac chirc nang cua S/IMIME

Bao boc dr lieu

— Ma hdéa ndi dung thdng bao va cac khoa lién quan

Ky dir lieu

— Chir ky s6 tao thanh nh& ma héa théng tin tong hop
théng bao st dung khda riéng cua ngudi ky

— Théng bao va chi ky s6 dwoc chuyén dbi co s6 64

Ky va dé nguyén di liéu

— Chi chi¥ ky s6 dwoc chuyén dbi co s6 64

Ky va bao boc dir lieéu

— Két hop ky va bao boc di liéu
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X ly chieng thwe S/IMIME

« S/MIME st dung cac chirng thwe khda céng
khai theo X.509 v3

» Phuwong thirc quan ly khoa lai ghép gitra cau
truc phan cap CA theo dung X.509 va mang lwoi
tin cay cua PGP

« MOi ngwdri diing cd mot danh sach cac khoa cua
ban than, danh sach cac khoa tin cay va danh
sach thu hoi ching thwce

« Chirng thye phai dwoc ky béi CA tin cay
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