AN NINH MANG

Bién soan: HUYNH THANH HOA
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*Tc“)’ng quan ve an toan bao mat.

= An toan hé thong thong tin la gi ?
= Muc tiéu bao vé hé thong thong tin.

= Cac yéu cau an toan bao mat hé thong
thong tin : cod 4 yéu cau chinh
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=« Dam bao tinh tin cay(Confidentiality):
Thong tin khéng thé bij truy nhap trai
phép bdi nhirng ngudi khéng cd tham
quyen.

=« Dam bao tinh nguyén ven(lntegrity):
Thong tin khéng thé bij stra doi, bi lam
gia bdi nhitng ngudi khdng cé tham
quyen.
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= Dam bao tinh san sang (Availability):
Théng tin ludn san sang dé dap Ung su
dung cho ngudi c tham quyén

= DAm bdo tinh khéng thé tir chdi (Non-
repudiation): Thong tin dugc cam
két vé mat phap luat cua ngudi cung
cap.
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= Cac nguyén tac co ban khi thiét ké cac
giai phap bao vé hé thong thong tin.

» Cac budc xay dung "chuong trinh bao
vé thong tin" : cd 6 budc
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Xay dung chinh sach an toan thong tin
(Policy).

Phan tich rui ro trong hé thong thong tin
(Risk AnaIyS|s)

Xay dung cac bién phap phong chong
(Preventlon)

Xay dung cac bién phap phat hién
(Detection).

Xay dung cac bién phap dap Ung - phan
Ung (Response)

Xay dung "van hoa" canh giac (Vigilance).
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Xay dung chinh sach an toan
hong tin

= B chinh sach ATTT nham xac dinh:
Confidentiality (Tinh bao mat), Integrity
(Tinh toan ven), Availability (Tinh san
sang).
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ﬁVi du: mot chinh sach ATTT

Loai thong fin Tih b | Tinhtean | Tinh sin
It vell SANE C0
Clién o kinh doank v v
Thong tin tai chinh noi v v v
Do
Tinh hinh nop thue v
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Phan tich - danh gia rui ro

= Cac moi de doa (Threats).
= Cac diém yéu (Vulnerabilites).
= Cac rui ro (Risk).

F
Risk= " (Asset Value *Probability)
Fhraad=1
Trong do:
- Rizlc Tong i ro.
- Agget value: Gia phai tra Khi phai thay the tai san.
- Probability: Xac suat de doa xay ra doi void mot tai san.
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LHi_é‘n trang an toan bao mat.
= Nhan thudc va dau tu cho Security.
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Muc ti€u va nguon goc cua tan

e
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Likely Sources of Attack
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Thiét hai.

No of Regpondents

Hizhest Lost ($)

20000 | 2001 | 2002 | 20000 | 2001 | 2002
Thett of proprietary info 22 3 41| 25W| SOM | SOL
sabotage of data of networks 23 20 43| 156 3N | 10K
Telecom eavesdropping 15 16 200 S0E | 005 Sh
System penetration by outsider 20 12 70 ShL| 10Md Sh
Inzider abuse of Net access 01 Q0 103 15N | 10MD | 10M
Fmancial frand 34 21 40| 2IND| 40D | SOLI
Denial of Service 46 33 A ShD| 2N SOL
Spooting 13 113 13 112 113 112
VI 162 | 186 185| 10M| 20NI| OM
Tauthorized msider access 20 22 31| 20MI ShI| 1.5W
Telecom frand 14 15 31 3N Shl | 100IS
Active wiretappm < 1 0 0 M 0 0
Laptop theft 174 143 145 1.2M| 2N R |

CuuDuongThanCong.com

https://fb.com/tailieudientucntt
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= Tinh trung binh s& tién thiét hai ctia cac to
chuc, doanh nghiép va cac dich vu ducdc

thong ké trong bang dudi day:

Average Losses (§)

2000 2001 2002
Theft of proprietary mfo 3032818 4447900 0,571
sabotaze of data of networl:s R 199350 | 341,000
Telecom eavesdroppmg (36,080 35375 L.205.000
System penetration by outsider 244,905 153967 | 226,000
Insader abuse of Net access 0754 FETA60 | 536,000
Fmancial frand Lod6S1 | 4420738 | 4.632.000
Demal of Sernvice 106,717 122,380 207000
spoofme 1'a 1'a 1'a
ARTIE 180,082 243845 | 283,000
Unauthonzed msider access 1124725 275,036 300,000
Telecom frand 212,000 22T 22000
Actrve wiretappime Sh () )
Laptop thett 387 M 31,881 32,000
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= TONg s tién thiét hai hang ndm clia cac
t0 chu'c doanh nghiép dugdc thong ké

trong bang sau:

Total Annual Losses (5

2000 2001 2002
Theft of proprietary info GE 02,000 | 151,230,100 170,828,000
Sabotage of data of networlks 27,145,000 5,183,100 15,134,000
Telecom eavesdropping 991,200 286,000 6,015,000
Systern penetration by outsider FA04000 | 19066,600 | 13,055,000
Insider abuse of MNet access 27284740 | 35001,650 | 50,099 000
Financial fraud 55006000 | 92935500 115,753,000
Denial of Service 2247500 4283600| 18370500
sSpoofing n'a nfa nfa
Virus 22171700 45283 150 49972000
Unauthorzed insider access 22554 500 6,064 000 [ 4,503 000
Telecom fraud 4. 028000 9041000 346,000
Active wiretapping 5,000,000 o o
Laptop theft 10404300 | £.849000| 11,766,500
Total Annual losses 765 586 240 | 377,823 700 | 455,845,000

CuuDuongThanCong.com

https://fb.com/tailieudientucn
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*Céc kiéu tan cong va thiét hai

= Denial of Service
= Virus
= Unauthorized insider access



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

ﬁéc cong nghé ducc lua chon

= BUc tuGng Ia (Firewall)

= Phong chong virus

= Bao vé vat ly

= hé thong phat hién xam nhap (IDS).
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* MO Hinh Bao Mat

% Head Office
@ Hich Availability

CuuDuongThanCong.com

Remote Users

-

VPN Tunnel
IPSEC

https://fb.com/tailieudientucntt
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Wireless Client

REALSECURE" Network Gigibit

Corporate Desktops
a‘g REALSECURE Giglbit Network
Internet Scanner®

REALSECURE" Deskiop

REALSECURE" Desktop
REALSECURE" Server
System Scanner
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THANKS
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