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Muc tiéu hoc phan

Cung cap kién thic co ban vé mat mad dam bao an toan va bao mat

thOng tin:

v' Cac phuong phap mat ma khoa d6i xtmg; Phuong phap mat ma
khoa cong khai;

v' Céac hé mat dong va van dé tao day gia ngau nhién;

v Lugc d6 chit ky s6 Elgamal va chuan chit ky so ECDSA;

v' Do phuc tap xur 1y va do phitc tap dit liéu ciia mot tan cong cu thé
vao hé théng mat ma;

v Pic trung an toan ctia phuong thirc ma hoa;

v' Tham ma tuyén tinh, tham ma vi sai va cac van dé vé xay dung hé

ma bao mat cho cac rng dung.
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NoOi Dung

huong 1. Téng quan

huong 2. M4t ma khoa doi xing

huong 3. Mat ma khoa cong khai

huong 4. Ham bam va chit ky so

huong 5. D3y gid ngau nhién va hé mat dong

S O et e
Q QO a aQ a

huong 6. Ky thuat quan 1y khoa
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Nhi€ém vu cua Sinh vién

1. Chap hanh ndi quy 16p hoc
2. Thuc hién day du bai tap
3. Nam virng ngdn ngit 1ap trinh Matlab

‘l MATLAB


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

Chuong 1. Tong quan

. G161 thiéu so luoc lich str khoa hoc mat ma
. Kha1 ni€ém, mo hinh cua hé mat

. Mot s6 hé mat ban dau

. C4c bai toan an toan thong tin

. Tham ma

. Tinh an toan cua cac hé mat ma

. Co soO toan hoc cua hé mat ma

A by A by A by A by A by A by A by A by
F F F F F F g F
L[] L] L] L] L] L[] L] L[]

. Tinh bi mat cua cac hé mat
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1.1. Gioi thi€u so lwge lich s khoa hoc
mat ma

* Nguol A1 Cap co dai bat dau su dung mat ma han ché khoang
4000 nim ve trudc.

e Thuit ngit “mat mi - cryptography ” dich tir tiéng Hy Lap c6
nghia 1a “chir viét bi mat” (Kryptdsgrafo “hidden” va grafo “to
write” or legein “to speak”).

e Sy pho bién cua may tinh va hé thong thong tin lién lac trong
nhitng nam 1960 da tao ra nhu cau tr khu vuc tu nhan bao vé
thong tin dudi dang so va cung cap dich vu an ninh thong tin.

- DES: Tiéu chuin bao mat dit liéu dugc Feistel bat dau tir nim
1970 ta1 IBM va chép thuan vao nim 1977 1a mét tiéu chuan xur
ly thong tin lién bang Hoa Ky dé bao mat thong tin khong duoc
phan loai. DES 14 co ché mi hoéa noi tiéng nhat trong lich str.

7
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1.1. Gioi thi€u so lwge lich s khoa hoc
mat ma

Diffie va Hellman xudt ban bai biao New Directions in
Cryptography nam 1976: Mat ma khoa cong cong public-key
cryptography, co che trao doi khoa méi; cac tac gia chua dé nghi
phuong an thuc té.

Nam 1978 thuat toan mat ma va chir ky khoa cong khai dau tién,
RSA, ra doi.

Trude do, vao nam 1973, Clifford Cocks, mdt nha toan hoc nguoi
Anh da mo ta mot thuat toan tu:ong tu. Vo1 kha nang tinh toan tai
thoi diém d6 thi thuat toan nay khong kha thi va chua bao gio
dugc thuc nghlem Tuy nhién, phat minh nay chi dugc cong bo
vao nim 1997 vi duoc xép vao loai tuyét mat.

Nam 1985 ElGamal phat trién mot 16p thuat toan khoa cong cong
khac dua trén bai toan logarit ro1 rac.
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1.1. Gioi thi€u so lwge lich s khoa hoc
mat ma

« Pong gdp quan trong trong khoa cong cong 1a chit ky s6 . Nam
1991 tiéu chuan chir ky so6 dau tién ISO/IEC 9796 dua trén thuat
toan RSA

e Niam 1994 chinh phi M§ xuat ban Digital Signature Standard
dua trén co ché ElGamal.

* Hang thé ky qua, mat ma 1a nghé thuat viét ma va giai ma

e Trudc: Chil yéu trong thong tin quan su va tinh bao
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1.1. Gioi thi€u so lwge lich s khoa hoc
mat ma

Ngay nay, cac irng dung ma hoa va bao mat thong tin dang dugc su
dung ngay cang pho bién trong cac linh vuc khac nhau trén thé gio, tu
cac linh vuc an ninh, quan su, qudc phong..., cho dén cac linh vuc dan
su nhu thuong mai dién tir, ngan hang.

Trong do1 song — xa@ hoi: Cac ung dung ma hoa thong tin c4 nhan, trao
doi thong tin kinh doanh, thyuc hién cac glao dich dién tr qua mang... da
tré nén gan gilit va quen thuoc vG1 mo1 nguol.

Ung dung cua khoa hoc mat ma khong chi don thuan 1a ma hoa va giai
ma thong tin ma con bao gom nhiéu van, de khac nhau can dugc nghién
cru va giai quyét nhu ching thuc nguon goc nodi dung thong tin (ky
thuat chir ky dién tu), chu:ng nhan tinh x4c thuc veé ngu’orl sO hiru ma
khoa (chu’ng nhan khoa cong cong) cac quy trinh giup trao doi thong
tin va thuc hién giao dich dlen tr an toan trén mang...

Nhitng két qua nghién cu vé mat mi ciing da duoc dua vao trong cac
h¢ thong phuc tap hon, két hop vo1 nhing ky thuat khac dé dap ung yéu
cau da dang cua cac hc théng tmg dung khac nhau trong thuc té.

10

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

1.1. Gioi thi€u so lwge lich s khoa hoc
mat ma

Ngay nay, cac irng dung ma hoa va bao mat thong tin dang dugc su
dung ngay cang pho bién trong cac linh vuc khac nhau trén thé gio, tu
cac linh vuc an ninh, quan su, qudc phong..., cho dén cac linh vuc dan
su nhu thuong mai dién tir, ngan hang.

Trong do1 song — xa@ hoi: Cac ung dung ma hoa thong tin c4 nhan, trao
doi thong tin kinh doanh, thyuc hién cac glao dich dién tr qua mang... da
tré nén gan gilit va quen thuoc vG1 mo1 nguol.

Ung dung cua khoa hoc mat ma khong chi don thuan 1a ma hoa va giai
ma thong tin ma con bao gom nhiéu van, de khac nhau can dugc nghién
cru va giai quyét nhu ching thuc nguon goc nodi dung thong tin (ky
thuat chir ky dién tu), chu:ng nhan tinh x4c thuc veé ngu’orl sO hiru ma
khoa (chu’ng nhan khoa cong cong) cac quy trinh giup trao doi thong
tin va thuc hién giao dich dlen tr an toan trén mang...

Nhitng két qua nghién cu vé mat mi ciing da duoc dua vao trong cac
h¢ thong phuc tap hon, két hop vo1 nhing ky thuat khac dé dap ung yéu
cau da dang cua cac hc théng tmg dung khac nhau trong thuc té.

11

CuuDuongThanCong.com https://fb.com/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

1.1. Gioi thi€u so lwge lich s khoa hoc
mat ma

Herodotos xur Halikarnasseus, 1a mdt nha st hoc nguo1 Hy Lap
song & thé ky 5 trude Cong nguyén (khoang 484 TCN - 425
TCN), ong dugc coi1 1a "nguo1 cha cuia mon s hoc" trong van
hoa phuong Tay.

12
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1.1. Gi¢i thiéu so lwoc lich sir khoa hoc
mat ma

Hy Lap 0 xua

Trong cubn The Histories, Herodotus micu ta vé cudc chién

gifra Hy Lap va Ba Tu vao khoang thé ky 5th B.C.

O Xerxes(Vua Ba Tu) dang thiét 1ap quan doi va 1én ké
hoach tan cong bat ngo Hy Lap

W Demaratus, mét nguoi Hy Lap bi truc xuat khoi qué
huong; dang song & Ba Tu da guri canh bao toi Hy Lap:

Ong dd cao /O’p sap trén hai thanh go day, viét 1én dé 10
canh bdo, cudi cung phu mét Iop sdp ra ngoai.

Q Ngwoi Hy Lap, duwoc canh bdo, dd ddo nguoc tinh thé.
Yéu to bat ngo cua ngwoi Ba Tw da mat, cuoc chién cua
quan doi Ba Tw da thdt bai.

13
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1 1.1. Gioi thieéu so lwgec lich s khoa hoc
mat ma

Caesar cipher

{ /.".'._r.(;:/ﬁé, P /¢ A B C D E F

S, LrnelBion -@&-&/‘/‘f- e
Caesar-Cipher \\\

The scton of 8 Cesar cpher @ to replacs sach plaimax] e with cne 3
fied numbar of places dokn the aphabal. The ceample iz uch a shin of
thres, =o that 3 B in the plainext becomes € inthe ciphertent.

Q Trong cudn “Chién tranh xtr Gaul”, Julius Caesar c6 miéu
ta cach ong gui thu cho Cicero — nguoi b1 vay ham va dang
ngap nghe¢ dau hang nhu thé nao

L Trong birc thu gui Cicero, Caesar da thay thé mot sO ky tur
Roma bang ky tu Hy Lap dé buc thu khong thé doc duogc
boi doi thu.

14
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1.1. Gi¢i thiéu so lwoc lich sir khoa hoc
mat ma

Caesar cipher

 Trong cuon Cudc doi1 cua Caesar VI cua
Suetonius co mo ta chi tlet ve mot sO mat ma cua
Caesar. Caesar thay thé mot cach don gian tung
chit cai trong thu biang chii cai cach do ba vi tri
trong bang chir cal. Sau nay duoc goi la ma dich
chuyén Caesar.

owodenssurios 1
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1.2. Khai niém, mo hinh cua hé mat

H¢ thong truyén
Hé thong chuyén dan
- .
U
U
E
E
R 1E TE
R
S
S
Links
Nodes

AN: Access Network ; TE: Terminal Equipment

16
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1.2. Khai niém, mo hinh cua hé mat

» Mat ma trude hét 1a mot loai hoat dong thuc tién, nodi
dung chinh cua no 1a dé giit bi mat thong tin (chang
han dud1 dang mot van ban) tr mot nguor gur A dén
mot nguo1 nhan B.

= A phai tao cho van ban d6 mét ban ma mat tuong rng.

= B nhan duoc l?é'm {nﬁ mat va s€ co cach tu do kh,Gi phuc lai
van ban r0 dé hiéu dugc thong tin ma A mudn gui cho
minh.

= A va B phat ¢c6 mét “chia khoa chung” duoc goi la
“Khoa mat ma”

17
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1.2. Khai niém, mo hinh cua hé mat

Khoa mat ma

Ban tin 1 Mat mé héa Bantinmat Giadimamat Bantinrd
(Plaintext) (Encryption)  (Ciphertext)  (Decryption)  (Plaintext)

18
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1.2. Khai niém, mo hinh cua hé mat

» Thuat toan lap/giai mat ma: la thuat toan bién ban 1o,
cung vo1 khoa mat ma, thanh ban ma mat va ngugc
lai.

» Trong khoa hoc mat ma:
> Thuat toan 1ap/giai mat ma co thé khong can giir bi mat.
» Gitlr tuyét mat: khoa mat ma

03003802 S%6CBT7BA (QOEGOL61lB GOOZ1C06
BATCE203 ©O03I0200 01208600 3I7DLADOD
IB7125C0 024FG002 S3D0O3CO0 ADT22500
IBDO3ICO0 BETE2501 0LAO0TTOO0 3ITDLADOO
BY125G0 O024FG002 S3D03C00 ADTR2SO0C
BOOICOD0D BETLIEDL AFPELRD = = LA4143240
FAFID4Al 4242434E Juihu | cacoz04a
IECEF4F S553D4553 4F3aDalda
425604 D03 L2m30
003042 4C i2
IZEAF1 2 1ae

- Pl 000343
e OZ4ABAEAF OOBLIDI;
; BEI3ZIBOCC ZO9STERE
FECAA CEIEPRSEF DFOIADITFE AL4AZLT
2AA4D 0£143B7T5 4F571C83 S535C04
TDEDS BET7TCGE9E CB20EEO0T7 FR49TF
‘26DE 7DTF7430D SA3GDD2Z9 454E0

014D 410800C8 9AS4E0T7TZ2 SALAC
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» Nguoc lai cia mat ma la

tham ma
» Thuc hién bai toan: “Tim
chia khoa mat ma”

» Khong thé xay dung mot hé mat
(Cryptosystem) tot néu khong
hiéu biét sdu vé tham ma.

» Mot giai phdp mat ma 1a bao dam
bi mat, néu moi thuat toan tham
m3, néu co, déu phai dugc thuc
hién v&1 d§ phuc tap tinh toan
cuc 1on.

CuuDuongThanCong.com

1.2. Khai niém, mo hinh cua hé mat

Mat ma hoc (Cryptology)

Mat ma (Cryptography) +
Tham ma (Cryptanalysis)

Encryption
Cryptography
Decryptlon

w <
Brute force

20
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1.2. Khai niém, mo hinh cua hé mat

H¢é thong mat mi
(Cryptosystem)

> Mot so d6 hé théng mat ma la mot bd nam

S = (P,C K, E,D)

Théa mén cac diéu kién sau day:

= Tap nguén P la tap hiru han tat ca cac ban tin nguén can ma héa cé thé co.
= (Clamot tap hitu han cac ky tu ban ma

= K la tap hitu han cac khoa c6 thé dugc su dung

= E la mdt anh xa tor KxP vao C, dugc goi la phép 1ap mat ma

= D lamot anh xa tor KxC vao P, dugce goi la phep giai ma

21
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1.2. Khai niém, mo hinh cua hé mat

H¢é thong mat mi
(Cryptosystem)

> Mot so d6 hé thong mat ma 1a mot bo nam tham s6

S = (P,C K, E,D)

v' V&i mdi khoa k € K , ton tai luat mat mi e, € E va luat giai mat ma
d;, € D tuong ing.

v Luit mat ma e;: P — C va luat giai mat ma d;: C — P la hai anh xa
thoa man: dy (e, (x)) = x,Vx € P

22
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> MG theo khoi (Block cipher)

= Do dai khoi (k)

= Khong gian khoa k dugc mo rong tr K — K*

1.3. Mot s6 hé mat ban dau

= MoiK = K; ...Ky € K¥, cac thuat toan ex va dx duoc mo rong:

ex: P* - C¥vadg:C* — P* nhu sau:

Vi moi xq ...x;, € PXvay, ..y, € C* ta co
ex (X1 ... xx) = ek, (x1) ... ex, (Xx)
dg(y1 .- Yk) = de(Yl) de(YIc)

Plair

) Text

/

\

~

Block,

Block,

Block,

CuuDuongThanCong.com
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1.3. Mot s6 hé mat ban dau

» M theo dong (Stream cipher)
= Pau tién xac dinh 1 dong khéa: K = K, ...K,, € K* nao d6
* Ban ma tuong itng vé1 moi ban 10 X = x4 ... x;, € P* vdi1
dong khoa K dugc xac dinh:
ex(X) = eg(x1 ... X)) = €K, (%) ... eKm(xm)
= Giaima Y = ex(X) ta duoc:

dg(Y) = dg, (eK1 (xl)) wdg (eKm(xm)) =X{ Xy =X

24
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1.3. Mot s6 hé mat ban dau

» M theo dong (Stream cipher)
= Trong cac tng dung thuc té, nguoi ta thuong dung cach ma
theo dong c6 so d0 mat ma goc la so dd Vernam voi:
P=C=K={01}
* Cac ham 13p ma va giai ma dugc xac dinh boi:
ex(x) = x + Knod (2)
dg(y) =y + Knod (2)
K =0 hoacl
= Dong khoa la diy bit ngau nhién duoc sinh ra boi mot bo
tao ddy bit ngau nhién nao do.

25
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1.3. Mot s6 hé mat ban dau

» Mdt ma khoa doi xvrng
= Trong mét giao dich truyén tin bao mat:

v Nguoi A giri cho nguoi B ban tin bao mat véi quy ude trude mot
khoa chung K.

« A dung e dé lap mat ma

« B dung dy dé giai ma ban mat

= Nhan xét:

26
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1.3. Mot s6 hé mat ban dau

» Mdt md khoa cong khai
= Trong khoa hoc mét ma, vé nguyén tac hai ham lap ma va
gial ma la khac nhau, khong nhat thi€t phai phu thudoc cung
mot khoa.

27
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1.3. Mot s0 hé mat ban dau

» Mt md khoa cong khai

H¢ mat ma vo1 cach st dung do la

“Mdt ma phi doi xirng”

Nhan xét:

H¢ mat ma vo1 cach sir dung do la

“He Mat ma khoa cong khai”

28
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1.4. Cac bai toan an toan thong tin

» Bdo mdit:

» Toan ven thong tin

> Nhin thuc mét thuce thé:
» Nhdn thwc mot thong bao:

29
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1.4. Cac bai toan an toan thong tin

> Uy quyén:
> Cdp chirng chi:
» Bdo nhdn:

» Lam chirng:

30


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

1.4. Cac bai toan an toan thong tin

> Khéng choi bé dwoc:
> An danh:

> Thu hoi:

> Chir ky:

31
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privacy

or confidentiality

Data integrity

Entity
authentication
or 1dentification

Message
authentication

Signature

Authorization

1.4. Cac bai toan an toan thong tin

Tinh riéng tuw
hoac tinh bi
mat

Tinh toan ven
dir li¢u

Nhan thuc thuc
thé hoac dinh
danh

Nhan thuc ban
tin

Chit ky

Tac quyén

CuuDuongThanCong.com

keeping information secret from all but those
who are authorized to see it.

ensuring information has not been altered by
unauthorized or unknown means.

corroboration of the identity of an entity (e.g., a
person, a
computer terminal, a credit card, etc.).

corroborating the source of information; also
known as data
origin authentication.

a means to bind information to an entity

conveyance, to another entity, of official sanction
to do or be
something.

32
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1.4. Cac bai toan an toan thong tin

Access control Piéu khién truy restricting access to resources to privileged
nhap entities
Certification Churng nhan endorsement of information by a trusted entity

timestamping | Nhan thoi recording the time of creation or existence of
gian information

Witnessing Chirng thuc

Receipt Bién nhan acknowledgement that information has been
received

Confirmation  Xac nhan acknowledgement that services have been
provided

33
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1.4. Cac bai toan an toan thong tin

Quyén so hitu

Anonymity Nac danh concealing the identity of an entity involved in
some process

Non- Chong sy tir preventing the denial of previous commitments
repudiation choi or actions

Revocation Thu hoi retraction of certification or authorization
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4 - 1.5. Tham ma

BACH KHOA

» Mdt md hoc hién dai — Modern Cryptography: La nganh khoa hoc
nghién ctru cac ky thuat dam bao an toan thong tin, giao dich va cac
tinh toan phan bo.

> Thdm md (Cryptanalysis): La nganh khoa hoc nghién ctru cac diém
yéu ctia hé mat tir 36 dua ra phuong phap tan cong hé mat do.

» MAat ma va tham ma 13 hai linh vuc doi lap nhau nhung g'fm bo mat
thiét véi nhau.

> Khong thé xay dung mdt hé mat (Cryptosystem) tot néu khong hicu
biét sau vé tham ma.

» Mot giai phap mat ma la bao dam bi mat, néu moi thut toan tham
ma, néu cé, déu phai dugc thuc hién véi1 do phirc tap tinh toan cuc
16m.
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1.5. Tham ma

Mat ma hoc (Cryptology)

Mat ma (Cryptography) + Tham ma
(Cryptanalysis)

Decrvptmn

Cryptanalysis

Brute fnrce

Cryptography

Cryptology

CuuDuongThanCong.com
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1.5. Tham ma

> Cac bai toan tham ma:
» Thdm md chi biét ban ma -
» Thdam ma khi biét ci béan ro-

» Tham ma khi co ban ro dwoc chon:

Tham md khi co ban ma dwoc chon:
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1.6. Tinh an toan cua cac hé¢ mat ma

» Tinh an toan cua mot hé théng mat ma phu thudc vao do
kho khan cua bai toan tham ma khi st dung hé mat ma
do.

» Tinh an toan theo nghia dugc chimg minh hay tinh toan
duoc su dung nhiéu trong viéc nghién ciru cac he théng
mat ma hién dai, dac bict 1a cac hé théng mat ma khoa
cong khai.

» Cac van dé€ an toan cua hé¢ mat ma bao gom:
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1.6. Tinh an toan cua cac hé¢ mat ma

> An toan vé diéu kién:
» An toan dwoc chitng minh:

> An toan tinh toan:
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1.7. Co sé toan hoc ciia 1y thuyét mat mi

1.7.1. SO HOC CAC SO NGUYEN

»> Z la tdp hop cdc sé nguyén: 1. = {.....,-2,-1,0,1,2.....}

» Z" la tdp hop cac s nguyén khong am, Z*= {0,1,2,.....}

» Tap hop Z la dong kin ,déi vO1 cac phép cong, trr va nhan,
nhung khong dong kin do1 vo1 phep chia.
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1.7. Co sé toan hoc ciia 1y thuyét mat mi

1.7.1. SO HOC CAC SO NGUYEN
> Cho hai s6 nguyén batkyavab,b>1

a=bg+r, D<or< b.
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1.7. Co sé toan hoc ciia 1y thuyét mat mi

1.7.1. SO HOC CAC SO NGUYEN

> Udc s6 chung Ién nhat:

d = GCD(a,b)
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1.7. Co sé toan hoc ciia 1y thuyét mat mi

1.7.1. SO HOC CAC SO NGUYEN

> SO nguyén to:

Mot s6 nguyén a > 1 dugc goi 1a s6 nguyén té,’ néq a khong c6 udc scf)
nao ngoé,i 1 va chinh a; va duoc goi la hgp sO, néu khong phai 1a s6
nguyeén to.

> Hai s a va b duogc goi 1a nguyén t6 véi nhau.
> Mot s6 nguyén n > 1 bat ky déu co thé viét dudi dang:

£

, . “2 ”.t X ,
Trong d6 p1,p02, .-, Px #=P1 -P2"--Pr {0 khac nhau, aq,a,, ..., @
lacac s6 mii nguyén duong.

> DPady la dang khai trién chinh tdc cia n
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1.7. Co sé toan hoc ciia 1y thuyét mat mi

1.7.1. SO HOC CAC SO NGUYEN
> Dinh Iy (1.7.1.1): Néu b > 0 va b [a thi ged(a ,b) = b; Néu a
= bq + r thi gcd(a,b) = gcd(b,r).
> Béi s6 chung bé nhét: m la béi sé chung ciia a va b, va moi
bi s6 chung ciia a va b déu la boi ciia m. m =lcm(a ,b)

> Vi hai s6 nguyén duong a va b bat ky ta c6 quan hé:
lcmia,b).gcd(a,b) = a.b
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1.7. Co sé toan hoc ciia 1y thuyét mat mi

1.7.2. Pong dw va phwong trinh dong dw tuyén tinh

> Hai sO nguyén a va b 1a dong du voi nhau theo modun n, va
viét a=b (mod n), néu (a—b) chia hét cho n.

> Hai s6 nguyén thudc cung mot 16p tuwong dwong khi va chi khi
chiing cho cung mét s6 du néu chia cho n.

> MOoi 16p twong duong duoc dai dién bdi mot s6 duy nhat trong
tap hop: Zn={0, 1, 2, 3,....,n -1} 1a s6 du chung khi chia cac
sO trong 16p d6 cho n.

» Vidu: v61Z,. =10, 1, 2, ..., 24},
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1.7. Co sé toan hoc ciia 1y thuyét mat mi
ich oo |

1.7.2. Pong dw va phwong trinh dong dw tuyén tinh

» Cho a € Zn . Mot s nguyén x € Zn duoc goi la nghich dao
cua a theo mod n, n€u a.x = 1 (modn).

> Néu c6 s6 x nhu vay thi ta noi a la kha nghich, va ky hiéu x 1a
a'modn

» Phép chia trong Zn dugc dinh nghia nhu sau:
a:b (modn) = a.b~! (modn)
» Phép chia chi thuc hién dugc khi b la kha nghich theo
(mod n)
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1.7. Co sé toan hoc ciia 1y thuyét mat mi
ich oo |

1.7.2. Pong dw va phwong trinh dong dw tuyén tinh

> Phuong trinh dong du tuyén tinh: 1a phuong trinh co

dang
a.x = b(mod n)

trong d6 a, b, n 1a cac so nguyén, n > 0, x 13 an so.

» Phuong trinh d6 c6 nghiém khi va chi khi d =
gcda,n)Bb, va khi d6 n6 c6 duing d nghi€ém theo
(mod n)
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1.7. Co sé toan hoc ciia 1y thuyét mat mi

1.7.2. Pong dw va phwong trinh dong dw tuyén tinh
> Dinh Iy: Gia sir cac s6 nguyén nq, n,, ..., n;, la ting ciap nguyén to
vo1 nhau. Khi do, h¢ phuong trinh dong du tuyén tinh sau c6 mot
nghiém duy nhat theo (mod n).
x,=a, (mod n,)
|=% (modn,) n

Voéin=ny.n,...n,,Ni =

x, =a, (modn,)
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/ |k ] 1.7. Co s& toan hoc cia ly thuyét mat ma

1.7.3. Thing dw thu gon va phan tir nguyén thuy

» Tap Z, = {0,1,2,...,n — 1} thuong dugc goi la tap cac
thing du day du theo modn, vi moi s6 nguyén bat ky déu co
thé tim duoc trong Zn mot so6 dong du véi minh (theo mod n
).

> Tap Z, 1a dong d6i vdi cac phép tinh cong, trir va nhan theo
mod n, nhung khoéng dong doi vai phép chia, vi phép chia cho
a theo mod n chi ¢6 thé thyc hién duge khi a va n nguyén to
vl nhau, tic khi gcd a,n) = 1.

» Tap cac thang du thu gon theo mod n dugc dinh nghia 1a tap
Z, ={a € Z,: gcda,n) =1}, tac Z; la tap con cua Z,,
bao gdm tat ca cac phan tir nguyén to vdi n
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1.7. Co sé toan hoc ciia 1y thuyét mat mi

1.7.3. Thing dw thu gon va phan tir nguyén thuy

> Tap Z,, = {012,..,n — 1} thu:ong dugc goi 1a tap cac thang du
day du theo mod n, vi moi sO nguyén bat ky déu co thé tim duoc
trong Zn mot so dong du véi minh (theo mod n ).

> Tap Z,, 1a dong doi vdi cac phép tinh cong, trir va nhan theo mod n,
nhung khong déng doi véi phép chia, vi phép chia cho a theo
mod n chi c6 thé thuc hién duogc khi a va n nguyén t6 vdi nhau, tirc
khigcd a,n) = 1.

» Tap cac thang du thu gon theo mod n dugc dinh nghia la tap Z;, =
{a € Z,: gcda,n) =1}, thc Z}, 1a tap con cia Z,, bao gom tat
ca cac phan tur nguyen to voin

> Néu p 1a mot s6 nguyén to thi Z,=1{12,..,p—1}.
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@ | 1.7. Co s6 toan hoc ciia ly thuyét mat ma

1.7.3. Thing dw thu gon va phan tir nguyén thuy

> S cac phan tir trong mdt nhom 1a cap ¢ (n) ciia nhoém do.

> Mot phan tr g € Z%, c6 cap m , néu m 1a so nguyén duong bé nhat
sao cho g™ = 1 trong Z;,

> Nhom Z; c6 cap ¢(n) , va néu p la s6 nguyén t6 thi nhom Zy co
capp — 1.khido Vb € Z;;, : bP~! = 1(mod p)

> Néu b cocapp — 1, tic p — 1 1a s mil bé nhét thoa min cong
thirc trén, thi cac phan t& b, b%,....,b"~1 déu khac nhau va theo
mod p, ching 1ap thanh Z, la mt nhom cyclic va b 1a mot phan tu
sinh, hay phdn tir nguyén thuy ciia nhom.
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1.7. Co sé toan hoc ciia 1y thuyét mat mi

1.7.3. Thing dw thu gon va phan tir nguyén thuy

Cdc tinh chdt ciia phén tie nguyén thiy:
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1.7. Co sé toan hoc ciia 1y thuyét mat mi

1.7.4. Phwong trinh dong dw bdc hai va thang dw bdc hai

> Phuong trinh dong du bac 2 1a phuong trinh c6 dang:
x? = a(mod n)
trong d6 n 1a mot sO nguyén duong, a la s6 nguyén véi
gcda,n) = 1,va x 1 an so.
= Néu phuong trinh ¢6 nghiém thi a 13 thing du bac 2 (mod n)
= Néu phuong trinh vo nghiém thi a 1 bat thing du bac 2 (mod n)
> Tap cac sO nguyén nguyén té véi n duoc phan hoach thanh hai
tap con: tp Q,, cac thing du bac hai mod n , va tap Q,, cac bat
thang du mod n
> Tiéu chuan Euler: SO a 1a thing du bac hai (mod p) néu va

,  p-1
chinéua 2 .
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7. Co sé toan hoc ciia 1y thuyét mat ma

1.7.4. Phwong trinh dong dw bdc hai va thang dw bdc hai

» Ky hiéu Legendre: p 1a mot s6 nguyen td 1&, Va > 0, ky hi¢u

a

Legendre (—) duoc dinh nghia nhu sau:

p
(0, khi a = 0(mod p)

(E) = < 1,khia € Q,
P ~1,khia ¢ Q,

> a 13 thing du bac hai mod p khi va chi khi (%) =1

L a p-1
» V6imoia> 0, ta co: (E) =a 2 (mod p)
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1.7. Co sé toan hoc ciia 1y thuyét mat mi

1.7.4. Phwong trinh dong dw bdc hai va thang dw bdc hai

» Ky hiéu Jacobi: Yn la mot s6 nguyén l¢, Va > 0, ky hi¢u Jacobi (%) duoc
dinh nghia nhu sau: Gia st a ¢6 khai trién chinh tac thanh thitra s6 nguyén
tolan =p;t.p,? ...~ thi

5)=G)"G) G
» Tinh chat:
= Néu m; = m, (mod n) thi (%) = (&)

n

. (E) _ { 1 khin = +1(mod 8)

n —1khin = +3(mod 8) -
n :
. (m1.m2) _ (ﬂ) (ﬂ) - —k; Jkhi m = 3(mod4) & n = 3(mod 4),
: N [_]: n
= Néum van déu la sb 1&, thi b ,khi m=1(mod4)V n=1(mod4).
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1.7. Co sé toan hoc ciia 1y thuyét mat mi

1.7.5. Xdc sudt thong ké

> Khong gian cdc sw kién so cdp (hay khong gian mau) Q = {s4, S ... 5}

> Phan bo xac suat P trén Q duogc dinh nghia 1a mot tap cac s6 thuc khong am
P = {p1,pz, -, P} cOtONg Yp; = 1.
= S0 p; duoc coi 1a xac suat cta sy kién so cap s;.
» Tapcon E < () duoc goi la mot su kién. Xac suat cua su kién E duogc dinh
nghia boi p(E) = Xsep p(S)
> Cho E; va E, 14 hai sy kién, voi p(E,) > 0, xac suat c6 diéu kién cta E;
khico E, , p(E;|E;) dugc dinh nghia la

Cong thirc Bayes
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1.7. Co sé toan hoc ciia 1y thuyét mat mi

1.7.6. Tinh bi mat hoan toan cua mot hé mat ma

> GiastS = (P,C,K,E,D) 1a mot hé mat ma voi didu kién |P| = |C | =
IK |, tirc cac tap P, C , K co so cac phan tir bang nhau. Khi do, hé 1a bi mat
hoan toan néu va chi néu mdi khoa K € K dugc dung véi xac suat bang
nhaula 1/|K|,vavéimoix € P,y € C c6 mot khoa duy nhat K € K sao
choex(x) =y
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