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Muc tiéu hoc phan

Cung cap kién thic co ban vé mat mad dam bao an toan va bao mat

thOng tin:

v' Cac phuong phap mat ma khoa d6i xtmg; Phuong phap mat ma
khoa cong khai;

v' Céac hé mat dong va van dé tao day gia ngau nhién;

v Lugc d6 chit ky s6 Elgamal va chuan chit ky so ECDSA;

v' Do phuc tap xur 1y va do phitc tap dit liéu ciia mot tan cong cu thé
vao hé théng mat ma;

v Pic trung an toan ctia phuong thirc ma hoa;

v' Tham ma tuyén tinh, tham ma vi sai va cac van dé vé xay dung hé

ma bao mat cho cac rng dung.
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huong 1. Téng quan

huong 2. M4t ma khoa doi xing

huong 3. Mat ma khoa cong khai

huong 4. Ham bam va chit ky so

huong 5. D3y gid ngau nhién va hé mat dong

S O et e
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huong 6. Ky thuat quan 1y khoa
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Nhi€ém vu cua Sinh vién

1. Chap hanh ndi quy 16p hoc
2. Thuc hién day du bai tap
3. Nam virng ngdn ngit 1ap trinh Matlab

‘l MATLAB
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Chuwong 2. Mat ma khoa déi xirng

2.1. G161 thi€u so lvge mat ma khoa do1 xing co dién
2.2. Mot s6 hé mat ma khoa do1 xing c6 dién

2.3. So lugc hé mat ma dong va hé mat ma khoi
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doi xirng co dién

,,,,,,,,,,,,,,, Plaintext

Encryptlon

algorithm ii
Shared
_____________ T secret key

rrrrrrrrrrrrrr Ciphel‘tCXt

Secure key-exchange channel

Insecure channel

2.1. Gioi thi€u so lu’0’c hé mat ma khoa

Plaintext S

- I Decryption
algorithm

Shared
secret key

Ciphertext

3

A

{_

Figure shows the general idea behind a symmetric-key cipher. The original message
from Alice to Bob is called plaintext; the message that 1s sent through the channel is
called the ciphertext. To create the ciphertext from the plaintext, Alice uses an
encryption algorithm and a shared secret key. To create the plaintext from ciphertext,
Bob uses a decryption algorithm and the same secret key.
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a 2.1. Gioi thi¢u so lwge h¢ mat ma khoa
dﬁi Xl’l’ng Cﬁ dién

 Based on Kirchhoff's principle, one should always assume
that the adversary, Eve, knows the encryption/decryption
algorithm. The resistance of the cipher to attack must be based
only on the secrecy of the key.

/Al C

= | 2 )
Encryption Decryption
algorithm algorithm

Locking and unlocking with the same key

8
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W 2.2. Mot so0 hé mat ma khoa doi xing
co dién

2.2.1. H¢ mdt ma khéa doi xirng thay thé

 Pay 1a hé mat ma thay thé mot ky tu ndy thanh mot
kv tu khac.

* Phan loaz:
— Mat ma thay thé don ky tu - monoalphabetic
— Mat ma thay thé da ky tu - polyalphabetic

A substitution cipher replaces one symbol
with another.
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2.2. Mot s0 hé mat ma khoa doi xirng
co dién

a. H¢ mdt thay thé don ky tw - monoalphabetic

In monoalphabetic substitution, the
relationship between a symbol in the
plaintext to a symbol in the cipher text is
always one-to-one.

10
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2.2. Mot s0 hé mat ma khoa doi xirng
co dién

a. H¢ mdt thay thé don ky tw - monoalphabetic

* The simplest monoalphabetic cipher 1s the additive

cipher. This cipher 1s sometimes called a shift cipher

and

sometimes a Caesar cipher, but the term additive

cipher better reveals 1ts mathematical nature.

Plamtext—>a |b|c|d|e|f|g|h|i|j|k|]l|m|n|lo|p|q|r|s|t]|u|v|w|x]|y]|z
Ciphertext—» A |B|C|D|E|F|G|H|I|J|K|L|M|N|O|P|Q|R|S|T|U|V|W|X|Y|Z
Value —»{00[01[02[03]04]05{06]|07[08[09[10|11|12[13|14|15|16|17|18{19]20(21|22|23|24|25

CuuDuon

Plaintext and ciphertextin Z,,

gThanCong.com
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2.2. Mot s0 hé mat ma khoa doi xirng
co dieén

a. H¢ mdt thay thé don ky tw - monoalphabetic

Plaintext Plaintext

Encryption

C| Decryption

Ciphertext

12
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2.2. Mot s0 hé mat ma khoa doi xirng
co dieén

a. H¢ mdt thay thé don ky tw - monoalphabetic

e Vidy 1:Hay st dung ma cong dé ma hoa chit hello véi khoa

K=15.
Ciphertext: WTAAD

Plaintext: hello

Plaintext: h — 07 Encryption: (07 + 15) mod 26 Ciphertext: 22 > W
Plaintext: e — 04 Encryption: (04 + 15) mod 26 Ciphertext: 19 - T
Plaintext: | — 11 Encryption: (11 + 15) mod 26 Ciphertext: 00 — A
Plaintext: 1 — 11 Encryption: (11 + 15) mod 26 Ciphertext: 00 — A
Plaintext: o — 14 Encryption: (14 + 15) mod 26 Ciphertext: 03 — D

13
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2.2. Mot s0 hé mat ma khoa doi xirng
co dieén

a. H¢ mdt thay thé don ky tw - monoalphabetic

e Vidu 2: Hiy st dung mi cong dé giai ma chit WTAAD véi
khoa K = 15.

Plaintext: WTAAD Ciphertext: hello

Ciphertext: W — 22 Decryption: (22 — 15) mod 26 Plaintext: 07 — h
Ciphertext: T — 19 Decryption: (19 — 15) mod 26 Plaintext: 04 — e
Ciphertext: A — 00 Decryption: (00 — 15) mod 26 Plaintext: 11 — 1
Ciphertext: A — 00 Decryption: (00 — 15) mod 26 Plaintext: 11 — 1
Ciphertext: D — 03 Decryption: (03 — 15) mod 26 Plaintext: 14 — o

14
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| 2.2. Mot s0 hé mat ma khoa doi xirng
i o co dién

a. H¢ mdt thay thé don ky tw - monoalphabetic

 Historically, additive ciphers are called shift ciphers.
Julius Caesar used an additive cipher to communicate
with his officers. For this reason, additive ciphers are
sometimes referred to as the Caesar cipher. Caesar
used a key of 3 for his communications.

Additive ciphers are sometimes referred
to as shift ciphers or Caesar cipher.

15
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co dién

2.2. Mot s0 hé mat ma khéa doi xirng

a. H¢ mdt thay thé don ky tw - monoalphabetic

* Vidu 3: Hacker léy duoc doan ma “UVACLYFZLJBYL”, khi
do anh ta lam thé nao dé gia1t ma dugc doan ma do??

* He tries keys from 1 to 25. With a key of 7, the plaintext 1s

“not very secure”, which makes sense
Ciphertext: UVACLYFZLJBYL

K=1 — Plaintext:
K=2 — Plaintext:
K=3 — Plaintext:
K=4 — Plaintext:
K=5 — Plaintext:
K=6 — Plaintext:
K=7 — Plaintext:

CuuDuongThanCong.com

tuzbkxeykiaxk
styajwdxjhzwj
ISXZIVCWIZY Vi1
qrwyhubvhixuh
pgvxgtaugewtg
opuwfsztfdvst
notverysecure
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2.2. Mot s0 hé mat ma khéa doi xirng

co dién

a
i]
c
d
e
f
a
h
i
i
k
I
m
n
o
p
q
r
s
T
u
v
w
x
¥
z

a. H¢ mdt thay thé don ky tw - monoalphabetic

Letter « Relative frequency in the English language # Letter

2.167% | I
1.482%

| 2.782% |

| 42535 |

i W A W

2.228%
| 2015%]
| 6.084%]
6.566% | I
| 0.153%]
| 0772%]
| 4.0250%]
2 4D5%
| 6740%]
7.507% | I
| 1.520%]
0.085%
| s.87%]
| 6.327%]
| 5.086%]
275e% |
| o.s78m%]
| 2361%)
| 0.150%]
1.574%
| 0.074%]

Frequency | Letter | Frequency | Letter | Frequency | Letter | Frequency

E

12.7 H 6.1 A 2.3 K 0.08

9.1 6.0 22 0.02

8.2 4.3 2.0 0.01

7.5 4.0 2.0 0.01

N X O] —

7.0 2.8 1.9 0.01

6.7 2.8 1.5

w|lz|~=|Oo|»|—4

Zlclalc|lgl =
<|lw|lw|=|Ql|d

6.3 24 1.0

Digram

TH, HE, IN, ER, AN, RE, ED, ON. ES, ST, EN, AT, TO, NT, HA, ND, OU,
EA, NG, AS, OR, TL IS, ET, IT, AR, TE, SE, HI, OF

Trigram

THE, ING, AND, HER, ERE, ENT, THA, NTH, WAS, ETH, FOR, DTH

CuuDuongThanCong.com
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2.2. Mot s0 hé mat ma khoa doi xirng
co dieén

a. H¢ mdt thay thé don ky tw - monoalphabetic

e Vidu: Hacker lay dugc doan ma

XLILSYWIMWRSAJSVWEPIISVISY VQMPPMSRHSPPEVWMXMWASVX-LQSVILY-
VVCFISVIXLIWIPPIVVIGIMZIWQSVISJJIIVW

e SO lan xuat hién chit cai I = 14 1a nhiéu nhat, do d6 I tuong
urng vo1 chit e tie 1a da dich di 4 don vi hay K =4, tir d6 ta co

the house is now for sale for four million dollars it 1s worth more hurry before the seller
receives more offers

18
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2.2. Mot s0 hé mat ma khoa doi xirng
co dién

a. H¢ mdt thay thé don ky tw - monoalphabetic
Multiplicative Ciphers

In a multiplicative cipher, the plaintext
and ciphertext are integers in Z,5; the
key is an integer in Zys*.

Plaintext Plaintext
A

A . 1 ]
= | | =

; Y Lk k|

[ C=(Pxkmod 26 H, T I—>| —{C= (@ k) mod 26|

A S

Encryption C C Decryption

Ciphertext

19
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2.2. Mot s0 hé mat ma khoa doi xirng
co dién

a. H¢ mdt thay thé don ky tw - monoalphabetic
* Vidu 4: What is the key domain for any multiplicative cipher?

Tap cac théng du thu gon theo mod n duoc dinh nghia 1a
tap Z;, = {a € Z,: ged(a,n) =1}, toc Z, 1a tap con
ctia Z,, bao gdm tat ca cac phan tir nguyén to vdi n

The key needs to be in Z,,*. This set has only 12
members: 1,3,5,7,9,11, 15,17, 19, 21, 23, 25.

20
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2.2. Mot s0 hé mat ma khoa doi xirng
co dieén

a. H¢ mdt thay thé don ky tw - monoalphabetic

Vi du 5: Hiy st dung ma nhan dé giai ma hoa chir “hello” voi K = 72

Plaintext: h — 07 Encryption: (07 X 07) mod 26 ciphertext: 23 — X
Plaintext: e — 04 Encryption: (04 X 07) mod 26 ciphertext: 02 — C
Plaintext: 1 — 11 Encryption: (11 X 07) mod 26 ciphertext: 25 - Z
Plaintext: 1 — 11 Encryption: (11 x 07) mod 26 ciphertext: 25 - Z
Plaintext: 0 — 14 Encryption: (14 X 07) mod 26 ciphertext: 20 - U

21
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2.2. Mot s0 hé mat ma khoa doi xirng
co dieén

a. H¢ mdt thay thé don ky tw - monoalphabetic
Affine Ciphers

Plaintext Plaintext
Alice
(1

Encryption | C C Decryption
Ciphertext

C = (P x k; + k») mod 26 P =((C—k) xk;~") mod 26

where kl_l 1s the multiplicative inverse of k; and —k, 1s the additive inverse of k,

22
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2.2. Mot s0 hé mat ma khoa doi xirng
co dién

a. H¢ mdt thay thé don ky tw - monoalphabetic
Affine Ciphers

The affine cipher uses a pair of keys
in which the first key 1s from Z,¢* S

and the second is from Z,.. What 1s °

the size of the key domain? -L@
T

1 ah
o !

The size of the key domain 1s 26 x
12 =312.
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2.2. Mot s0 hé mat ma khoa doi xirng
co dien

a. H¢ mdt thay thé don ky tw - monoalphabetic

Vi du 6: Hay st dung md Affine d¢é mi hoa chit “hello” vdi K =
(7,2)?

P: h — 07 Encryption: (07 X7 + 2) mod 26 C.25-57
P:e — 04 Encryption: (04 X 7 + 2) mod 26 C.04 - E
P:1 > 11 Encryption: (11 X7 + 2) mod 26 C:01 - B
P:1 - 11 Encryption: (11 X7 + 2) mod 26 C.0l - B
P:o— 14 Encryption: (14 X7 + 2) mod 26 C:22 > W

24
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2.2. Mot s0 hé mat ma khoa doi xirng
co dieén

a. H¢ mdt thay thé don ky tw - monoalphabetic

Vi du 7: Hiy st dung mi Affine dé giai ma hoa chit “ZEBBW” véi
K =(7,2)?

C:Z — 25 Decryption: ((25 —2) x 7°1) mod 26 P:07 — h
C:E - 04 Decryption: ((04 —2) x 7°1) mod 26 P:04 > e
C.B — 01 Decryption: ((01 —2) X 7°1 mod 26 P:11 — 1
C:B — 01 Decryption: (01 —2) x 7°1) mod 26 P:11 — 1
C:W— 22 Decryption: (22 —2) x 7°') mod 26 P:14 - o

25
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2.2. Mot s0 hé mat ma khoa doi xirng
co dieén

a. H¢ mdt thay thé don ky tw - monoalphabetic

Hay so sanh Affine Cipher vo1 Additive Cipher?

The additive cipher is a special case of an affine cipher in which
kl N 10

Hay so sanh Affine Cipher v&1 multiplicative Cipher?

The multiplicative cipher is a special case of affine cipher in which
k,=0.

26
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2.2. Mot s0 hé mat ma khoa doi xirng
co dién

a. H¢ mdt thay thé don ky tw - monoalphabetic
Monoalphabetic Substitution Cipher

Because additive, multiplicative, and affine ciphers have small key
domains, they are very vulnerable to brute-force attack.

A better solution is to create a mapping between each plaintext
character and the corresponding ciphertext character. Alice and
Bob can agree on a table showing the mapping for each character.

Plaintext —» a [b|c|d|e|f|g|h|1|j|k|]l |[m|n|o|p|q|r|s|t|u|V|W|Xx|y|Z

Crphertext — N|O(A|T(R|B|E|C|F|U|X[D|Q|G|Y|L|K|H|V|I|J|M|P|Z|S|W

27
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2.2. Mot s0 hé mat ma khoa doi xirng
co dieén

a. H¢ mdt thay thé don ky tw - monoalphabetic

Monoalphabetic Substitution Cipher

Plamtext —»{ a [b|c|d|e|f|g|h|1|j|k|]l|m[n|o|p|q|r|s|t]|u]|vV

€
=

Criphertext —N|O|A|T|R|B|E|C|F|U|X|D|Q|G|Y|L|K|H(V|I|J|M|P|Z

n

this message 1s easy to encrypt but hard to find the key

e

ICFVQRVVNEFVRNVSIYRGAHSLIOJICNHTIYBFGTICRXRS

—
D)
ll

e W

28
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2.2. Mot s0 hé mat ma khoa doi xirng
co dién

b. H¢ mdt thay thé da ky tw - Polyalphabetic

In polyalphabetic substitution, each occurrence of a
character may have a different substitute. The
relationship between a character in the plaintext to a
character in the ciphertext is one-to-many.

Autokey Cipher
P=P1P2P3 C=C1C2C3... k=(k1,P1,P2, )
Encryption: C; = (P; + k;) mod 26 Decryption: P; = (C; — k;) mod 26

29
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2.2. Mot s0 hé mat ma khoa doi xirng
co dieén

b. H¢ mdt thay thé da ky tw - Polyalphabetic

Assume that Alice and Bob agreed to use an autokey cipher with
initial key value k; = 12. Now Alice wants to send Bob the message
“Attack is today”. Enciphering is done character by character.

Plaintext:
P’s Values:
Key stream:
C’s Values:
Ciphertext:

oo 19 19 00 02 10 08 18 19 14 03 00 24
2 00 19 19 00 02 10 08 18 19 14 03 00
12 19 12 19 02 12 18 00 11 7 17 03 24

30
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2.2. Mot s0 hé mat ma khoa doi xirng
co dieén

b. H¢ mdt thay thé da ky tw - Polyalphabetic

Vigenere Cipher
P:P1P2P3 C:C1C2C3... K:[(kl,kz, ...,km), (kl,kz, ceay km), ]
Encryption: C; = P; + k; Decryption: P; = C; — k;

We can encrypt the message “She is listening” using the 6-
character keyword “PASCAL”.

Plaintext: S h e 1 S | i S t e n i n g
P’s values: 18 07 04 08 18 11 |08 18 19 04 13 08 |13 06
Keystream: [I5 00 18 02 00 11 |15 00 18 02 00 11 |15 00
C’s values: 07 07 22 10 18 22 |23 18 11 6 13 19 (02 06
Ciphertext: 'H H W K S§ W |X S L G N T |C G

31
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2.2. Mot s0 hé mat ma khoa doi xirng
co dieén

b. H¢ mdt thay thé da ky tw - Polyalphabetic
Vigenere Cipher
We can encrypt the message “She is listening” using the 6-

character keyword “PASCAL”.

Plaintext: S h e 1 S 1 1 S t e n 1 n g
Psvalues: |18 07 04 08 18 11 |08 18 19 04 13 08 [13 06
Keystream: [(I5 00 18 02 00 11 {15 00 18 02 00 11 |I5 00
C'svalues: |07 \07 22 10 18 22 |23 18 11 6 13 19 |02 06
Ciphertextt: ([H N W K S W[X S L G N T [C G

The initial key stream is (15, 0,

18,2, 0, 11)

32
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2.2. Mot s0 hé mat ma khoa doi xirng
co dién

b. H¢ mdt thay thé da ky tw - Polyalphabetic

Hay so sanh Vigenere cipher vo1 Additive Cipher?

A Vigenere cipher as a combination of m additive ciphers
Whole Plaintext

SILIG|IN|P|C|G
Whole Ciphertext

33
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t mi khéa doi xirng
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2.2. Mot so hé mat ma khoa doi xirng
co dieén
b. H¢ mdt thay thé da ky tw - Polyalphabetic
Tham ma Vigenere Cipher

Gia su hacker nhan duoc ban tin mat sau:

LIOMWGFEGGDVWGHHCQUCRHRWAGWIOWQLKGZETKKMEVLWPCZVGTH-
VTSGXQOVGCSVETQLTISUMVWVEUVLXEWSLGFZMVVWLGYHCUSWXQH-
KVGSHEEVFLCFDGVSUMPHKIRZDMPHHBVWVWIWIXGFWLTSHGJOUEEHH-
VUCFVGOWICQLTJSUXGLW

Lam the nao dé
giai ma????

Theo phuong phap Kasiski, ting cum 3 chit lién tiép dugc khao sat
trong ca doan dé€ tim khoang cach ngan nhat ma cum do xuat hién lap
lai
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2.2. Mot s0 hé mat ma khoa doi xirng
co dien

b. H¢ mdt thay thé da ky tw - Polyalphabetic
Tham ma Vigenere Cipher

Gia su hacker nhan duoc ban tin mat sau:

Theo phuong phap Kasiski, tirng cum 3 chit lién tiép duoc khao sat
trong ca doan dé€ tim khoang cach ngan nhat ma cum do xuat hién lap
la1

String First Index Second Index Difference
JSU 68 168 100
SUM 69 117 48
VWV 72 132 60
MPH 119 127 8
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2.2. Mot so hé mat ma khoa doi xung
co dién
b. H¢ mdt thay thé da ky tw - Polyalphabetic
Tham ma Vigenere Cipher

The greatest common divisor of differences 1s 4, which means that the
key length 1s multiple of 4. First try m = 4.
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2.2. Mot s0 hé mat ma khoa doi xirng
co dieén

b. H¢ mdt thay thé da ky tw - Polyalphabetic

Hill Cipher
k 11 k 12
kZ 1 k22

K —
kml km2

Key in the Hill cipher
klm
C, =Pk +Prky+---+ P,k
“m | Cy=Pikp+Poky o+ Py
szpl klm+P2k2m+ e F Pmkmm
k

The key matrix in the Hill cipher needs to
have a multiplicative inverse.
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2.2. Mot s0 hé mat ma khoa doi xirng
co dieén

b. H¢ mdt thay thé da ky tw - Polyalphabetic

Hill Cipher
Vi du 9: Hiy m3 hoa ban tin “code is ready” bang hé mat Hill véi
khoa K
= I{ =
09 07 11 13

4 07 05 06
0z 21 14 09
03 23 21 OR8

39


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

2.2. Mot s0 hé mat ma khoa doi xirng
co dieén

b. H¢ mdt thay thé da ky tw - Polyalphabetic

Hill Cipher

, ) K] )
i J . 3 o2 15 2 m

02 14 03 o4] [14 07 10 13
15 00 19 03

08 18 17 04|=|08 07 06 1I
09 09 03 11

00 03 24 25| |11 08 18 I8
L MO 1017 00 04 o7
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2.2. Mot s0 hé mat ma khoa doi xirng
co dieén

b. H¢ mdt thay thé da ky tw - Polyalphabetic
Tham ma hé mat Hill
 Viéc tham ma hé mat Hill béng cach do 1an luogt cac tir khoa 1a duong nhu
khong thuc hién duoc.
 Hé mat nay gan nhu chi c6 thé bi pha duoc khi biét dugc gia tri m va cac cip
chir tuong rng gilra ban mat va ban ro.
e Vidu:véim = 3

05 07 10| < > [ 03 06 00

(13 17 07| < > [14 16 09]

[00 05 04} < > [03 17 11}
p C
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b. H¢ mdt thay thé da ky tw - Polyalphabetic
Tham ma hé mat Hill

2.2. Mt s6 hé mat ma khéa doi xirng

co dien

e Do P la ma tran kha nghich, nén nguoi tham ma s€ tim ma tran P!, r6i tim khoa
K

02
05

01

03
07

02
K

07
09

11

21 14
00 08
13 03

=

01
25

08

03 06

00
16 09
17 11

C

Tu d6, nguol tham ma s€ pha duoc tat ca cac ban mat s dung khoa K noi
trén
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2.2. Mot s0 hé mat ma khoa doi xirng
co dieén

2.2.2. H¢ mdt ma khéa doi xirng dich chuyén vi tri —
Transposition Ciphers

A transposition cipher does not substitute one symbol for
another, instead 1t changes the location of the symbols.

A transposition cipher reorders symbols.

mat dich chuyén khong khoa - Keyless Transposition Ciphers
mat dich chuyen cO khoa - Keyed Transposition Ciphers
Hé mat dich chuyén két hop - Combination of Two Approaches

a. He
b. Hé
C.
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2.2. Mot so hé mat ma khoa doi xirng
co dién

a. H¢ mdt dich chuyén khong khoa

« Pay la hé mat ma co dién don gian, dugc st dung tir 1au.
. H§ mat ma dua trén su hoan vi cua cac ky tu trong ban 10
dé co duoc ban mat.
* Co 2 phuong phap:
— Chia c0t — ghep hang
— Chia hang — ghép cot
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2.2. Mot so hé mat ma khoa doi xirng
co dién

a. H¢ mdt dich chuyén khong khoa
* A good example of a keyless cipher using the first method 1s
the rail fence cipher.

* The plaintext 1s arranged in 2 lines as a zigzag pattern.
* The ciphertext 1s created by reading the pattern row by row.
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2.2. Mot so hé mat ma khoa doi xirng
co dién

a. H¢ mdt dich chuyén khong khoa
* Alice and Bob can agree on the number of columns and use
the second method.

* Alice writes the same plaintext, row by row, in a table of four
columns.

46
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2.2. Mot so hé mat ma khoa doi xirng
co dién

b. H¢ mdt dich chuyén cé khéa
* The keyless ciphers permute the characters by using writing
plaintext in one way and reading it in another way.

* The permutation i1s done on the whole plaintext to create the
whole ciphertext.

* Another method 1s to divide the plaintext into groups of
predetermined size, called blocks, and then use a key to
permute the characters in each #‘_t_l)lock separately. => Keyed

transposition ciphers
Pt )
<)
5% !

47
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2.2. Mot so hé mat ma khoa doi xirng
co dién

b. H¢ mdt dich chuyén cé khéa

Alice needs to send the message “Enemy attacks tonight” to

Bob.
The key used for encryption and decryption i1s a permutation

key.

e n e m Yy a t t a c k s t o n i g h t z

5
Key Encryption T Decryption

E E MY N T A ACT T K O N S HI T Z G
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2.2. Mot so hé mat ma khoa doi xirng
co dién

o

Plaintext Plaintext

enemyattackstonightz enemyattackstonightz
A
Write row by row Read row by row
Y
e n e m y e n e m |y
a t t a ¢ a t t a C
k s t 0 n k s t 0 n
1 g h t zZ 1 g h t zZ
- 3 1 4 5 2 =
>
NI ] iy
= o
#1203 4 5] |°
E E M Y N E E M Y N
Key
T A A C T T A A C T
T K O N S T K O N S
H I T 7 G H I T 7Z G
X
Read column by column Write column by column
v

ETTHEAKIMAOTYCNZNTSG

A 4

— ETTHEAKIMAOTYCNZNTSG
Transmission
Ciphertext Ciphertext
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2.2. Mot so hé mat ma khoa doi xirng
co dién

Y

Plaintext Plaintex
enemyattackstonightz enemyattackstonightz
A
Write row by row Read row by row 31452
h 4
e n e m y e n e m vy Encryption key
a t t a c a t t a c
k s t 0 n k S t 0 n » =
1 g h t zZ i g h t z = } 12 ? ':1 ? %
=" E
S NERR R c | [ |
= = T Y 1 | 1 7]
AREENIIE
&3 A
E E M Y N LA S E E M Y N
T A A C T Key T A A C T
T K O N S T K O N S 2 S§°F 304
H I T 7Z G H I T 7 G .
: S Decryption key
Read column by column Write column by column
v

ETTHEAKIMAOTYCNZNTSG

A 4

— ETTHEAKIMAOTYCNZNTSG
Transmission
Ciphertext Ciphertext
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2.2. Mot so hé mat ma khoa doi xirng
co dién

Biéu dién he mat dich chuyén bang ma tran

3 1 4 5 2

_ - 0 1 O o0 O _ -

04 13 04 12 24 04 04 12 24 13
O o0 o0 0 1

00 19 19 00 02 19 00 00 02 19

x |1 O o 0 0] =

10 18 19 14 13 19 10 14 13 18
0O 0 1 0 O

|08 06 07 19 25] |07 08 19 25 06

Plaintext 0 0 0 I 0] Ciphertext
Encryption key
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| 2.3. So lwgc hé mat ma dong
va ma khoi

e Cac hé mat ma khoa doi xing c6 thé duoc phan loai thanh 2
loai h¢ mat: Hé mat ma dong va hé mat ma khoi

52
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2.3. S0 lwgc hé mat ma dong va ma
khoi

2.3.1. Hé mat ma dong
V&1 ban 10 dong P, ban mat dong C va khoa dong K, ta co:
P=P,P,Ps, ... C=C,C,Cs, ... K = (ky, ky, k3, ...)
Ci=Eu®)  Cy=EpP,) C3 =Eg(P3) ...

Vi du

Plaintext Ciphertext
plain K = (ky, ky, k3, kg, ks)
SO,

>{ D=E4; (a) |

Encryption algorithm
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2.3. S0 lwgc hé mat ma dong va ma
khoi

2.3.1. Hé mat ma dong

Hé mat ma cong co phai la hé mat dong hay khong?

Hé mdt ma thay thé don ky tw cé phdi la hé mdt dong hay
khong?
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2.3. S0 lwgc hé mat ma dong va ma
khoi

2.3.2. H¢ mdt ma khoi

A group of plaintext symbols of size m (m > 1) are encrypted
together creating a group of ciphertext of the same size

Plain Text |
Block, i Block, Block, Block,
Plaintext Ciphertext

‘ SODID PV

{D,P,V} =E¢{i,n,t} |

Encryption algorithm

A 4
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2.3. So lwge hé mat ma dong va ma
khoi

2.3.2. H¢ mdt ma khoi
 Hill ciphers are block ciphers.

* A block of plaintext, of size 2 or more 1s encrypted together
using a single key (a matrix).

* In these ciphers, the value of each character in the ciphertext
depends on all the values of the characters in the plaintext.

* The key 1s made of m x m values, it 1s considered as a single
key.
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2.3. So lwge hé mat ma dong va ma
khoi

2.3.1. H¢ mdt ma khoi

* In practice, blocks of plaintext are encrypted individually, but
they use a stream of keys to encrypt the whole message block

by block.

* In other words, the cipher 1s a block cipher when looking at
the individual blocks, but it 1s a stream cipher when looking at
the whole message considering each block as a single unit.
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| 2.4. Co s0 toan hoc cho hé mat ma
khoa doi xwrng hién dai

Common
algebraic structures

Groups Rings Fields

58
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2.4. Co s0 toan hoc cho hé mat ma
khoa doi xwng hién dai

2.4.1. Nhom
* A group (G) 1s a set of elements with a binary operation (°)
that satisfies four properties:

— Closure
— Associativity
— Existence of identity

— Existence of inverse
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2.4. Co s0 toan hoc cho hé mat ma
khoa doi xwng hién dai

2.4.1. Nhom

* A commutative group satisfies an extra property,
commutatively or abelian group

— Closure

— Commutativity
— Associativity
— Existence of identity

— Existence of inverse

60
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| 2.4. Co s0 toan hoc cho hé mat ma
khoa doi xwng hién dai

2.4.1. Nhom

* A commutative group satisfies an extra property,
commutatively or abelian group
— Closure: a,b € Gthic=a(*)beG
— Commutatively: a ()b = b(:) a
— Associativity: c(*)(a (-1)b) = (c(*)a)(-)b
— Existence of identity: a-e =e-a=a
— Existence of inverse:a-a’' =a’'-a=-¢e
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2.4. Co s0 toan hoc cho hé mat ma
khoa doi xwng hién dai

2.4.1. Nhom

* A very interesting group is the permutation group. The set 1s the set of all
permutations, and the operation i1s composition: applying one permutation
after another.

B _}esult 321|:X:| 3211 =10312 132
| | I O
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2.4. Co s0 toan hoc cho hé mat ma
khoa doi xirng hién dai

2.4.1. Nhom

* A very interesting group is the permutation group. The set 1s the set of all
permutations, and the operation is composition: applying one permutation
after another.

o 123 132 [213 @231 [312 321
m23 |23 (32121332310 B3121] B2I1]
1321 | 1321|1123 | 231] 2 1 3] 32 1] 31 2]
2 13 | 2131 (3121|1231 321 13 2] 2 3 1]
231|231 321 (13 2] 31 2] [12 3] 2 1 3]
B 121 3121 213 | 1321 | [123] 2 3 1] (13 2]
321 | B21| 231 31 2] (13 2] 2 1 3] (12 3]

CuuDuongThanCong.com
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2.4. Co s0 toan hoc cho hé mat ma
khoa doi xwng hién dai

2.4.1. Nhom
* Finite Group

Nhom hiru han 1a nhém ¢6 s6 hiru han cac phan tir
* Order of a Group
Cap cua nhom 1a so phan tr cia nhdm do

* Subgroup

Nhoém con ctia mdt nhdom G 1a nhom bao gom céc phan tir
thugc G dong thot1 thoa man phép toan dong trong G
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2.4. Co s0 toan hoc cho hé mat ma
khoa doi xwrng hién dai

2.4.1. Nhom

e Tinh chat cua subgroup

|. If @ and b are members of both groups, then ¢ = @ ¢ b is also a member of both
groups.

The group share the same identity element.

If @ 1s a member of both groups, the inverse of a is also a member of both
Rroups.

d BJ

4. The group made of the identity element of G, H = <[e}, >, is a subgroup of G.
J. Each group 1s a subgroup of itself.
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2.4. Co s0 toan hoc cho hé mat ma
khoa doi xwng hién dai

2.4.1. Nhom
Cyclic Subgroups

* Nhom con Cyclic 12 nhom duoc tao ra bo1 cap s6 cua 1
phan tir nhom goc

e Cap s6 cua phan ttr 1a so 1an thuc hién lip lai phép toan doi
vO1 phan tir do

d'— aeae ...eq (ntimes)
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2.4. Co s0 toan hoc cho hé mat ma
khoa doi xirng hién dai

2.4.1. Nhom

Cyclic Group
* Nhom G 1a nhom Cyclic khi G chinh 1a nhoém con Cyclic

{e, g, g2, e g”_l}, where g"' = ¢
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2.4. Co s0 toan hoc cho hé mat ma
khoa doi xwng hién dai

2.4.1. Nhom
Lagrange’s Theorem

Assume that G 1s a group, and H 1s a subgroup of G. If the order
of G and H are |G| and |H|, respectively, then, based on this
theorem, [H| divides |G|.

Order of an Element

The order of an element, ord(a), 1s the smallest integer that

a = e.
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2.4. Co s0 toan hoc cho hé mat ma
khoa doi xwng hién dai

2.4.2. Vanh
Aring, R=<{...},°, \>, 1s an algebraic structure with two operations.

2. Associativity R,
= 2. Associativit

3. Commutativity y

4, Existence of identity 1. Closure ® || 1. Closure O

5. Existence of inverse 2. Associativity 2. Associativity Note: _
3. Commutativity 3. Commutativity The thirc property is

: : ) only satisfied for a

4. Existence ol identity commutative ring.
5. Existence of inverse

The second operation must be distributed over the first
am(boc)=(amb) o (amc)
(aob)mc = (amc) o (buc)
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2.4. Co s0 toan hoc cho hé mat ma
khoa doi xwng hién dai

2.4.2. Vanh

The second operation must be distributed over the first

am(boc)=(amb) o (amc)
(aob)mc = (amc) o (buc)

The set Z with two operations, addition and multiplication, 1s a
commutative ring. We show 1t by R = <Z, +, x>, Addition

satisfies all of the five properties; multiplication satisfies only

three properties.
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2.4. Co s0 toan hoc cho hé mat ma
khoa doi xwrng hi¢én dai

2.4.3. Truong
A field, denoted by F = <{...}, », B > 1s a commutative ring in
which the second operation satisfies all five properties defined
for the first operation except that the identity of the first
operation has no inverse.

Distribution of []over @
e N
1. Closure @ 1. Closure O Note:
2. Associativity 2. Associativity The 1dentity element
3. Commutativity 3. Commutativity of the f_1rst Clpsiiii
: : : : : : has no inverse with
4. Existence of 1dentity 4. Existence of identity
_ ] _ _ respect to the second
5. Existence of inverse 5. Existence of inverse > operation.
. J
{a,b,c, ...} o ju
Set Operations
Field
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2.4. Co s0 toan hoc cho hé mat ma
khoa doi xwrng hi¢én dai

2.4.3. Truong

A finite field, a field with a finite number of elements, are
very important structures in cryptography.

e (Galois showed that for a field to be finite, the number of
elements should be p", where p is a prime and n is a
positive integer.

A Galois field, GF(p"), is a finite field
with p” elements.
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2.4. Co s0 toan hoc cho hé mat ma
khoa doi xwng hién dai

2.4.3. Truong

A Galois field, GF(p"), is a finite field
with p” elements.

When n = 1, we have GF(p) tield. This field can be the set Z,
{0, 1, ..., p — 1}, with two arithmetic operations.

A very common field in this category 1s GF(2) with the set {0,

1} and two operations, addition and multiplication.

GF(2)
CUmIgECE
{0,1} |+ X 0]0 1 0/]0 0
11 0 110 1 -a 01 al! NA 1
Addition Multiplication Inverses
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2.4. Co s0 toan hoc cho hé mat ma
khoa doi xwng hién dai

2.4.3. Truwong GF(2")

In cryptography, we often need to use four operations
(addition, subtraction, multiplication, and division). In
other words, we need to use fields. We can work in
GF(2") and uses a set of 2" elements. The elements in
this set are n-bit words.

4.2.1 Polynomials
4.2.2 Using A Generator
4.2.3 Summary
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| 2.4. Co s0 toan hoc cho hé mat ma
khoa doi xwng hién dai

2.4.3. Truwong GF(2")
Let us define a GF(2?) field in which the set has four 2-bit words:

{00, 01, 10, 11}. We can redefine addition and multiplication for
this field in such a way that all properties of these operations are

satisfied.

Addition Multiplication
@00 01 10 11 & |00 01 10 11
00[00|01|10{11 00{00{00{00{00

01(01]00(11|10 01100{01|10|11
10|10{11100{01 10{00({10|11]01
11{11{10]01{00 11{00({11|0L|10

Identity: 00 Identity: 01

An example of GF(2?) field 75
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2.4.3. Trwong GF(2") Polynomials

A polynomial of degree » — 1 is an expression
of the form

/'\ st~
- *

\

fx) =a, 10(”_ +\an PR o skt 4 o

.~‘/\

where x’ is called the i'" term and a; is called coefficient
of the ith term.
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2.4.3. Truong GF(2") Polynomials

How we can represent the 8-bit word (10011001)
using a polynomials?

n-bit word

Polynomial

First simplification | 1x7 + 1x% + 13 + 1xY

Second simplification X+ + 3+

1 0 0 1 | 0 0 1

Y Y Y Y Y Yy

1x7 +0x% + 0> + 1%+ 13 + 02 + 0x! + 120
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2.4.3. Trwong GF(2") Polynomials

To find the 8-bit word related to the polynomial x°> + x> + x, we
first supply the omitted terms. Since n» = 8, it means the
polynomial is of degree 7.

The expanded polynomial is

Ox” +0x® + 12 + 0x* + 0x° + 1% + 1l + 0xY

This is related to the 8-bit word 00100110.
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2.4.3. Truong GF(2") Polynomials

Luuy:

Polynomials representing n-bit words
use two fields: GF(2) and GF(2")
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2.4.3. Truong GF(2") Modulus

For the sets of polynomials in GF(2"), a group of
polynomials of degree n is defined as the modulus. Such
polynomials are referred to as irreducible polynomials.

Degree Irreducible Polynomials
1 (x+ 1), (x)
2 W +x+1)
3 W+ D), (P + x+1)
4 (x4+x3+x2+x+1),(x4+x3+1),(x4+x+1)
5 (x5+x2+1),(x5+x3+x2+x+1), (x5+x4+x3+x+l),
(x5+x4+x3+x2+1), (x5+x4+x2+x+ 1)

80
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2.4.3. Truong GF(2") Modulus

Luuy:

Addition and subtraction operations on
polynomials are the same operation.
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2.4.3. Truong GF(2") Modulus

Let us do (x° + x*> + x) @ (x* + x* + 1) in GF(2%). We use the symbol

@ to show that we mean polynomial addition.
The following shows the procedure:

Ox/ +0°+ I + X+ 0 + 12+ I+ 00 @
Ox” +0x%+ 0x° + 0x* + 1 + 1x% 4+ Ox! + 1Y

Ox’ + 0%+ 1 + 0 + I + 0%+ 1l + 1Y =5 P+ +x+1
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2.4.3. Truong GF(2") Modulus

There is also another short cut. Because the addition in GF(2)
means the exclusive-or (XOR) operation. So we can exclusive-or
the two words, bits by bits, to get the result. In the previous
example, x> + x? + x is 00100110 and x* + x> + 1 is 00001101. The

result is 00101011 or in polynomial notation x> + x° + x + 1.
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2.4.3. Truwong GF(2") Multiplication

1. The coefficient multiplication is done in GF(2).
2. The multiplying x' by ¥ results in x*"/

3. The multiplication may create terms with degree more
than n» — 1, which means the result needs to be reduced

using a modulus polynomial.
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2.4.3. Truong GF(2") Generator

Sometimes it is easier to define the elements of the
GF(2") field using a generator.

(0, ¢, ¢, ¢% ....¢"}, where N=2"-2
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2.4.3. Trwong GF(2") Generator

Generate the elements of the field GF(2%) using the irreducible
polynomial f(x) =x*+x + 1.
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2.4.3. Truwong GF(2") Summary

The finite field GF(2") can be used to define four
operations of addition, subtraction, multiplication and
division over n-bit words. The only restriction is that
division by zero is not defined.
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