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Muc tiéu hoc phan

Cung cap kién thic co ban vé mat md dam bao an toan va bao mat

thOng tin:

v' Cac phuong phap mat ma khoéa d6i xtmg; Phuong phap mat ma
khoa cong khai;

v' Céac hé mat dong va van dé tao day gia ngau nhién;

v’ Lugc d6 chit ky s6 Elgamal va chuan chit ky so ECDSA;

v Do phuc tap xur 1y va do phirc tap dit liéu ciia mot tan cong cu thé
vao hé théng mat ma;

v Pic trung an toan ctia phuong thirc ma hoa;

v' Tham ma tuyén tinh, tham ma vi sai va cac van dé vé xay dung hé

ma bao mat cho cac rng dung.
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Nhi€ém vu cua Sinh vién

1. Chap hanh ndi quy 16p hoc
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¢ B 4.1. So Iwge hé mat AES

BACH KHOA

The Advanced Encryption Standard (AES) is a symmetric-key
block cipher published by the National Institute of Standards

and Technology (NIST) in December 2001.

In February 2001, NIST announced that a draft of
the Federal Information Processing Standard (FIPS)
was available for public review and comment. Finally,
AES was published as FIPS 197 in the Federal

Register in December 2001.



http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

4.1. So lwgc hé mat AES

The Advanced Encryption Standard (AES) is a symmetric-key
block cipher published by the National Institute of Standards
and Technology (NIST) in December 2001.

The criteria defined by NIST for selecting AES fall
into three areas:
1. Security

2. Cost
3. Implementation.
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4.2. Cau tric hé mat AES

AES is a non-Feistel cipher that encrypts and decrypts a data
block of 128 bits. It uses 10, 12, or 14 rounds. The key size,

which can be 128, 192, or 256 bits, depends on the number of
rounds.

AES has defined three versions, with 10, 12, and 14
rounds.
Each version uses a different cipher key size (128, 192,
or 256), but the round keys are always 128 bits.
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4.2. Cau tric hé mat AES

General design of AES encryption cipher

128-bit plaintext

AES
1 Round keys
Pre-round (128 bits)
transformation - K, Cipher key
[ I (128, 192, or 256 bits)
Round 1 I< K .g
: I g Nr | Key size
Round 2 < % 10 128
% |8
. . i 12 192
* * 14 256
Round N, Relationship between
(slightly difterent) Ky, num‘t_)er of rounds
and cipher key size

A 4

128-bit ciphertext

10
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4.2. Cau tric hé mat AES

Data units used in AES

ByTe —>|:b0 bl bz b3 b4 b5 b6 b{l —_ b
4
b b bs

11
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DAIHOC §

4.2. Cau tric hé mat AES

Data units used in AES

o]
b, — -
b, by

b

Byte —>[b0 b, by by by bs by b7]—> 53 Word —>E)n by by by|—> bl

4 2
b b bs w w b,

bg o
b;

Byte b Word

by | by [ by | b3 | by | bs | bg [ by | bg [ by | byg| by | byy| bz | byy|bys
Block

CuuDuongThanCong.com
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DAIHOC |

4.2. Cau tric hé mat AES

Data units used in AES

_bO_
b, _
b, by
b b
Byte _>[b0 by by by by bs b b7]—> b3 Word —>E)0 by b, by|—> bl
4 2
b b bs w w b,
by W
by
Byte b Word
by | by | by [ b3 [ by | bs | bg [ by | bg | by | byg| byy | by | by3|byy|bys
Block
$0,0 S0,1 S0,2 80,3
51,0 $1,1 S1,2 S1,3
S —> —> [W[, Wi W, W{I
$2.0 521 $22 $23
830 $3.1 S32 $33
State R _

CuuDuongThanCong.com
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4.2. Cau tric hé mat AES

Block-to-state and state-to-block transformation

bO b1 b2 b3 l)4 bS b6 b7 b8 b9 b10 b11 l)12 b13 l)14 blS

Block
Simod4,i/4 <— block;
S0,0=bo So1=by S92=bg s93=by; c> P >
—_ — —_ —_ 1 1
Stat S1,0~ b, S~ bs $127 by $137 by3 | E :
ate _ \" _ _ '
$207 b, $217 b S22~ b1o $237 byy : : E
1 1
s30=b3 s31=b7 s3,=by; s33=bys v _. I
¢ Insertion and
block; , 4 — S extraction flow
Block

bl} b1 b2 b3 l)4 bS b6 l)7 b8 b9 b10 b11 l)12 b13 l)14 blS

14
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pAlHOC B

4.2. Cau tric hé mat AES

State E

A4

SubBytes I

State

ShlﬂROWS Notesz

1. One AddRoundKey is applied
before the first round.

Structure of each round at
the encryption site

Round

2. The third transformation 1s
missing i the last round.

AddRoundKey |<- — Round key

Y

State E

15
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4.2. Cau tric hé mat AES

State E

Y

SubBytes I

1o provide security, AES

uses  four  types  of
transformations: = — ot
substitution,  permutation, | Orme A Ry @ s e

. . . before the first round.
mixing, and key-adding.

State

Round

2. The third transformation 1s
missing in the last round.

AddRoundKey |<- — Round key

Y

State E

16
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4.2. Cau tric hé mat AES

AES, like DES, uses substitution. AES uses two
invertible transformations.

SubBytes

The first transformation, SubBytes, is used at the
encryption site. To substitute a byte, we interpret the
byte as two hexadecimal digits.

The SubBytes operation involves 16 independent byte-
to-byte transformations.

17
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pAlHOC B

\/“
A
,

/

SubBytes table

0 1 2 3 4 5 6 7| 8 9| A | B | C|D]|E|F
O|e3|7C |77 |7B|F2|6B|6F | C5|[30]|01]|67|2B|FE|D7|AB]| 76
I |CA |82 | CO|TD|FA|[59 |47 | FO|AD | D4 A2 |AF | 9C | A4 | 72| CO
2| B7[FD| 93|26 |36 |3F | F7|CcC|34|AS|[ES|FL|71[D8] 31|15
3|04 | C7 23 [Cc3 11819605 9A[07 12|80 E2]|EB]|27|[B2]75
410983 |2C| 1A 1B|6E|S5A[A0|S52|3B|[D6|B3|29|E3]|2F | 84
5153 |DL|O00]|ED|20|FC|BL|5B|6A|[CB|BE]| 39 |4A | 4C |58 | CF
6| DO | EF | AA|FB |43 | 4D | 33 | 8545 | F9 |02 7F |50 3C| 9F | A8
7151 | A3 |40 [ 8F [ 92 | 9D | 38 | F5 | BC [ B6 [ DA | 21 | 10 | FF | F3| D2
S|CD|OC |13 |EC|S5F 97 |44 |17 |C4|AT7T|TE|[3D| 64| 5D 19|73
9160 | 8L [4F | DC |22 [2A |90 | 88 |46 |EE | B8 |14 | DE | 5E | OB | DB
A[EO |32 | 3A|0A |49 |06 |24 |5C|Cc2 D3 |AC|62]91 95 EA]| 79
BlE7|[CB|37|6D]|8D|D5|[4E | A9 | 6C |56 |F4 | EA| 65| 7A|AE | 08
C|Ba |78 |25 |2E|1C | A6 | B4 |[C6 | E8|DD| 74 |1F | 4B | BD | 8B | 8A
D70 [3E|B5| 66|48 |03 | F6 |OE| 613557 |B9 |86 |Cl| 1D 9E
E|EL|[F8 |98 | 11|69 |D9|8E |94 |9B|1E |87 | E9 | CE|55]| 28] DF
Fl8C | AL |89 |0D|BF|[E6 |42 |68 |41 992D | 0F | BO |54 BB 16

CuuDuongThanCong.com
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invSubBytes
table

0 1 2 3 4 5 O 7 8 9 | A B | C | D|E F
0152109 | 6A|D5|30]|36|A5|38|BF|40|A3|9E| 81| F3 | D7 | FB
I|7Cc|E3|39|82|9B|2F|FF |87 |34 |8E| 43|44 | C4|DE| E9|CB
2154 17B|94 |32 |A6|C2 |23 |3D|EE|4C| 95| 0B| 42| FA|C3 | 4E
J|08|2E| AL |66 | 28| D9 |24 | B2 76| 5B A2 49/ 6D | 8B | D1 | 25
4172 | F8 | Fo | 64| 86|68 98|16 | D4 | Ad | 5C|CC|b5D] 65| B6 |92
5| 6C 7Q_ 48 | 50 | FD| ED | B9 | DA | S5E | 15| 46 | 57 | A7 ]| 8D | 9D | 84
6|90 (D8 |AB|0048C|BC|D3|0A[F7|E4|58]|05]|B8|B3|45]06
7|DO|2C|1E|8E|CA|[3F|[OF |02 |CL|AF|BD| 03| 01] 13| 8A| 6B
8| 3A |91 |11 |41 [4F |67 |DC|EA |97 |F2|CF|CE|FO|B4|ECy 73
9196 |AC |74 |22 | E7 | AD| 35| 85 E2/ F9 BL E8 | 1C | 75 | DF | 6E
Al47 | Pl | 1A 711D |29 |1 Cc5 |89 |6F | B7|62|0E|AA]| 18| BE | 1B,
B|FC |56 |3E|4B|C6fD2|79 20| 9A|DB|CO|FE]|78]|CD|5A]F4
C|1r | DD| A8 [33 88|07 |C7 |31 |B1L|12]10([59]27]80]|EC]|S5F
D60 |51 |76 A9 |19 |B5[4A | 0D | 2D | ES | 7A|[9F | 93| C9 | 9C | EF
E|A0O|EO|3B|4D|AE| 2A | F5 | BO | C8 EE BB| 3C |83 ]|53]99]| 61
F|l17]|2B[04|7E|BA|77|D6 |26 |EL|69|14]63[55]21]0C|7D

CuuDuongThanCong.com
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4.2. Cau tric hé mat AES

This figure shows how a state 1s transformed using the SubBytes
transformation. The figure also shows that the InvSubBytes
transformation creates the original one. Note that if the two bytes
have the same values, their transformation 1s also the same.

00
04

12
14

State

12 0C
04 00

12 13
00 11

>{ SubByte I

1)
08 (63 C9 FE
23 F2 F2 63
19 C9 C9 7D
19 FA 63 82

InvSubByte I<

CuuDuongThanCong.com
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4.2. Cau tric hé mat AES

Transformation Using the GF(2%) Field
AES also defines the transformation algebraically using the

GF(2%) field with the irreducible polynomials
(x3+x*+x3+x+1).

subbyte: — d=X (sm)_1 Dy
invsubbyte: — [X_l(d @® y)]_l = [X_l(X (sm)_l Py @ y)]_l = [(sm)_l]_l =S¢

The SubBytes and InvSubBytes transformations are
inverses of each other.

22
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b

i

SubBytes and InvSubBytes processes

Constant matrix
X

CuuDuongThanCong.com

State

Repeat subbyte

16 times

4.2. Cau tric hé mat AES

State

Inverse

MatrixToByte

1
I | I
I | I
1 | I
I | I
I | I
I | I
I | I
I | I
I | I
1 I
001111 o |, P[] [0O1T 00101 el
000111 by |, L1y 10010010 ¢ |
10001 1 by [ | by 01001001 o |1
11000 1|,([bsf! (b3 |10100100[, c|!
111000 by ! i | by 01010010 N
111100 |bs|, 1| bs 00101001 cs |y
111110 |bg|, '] b 10010100 ool
011110 [b] L by 01001010 ¢ |
X b | L b x! c |
| : A
| i ! |
1 | | o dy 1 1
1 | 1 Cy dl 1 I
0 : | 3 0 :
0 | : l_|d|_|[o |
0 | | Sy dy 0 |
1 | | Cs ds 1 |
1 1 ] [ dg 1 1
0 : I ¢ d; 0 :
y ! : c d y 1
1 | I
I | I
I | I
: . :
I
invsubbyte
Repeat 1nysubbyte L see
16 times
SubBytes InvSubBytes

State

State

23
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4.2. Cau tric hé mat AES

SubBytes (S)
{
for (r=0to 3)
for (c=0to 3)
S, ¢ =subbyte (S, )

subbyte (byte)
{
a < byte
ByteToMatrix (a, b)
for(i=0to7)
{

. // Multiplicative inverse in GF{( 2%) with inverse of 00 to be 00

C— b Db umeas ® BPiisimeds @ Pirsymod s © Bisrymoa s
d. < ¢, ® ByteToMatrix (0x63)
}
MatrixToByte (d, d)
byte ¢<—d
}

24
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4.2. Cau tric hé mat AES

Another transformation found in a round is shifting, which permutes
the bytes.

ShiftRows
In the encryption, the transformation is called ShiftRows.

ShiftRows transformation = Permutation
ShiftRow

g il ol

Shift left ‘IV

Row 0: no shift

Row 1: 1-byte shift
Row 2: 2-byte shift
Row 3: 3-byte shift

State State

25
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4.2. Cau tric hé mat AES

InvShiftRows
In the decryption, the transformation is called InvShiftRows and the
shifting is to the right.

ShiftRows (S)
{
for(r=1to3)
shiftrow (s, r) /18, 1s the rth row

}
shiftrow (row, ) // n is the number of bytes to be shifted
{

CopyRow (row, t) //tis a temporary row

for (c =0to 3)
} FOW(. _ ) mod4 < te

26
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4.2. Cau tric hé mat AES

This figure shows how a state 1s transformed using ShiftRows
transformation. The figure also shows that InvShiftRows
transformation creates the original state.

ShiftRows transformation example

>| ShiftRow I
State State

InvShiftRow I<

27
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Mixing

4.2. Cau tric hé mat AES

We need an interbyte transformation that changes the bits inside
a byte, based on the bits inside the neighboring bytes. We need to
mix bytes to provide diffusion at the bit level.

Mixing bytes using matrix multiplication

ax + by + cz
ex + fy + gz
ix + jy + kz
mx + ny + oz

+ dt
+ ht
+ It
+ pt

CuuDuongThanCong.com

>

>

New matrix

a b c d X
e f g y
X
i Jj k [ z
m n 0 p t
Constant matrix 0Old matrix

28
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®

e

+

L
+ o+ o+ o+

cz + dt

gz + ht
kz + It

oz + pt

> a

e

B I

> m
New matrix

Constant matrix

c d_ _x_

g Yy
X

k [ zZ

0 p t

Old matnx

Constant matrices used by MixColumns and InvMixColumns

02
01
01
03

CuuDuongThanCong.com

03
02
01
01

01
03
02
01

01

03
02

01
<

Inverse

09
>

OE

0D
0B

0B 0D 09
OE 0B OD
09 OE OB
0D 09 OE

C—l

29
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4.2. Cau tric hé mat AES

MixColumns

The MixColumns transformation operates at the column
level, it transforms each column of the state to a new
column.

MixColumns transformation

MixColumns

State State

30
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4.2. Cau tric hé mat AES

InvMixColumns
The InvMixColumns transformation is basically the
same as the MixColumns transformation.

The MixColumns and InvMixColumns transformations
are inverses of each other.

31
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4.2. Cau tric hé mat AES

MixColumns (S)
{
for (c =0to 3)
mixcolumn (s,.)

}

mixcolumn (col)

{

CopyColumn (col, t) //tis a temporary column
coly < (0x02)ety @ (0xO3et) @ t, Dty
coly «—ty @ (0x02)et; @ (Ox03)et, @ty
col, <~ t, @ t; @ (0x02)et, @ (0x03) ety

COl3 — (0x03 @ to) @ tl @ tz @ (0x02) @ t3

CuuDuongThanCong.com
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4.2. Cau tric hé mat AES

Figure below shows how a state i1s transformed using the MixColumns
transformation. The figure also shows that the InvMixColumns transformation
creates the original one.

The MixColumns transformation example

63 C9 FE
2 63 26
7D D4 C9

D4 (FA) 63

State

30
L2
C9
82

MixColumn

CuuDuongThanCong.com

InvMixColumn

62
ClK
0C
99

v

02 27 26]
92 91 0D
0C F4 D6

18 (30 74

33
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4.2. Cau tric hé mat AES

Key Adding

AddRoundKey

* AddRoundKey proceeds one column at a time.

* AddRoundKey adds a round key word with each state
column matrix

* The operation in AddRoundKey is matrix addition.

The AddRoundKey transformation is the inverse of
itself.

34
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4.2. Cau tric hé mat AES

AddRoundKey transformation

Y

AddRoundKey E = E + E

Key word

State State

AddRoundKey (S)
{
for (c =0 to 3)
Se =S¢ D Wiund + 4c

35
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4.3. Mo rong bo khoa heé mat AES

KEY EXPANSION
» To create round keys for each round, AES uses a key-

expansion process.

» If the number of rounds is N, , the key-expansion routine
creates N. + 1 128-bit round keys from one single 128-bit
cipher key.

* Key Expansion in AES-128
* Key Expansion in AES-192 and AES-256

* Key-Expansion Analysis

The key-expansion mechanism in AES has been designed to
provide several features that thwart the cryptanalyst.

36
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4.3. Mo rong bo khoa hé mat AES

1o create round keys for each round, AES uses a key-expansion
process. If the number of rounds is N, , the key-expansion
routine creates N, + 1 128-bit round keys from one single 128-

bit cipher key.
Round Words
Pre-round Wy W W» W3
1 W,  Ws W W7
- Wy Wy Wio W
N, WaN, WaN, 41 WaN, 42 W4N, 43

CuuDuongThanCong.com
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Key Expansion in AES-128

Cipher key | ko | ky | ky | k3 | Ky | ks | kg | K7 | kg | Ko | Kyo | Ky [ Kya | Kyz | Ky [ Kys
| I

Il
y A\ 4 A

Wo Wy Wy W3

X Xk X X
»D—— Wy P> Vs ——>D—> W6 —>D—> W

X X X X
»P—> W8 P Yo P W10 —>P—> "
L ] [ ] [ ] L ]
L ] [ ] [ ] L ]
L] L ] L ] L ]
I ] ] ]

A 4 A 4 JV Y
t40 > P—> Wao > Wa »PH—> Va2 »H— Wa3

RCon[1/4]

st |

Making of t; (temporary) words i = 4 N,

W._1—> RotWord

Y

38
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4.3. Mo rong bo khoa hé mat AES

Key Expansion in AES-128

The process is as follows:

|. The first four words (wp, wq, W3, W) are made from the cipher key. The cipher key
is thought of as an array of 16 bytes (kg to ky5). The first four bytes (kg to ky)
become wg; the next four bytes (kg to kq) become wy; and so on, In other words,
the concatenation of the words in this group replicates the cipher key.

2. The rest of the words (w; for i = 4 10 43) are made as follows:
a. f{imodd)20,w;=w, D w,_,4. |
word is made from the one at the left and the one at the top.

this means cach

b. If (imod 4)=0, w;=t @ w4, Here t, a temporary word, is the result of apply-
g two routines, SubWord and RotWord, on w;_; and XORing the result wiath
a round constants, RCon. In other words, we have.

t = SubWord (RotWord (w,_;)) ® RCon;j .

39
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4.3. Mo rong bo khoa hé mat AES

Key Expansion in AES-128

RCon[1/4]

Wi RotWaord SubWord

Making of 1, (temposary) words 1 =4 N,

RotWord

The RotWord (rotate word) routine is similar to the ShiftRows transformation, but it is
applied to only one row. The routine takes a word as an array of four bytes and shifts
each byte to the left with wrapping. |

SubiWord

The SubWord (substitute word) routine is similar to the SubBytes transformation, but

it is applied only to four bytes. The routine takes each byte in the word and substitutes
another byte for it
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4.3. Mo rong bo khoa heé mat AES

Key Expansion in AES-128

Each round constant, RCon, is a 4-byte value in which the rightmost three bytes are
always zero,

Constant Constant
Round (RCon) Round (RCon)
| (01 00 00 00)4 6 (20 00 00 00) ¢
2 (02 00 00 00)4 7 (40 00 00 00)4
3 (04 00 00 00), 8 (80 00 00 00) ¢
4 (08 00 00 00), 9 (1B 00 00 00) ¢
5 (10 00 00 00)4 10 (36 00 00 00)¢4
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4.3. Mo rong bo khoa heé mat AES

Key Expansion in AES-128

The key-expansion routine can either use the above table when
calculating the words or use the GF(2%) field to calculate the
leftmost byte dynamically, as shown below (prime is the
irreducible polynomial):

RC;, —x7!' =Y mod prime =1 — 00000001  — 0144
RC, —x> ! =x'" mod prime =x — 00000010  — 024
RC; —x!  =x> mod prime =x? — 00000100  — 044
RC, —a*! =¥ mod prime =x° — 00001000  — 084
RCs —x ! =x* mod prime =x* — 00010000  — 1044
RC, —x' =¥ mod prime =x — 00100000  — 204
RC;  —x™' =x® mod prime =x° — 01000000  — 40,4
RCy —x%1  =x" mod prime =x’ — 10000000  — 80,4
RCy —a?'  =x*  mod prime =x*+x+x+1  —00011011  — 1B
RC,y, —x'"" =2 mod prime =xX"+x*+x"+x 500110110  — 364
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4.3. Mo rong bo khoa hé mat AES

Key Expansion in AES-128

KeyExpansion ([key to keyys], [wg to wy3])
{
for (i =0to 3)
Wi <= Keyy; + Keyyjy ) +Keyy o + Keyyiia

for (i = 4 to 43)
{
if(imod4#0) w,<—w,_;+W,_4
else
{
t <= SubWord (RotWord (w;_;)) @ RCon,4 //tis atemporary word
W t+w, 4
}
}
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4.3. Mo rong bo khoa hé mat AES

Key Expansion in AES-128

Each round key in AES depends on the previous round key. The
dependency, however, i1s nonlinear because of SubWord
transformation. The addition of the round constants also
guarantees that each round key will be different from the previous
one.
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4.3. Mo rong bo khoa heé mat AES

This table shows how the keys for each round are calculated
assuming that the 128-bit cipher key agreed upon by Alice and
Bobi1s (24 75 A2 B3 34 7556 8831 E2 1200 13 AA 54 87).

Values of First word Second word Third word Fourth word
Round t's in the round in the round in the round in the round
— Woo=2475A2B3 [ wy;=34755688 | wypr=31E21200 | wyz=13AA5487
! AD20177D | wpy=8955B5CE | wys=BD20E346 | wyg=8CC2F146 | wy;= 9F68A5C1
2 470678DB | wyg=CE53CD15 | wgo="73732E53 | w;q=FFB1DF15 | w,; = 60D97AD4
3 31DA48D0 | w,=FF8985C5 | w;y=8CFAABY6 | wyy=734B7483 | w;5=2475A2B3
4 4A7ABSB7D | wig=B822deb8 | wy7=34D8752E | w;g=479301AD | wjg=54010FFA
5 6C762D20 | wyy=D454F398 | wy; = E08C86B6 | wyy =AT71F871B | wy3=F31E88EL
6 52C4F80D [ wyy=86900B95 | wys=661C8D23 | wag=C1030A38 | wyy=321D82D9
7 E4133523 | wig=62833EE6 | wyg= 049FB395 | wyy=C59CRB9AD | wy; = F7813B74
8 8CE29268 | w3 =EE61ACDE | wyy=FEAFELF4B | wyy=2F62A6E6 | wys=D8E39D92
9 OASE4F61 | wig=E43FE3BF | wy7=0ECIFCF4 | wyg=21A35A12 | wyg=F940C780
10 3FC6CD99 | wyy=DBF92E26 | wy;=D538D2D2 | wyy =F49B88CO | wyy= 0DDB4F40
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4.3. Mo rong bo khoa heé mat AES

The concept of weak keys, as we discussed for DES in Chapter 3, does not
apply to AES. Assume that all bits in the cipher key are 0s. The following

shows the words for some rounds:

Pre-round:
Round O1:
Round 02:
Round 03:

Round 10:

00000000
62636363
9B9898C9
90973450

B4EF5BCB

00000000
62636363
FO9FBFBAA
696CCFFA

3E92E211

00000000
62636363
9B9898C9
F2F45733

23E951CF

00000000
62636363
FOFBFBAA
OBOFAC99

6F8F188E

The words 1n the pre-round and the first round are all the same. In the second
round, the first word matches with the third; the second word matches with the
fourth. However, after the second round the pattern disappears; every word is

different.
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4.3. Mo rong bo khoa hé mat AES

Key-expansion algorithms in the AES-192 and AES-256
versions are very similar to the key expansion algorithm in
AES-128, with the following differences.

| In AES-192. the words are generated in groups of six instead of four.
a. The cipher key creates the first six words (Wg 10 Ws).
b, If i mod 6 # 0, w; & w;_| + W;_g: otherwise, w; & L+ Wi_g.

y  In AES-256. the words are generated in groups of eight instead of four.
4. The cipher key creates the first eight words (wg 10 Wy).

b. If i mod 8 # 0, w; & W;_; + W_g; otherwise, w; <~ L + W; g.

¢. If i mod 4 = 0, but i mod 8 # 0, then w; = SubWord (w;_,) + W;_g.
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4.4. Cach trién khai hé mat AES

AES wuses four types of transformations for
encryption and decryption.

In the standard, the encryption algorithm is referred

to as the cipher and the decryption algorithm as the
inverse cipher.

- Original Design
- Alternative Design
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4.4. Cach trién khai hé mat AES

Original Design

Ciphers and

inverse ciphers of

the original
design

Key Expansion

Cipher key

|

Plaintext

|

W,—

3>

—

AddRoundKey ‘

SubBytes ‘

ShiftRows ‘

Round 1

MixColumns

N

Wss_wss >

i

AddRoundKey ‘

T ShiftRows

SubBytes ‘
|

MixColumns

(=}
=
<
E)
=]
e~

N

i

AddRoundKey ‘

SubBytes ‘ o

ShiftRows ‘ —g

W4 0_W43 »

L‘
"l

o
AddRoundKey ‘ e

Inverses
€---->
€---->
€---->»
«---->
€---->
€---->
“---->
€«---->
€---->
€---->
Ciphertext

Plaintext
A

Round 10

Cipher key

|

| AddRoundKey '«

\
|
‘ InvSubBytes ‘
‘ InvShiftRows ‘

InvMixColumns

AddRoundKey

«W,-W,

« W, W,

|
‘ InvSubBytes ‘
‘ InvShiftRows ‘

InvMixColumns

‘ AddRoundKey }:
‘ InvSubBytes ‘
‘ InvShiftRows ‘

< W36—W39

‘ AddRoundKey %7

W, -Wy3

Key Expansion

A
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In the original design, the order of transformations in each round is not the same in the
cipher and reverse cipher.

. ShifiRows _!E = | AddRoundKey +—1—
=] =
o Z sy

t'irst, the order of SubBytes and ShiftRows is changed in the reverse cipher.

Second, the order of MixColumns and AddRoundKey is changed in the reverse
cipher.
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4.4. Cach trién khai hé mat AES

Alternative Design

* In this version, the transformation in the reverse cipher are
rearranged to make the order of transformations the same in the
cipher and reverse cipher.

* In this design, invertibility 1s provided for a pair of
transformations, not for each single transformation

___________________________ |
1 ! 1
SubBytes | i | InvShiftRows ||
| Inverse -
: < 1
ShiftRows : i | InvSubBytes
I
_________ l — ________f________J
E MixColumns : E InvAddRoundKey ; Round key
' L Inverse i !
Round key : AddRoundKey E E InvMixColumns E
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4.4. Cach trién khai hé mat AES

Alternative Design

Cipher and reverse
cipher in alternate
design

Key Expansion

Cipher key Plaintext
W,-W; )——ﬁ AddRoundKey ‘

Round 1

’ SubBytes ‘

‘ ShiftRows ‘

MixColumns

Round 9

>§ AddRoundKey ‘

’ SubBytes ‘

’ ShiftRows ‘

MixColumns

Wie—Wio >

W40_W43 >

Round 10

>l AddRoundKey ‘

SubBytes ‘

|
‘ ShiftRows ‘
} AddRoundKey ‘

Inverses
“---->
€----»
€---->
“---->
“---->
€---->
Ciphertext

Round 10

Round 1

Plaintext
A

Cipher key

!

‘ AddRoundKey I<
‘ InvShiftRows |
‘ InvSubBytes |

<« W,-W;

‘ InvAddRoundKey I:

InvMixColumns

‘ InvShiftRows |
‘ InvSubBytes |

‘ InvAddRoundKey I:

« W, W,

InvMixColumns

‘ InvShiftRows |
‘ InvSubBytes |

‘ AddRoundKey |<—
A

< W3Wy

W, -Wy3
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4.4. Cach trién khai hé mat AES

Alternative Design

Changing Key-Expansion Algorithm

Instead of using InvRoundKey transformation in the reverse
cipher, the key-expansion algorithm can be changed to create a
different set of round keys for the inverse cipher.

Note that:

- The round key for the pre-round operation and the last round
should not be changed.

- The round keys for round 1 to 9 need to be multiplied by the
constant matrix
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4.4. Cach trién khai hé mat AES

Alternative Design

The following shows the ciphertext block created from a plaintext
block using a randomly selected cipher key.

Plaintext: 00 04 12 14 12 04 12 00 OC 00 13 11 08 23 19 19
Cipher Key: 24 75 A2 B3 34 75 56 88 31 E2 12 00 13 AA 54 87
Ciphertext: BC 02 8B D3 E0 E3 Bl 95 55 0D 6D B)E6 F1 82 41
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4.4. Cach trién khai hé mat AES

Round Input State Output State Round Key
Pre-round 00 12 0C 08 24 26 3D 1B 24 34 31 13
04 04 00 23 71 71 E2 89 75 75 E2 AA
12 12 13 19 BO 44 01 4D A2 56 12 54
14 00 11 19 A7 88 11 9E B3 88 00 87
1 24 26 3D 1B 6C 44 13 BD 89 BD 8C 9F
71 71 E2 89 B1 9E 46 35 55 20 C2 68
BO 44 01 4D C5 B5 F3 02 B5 E3 F1 AS
A7 88 11 9E 5D 87 FC 8C CE 46 46 Cl1
2 6C 44 13 BD 1A 90 15 B2 CE 73 FF 60
Bl 9E 46 35 66 09 1D FC 53 73 B1 D9
C5 B> F3 02 20 55 H5A B2 CD 2E DF 7A
5D 87 FC 8C 2B CB 8C 3C 15 53 15 D4

CuuDuongThanCong.com
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DAIHOC

4.4. Cach trién khai hé mat AES

3 1A 90 15 B2 F6 7D A2 BO FF 8C 73 13
66 09 1D FC 1B 61 B4 BS 89 FA 4B 92
20 55 HA B2 67 09 C9 45 85 AB 74 OE
2B CB 8C 3C 4A 5C 51 09 C5 96 83 57
4 F6 7D A2 BO CA E5 48 BB B8 34 47 54
1B 61 B4 BS D8 42 AF 71 22 D8 93 01
67 09 C9 45 D1 BA 98 2D DE 75 01 OF
4A 5C 51 09 4E 60 9E DF B8 2E AD FA
5 CA E5 48 BB 90 35 13 60 D4 EO A7 F3
D8 42 AF 71 2C FB 82 3A 54 8C 1F 1E
D1 BA 98 2D 9E FC 61 ED F3 86 87 88
4E 60 9E DF 49 39 CB 47 98 B6 1B EI1
6 90 35 13 60 18 0A B9 B5 86 66 Cl 32
2C FB 82 3A 64 68 6A FB 90 1Cc 03 1D
9E FC 61 ED 5A EF D7 79 0B 8D 0OA 82
49 39 CB 47 8E B2 10 4D 95 23 38 D9
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4.4. Cach trién khai hé mat AES

7 18 0A B9 Bb5 01 63 F1 96 62 04 C5 F7
64 68 6A FB 55 24 3A 62 83 9F 9C 81
5A EF D7 79 F4 8A DE 4D 3E B3 B9 3B
8E B2 10 4D CC BA 88 03 B6 95 AD 74

8 01 63 F1 96 2A 34 D8 46 EE EA 2F D8
55 24 3A 62 2D 6B A2 D6 61 FE 62 E3
F4 8A DE 4D 51 64 CF 5A AC 1F A6 9D
CC BA 88 03 87 A8 F8 28 DE 4B E6 92

9 2A 34 D8 46 0A D9 F1 3C E4 OE 21 F9
2D 6B A2 D6 95 63 9F 35 3F C1 A3 40
51 64 CF 5A 2A 80 29 00 E3 FC 5A C7
87 A8 F8 28 16 76 09 77 BF F4 12 80

10 0A D9 F1 3C BC EO 55 E6 DB D5 F4 0D
95 63 9F 35 02 E3 0D F1 F9 38 9B DB
2A 80 29 00 8B B1 6D 82 2E D2 88 4F
le 76 09 77 D3 95 F8 41 26 D2 CO 40
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4.4. Cach trién khai hé mat AES

This figure shows the state entries in one round, round 7.

States in a single round

18 0A B9 BS 7C FB Al 90 C4 DE F7 9E 01 63 F1 96
64 68 6A IB| |36 80 AA FC| [4C 95 CO 35 55 24 3A 62
SA EF D7 79 "|ID E3 BF 7E| |FD 7B 69 C7 F4 8A DE 4D
8E B2 10 D4 7B 4B F4 C4 59 E3 1E BA CC BA 88 03
Input State After SubBytes After ShiftRows After MixColumns Output State

(After RoundKey)

One may be curious to see the result of encryption when the
plaintext 1s made of all Os.

Plaintext: 00 00 00 00 00 00 00 00O 00 0O 00 00 00 00 00 0O
Cipher Key: 24 75 A2 B3 34 75 56 88 31 E2 12 00 13 AA 54 87
Ciphertext: 63 2C D4 5E 5D 56 ED B5 62 04 01 A0 AA 9C 2D 8D
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4.4. Cach trién khai hé mat AES

The avalanche effect

Plaintext 1: 00 00 00 00 00 00 00 00 00 00 OO 00 00 00 00 00
Plaintext2: 00 00 00 00 00 00 00 00O 00 00 00 OO 00O 00 00 01
Ciphertext 1: 63 2C D4 5E 5D 56 ED B5 62 04 01 A0 AA 9C 2D 8D
Ciphertext2: 26 F3 9B BC Al 9C OF B7 C7 2E 7E 30 63 92 73 13

59

CuuDuongThanCong.com https://fb.comy/tailieudientucntt


http://cuuduongthancong.com?src=pdf
https://fb.com/tailieudientucntt

4.4. Cach trién khai hé mat AES

The following shows the effect of using a cipher key in which all
bits are 0s.

Plaintext: 00 04 12 14 12 04 12 00 Oc 00 13 11 08 23 19 19
Cipher Key: 00 00 00 00 00 00 00 00 00O 00 OO0 00 00 00 00 00
Ciphertext: 5A 6F 4B 67 57 B7 A5 D2 C4 30 91 ED 64 9A 42 72
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4.5. Tham ma hé mat AES

AES was designed after DES. Most of the known attacks on DES
were already tested on AES.

Brute-Force Attack
AES is definitely more secure than DES due to the larger-size key.

Statistical Attacks

Numerous tests have failed to do statistical analysis of the
ciphertext.

Differential and Linear Attacks
There are no differential and linear attacks on AES as yet.
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4.5. Tham ma hé mat AES

Statistical Attacks
Numerous tests have failed to do statistical analysis of

the ciphertext.

Differential and Linear Attacks
There are no differential and linear attacks on AES as

yet.
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