Chuong 6
PHAT TRIEN CAC DiCH VU SERVLET VA JSP

Chuong VI gié thiéu m6 hinh dich vu Web tir phia may chi:
v Gidi thiéu vé Servlet
Chu trinh song clia Servlet
Sir dung Servlet dé truy tim thong tin
Sir dung Servlet dé gui tin
Sir dung Servlet dé truy cip vao CSDL
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JSP (Java Server Page).

6.1. GIOI THIEU VE SERVLET

Hién nay, trong lap trinh ¢6 mét xu huéng rat quan trong dang duoc tip trung phat
trién img dung, d6 la xay dung cac chuong trinh dich vu Java & phia may cha (Server) ([2],
[4]).

Servlet la thanh phan chinh duoc sit dung d& phat trién cac chuong trinh dich vu
Java 0 phia may chii. Cic Servlet 13 cic chuong trinh Java thuc hién & cac img dung
Server (tén goi “Servlet” ciing gan gidng nhu “Applet” & phia may Client) dé tra
161 cho cac yéu cau cia Client. Cac Servlet khong bi rang budc chat voi mét giao thirc
Client-Server cu thé ndo ca, nhung giao thic thuong duge sir dung la HTTP, do vdy,
khi néi téi Servlet nghia la ndi téi HTTP Servlet. Servlet la su phat trién md rong
cia CGI dé dam bao Server thyc hién duge cac chirc ning cia minh. Ta cé thé sir dung
Servlet cia Java dé tuy chinh lai mét dich vu bat ky, nhu Web Server, Mail
Server,v.v.

Web Server hién thi cac tu lidu duopc viét trong HTML va hoi ddp cho yéu cau clia
nguot sir dung qua HTTP. Céc tu liéu HTML chira ciac van ban dugc danh dau (dinh dang) dé
cac trinh duyét nhu IE, Netscape doc duge.

M0t trinh duyét chip nhén diu vao ¢ dang HTML, khi ngudi sir dung nhan mot nit dé
yéu cau mot sb thdng tin nao d6, mdt Servlet don gian duoc goi dé xit Iy cac yéu ciu do.
Cac cong viéc chinh ctia Servlet dugc mé ta khai quat trong hinh 6.1, bao gdm:
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Doc cac dir liéu tuong minh duge Client giri dén tir cac yéu cau (dir lidu theo cac
khuon dang — form data).

Poc cac dir lidu khong tuong minh dugc Client giri dén tir cac yéu cau (dir lidu
trong phan dau cua yéu cdu — request headers).

Xir ly va luu trir cac dir lidu duoc cung cap dudi dang HTML.

Gri tra 1oi dir liéu tuong minh cho Client (dang HIML), cung cdp cac ndi dung
dong, vi du tra 1oi yéu cdu Client vé cac cdu truy van vao cac CSDL.

Quan ly cac thong tin trang thai va tra lo1 dir liéu khong tuong minh cho Client
(cac ma trang thai va cac phan dau cia tra loi).

Chuong trinh {mg dung

\RML

XML

Chuong trinh Java

Servlet

L~

Web Server

Chuong trinh B2B

Hinh 6.1. Vai tro cia Servlet

Viét mdt Servlet la tuong ddi dé Ta chi can c6 Tomcat, no la td hop cua
Java Server Pages™ 1.1 va Servlets 2.2. Tomcat c¢6 thé nap mién phi tur
http://java.sun.com/products/jsp/tomcat/, phén cai dit s& duoc mo ta & phan sau.

Céc Servlet ciing dugc sir dung thay cho kich ban giao dién cong chung CGI Script.
Khi tao ra mét trang Web, ta cling sé tao ra mot ung dung Web.

Trudc khi sir dung Servlet dé tao ra cac img dung Web, ching ta di tim hiéu xem co
nhimg kha ning lya chon nao khac dé phat trién nhimg (mg dung Web.

> CGI: Theo cach thong thuong, khi cin bd sung cac chirc ning méi cho mot Web

Server ngudi ta hay sir dung Common Gateway Interface (CGT), mét giao

dién doc 1ap vai ngdn ngir cho phép mét Server khéi dong mét tién trinh ngoai dé

nhén thdng tin dugc yéu cau thdng qua cac bién moi truong. Mdi yéu cau duoc tra
161 bdi mét tién trinh riéng thong qua mot dai dién riéng cia mot chuong trinh CGI
hodic béi mot kich ban CGI (thuong duoc viét bing ngén ngit théng dich nhu
Perl). ’

» Fast CGI: Open Marked di phat trién mot chuan khac thay cho CGI duoc goi la
Fast CGI. Fast CGI hanh dong giong nhu CGI. N6 khac & chd, Fast CGI tao ra
mét tién trinh bén vimg cho timg chuong trinh.
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» Mot s6 chuong trinh tmg dung khac nhu ASP va Java Script ciing hd tro dé tao
ra cac ung dung Web, ASP dugc Microsoft phat tnén dé tao ra cac ndi dung cho
cac trang Web dong, Trong ASP, trang HIML c6 thé nhing nhimg phin nhé duoc
viét bing VBScript hodc JScript. Netscape dua ra ky thuit dwoc goi 1a
JavaScript, cho phép dua cac phin ma lénh nho nhang vao trang HMTL, nham tao
ra nhimg nd1 dung Web déng mot cach linh hoat hon. Ngoai ra, Net scape con cung
cap NSAPI, Microsoft dua ra ISAPT cho cac Web Server cua ho.

Servlet ¢ mét sé wu diém so védi CGI: -

» Mot Servlet khong lam viéc trong mét tién trinh néng. Diéu nay loai bd duoc viée
phai tao ra qua nhiéu tién trinh mé&i cho mdi yéu cau.

» MOt Servlet sé& thuong truc trong bd nhd giira cac yéu ciu, trong khi cac chuong
trinh CGI can phai tai xudng va dugc khdi dong cho timg yéu cin CGI.

= Chi cin mdt Servlet tra 1oi dong thdi cho tat ca cic yéu cau. Didu nay cho phép
tiét kiém dugc bd nhé va dam bio no dé ding quan Iy duoc dir liéu mot cach théng
nhit.

= Mot Servlet co thé thuc hién bdi mot Servlet Engine trong pham wi kiém soat
Sandbox dé dam bao an toan trong viéc sir dung cac Servlet.

Cac 16p Servlet clha Java c6 thé dugce nap tr dong dé md réng cac chirc ning cia
Server. Cac Servlet clia Java thyc hién bén trong JUM Ching duoc ddm bédo an toan va
chuyén dbi tuong thich gilra cac hé didu hanh va giita cac Server véi nhau. Didu nay khac
Vi cac Applet, Servlet chi thao tic dugc trong mién chia mét Server.

Serviet API duoc phat trién dua trén nhimg diém manh cia Java platform nhim
g1at quyét van dé tn tai cia CGT vi Server APT. N6 la mdt APT don gian, hd tro tat ca cac
Web server va tham chi cho phép cic img dung may chi ding dé kiém tra va quan ly cic
cbng viéc trén Server N6 giai quyét van dé thuc thi bang viée thuc hién tit ca cac yéu cau
nhu cac ludng Thread trong qua trinh xir Iy, hodc viéc can bing tai trén mét Server trong
cAc cum may tinh Cluster. Cac Sexrviet dé dang chia sé tai nguyén véi nhau.

Trong dinh nghia Servlet, van dé bao mit duoc céi tién theo nhidu cach. Trudc hét,
ban hiém khi thyc thi dugc cac cau 1énh trén Shell véi dit lidu cung cz‘iplbc‘xi ngudl dung ma
Java API d4 cung cap véi nhimg kha ning truy cip dén tat ca cac ham théng dung. Ban co
thé sir dung Java Mail dé doc va giri mail, két ndi vio cac CSDL (thdng qua JDBC), tép lép
( class) va nhimg 16p lién quan dé truy cip hé thong tép, CSDL, RMI, CORBA, Fnterprise
JavaBean (EJB), ... Vin dé bao mat thong tin s€ dugc dé cap chi tiét & chuong 7.

6.2. UU DIEM CUA SERVLET

Servlet duoc st dung dé thay thé cho nhimg cdng nghé Web dong. Viéc st dung
Servlet mang lat nhimg loi thé:
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= Dé di chuyén. Servlet dugc viet bing Java nén né ¢6 tinh di dong cao, thyuc hién
dugc trén nhidu hé diéu hanh, trén cac Web Server khac nhau. Khai niém “Viét mot
lan, chay & moi noi” cling rat ding vd&i Servlet.

= Manh mé Servlet hd tro rat hiéu qua cho viéc sir dung cac giao dién 16i APT nhu
1ap trinh mang, xir ly da ludng, xir Iy anh, nén dir liéu, két ndi cac CSDL, bao mat, xur
Iy phan tan va triéu goi tir xa RMI, CORRA, v.v. N6 ciing thich hop dé trao ddi tin,
truyén thong giira Client vi Server mét cach binh thuong,

» Hiéu qud. Servlet cb tinh hiéu qua cao. Mot khi duoc tai vé, né s& duoc luu lai
trong bd nhd ctia may chi. Servlet duy tri cac trang thai cha nd, do vay nhiing tai
nguyén ngoai nhur viéc két ndi véi CSDL ciing s& duoc luu gidt lai.

»  An 1oan. Bdi vi Servlet duoc viét béng Java nén né ké thira duoc tinh an toan ciia
Java. Co ché tir dong don rac v viéc khong sir dung con tré s hoc cia Java giup
cho Servlet thoat khoi nhiéu cong vide quan ly bd nhé phic tap. Dong thoi nd xi
Iy cac 151 rat an toan theo co ché x{r ly ngoai 16 clia Java.

* Tinh tich hop. Cac Servlet dugc tich hop vdi cac Server. Ching cong tac voi cac
Server tot hon cac chuong trinh CGI,

= Tinh linh hoat. Cac Servlet hoan toan mém déo. Mot HTTP Servlet dugc si
dung dé tao ra mét trang Web, sau do ta co thé sir dung thé <Servlet> dé dua nd
vao trang Web tinh, hodc str dung vai cac Serviet khac d& loc ra cac néi dung cin
thiét.

6.3. MOI TRUONG THYC HIEN SERVLET

Cac Servlet thuong la sy md rong (ké thira) cac 16p chudn cia Java trong gbi
javax.servlet (chia cic khuén man co ban cla Servlet) va javax.servlet.http
(mé rdng cac khuén mau co ban ciia Servlet va cac yéu cau theo HTTP).

Servlet la mdt 1dp Java va vi thé can dugc thuc thi trén mét may a0 Java (JVM)
bing mét dich vu duge gor la md to Servliet (Servlet Engine). Servlet Engine tai
l6p Servlet lan diu tién né dugc yéu cau, hodc ngay khi Servliet Engine duoc bit diu.
Servlet ngimg tai d& xr Iy nhiéu yéu ciu khi Servliet Engine bi dimg lai.

Nhu viy, dé dich va thuc hién cac Servlet, vide ¢ cac Serviet la chua di, ma cén
phai c6 mdt md to Servlet dé kiém tra va trién khai ching. Hién nay c6 mdt s6 md to
tuong thich v6i nhidu loai Web Server khac nhau, nhung nguyén ly hanh dong twong dbi
giong nhau. Nguai ta chia chung thanh ba loai.

= MO to Servlet don

= M0 to Servlet gop

* Mo to Servlet nhung.
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6.3.1. Mo to Serviet don

Diy la loai Server dugc xiy dung dé hé tro cho cac Servlet. Un didm cua né 13 moi
thir 1am viéc véi cac hdp két qua dau ra rat phong phu. Tuy nhién, nd c6 nhugc diém 14 ta
phdi chd nhitng phién ban méi clia Web Server dé nhan duge nhitmg hd trg méi nhit cho
Servlet. Hién nay co cac loai mo to don sau:

» Java Server Web Development (JSWDK) ctia Sun Microsystem: dugc viét hoan
toan bing Java: http://java.sun.com.products/serviet/. Né duge su
dung nhu 1A mét Server ddc lap dé kiém tra cac Servlet va cac trang JSP trudc
khi phat trién thanh mot Web Server thye su.

» Jagsaw Server cua WWW Consortium, cing duoc viét biang Java. Chi tiét hon,
xem http://www w3 org/Jigsaw.

= Netscape Enterprise Server. Dy li Web Server rit ndi tiéng, né hd trg d& xay
dung Servlet.

v Lotus Domino Go WebServer. Mot loai Web Server khac cling hd tro dé xdy dung
Servlet.

6.3.2. Mo to Servlet gop

Servlet gop la loat mé to duge viét cho nhiéu loai Server khac nhau, ké ca Apache,
Fast Track Server, Enterprise Server clia Netscape, Personal Web Server, v.v.
Hién nay c6 cac loai sau:
» Apache Tomcat: M6 to nay hd tro thém cho Apache. N6 duoc sir dung nhir la mét
Server doc lap dé kidm tra cac Servlet va cac trang JSP, hodc dugc tich hop vio
Apache Web Server, http://java.sun.can products/serviet/.
= Jrun cua Live Software: Jrun la md to cho Servlet va JSP, hé tro dﬁy da Serviet
APl trong cac Web Server phd bién trén moi hé didu hanh,
http://www.allaire.com.products/jrun/.

» WebSphere Application Server cua IBM: c¢on dugc goi la
ServletExpress.

» ServietExec ctia New Atlanta: ServletExec la md to cho Servlet va JSP, hd trg
ddy du Servlet API trong cic Web Server phd bién trén moi hé diéu hanh,
http://newatlanta.com/.

6.3.3. Mo to Servlet nhing

Loai mé to niy cé thé nhung vao phin mém tmg dung khac. Hién nay c6 cac loa sau:

= Java Server Engine ctia Sun. Dy 13 loai md to duoc viét hoan toan bing Java va la Web
Server dan tién hd trg ddy di cho cic dic ta cha Servlet 2.1 va JSP 1.0,
http: / /v, stn. aan. software/jwebserver/try.
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= Nexus Web Server cua Anders Kristensen. N6 c6 thé dé dang nhing vao cac
chuong trinh img dung Java.

6.3.4. Cai dit trinh chi Apache Tomcat

Pé thuc hién duoc Servlet ta can cai dit mot trong cac md to Servlet da néu. Mot
trong s6 do duoc sir dung kha phd bién 1a Tomcat. Tomcat, tén mdt du 4n con trong du an
Jakarta duogc goi la mot Servlet Container, tirc la mot mé to thuc thi va trién khai cong
nghé Servlet ctia Sun. Tét nhién, Tomcat con chira mét méi truong trién khai cho ca cong
nghé JSP. Noi cach khac, Tomcat chinh la chuong trinh dich va thuc thi cac tép .class va
~jsp von duoc viét bang ngdn ngit Java dé tao ra cac trang Web dong.

Tomcat c6 thé xem nhu la mot Web Server don gian véi cac tinh ning co ban giong
nhu Apache. Nhung, trong khi Apache khéng hiéu gi vé cac trang Web dong ctia cong nghé
Java thi Tomcat lai la mot phan mém duoc xay dung dé chuyén xir ly cac chuong trinh Web
lam bang cong nghé nay.

Dia cai Tomcat c6 thé cd sin & cac hidu dia CD, nhung dé ¢ phién ban méi nhat hé tro
dic ta Servlet va JSP hién dai nhat va nhidu tinh ning nhat thi t5t nhat 1a tai truc tiép trén
trang chi vé phién ban Tomcat 5 (kich thudc khoang 4.5MB). Théng tin truc tuyén vé
Tomcat ¢ thé tim tai http:/jakarta. apache.org/tomcat/

Hién tai, Tomcat da co téi phién ban 5.5.9 (jakarta-tomcat-5.5.9.exe). Trong
tai liéu nay chung ta s& dung phién ban Tomcat 5.5.9 dé cai dat chuong trinh img dung. Khi
Download ban cai dit vé va chay chuong trinh s& xuét hién giao dién sau:

Choo Comporesnt =
Thiose which Features of Apache Tomcat you want to Install,

Tomcat
| P Start Menu Items
| [ Examples

Hinh 6.2. Man hinh giao di¢n cai dat Tomcat

O day, ching ta phai lya chon cac thanh phén cai dit cho Tomcat. Néu méi lam quen
voi Tomcat thi hdy sir dung tiy chon mic dinh ciia Tomcat bang cach kich vao Next.
Thuong thi khong nén cai dit Tomcat véi mot duong dan c6 khoang trong. Chung ta hay lua
chon mét thu muc cai dit Tomcat khac véi mac dinh, vi du: C:\Tomcat5s.

Ciing can phai chi y thém: cong mic dinh cua Tomcat la 8080, va ta c6 thé thay doi
duoc. SO cong nay tring véi sO cong clia Apache 2.0.x néu nhu ta da cai Apache 2 va cho
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no6 chay dudi hinh thirc Manvally, tic la khéi dong thi cong thay vi cho no tyg dong hanh
dong nhu 12 mot dich vu (Service) Khi d6, s& c6 sy xung 46t vé cong gilra hai (mg dung
nay. Vi thé, ta phai thay ddi s6 cong ciia mot trong hai tmg dung. Vi dy, véi Tomcat ta van dé
12 8080 nhung Apache 2 thi chuyén thanh 8081, hodc nguoc lai.

Pé kiém tra qua trinh cai dat c6 thanh cdng hay khong, sau khi kich dip vao
tomcat install dir\tomcat5.S\bin\tomcat5.exe dé khdi dong Server, hay co thé

truy cap vao dia chi http:/localhost:8080/, néu ¢6 mdt trang Web hién ra thi qua trinh cai dat

Tamcat hoan tat, nguoc lai thi phai xem lai cac budc di thuc hién.

6.4. KIEN TRUC CUA SERVLET

Goi javax.servlet cung cip cac giao dién va cac 16p dé x4y dung cac Servlet.
Kién triic ctia ching duoc mé ta nhu san.

Servlet

A

GenericServlet

L

HttpServlet

i

MyServlet

Hinh 6.3. Kién tricc cha Servlet

6.4.1. Giao dién Serviet

Giao dién Servlet la mét khai nidm triru tugng trung tdm trong Servlet APT. T4t ca
cac Servlet déu cai dit tnre tiép hodic gian tiép giao dién nay hoic m@ rong (ké thira) nhimg
1op da cai dit no.

Gizo dién nay khai bao ba phuong thuc dinh nghia vong do cia Servlet.

= public void init (ServletConfig confiqg) throws

ServletException

Phuong thirc niay duoc goi mot lan khi Servlet dugc tdl vao trong Serviet
Engine, trude khi Serviet duge yéu ciu dé xir Iy mét yéu cau nao d6. Phuong
thiuc init () c6 mot thude tinh 12 ddi twong cha ServletConfig, va Servlet ¢o
thé doc cac doi sd khai tao cia nd thong qua ddi tugng ServietConfig. Ching
thuong dugc dinh nghia trong mot tép cdu hinh. Mot vi du thong thuong cua mot
d6i s6 khai tao 12 dinh danh database cho mét CSDL.
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private String databaseURL;

public void init (ServletConfig config) throws
ServletException {

super.init (config);
databaseURL = config.getInitParameter ("database");
}

* public void service (ServletRequest request, ServletResponse
response) throws ServletException, IOException
Phuong thire nay dugc goi d& xir ly cac yéu can. N6 c6 thé khong duoc goi, goi mot
tan hay nhiéu lan cho dén khi Servlet dugc ngung tai. Nhiéu Thread (mdi Thread
cho mdt yéu cau) c6 thé thuc thi phuong thirc nay song song, vi thé né trd nén an
toan va hiéu qua hon.
* public void destroy()
Phuong thirc nay chi dugc goi mét lan trde khi Serviet dugc ngung tai va sau khi
da két thuc cac dich vu.
Servlet API cé céu tric dé Servlet cé thé cho phép bo sung mdt giao thirc khac véi
HTTP. Goi javax.servlet chira cac Iop va cac giao dién dugc ké thira giao dién Servlet
mét cach doc 1ap. Goi javax. servliet.http chira cac 1op va giao dién HTTP cu thé.

6.4.2. L8p co sd HitpServlet

Nhu ta da biét, theo giao thirc HTTP, dif liéu dugc trao ddi giira méy chii Server va cac
may Client theo mét trong hai phuong thirc GET hay POST. Java dinh nghia mét 16p c6 tén
la HttpServlet & trong goi javax.servlet dé truyén va nhin dir lidu theo ca hai phuong
thue trén.

Lép triru tugng HttpServlet cung cip mt khung lam viée dé xur Iy cac yéu cau GET,
POST cida giao thirc HITP. HTTPServlet ké thira giao dién Servlet cong voi mét sb cac
phuong thirc hitu dung khac.

M6t tap cac phuong thirc trong HTTPServlet la nhimg phuong thirc xac dinh dich vu
trong giao dién Servlet. Viéc bd sung dich vu trong HTTPServlet giong nhu mot kiéu cua
cac yéu ciu duoc xvr ly (GET, POST, HEAD, ...) va goi mdt phuong thirc cu thé cho mdi.
kidu. Bang viéc lam nay, cac nha phat trién Servlet sé& an tim khi xir ly chi tiét nhimg yéu
cau nhuy HEAD, TRACE, OPTIONS, ... va co thé tip trung vao nhimg yéu cau thong dung
hon nhu GET va POST.

HTTP sinh ra cac trang HTML va ta c6 thé nhiing cac Servlet vao médt trang HTML
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Khi ¢c6 mét yéu chu duoc gin to, dAu tién n6 phai chi ra 1énh cho HTTP b?mg cach goi
mét phuong thirc tuong (mg, Phuong thirc nay chi cho Server biét kidu hanh déng ma né
mudn thuc hién.

Khi ¢6 mdt Client gir téi mdt yéu cau, Server s& xir Iy yéu cau nhan duoc va gini tra
lai két qua cho Client. Hai phuong thirc doGet () va doPost () duoc sir dung chung dé
nhan va gn tin trong cac Servlet.

Mot Servlet bat ky, vi du MyServlet phai ké thira HttpServlet va viét dé it nhat
mét trong cac phuong thire doGet () d& thyc thi thao tac GET ciia HTTP, hay doPost () dé
thure thi thao tac POST cua HTTP.

Trong vi du dAu tién, chiing ta s& viét d& phirong thirc doGet () dang

protected void doGet (HttpServletRequest request,
HttpServletResponse response) throws ServletException,
ICException (

)

Phuong thirc doGet () ¢6 hai tham s6 d6i tuong thudc hai 16p HttpServletRequest
va HttpServletResponse (ci hat 16p ndy dugc dinh nghia trong javax. servlet.http). Hai doi
tuong nay cho phép ching ta truy cip ddy du tat ca cac thong tin yéu cau va cho phép givi dir
lidu két qua cho Client dé tra loi cho yéu cau d6.

Véi CGI, cac bién méi trudng va stdin dugc sir dung dé nhan thong tin vé yéu cau,
tuy nhién viéc dit tén cac bién madi trudmg co thé khac nhau giira cac chuong trinh CGI, va
mot vai bién c6 thé khong dugc cung cAp bdi tat ca cac Web Server.

Déi tuong clia HttpServletRequest cung cap thong tin gidng nhu bién méi truong
clia CGT nhung theo mdt huéng chuin héa. Né cling cung cép nhimg phuong thirc 3 mé ra
céc tham s6 HTTP tir day cac cau truy van hoac tir ndi dung cta yéu cau phu thugc vio kiéu
yéu cau (GET hay POST).

Vidu 6.1. Chuong trinh FirstServlet dé dém va hién thj s6 lan né dugc truy cip.

package myservlet; !

import java.io.*;

import javax.servlet.*;

import javax.servliet._http.*;

public class FirstServlet extends HttpServlet|{

int 1 = 0;
public void doGet (HttpServletRequest re, HttpServletResponse resp)
throws ServletException, ICException(
resp.setContentType ("text/html");
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PrintWriter out s resp.getWriter();
i++;
out.println("So lan duoc truy cap: " + 1i);

out.close():

)

doGet (HttpServletRequest req, HttpServietResponse resp) st dung dbi
s6 thir nhit req dé doc cac phan dau, tiéu d& (header) ciia HTTP giri toi (vi du nhu dit lidu
dang HTML ma nguoi ding nhip vao), va sit dung resp dé xac dinh dong tra 11 cho HTTP
(xac dinh kiéu ndi dung trao ddi, dat Cookie). Piéu quan trong nhét la phi nhan dwoc mdt
d6i tuong cua PrintWriter (& trong goi java.io) thdng qua
resp.getWriter ()dé girn két qua tra lai cho Client. Ngoai doGet () va doPost (),
HttpServlet con co cic phuong thirc:

* service(): thuc hién khi déi tuong cua 16p dugc tao 1ap va méu gor doGet ()

hodc doPost ().

* doPut (): thyc hién thao tac PUT cia HTTP.

* doDelete(): thuc hién thao tic DELETE cia HT'TP.

* init() va destroy() : khditao vahuy bo cic Servlet.
» getServletInfo () : nhin cic thong tin vé Servlet.

Liweu y: Ca doGet () va doPost () déu cé thé phat sinh ra mgt trong hai ngoai 18
ServletException, hay ICException, do vay ta phii khai bao ching nhu trén. Ngoa
ra, mdt diéu nira ching ta ciing chia y 14 hai phuong thirc doGet () va doPost () s& dugc
phuong thiac service () got d& thuc hién va d6i lic ta co thé viét d& service () thay cho
hai phurong thirc trén.

6.5. DICH VU CAI DAT SERVLET

Truéc tién phai luu  ring vide cai dat chi tiét cac Servlet la thay ddi tuy-theo timg
Web Server khac nhau. Vi duy, khi ta sir dung Java Web Server (JWS) 2.0 thi cac
Servlet doi hot ph&y dugc didt & thu myc duoc got la servlets trong cdy thu muc cai dat
cua JWS. Tuy nhién, ta co thé tao ra mdt thuy muc réng, vi du myserviet va dat cac
Servlet vio d6 dé tranh xung dot voi cac Serviet khac.

6.5.1. Dich chudng trinh Serviet

Dich cic Servlet cb thé sir dung JDK http://www.javasoft.com hodc cac
chuong trinh bién dich Java khac va thyc hién hoan toan giong nhu d8i véi cac Applet hay
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chuong trinh \mg dung d6c 1ap. Néu cac goi javax.servlet va javax.servlet.http
khong cé trong chuong trinh bién dich va ciing khong cd trong Servlet Engine thi phai
cai dat chung riéng bing cich nap tr JSDK (Java Servlet Development Kit) va dit
dudng dén chira cic 16p cha JSDK trong bién méi truomg CLASSPATH cho phi hop.

Nhu vay, dé chay dugc cac chuong trinh Servlet nhu trén, ta cd thé thuc hién cac

budc nhu sau:

= Cai dat JSDK (Java Servlet Development Kits)

» Cai dit mot trong cac mé to Servlet nhu di néu & muc 6.3

= Dich chuong trinh Servlet.

C6 hai cach chinh d& dich c4c chuong trinh Serviet trong cac géi.

+ Cach thir nhat la déit CLASSPATH dé chi t6i thu muc ma & d6 ¢6 chira cac Serviet
cua ching ta. Vi du, JSDK cai dit & c:\jsdk2.0, va gbi clia ta ¢d tén la
myservlet (thu muc d:\myservlet) chira cic Servlet cin dich, & Window ta
thye hién nhu sau )

DOS> set CLASSPATH=.;C:\jsdk2.0\1lib\jsdk.jar;%$CLASSPATH%
DOS> cd d:\myservlet
DOS> javac FirstServlet.java

+ Cach thi hai la dich cac l1op duoc dit trong cac go dugce chi 16 trong cau 1énh dich.
Vi du, néu thy muc co sd cai dit JSDK la c:\jsdk2.0 va gdi cua ta c6 tén la
myserviet (thu muc d:\myservlet) chita cic Serviet can dich, & Window ta
thuc hién nhu sau: |

DOS> set CLASSPATH =.;C:\jsdk2.0\1ib\jsdk.jar; $CLASSPATH%
DOS> javac myservlet\FirstServlet.java
Hién nhién 12 trudc d6 ta phai dit bién moi trudng PATH chi tdi noi cai dit chuong
trinh dich javac.exe. Gid st J2DK1.4.2 dugc cai dat 6 c:\j2sdkl.4.2, thi
bién méi trudng PATH duge dit nhu sau
DOS> set PATH=.;C:\j2sdkl.4.2\bin
PE tién o1 cho viéc dich cac Servlet, ta ¢6 thé dat cac bién méi truomg nhu trén
vao trong autoexec.bat.

6.5.2. Thue hién Serviet

1. Voi Java Web Server, cac Servlet dugc dit & thu muc éervlets bén trong
cdy thu muc cai dit JWS va dé chay, ching ta triéu goi http:/host/serviet/ServietName sau khi da
khéi dong Sexver.

Chi y: Thu muc servlets la sb nhidu con dja chi URL goi t6i 1a serviet, sb it.
Néu Servlet cuachingtala FirstServlet ditd goi myservlet thi phai triéu got:
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http:/host/servlet/myserviet/FirstServiet

Nhimg Web Server khac c6 thé qui dinh cach cai dit Servlet khac nhau. Phan
Iém ching cho phép sir dung cach d3t biét danh (aliase) cho cic Servlet sao cho co thé
tridu goi mot tép HTML bat ky (any-file) & mét thu muc bat ky (any-path):
http.//host/any-path/any-file.html

2. \(éi Tomcat 5.5, ching ta ciing thuc hién tuong tu nhu trén.
* Dit cac chuong trinh Java Servlet vao mét thu muc, vi du
c:\Servlets + JSP
= Khai dong DOS vi viét “javac FirstServlet”
* Dat tép Idp FirstServlet.class vao thu myc cia Servlet, vi du
C:\Tomcat5. 5\webapps \ROOT\WEB-INF\classes
» Khai dong Server: kich dip vao startup.bat hoidc biéu tugng tomcat5. exe.
* Triéu got Servlet
http://localhost/servlet/FirstServiet
Hoic
http://localhost:8080/FirstServiet
néu Tomcat duge cai &t & cong 8080.

Vi du 6.2. Xay dung mét Servlet don gian dé sinh ra HTML va hién thi 15i chao
“Xin chao cac ban” mdi khi thyc hién.
Phin 16n cac Servlet sinh ra cac két qua dang HTML. P& lam dugc didu nay, chung
ta can thyc hién theo hai budc:
* Chi cho trinh duyét biét la ta s& giii thong tin lai bang HTML. Diéu nay duoc thuc
hién bing cach dt kigu ndi dung la
res.setContentType (“text/html”) ;

» Thay ddi lénh println () dé tao ra mdt trang Web hop 1& vai cac doi so la cac the
HTML. |

package myservlet;
import java.io.*;
import javax.servliet.*;
import javax.servlet.http.*;
public class ServletExample extends HttpServlet(
public void doGet (HttpServlietRequest req, HttpServletResponse res)
throws ServletException, IOException{
res.setContentType (“text/html”) ;
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PrintWriter out = res.getWriter():;

out.println("<!DOCTYPE HTML PUBLIC \"-//W3C//DTD

HTML "Transitional//EN\”>\n” +
"<HTML>\n" +

"<HEAD><TITLE>Mdi chao</TITLE></HEAD>\n" +
"<BODY>\n" +

"<H1> ¥in chao cac ban</H1>\n" +

"< /BODY></HIML>") ;

6.6. CHU TRINH SONG CUA CAC SERVLET

Moi Servlet déu co chu trinh séng nhu sau:

= Server nap va khai tao Servlet

* Servlet xir ly cac yéu ciu cua cac Client

= Server huy bd Serviet khi khéng con can thiét.

a

Nap ve

Server

Server

/4,,////://; Client

Xit ly yéu céu

Hinh 6.4. Chu trinh sdng ciia Servlet

Nhu trén di phan tich, moi Servlet déu cé6 mét chu trinh séng nhat dinh. N6 dugc
khoi tao (nap v&), xir ly cac yéu ciu cia Client va sau khi hoan tat cac dich vu thi bi

Server huy bd (Hinh 6.4).

6.6.1. Khai dong Serviet

Viéc khéi dong mét Serviet duoc thuc hién mic dinh bdi HttpServiet. Dé khoi
dong mot Servlet riéng, ta phai viét dé phuong thirc init ().
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public class MyServlet ..{
public void init() throws ServlietException{

// Khéi tao cac gia tri ban diu

}
Khi mét Server nap xong mét Servlet thi né goi init () dé bat ddu Servlet do.
Lieu y: Server chi goi init () mét lin khi nap Servlet va sau d6 s& khong goi lai
nira, trir khi phai nap lai né. Server khong thé nap lai néu Serviet d6 chua bi huy bd bai loi
goi destroy (). Phuong thirc init () cb thé duoc nap chdng theo miu
public void init (ServletConfig config) throws ServletException

nhur d3d néu o trén.
6.6.2. Tuong tac véi cac Client

Lép BttpServlet xir Iy cic yéu cAu cia Client thong qua cie dich vu cia né. Cac
phuong thic trong HttpServlet xir Iy yéu cau cha Client ddu cé hai doi s6:
= Mdt 1a d6i rong cia HttpServietRequest, bao gbm ca dir liéu tir Client.
N6 cho phép nhan dugc cic tham s6 ma Client giri dén nhu mot phan ciia cac yéu
cay, thong qua cac phuong thirc get ParameterName (), getParameterValue ()
d& xac dinh tén goi vA gia tri cua cac tham s0.
= Hai la d6i tugng cla HttpServletResponse, bac gom ca dir liéu hdi dép cho
Client. HttpServletResponse cung cap hai phuong thirc dé tra lai két qua cho
Client. Phuong thirc getWriter() ghi dir héu dudi dang vin ban con
getOutputStream () cho lai dir liéu dang nhi phan.
Ngoai ra, d& xir Iy dwroc cic yéu cau ciia HTTP giri dén cho mét Servlet thi phai mé
rong 16p HttpServlet va viét d& cic phuong thic xir Iy cic yéu cdu nhu doGet (),
doPost ().

6.6.3. Hay bo Servlet

Sau khi nap cac Servlet va xtr ly ching xong thi can phai don dep hé thong, loai bo
nhimg Servlet khong con duoc sit dung tiép. Phuong thitc destroy() cia 16p
HttpServlet dugc sir dung dé loai bd mot ddi tugng Servlet khi nd khdng con can thiét.
Dé loai bé mét tai nguyén nao do cu thé trong mét Servlet riéng thi phii viét dé phuong
thirc destroy ().

Server sé goi destroy () d& huy mét Servlet, sau khiné két thic tat ca cac dich vu
theo yéu cau. Vi du sau ddy mé ta mdt Servliet md mdt két ndi véi CSDL thong qua phuong
thoc init () va sau d6 n6 s& bi pha huy bé1 phuong thirc destroy ().
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public class DBServlet extends HttpServlet({
Connection connection = null;
public void init () throws ServletException({
// Mé& mét két ndi véi CSDL
tryf
databaseUrl = getInitParameter (“databaseUrl”);
// Doc tén ngudi st dung va mét khau
connection = DriverManager.getConnection(
userName, password);
}catch (Exception e) {
throw new UnavailableException(this,

“Khéng mé dugc CSDL”);

)

/...

public void destroy() {
// Dong cac két ndi dé don dep bd nhé
connection.close();

connection = null;

}

Server sé goi destroy () sau khi tat ca cac dich vu d3 duroc két thic.

6.7. XUPLY CAC YEU CAU

Nhiém vu ctia cac Servlet la nhin cic yéu cau, xir Iy ching va gin két qua tra loi cho
cac Client '

6.7.1. Truy tim thong tin

Pé xiy dung thanh cong mét WebSite, ta can cd nhimg thdng tin tir Server, noi thuc
hién cac Servlet Servlet c6 nhiing phuong thirc sau giap cho viéc nhin dugc nhimng
thong tin yéu cau.

» int port = req.getServerPort (): Xac dinh cdng trao ddi tin ctia may chu.

= public String ServletConfig.getInitParameter (String

name) : Cho lai gia tri ban d4u cna tham s6 co tén name.
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» public FEnumeration ServletConfig.getInitParameterName(): Xac
dinh day liét k& tén goi cua tat ca cac tham s6 khdi diu ciua Servlet nhu la dbi
tugng clia Enumeration. Lép GenericServlet sir dung phuong thirc nay dé truy
cap dén cac Servlet.

Vi du 6.3. Servlet sau in ra tén va gia tri ban d4u cia tit ca cac tham so.
import java.io.*;

import javax.servlet.*;

import java.util.*;

public class ReadServlet extends GenericServlet{

public void service(ServletRequest re, ServletResponse resp)
throws IOException(
resp.setContentType ("text/plain”);
PrintWriter out = resp.getWriter():;
out.println("Tham so khoi dau la:");

Enumeration eno = getInitParameterNames () ;

while (eno.hasMoreElements ()) {
String nm = (String)eno.nextElement ();
out.println(nm + " : " + getInitParameter (nm));

6.7.2. Gir thong tin

Céac Servlet cén phéi tra Ioi cho Client vé cac thdng tin dudi dang HTML bao gdm:

= Cac md hién trang. Ma hién trang 13 mot so nguyén, né mé ta tinh trang cia viéc
hdi dap thanh cong hay that bai. Phan I6n cac m niy di dugc dinh nghia trong lop
HttpServletResponse nhu d bang 6.1.

» Cdc phdn ddu (tiéu @) cua HTTP. Phuong thic setHeader() cia Idp
HttpServletResponse cho phép dit lai cac gia tri cho cac tidu dé.

= Néi dung héi dap. Noi dung hdi dap duéi dang mét trang HTML.
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Bing 6.1
Tén goi nhé Mi 56 Thong bao
SC OK 200 Ok (tét)
SC_NO_CONTENT 204 Khéng ¢6 ndi dung
SC_MOVED PERMANENTLY 301 Pi chuyén di vinh vién
SC_MOVED_TEMPORARLY 302 Da chuyén di tam thai
SC_NOT_FOUND 404 Khéng tim théy
Lsc_UNAUTHORIZED 401 Khéng duoc phép

Vi dy 6.4. Servlet gini cho Client mot trang ngiu nhién trong danh sach cac trang
Web ctia nd

// RandomSend.java

import java.ioc.*;

import javax.servlet.*;
import Jjavax.servlet.http.*;
import java.util.*;

public class RandomSend extends HttpServlet(

Vector st = new Vector();

Random rd = new Random{():

public void init(ServletConfig confiqg) throws ServletException(
super.init (confiqg);
st.addElement ("http://www.yahoo.com") ;
st.addElement ("http://www.hotmail.com") ;
st.addElement ("http://www.zednet.com") ;
st.addElement ("http://www.java.sun.com") ;

}

public void doGet (HttpServlietRequest re, HttpServletResponse res)

throws IOExceptio{ '

res.setContentType ("text/html");
PrintWriter out = resp.getWrite();
int siteIndex = Math.abs(rd.nextInt()) % st.size();
String st = (String) st.elementAt(sitelndex});
res.setStatus(res.SC MOVED TEMPORARLY) ;

res.setHeader ("Location", st):
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Khi mét Client ding HTML d& giri ¢i mdt yéu cau thi no c6 thé s& gin di mot s6 cac
_ tidu dé (Header).

Viéc doc cac tiéu dé 1a tuong d6i don glan, c6 thé st dung ham getHeader () cia
HttpServletRequest d& nhin duge cac tiéu d& (header) yéu cu. Sau déy 1 cac tiéu dé
phd dung trong cac yéu ciu.

* Accept: Cac kidu tép dugc trinh duyét chdp nhin, nhu cic tép image/gif,

image/jpeqg, hay application/msword, v.v.

= Accept-Charset: Tap cac ky ty ma trinh duyét mong doi.

= Accept-Encoding: Céac kidu ma hoa dit liéu (vi du gzip) ma trinh duyét biét
cach gid1 ma.

* Accept-Language: Ngon ngit ma trinh duyét chdp nhan.

* Authorization: Thong tin vé gidy phép, uy quyén.

* Connection: Khing dinh cé két ndi thudng xuyén hay khong? Néu mét
Servlet ditla Keep-Alive thi né co thé tin dung duoc nhimg wu thé cia co
ché két ndi thuong xuyén,

» Content-Length: S$6 dit liéu duoc dua vao yéu clu.

= Cookie: Mdt trong cac tiéu dé quan trong nhat. Mot Cookie 1a mét xau (ddy ky
tu) dugc giri ti cho mdt Client dé bat ddu mdt phién 1am viéc.

= Host: May chii va cong duoc chi ra trong URL.

» User-Agent: Loai trinh duyét.

Céc tiéu d@ trén 1a tuy chon, trir Content-Length la dugc yéu cau chi dbi véi yéu
cau POST.

Dé tim mot tidu d& cu thé, trude tién ta can sir dung getHaederNames () dé c6 duoc
mdt ddy (ddi tuong cia Enumeration) tit ca cac tiéu d& nhin duoc tir mdt yéu cau cu thé,
sau d6 tim 14n luot tiéu dé d6.

M0t vin dé nita can biét khi phai tim cic tiéu dé cia mdt yéu cau 1a phai biét thong tin
vé phuong thirc chinh dugc st dung. Phuong thirc getMethod() s& cho ta biét vé phuong
thirc chinh ciia méi yéu cau (thuong 1a GET, POST, hodc ciing cé thé 1a HEAD, PUT va
DELETE). Phuong thirc getRequestURT () s& cho lai URI (mdt phan ciia URL, phan dimg sau
tén cia dia chi méy chi voi cong két néi va trudc phan di liéu mau).

Vi du 6.5. Xy dyng mét Serviet dé doc, hién thi mét bang cic tidu dé va ndi dung
clia mdt yéu ciu.

// ShowRequestHeaders java

package myservliet;

import java.io.*;

import javax.servliet.*;
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import javax.servlet.http.*;

import java.util.*;

/* Chi ra tat ca cac tidu d& ctia mét yéu ciu cu thé dudi dang mét bang bao gdm tiu dé
va n1 dung

*/
public class ShowRegquestHeaders extends HttpServlet {

public void doGet (HttpServletRequest request,

HttpServletResponse response)
throws ServletException, IOException ({

response.setContentType ("text/html") ;

PrintWriter out = response.getWriter();

String title = "Servlet Example: Showing Request Headers";

out.println("<!DOCTYPE HTML PUBLIC \"-//W3C//DTD HTML
4.0 Transitional//EN\">" + "<HTMI>\n"

+ "<HEAD><TITLE>" + title +
"</TITLE></HEAD>\n" + "<BODY BGCOLOR=\"#FDF5EG\">\n" +
“<H1 ALIGN=CENTER>" + title + "</H1>\n" +
"<B>Request Method: </B>" +
request.getMethod () + "<BR>\n" +
"<B>Request URI: </B>" +
request.getRequestURI () + “<BR>\n" +
"<B>Request Protocol: </B>" +
request.getProtocol () + "<BR><BR>\n" +
"<TABLE BORDER=1 ALIGN=CENTER>\n" +
"<TR BGCOLOR=\"#FFADOO\">\n" +
"<TH>Header Name<TH>Header Value"):;
Enumeration headerNames = request.getHeaderNames ()’
while (headerNames.hasMoreElements ()) {
String headerName = (String)headerNames.nextElement () ;
out.println ("<TR><TD>" + headerName) ;
out.println(" <TD>" + request.getHeader (headerName) ) ;
}
out.println ("</TABLE>\n</BODY></HTML>") ;
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+}

public void doPost (HttpServletRequest request,
HttpServletResponse response)
throws ServletException, IOException ({

doGet (request, response);

}
Sau déy la két qua hién thi d6i véi hai loai trinh duyét Net scape va Internet Explore.

- i e
hnrpe/ fvabdew apl jhu eduef Aat/hall Sh

Servlet Example: Showing
Request Headers
Reguest Method: GET

Reqguest URI: /serviet/hall. ShowRequestHeaders
4 Request Protocol: HTTP/1.0

eep-Alive 5
°2i11""’:'_9§__[_5_'_'3_:’£w“!?.‘.‘7?I) e

Connection

S0-8859-1_% utf-8
_snarchstrlng—_]ava serviet cookies; nimResults=10;

Ac ::ept- C‘hmct

;Cuukn.'

Serviet Example: Showing
Reqguest Headers

Reguest Method: GET
Raeguest LTRI: /servict/hall. ShowRequestilenders
Roguest Protocel: EHITTP/1.1

reid, w@es -k IPeE, image  F e,
Accopt application/vnd ms-excel, ap l.i.cmion/m-word
appl:cminn/vnd ma-powerpoint, */*

Hinh 6.6. Hién thi cic tiéu dé yéu chu véi IE

6.7.3. X ly cac dir ligu mau

Khi sir dung may tim kiém Web Search Engine, ban co thé truy cap dang
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http://host/path?user=Marty+Hallsorgin=bwisdest=lax

Phan tin sau dau ‘?’ (user=Marty+Hallsorgin=bwisdest=1ax) dugc xem nhur 13
diz liéu mdu, day 1a cach chung thudng duoc sit dung dé chuong trinh Server nhan di lidu
vao tir trang Web.

Viéc tach nhiing théng tin cin thiét tir dir liéu dang trén la mot phan viéc ma cac
chuong trinh CGT thuong lam,

= Trudc tién, doc dir lidu vao cho cac tham s6 yéu ciu ciia GET hoic POST

s Sau d6, chjt ra timg cip ¢ diu ‘&’ rdi lai tach tiép dé xac dinh tén cla cac tham

bién (phan bén trai dau ‘=") va gi4 tri ciia nhimg tham bién d6 (phn bén phai cia
déu ‘=),

» Thuc hién giai mad URL theo nhiig gia tri d6.

Luu y: Tt ca cac chir cai, chir s& dugc giri di 1a khdng thay d6i, nhung dau cach * ¢
dugc chuyén thanh déu ‘+'. Nhimg ky tu khac dugc chuyén thanh %XX, trong d6 XX 14 gia tri
(hex) cua ky tu ASCIT (khac vodi chir cai, chir 36). Vi dy, néu ban muén nhip vao dir liéu
mau “~hall, ~gates” vao truomg van ban co tén “user” & dang HTML thi dir liéu gin &
phai la “user=%7Fhall%2C+%7Egates”.

Nhimg cong viéc nham chan trén khi l4p trinh vé1 CGI di duge Java hd tro dé xir ly
cac dir lidu mau mdt cich tu dong. Pon gian la ban goi getParameter() cia
HttpServletRequest dé nhan duoc tén goi cha tham sé nhu 13 mét dbi s6. Dir lidu mau
duoc gini éh trong GET va POST la giéng hét nhau. Khi mot tham sb c6 nhiéu hon mét gia tri
thi goi getParameterValues () thay vi goi getParameter (), két qua tra lai 1a mang cac
xau. Tuong tu, sir dung get ParameterName () dé xac dinh tap cac tén got cua cac tham $6,
két qua ciia n6 1a danh sach cac tén goi thudc 16p Enumeration

Vi du 6.6. Chuong trinh doc va hién thi cac tham s6 dugc g dén cho Servlet qua
GET hay POST.

/! ShowParameters.java

package hall;
import java.io.*;
import javax.servlet, *;
import javax.servlet.http.*;
import java.util.*;
/** Hién thj tat ca cac tham sb duoc giri dén cho Servlet qua GET hodc POST. Cac
tham s6 dic biét co thé * khong co gia tni hodc c6 nhidu gia tri.
*/
public class ShowParameters extends HttpServlet ({
public void doGet (HttpServletRequest request,
HttpServletResponse response)
throws ServletException, ICException {
response.setContentType ("text/html");
PrintWriter out = response.getWriter();
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String title = "Reading All Request Parameters";

out.println ("<!DOCTYPE HIML HRLIC \"-//MBC//DID HIML 4.0
Transitional//EN\'">" +
"<BODY BGCOLOR=\"#FDF5E6\">\n" +
"<H1 ALIGN=CENTER>" + title + "</H1>\n" +
"<TABLE BORDER=1 ALIGN=CENTER>\n" +
"<TR BGCOLOR=\"#FFADOC\">\n" +
"<TH>Parameter Name<TH>Parameter Value (s)");
Enumeration paramNames = request.getParameterNames();
while (paramNames.hasMoreElements (})) {
String paramName = (String)paramNames.nextElement (};
out.println ("<TR><TD>" + paramName + "\n<TD>");
String[] paramValues = request.getParameterValues (paramName) ;
if (paramValues.length == 1)} {
String paramValue = paramValues([O0]:
if (paramValue.length() == 0)
out.print ("<I>No Value</I>");
else
out .print (paramValue) ;
} else {
out.println ("<UL>");
for{int i=0; i<paramValues.length; i++) {
out.println("<LI>" + paramValues[i]):
}
out.println{("</UL>");
}
)
out.println ("</TABLE>\n</BODY></HTML>") ;
}
public void doPost (HttpServletRequest request,
HttpServletResponse response)
throws ServletException, IOException {
doGet (request, response);
}
}

pé chuong trinh Servlet trén nhin duoc cac tham s6 thi can phai c6 mét trang HTML
gui chiing. Trang HTML (PostForm. html) sau diy st dung POST dé gin dir lidu (theo cac
miu forms ¢d cac muc dau vao), thé hién cic gia tri ma Servlet nhin duogc theo ci hai
phuong thirc doGet (} vadoPost ().

Tép PostForm. html

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0
Transitional//EN">
<HTML>
<HEAD> -

<TITLE>A Sample FORM using POST</TITLE>
</HEAD>
<BODY BGCOLOR = "#FDF5E6">
<H1 ALIGN = "CENTER">A Sample FORM using POST</H1>
<FORM ACTION = "/servlet/hall.ShowParameters"
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METHOD = "POST">
Item Number:
<INPUT TYPE="TEXT" NAME="itemNum"><BR>
Quantity:
<INPUT TYPE="TEXT" NAME="quantity"><BR>
Price Each:
<INPUT TYPE="TEXT" NAME="price" VALUE="$"><BR>
<HR>
First Name:
<INPUT TYPE="TEXT" NAME="firstName"><BR>
Last Name:
<INPUT TYPE="TEXT" NAME="lastName'"><BR>
Middle Initial: _
<INPUT TYPE="TEXT" NAME="initial"><BR>
Shipping Address:
<TEXTAREA NAME="address" ROWS=3 COLS=40></TEXTAREA><BR>
Credit Card:<BR>
<INPUT TYPE="RADIO" NAME="cardType"
VALUE="Visa">Visa<BR>
<INPUT TYPE="RADIO" NAME="cardType"
VALUE="Master Card">Master Card<BR>
<INPUT TYPE="RADIO" NAME="cardType"
VALUE="Amex">American Express<BR>
<INPUT TYPE="RADIO" NAME="cardType"
VALUE="Discover">Discover<BR>
<INPUT TYPE="RADIO" NAME="cardType”
VALUE="Java SmartCard">Java
SmartCard<BR>
Credit Card Number:
<INPUT TYPE="PASSWORD" NAME="cardNum"><BR>
Repeat Credit Card Number:
<INPUT TYPE="PASSWORD" NAME="cardNum"><BR><BR>
<CENTER>
<INPUT TYPE="SUBMIT" VALUE="Submit Order">
</CENTER>
</FORM>
</BODY>
</HTML>

~ PAnsror Caro
“ Arnerican Hxpress
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Hinh 6.7. Trang PostForm.html
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Paramotcers

Hinh 6.8. Chwong trinh doc cic tham s6 ShowParameters.java

6.8. CAC PHIEN LAM VIEC SESSION

Session dugc sir dung dé duy tri su két ndi giita Client va Server. Khi trinh duyét
yéu cdu Web Server cung cip mot trang tai lidu, no thiét 1ap mot két ndi, lay vé ndi dung cia
trang yéu ciu va sau d6 huy bod két nbi do ngay lap tirc. D& luu lai déu vét cac trang thai ma
trinh duyét yéu cau thuc hién trudc do, Web Server cai dat sin doi tuong cua HttpSession
HttpSession dua vao khai niém Cookie qui dinh gilra Server va Client. Cookie la mét
mdu tin dwoc giri cho trinh duyét & Client khi ¢é yéu cdu vé mot trang tin. Mdi khi trinh
duyét giri mot yéu cau cho Server, no lai chuyén méu tin Cookie tra lai cho Server. Dua
vao cac Cookie ma chuong trinh Server va Client c¢6 dugc nhimg théng tin trang thai
théng bao cho nhau.

Giao dién HttpSession ¢o 3 phuong thirc thuong xuyén st dung;

» public void setAttribute(String name, Object wvalue)
throws IllegalStateException: Két hop mot tén khoa véi gia tri cia
bién.

= public Object setAttribute (String name) throws
IllegalStateException: Tra vé doi tugng tuong (mg vdi thudc tinh co tén
la name. '

» public void removeAttribute (String name) throws
IllegalStateException: Loai bo thudc tinh c6 tén 1a name

Dé sir dung Session, ta thuc hién nhu sau:

» Nhin v& mdt ddi twong (cia HttpSession) cho ngudi sir du;lg bing cach goi
phuong thirc getSession() doi voi doi tuong cuia lép HttpServletRequest.

HttpSession userSession = request.getSession();

» Luu trit va nhén dir liéu tir Session Giao dién cung cép nhimg phuong thirc dé dat

lai gia trn cho cac thudc tinh hodc xac dinh ching nhu da néu ¢ trén.
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Vidu 6.6. Servlet thuc hién lru trir va doc dir liéu tir mit Session

import
import
import
import

public

Jjava.lo.*;
Java.util.*;
javax.servlet.*;
javax.servlet.http.*;

class SessionServlet extends HttpServlet/!

public void doGet (HttpServletRequest re, HttpServletResponse res)

throws ServletException, IOExceptio{
res.setContentType ("text/html") ;
PrintWriter out = res.getWriter():
HttpSession session = re.getSession(true);
// In cac thdng tin vé Session
Date dateCreated = new Date(session.getCreationTime()):

Date dateAccessed = new Date (session.getlastAccessedTime() ) ;

out.printin(”ID: " + session.getID());
out.println{"Created: "™ + dateCreated);
out.println("Last Accessed: " + dateAccessed);

// Dit lai cac thdng tin can thiét
String dataName = re.getParameter (“"dataName");
if(dataName '= null && dataName.length() > 0){
String dataValue = re.getParameter ("dataValue");
session.setAttribute (dataName, dataValue);
1
// In ndt dung nhan dugc tir Session
Enumeration e = session.getAttributeName () ;
while (e.hasMoreElement () ) {
String name = (String)e.nextElement{);
String value = session.getAttribute (name).toString();

out.println(name + " = " + value);
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6.9. SU TRUYEN THONG GIUA CAC SERVLET

) y - , . g ’ /, A A 4 \
Cac Servlet c6 nhiéu cich trao ddi tin véi nhau. Chiing can trao ddi vdi nhau vi:

* Mot Servlet co thé truy cép tryc tiép dén cac Servlet duoc nap vé va can ching
thuc hién mdt s6 cong viéc nio d6. Mot Servlet sir dung dbi tuong cia
ServletContext dé nhin tin tir cac Servlet khac.

public Servlet ServletContext.getServlet (String name)
throws ServletException

» Mot Servliet cé thé sir dung lai nhimg kha nang clia Servlet khac dé thyc hién
mot nhiém vy nao 40. .

» Hai hoic nhiéu Servlet cén chia sé théng tin vdi nhau.

Ta c6 thé sir dung phuong thic getServiets():

public Enumeration ServletCentext.getServlets()

dé ldy vé cac dbi tuwong Serviet dugc nap vé tr ngit cinh Servlet hién thoi
ServletContext.

Vi duy 6.7. Chuong trinh sau mé ta sy trao doi tin giita cic Servlet vdinhau.
// InterServiet java
import java.io.*;
import java.util.*;
import javax.servlet.*;
import javax.servlet.http.*;
public class InterServlet extends HttpServlet/{
public void doGet (HttpServletRequest re, HttpServletResponse res)
throws IOExceptiof{

res.setContentType ("text/plain®);
PrintWriter out = res.getWriter():;

ServletContext ct = getServletContext ();
Enumeration num = ct.getServletNames():;
out.printin ("<HTML>");

out.println ("<HEAD><TITLE>Demo Servlet </TITLE></EAD>");
out.println("<h3>!!Warning </h3>");

out.println("getServletNames () —----");
try(
while (num.hasMoreElement () ) {
String nm = (String)num.nextElement():

out.println(nm);
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Servlet s = ct.getServlet (nm);
out.println("Servlet Name: " + nm);
out.printin("Servlet classe: " + s.getClass().getName()):
out.println("Servlet Information: " + s.getServletInfo());
oﬁt.println();
}
}catch (Exception e) {

System.out.println("Error: " + e);

6.10. SERVLET KET NOI CAC CO SO DU LIEU

Cac WebSite ngay nay khong chi hién thi nhimg thong tin cia cac trang HTML tinh. Vi
dy, trong thuong mai dién tir, mot linh vire dang thinh hanh trén thé gidi, khach hang c6 thé
vao mot trang Web ban hang, chon nhimg mat hang cn mua, dién vio phiéu mua hang sau do
thanh toan (bang cac phuong thirc tra tin phiéu, check, chuyén khoan, v.v.) thi s& nhan duoc
cac mit hang theo yéu cau. Nhu vdy, cac thong tin chi tiét vé khach hang phai duoc luu trit
trong CSDL & may dich vu dé thuc hién duge cac dich vu thuong mai dién tir. Trong nhimg
kich ban nhu thé, cac Websi te phai duoc két ndi vdi cac CSDL khac.

Servlet va JDBC [1] la hai cong cu rat hiéu qua cho nguoi 1dp trinh ing dung Web két
ndi Web véi CSDL.

6.10.1. Vai tro cta Servlet trong mé hinh két néi CSDL

Cac chuong trinh {mg dung trén mang hién nay dang chuyén tor md hinh
Client/Server sang mé hinh ba tdng, hoic n-tang. Trong mé hinh ba tang, Client khong
thyc hién truy van tryc tiép cac CSDL ma thdng qua ting trung gian  Server dé truy van vao
cac CSDL.

Giao thirc C3DL '

Hinh 6.5. M6 hinh chwong trinh (ng dung ba ting
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M5 hinh ba ting c6 wu diém 12 n6 tach riéng phan bidu dién 4o (¢ phia Client) ra khéi
phan logic nghiép vu (ting trung gian) va di liéu thd & Server. Do vdy, né cho phép nhiéu
Client co thé truy cdp vio cing mdt dit lidu, cung mot nghiép vu va nhiéu loai chuong trinh
Java thuc hién nhu chuong trinh {mg dung ddc 1ap, chuong trinh applet hay chuong trinh
Web. Servlet cé mot vi tri quan trong trong viéc truy cap vao CSDL & t?mg trung gian. Vi duy,
hay tuéng twong c6 mdt chuong trinh dat mua hang trén mang. Néu khong c6 tang trung gian
thi chuong trinh nay phai két néi tnrc tiép voi CSDL trén may chii v may chii phéi ghi lai don
hang, cdp nhat lai cac truong dit liéu trong CSDL (trir di nhimg mit hang da ban theo don dat
mua). Chuong trinh cta khach ¢6 thé bi ngat néu Server cta CSDL bi thay ddi theo mét cach
nao d6. Hoic ¢6 thé mét ai d6 can thiép vac chuong trinh cua khach, Server nhan dugc don
dit hang nhung khéng nhin dugc su thanh toan ciia khach, mac du khach hang d3 thuc hién
thanh toan theo don dat hang, v.v.

Téng trung gian str dung logic nghiép vu dé triru tuong ho qua trinh xir ly dat hang.
N6 nhin thong tin tir don dat hang, kiém tra tinh xac thuc cia thé tin dung, ta khoan, v.v, va
chuyén nhiing thong tin d6 cho hé CSDL Khi hé CSDL thay ddi thi tang trung gian sé duoc cip
nhit ma khéng lam anh huéng dén chuong trinh ciia khach. Ngoai ra, tang trung gian con
gilip ta ting hidu qua xi 1y cong viée vi nd hd trg dé két ndi chéo véi nhidu hé CSDL khac
nhau,

6.10.2. Xir ly giao dich véi JDBC

Su truyén thdng gifta Client va ting trung gian thuong sir dung HTTP (khi ngudn st
dung dung Web Browser), RMI (khi ngudi sir dung ding phan mém ing dung hay Applet
triéu goi tir xa nhu d3 & cép & chuong II). Bo diéu khién két ndi JDBC duoc sir dung dé quan
Iy su trao doi thong tin giira tang trung gian va CSDL.

JDRBC la giao dién vdi SOL, mét giao dién véi hiu nhu tat ca cac CSDL md hinh dif liéu
quan hé hién dai.

Ta hay xét tiép chuong trinh dit mua hang tryc tuyén. Khach hang dién vio don dit
mua va giri dén cho Cira hang (hé théng ban hang truc tuyén). CSDL cta hé thong phai dugc
cdp nhét va chén thém ban ghi thong tin vé khach hang d6. Tuong tur, sau khi giao dich
mua/ban két thuc thi mot s bang trong hé CSDL ciing s& phai dugc cip nhit.

Nhimg van dé trén duoc cic ciu lénh cua SQL thuc hién. Déi tuong cua I6p
Connection dugc sir dung d& quan ly cac giao dich véi JDBC.

Vi du 6.8. Ta hiay xdy dung m¢t chuong trinh tng dung thoi gian thuc cé sir dung
Servlet. P& thyc hién vi du nay, mic dinh la ta dd biét st dung HIML va Microsoft
FrontPage dé tao 1ap cac trang Web.

Chung ta hay xét bai toan nhu sau: Sao Mai 1a cong ty kinh doanh va cho thué 6 t6. Ho
ban, cho thué cac 6 t6 gia dinh va cac 6 t& chd khach cho cac tua du lich. Céng ty mudn thanh
lap mét cdu lac bd cung vor mot Website: CarSaocMai.cam dé thuc hién cac dich vy truc
tuyén néu trén. '
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Dé tham gia dugc vao CarSacMai.cam thi ban phai dién vao mdt thé dang ky gia nhap
cdu lac bd va chi nhiing ngudi da dang ky méi dwgce cung cdp cac dich vy truc tuyén d& mua
va sir dung 6 t8. Nhimg ngudi chua dang ky thi chi duoc quyén truy cip dé biét dugc nhimg
thong tin vé Cong ty va nhimg théng tin tém tt v& cac dich vu ma Cong ty cung cap.
Trudc tién, ta hdy thiét ké qua trinh ding ky nhu sau.
s Tao ra trang HTML chira mau ding ky.
= Cap nhat lai CSDL vé céc Servlet lam viéc & ting trung gian khi c6 mdt nguoi
m& dang ky.

= Tao ra mdt CSDL chinh @& luu trir thdng tin vé cac thanh vién cia ciu lac bo.

= Tao ra Servlet khac dé cho phép tt ca cac thanh vién cu lac bd két néi dugc vao
Website va duge phuc vu.

1. Thiét 1ap CSDL

Pau tién, ta co thé su dung Microsoft Access dé tao ra modt CSDL nhod, vi du
carsSaoMai.mdb. Dé sir dung CSDL nay, ta sir dung 32-bit ODBC (chon trong Control
Panel\Administrative Tools\Data Sources (ODBC)). Sau khi mé dugc hop thoai
ODBC Data Sources Administrator, hdy chon System DSN va nhan vao nit Add dé dua
thém CSDL mdi vao ngudn dit liéu. Nhip tén CSDL carsSacMai vio trudng Data Source
Name vi nhin vio Selection d& thiét lap duong din toi thu muc chia tép
carsSacMail.mdb.

carsSacMai .mdb c¢6 hai bang dugc thiét ké nhu sau,

(1) Bang Login
Tén truwimg Kiéu dir li¢u Cic rang budc
LogName Text(20) Khod nguyén thuy
Passwd Text(20) Khong réng

(i) Bang Memebers: luu tri cac thanh vién ciu lac bd

Tén trumg Kiéu di liéu Cic rang bujc
LogName Text(20) Khoa tham chiéu
FName Text(30) Khong rdng
LName Text(30) Khong rong
Age Numbcr(2) Khéng rong
Gender Text(10) Khéng tdng
Address Text(30) Khéng réng
City Text(30) Khéng rong
PIN Number(7) Khang réng
EMail Text(30) Khéng réng

| Phone Number(10) Khéng rong
Salary Number(20) Khéng rong
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2. Tao lp trang chit via miu ding ky ciu lac by
Ta c6 thé tao ra cac trang HTML cho trang chti va cic mau ding ky di duoc thiét ké

Luu lai trang Web trén vao tép carsSaoMai HomePage.shtm Tép nay c6 thém dong
1énh;

<servlet code =http://128.28.10.1:8080/servlet/pageValidator class>
</servlet>

Servlet pageValidator.class cung vol mot phﬁn mi HTML sé tao ra
Servlet & phia may chi. Luu y la can phai thay ddi dia chi URL tdi URL ciia Web
Server cua ban.

Tép carsSacMai HomePage. shtm cd cac didm lién két téi cac trang HTML bao gdm:

* SaoMai.html: trang chira cac théng tin vé cu lac bo.

* member.html: ghinhén cic thanh vién ding ky vao cau lac bd

" getRegisteredNow.html va registrationContD.html: cho phép cac
thanh vién md1 dang ky vao cau lac bo. '

3. Viét cac Servlet cho ting trung gian

carsSacMai.com s dung cac Servlet dé nhan dugc cac thong tin tir Client
Browser, tham dinh thong tin ndy, tuong tac véi CSDL dé chén cic ban ghi méi, tim trong
CSDL nhimg thanh viér d3 dang ky va thuc hién cac dich vu ma céac thanh vién ciu lac bd yéu
cau. P6 1a cac Serviet:
= NewRegistryvaMamberDetailEntry: ghi nhan nhimng thanh vién mén.
» RegisteredMemeber: tim trong CSDL nhimg thanh vién di diang ky va truy
cap dé xac dinh nhimg thong tin can thiét.

4. Dich va thyc hién chwong trinh img dyng

Tém lai, viéc tao lap mot trang Web (dién dan) dap img cac yéu cau trén, dugc thuc
hién cac budce nhu sau:

* Taora mdt CSDL carsSacMai.mdb, va dé truy cip dugc vao né thi phéi cho biét
tén va mat khau cta ngudi d3 dang ky tham gia Cau lac bd. CSDL nay c6 hai bang
Login va Memebers.

* Chuyén tat ca cac tép HTML ma Website yéu cau vao thu muc, vi du public html
clia JavaWebServer. Déng thdi chuyén cac tép anh vao thu myc nay. Nhé 14 phai
thay ddi URL cho thich hop nhu da néu & trén.

= Tiép theo, chuyén cac tép 16p da dugc dich (.class) clia cac chuong trinh Servlet
dé nap vao thu muc Servlet cua JavaWebServer. O ddy ciing can nhé 1a pha
thay ddi URL di chi ra trong cac tép .java trudc khi dich va chuyén ching vé thu
muc \JavaWebServer?2.0\servlets.
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» Khai dong Java Web Server bang cach thuc hién httpd.exe & thu muc Web
server\bin.

= Khi Web Server di hoat dong, hady mé trinh duyét cia ban va go vao
http://localhost:8080/SaoMar _homepage.shtml

= Néu trang Web nay chua duoc nap vé thi thay localhost trong URL & trén bfmg dia
chi IP cia may ban, vi du:

htip://128 28.10.1:83080/SaoMai homepage.html

Tuong tu nhu trén néu ta mudn thue hién trén Web Server.

6.11. JSP

Java Server Pages (JSP) cho phép tach riéng phin dong ciia nhiing trang Web ra
khoi HTML tinh. JSP khéng chi h tro dé tao ra nhimng trang Web déc 1ap véi cac nén, doc lap
VOl cAc Server, ma con 1 cong nghé Java rat hiéu qua @ thé hién nguyén ly WYSIWYG
(Nhimg gi ban nhin thay 1a ban c6 dwec ching) trén cac trang HTML finh ([2], [4]).

Céc trang JSP gbm ¢6:

» Cac thanh phan tinh KTML /XML

= Céc thé dic biét ciia JSP

= C6 thé c6 mdt s6 cac doan mi chuong trinh viét bang Java, dugc goi la nhimg kich

ban nhé Scriptlet.

Do viy, ta c6 thé tao I8p va duy tri cac trang JSP bing cac cong cu truyén théng nhu
dbi véi HTML /XML

MGt didu quan trong can luu y: dic td ISP 1a mdt chudn mé rong, duge dinh nghia trén
dinh cua Servlet API. C4 Servlet va JSP clng ¢6 mot sb dic tinh chung, co thé str dung
ching phuc vu cho cac ndi dung Web dong. Tuy nhién, ciing c6 mét s6 khac biét gita JSP va
cong nghé Servliet nhu di trinh bay & trén. JSP dugc sir dung ron¢g rai hon. N6 khong chi
dugc sir dung ddi vdi cac nha phat trién hé théng, ma ca nhimg nguoi thiét ké cac trang Web,
nhimg nguéi dong vai trd rat quan trong trong qui trinh phat trién cic trang Web tmg dung
hién nay.

6.11.1. Kién trac cua JSP

Muc dich ciia JSP 14 cung cfp cac phuong thirc dé khai bao, bidu dién cho sur phat trién
cilia cac Servlet.

M5t cach dién hinh, cac trang JSP la chu didm ch nh cita ph 1 dich va xir Iy cac yéu cau
trén Server. Pha dich chi thuc hién mét 1an, trir khi t1 ing JSP bi thay ddt thi né méi phai
dich lai. Gia sir v& mit ci phap, trang JP khang ¢6 15i thi két qua clia pha dich s& 1a tép 16p
cai dat trang JSP va giao dién Servlet nau hinh dudi ¢ iy.
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B¢ chira Servlet

Hinh 6.6. Co ché dich cia JSP

Pha dich dugc thyc hién bai JSP Engine khi né nhian dugc cac yéu cau lan dau cua
mét trang JSP. Luu y rang, JSP 1.1 cho phép dich trudc (tién dich) cac trang JSP thanh cac
tép 16p. Viéc dich trude nay dic biét hiru dung trong viéc loai bé nhimg khéi dau cham tré khi
mdt trang JSP duoc phan phat tir cac ngudn dé nhan dugc cac yéu cau cua Client. Nguon
gbc clia tép 16p duoc tao ra béi Tomcat. '

Nhu trén da néu, mot chuong trinh JSP ¢ thé chira cac doan chuong trinh Java va
chang két hop v6i nhau dé tao ra cac JSP Servlet nhdm xir ly cic yéu cdu ciia Client gin
dén thong qua HTTPRequest. JSP Servlet xur ly cac yéu cdu cia Client (qua HTTP) va
guri két qua cho HTTPResponse.

1. B{ chira JSP

HTTPRequest 2. Poc mdt tép JSP goc

I

3. Chuyén tép JSP goc vao churong trinh Java dé dinh
nghia 16p Servlet

4. Dich chuong trinh Java thanh cac t¢p lop
I

5. Tai xubng nhimg t&p 16p di dugc tao ra

I

6. Tao ra d6i twgng dai dién cua 16p JSP Servlet

JSP Servlet v

o m < W m wm v H =5 =@

HTTPResponse 7. Xir Iy cdc yéu ciu cia HTTP

Hinh 6.7. Co ché hanh djng cia by chira JSP
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6.11.2. Cac mé hinh truy cap cua JSP

C6 hai mé hinh truy cip pho bién dé thuc hién truy cap thong tin theo cong nghé JSP.

1. M6 hinh I: cac yéu cau dau vao tir Web Browser dugc giri truc tiép téi trang JSP,
& d6 ching duoc xir ly va tra 1oi cho Client. Trong mé hinh nay, moi vin d& truy
cép déu dugc dam nhan bdi cac Java Bean. '

Yéu ciu

B& chira Servlet Céc hé théng théng tin

Hinh 6.8. M6 hinh 1

2. M6 hinh 2: con dugc biét dén vdi tén goi MVC (Model/View/Controller). Viéc
xtr ly thong tin duoc tach thanh hai phan, thanh phan biéu dién va thanh phan diéu
khién. Thanh phan biéu dién la nhimg trang JSP lam nhiém vu tao ra cdu tra loi
dang HTML/XML va xac dinh giao dién clia ngudi st dung ma Web Browser cung
cap. Thanh phédn diéu khién (con dugc goi la thanh phan phia trudc), khong dam
nhédn céng viéc bidu dién ma la xir ly tit ca cac yéu cau cua HTTP. Cac thanh phan
diéu khién ciing dam nhén viéc tao ra cac Java Bean hodc cac doi tuong phuc vu
cho cac thanh phan biéu dién sir dung, dong thai quyét dinh cac thanh phan phu
thudc vao hanh dong cia ngudi sir dung.

Yéu ciu

B0 chita Servlet Céc hé théng thong tin

Hinh 6.9. M6 hinh 2
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6.11.3. Cac pham vi déi tugng

Trude khi tim hiéu vé ct phap va ngir nghia ctia JSP, didu quan trong la phai hiéu 3
pham vi hay kha ning quan sat duoc cia cac doi tuong Java xir Iy cac yéu cau trong cac
trang JSP. Cac ddi tuong c6 thé dugc tao ra mét cach tuong minh bang cach sir dung cac thé
chi dan JSP, hodic mét cach gian tiép thong quan cac thé hanh dong. Nhimg dbi tuong dugc
sinh ra s& duoc gén tuong ung voi nhimg pham vi hoat dong nhat dinh. C6 bén pham vi hoat
dong: Application, Session, Request va Page. Hinh 6.10 md ta pham vi cia cac doi
tuong tuong img dugc tao ra.

_ 2 Cic d6i trong truy cip dugc tir nhiéu trang phai
Phem:v] ing ot 7 3 thugc ciing mdt chuong trinh g dung.

Céc doi twong truy cip dugc tir nhiéu trang phai
thude cing mdt phién lam vige.

Cic doi tuong truy cip dugc tir nhiéu trang xir Iy nhimg
yéu ciu & noi chiing dugc tao ra.

Céc doi trong chi truy cip duge bén trong cc trang
noi chiing duroe tao ra.

Pham vi hep nhat

Hinh 6.10. Phan vi hoat dgng ciia cic déi twgng

Pé cho thuan tién, bd chira JSP tao ra mot sd ddi tuong tiém nang dé sur dung trong cac
kich ban va cac biéu thirc ma khong can phai khéi tao ra ching, Co6 chin ddi tuong khong
tuong minh duoc tao lap sén:

* request: dai dién cho HITPRequest, thudc pham vi Request.

* response: dai dién cho HTTPResponse, thudc pham vi Page.

* pageContext: dai dién cho PageContext, thudc pham vi Page.

= application: dai dién cho ServletContext, thu¢c pham vi Application.

= out: dai dién cho JspWriter, thudc pham vi Page:

* config: dai dién cho ServletConfig ctia JSP, thudc pham vi Page.

* page: dai dién cho HttpPage, thugc pham vi Pa:je. |

* session: dai dién cho HttpSession, thudc pham vi Session.

* exception: dai dién cho Throwable, thude pham vi Page.

Lueu y: nhimg doi tugng trén chi nhin thay dugc bén frong hé thong duoc sinh ra bai
_JjspService (). Ching s& khong hoat dong (quan sat dugc) & bén trong cac phuong thirc
ma ta tu khai bao.

Mot van dé quan trong nita can quan tim la viéc quan Iy cac phién lam viéc trong JSP.
Theo mic dinh, tat ca cac trang JSP déu tham gia vao mét phién session cua HITP. Cac
phién session la nhimg noi thich hgp dé to chirc huu trit cac Bean va nhimg dbi tuong can
thiét sir dung chung cho cac trang JSP vdi cac Servlet ma ngudi sir dung can truy cip. Mdi
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session dugc xac dinh thong qua dinh danh ID va dugc luu & trinh duyét cung vai mau tin
cookie.

S6 lugng cac ddi tugng trong mot phién session la khéng gidi han. Song khi s6 luong
chiing nhidu qua thi hiéu suét thyuc hién s& kém di. Theo mic dinh, phan lén cac Server cho
phép mdi doi tuong tham gia vao mét phién session véi thoi gian tham gia la 30 phit. Néu
mudn thay ddi, ban c6 thé dat lai thoi gian hoat dong cta dbi tuong trong mdt phién session
thong qua ham setMaxInvalidationInterval (int secs). Co ché quan ly cac phién
session dugc mo ta nhu hinh 6,11,

Mb to JSP gitt tham chiéu téi ddi tuong dugc dit vao trong session cho dén khi hét
thoi gian c6 hiéu luc, sau d6 nhimg doi tuong do bi huy bo dé don dep bo nho.

Trinh duyét B chira Servlet
‘ 666 sessionObj
cookie é
sessionObj

“person”  personObj

“items”  itemObyj

Hinh 6.11. Co ché quin Ij cic session

6.11.4. Cd sd cu phap ctia JSP

Ngoai cac qui udc clia HIML, JSP ¢6 ba cdu tric chinh: |

= Cac phan tir kich ban (Scripting Elements) cho phép xac dinh nhimg doan ma
chuong trinh Java sé trd thanh bo phéan clia Servlet,

= Cac chi dan (Directives) cho phép diéu khién tit ca cac céu truc cia Servlet,

* Cac hanh dong (Actions) cho phép chi ra nhimg thanh phan duoc sir dung dé xur ly
va nhimg thanh phan con lai dé diéu khién trong md to cia JSP.

Lueu y: Ban c6 thé tim hiéu chi tiét vé JSP Tutorial & dia chi:

http://www.apl.jhu.edu/~hall/java/Servlet-Tutorial/ .

1. Cic phan tir kich ban

Cac phén tir kich ban duoc sir dung dé chén cac doan ma chuong trinh Java vao trong
mot Servlet dugc sinh ra tir trang JSP hién thai. C6 ba thé chinh:
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(1)

(1)

Cdc thé biéu thirc dang <%= exp %>, duoc sir dung dé tinh gia tri cita biéu thic
exp va chén két qua (sau khi d3 dugc chuyén vé dang xau, theo cic chi dan) vio
trang két qua. exp la mét biéu thirc trong Java dugc tinh gia tr1 lic thuc hién
chuong trinh (khi trang tin duoc yéu cau). Vi du, biéu thirc JSP sau s& xac dinh
ngay/gio hién thoi ciia hé thng khi trang tin yéu cau:
Thol gian: <%= new java.util.Date() 2>

Cac thé kich ban dang <3 Java code 3>, duoc sir dung dé chén cac phuong
thire dich vu Java code vao trang JSP. Vi du:

o\

<
String queryData = request.getQueryString():;
out.printin (“GET Data: “ + queryData);

o\

>

Lueu y: Cac doan chuong trinh bén trong cac thé kich ban, duoc viét trudc hoic
sau thanh phan tinh ctia HTML tao ra cac kich ban hanh dong. Vi du

<% 1f{Math.random({) < 0.5) { %>

1a ngay <B> dep trdi </B>!

<% } else { %>

La ngay <B> nhiéu may </B>!

<% } %>

<% for(int 1 = 0; 1 <5; i++) (%>

<H<%= 1%>>Xin chao </H<%=i%>>
<%} &>

(1) Cdc thé khai bdo dang <! Java code %>, dugc sir dung dé cheén vao nbi dung

cna cac 1dp Servlet, chén vao bén ngoai cha phuong thic code. Cac thé khat
bao khéng sinh ra nhimg két qua, ching duoc sir dung két hop cac thé biéu thirc
hoac cac kich ban cua JSP. Vi du, doan chuong trinh sau in ra s6 lan trang Web
duoc truy cip sau khi nd duoc khaoi tao.

<%! private int accessCount = 0; %>
56 14n truy céap:
<%= ++accessCount %>

Luu y: Ciing giong nhu cac kich ban, néu ta sir dung nhimg ky tu nhu “%>" thi
phai viét thanh “%\>".

2. Cic chi dan JSP

Mot chi dan trong JSP dugc st dung d& gan cdu tric cia lop Servlet. Cac thé chi
dan JSP l1a nhimg théng diép danh cho mé to JSP. Thé chi din duoc dit & dau cia tat ca cac
trang JSP. Co hai thé chi din chinh: thé page, include.
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(i) Chidan JSP page. Thé chi din page cho phép ban dinh nghia mot trong cac
thudc tinh sau:

= <%@ page import = ”"package.Class” %>
Vi du: <3@ page import = “Java.util.*” %>
» <%@ page contenType = “MINE-Type” %> hoic
" <%@ page contenType = "MINE-Type; charset=Character-Set” %>
Trong d6, MINE 1a kidu cia két qua. Vidu:
<%@ page contenType = “text/plain” %>
" <%@ page isThreadSafe = "true | false” %
M@t gié tri true (mic dinh) chira re"mg viée xir ly cua Servlet la binh thuong,
trong d6 ¢6 thé c6 nhidu yéu cau duoc xir ly dong thoi bai cling mét Servlet.
Gia tri false chira r?mg, Servlet cal dat SingleThreadModel dé thuc

hién cic yéu cau mét cach tuan ty hay duge thue hién béi nhidu Servlet clng
mat luc.

» <%@ page session = “true | false” %>
Mot gia tri true (mic dinh) chi ra ring bién duoc dinh nghia truéc session
(thudc kidu HttpSession) s& duoc tim thiy trong session néu nd ton tai. Gia tri
false chira ring, nhimg session nhu thé khong duogc str dung, moi cb gang
truy cdp vao session déu that bai.

= <%@ page buffer = ”“sizekb | none” %>

Thudc tinh nay xac dinh c¢& cha ving dém buffer duoc sir dung boi doi tuong
out cia JspWriter, ¢& nhé nhat phai la 8 KB.

* <%@ page autoflush = “true | false” %>

M&t gia tri true (mic dinh) chi ra ring, buffer s& duoc lam sach khi né bi
day. Gia tri false , it khi sir dung, chi ra nhimg ngoai 18, khi buffer bi day.
= <%@ page extends = ”package.class” %>
Thudc tinh nay chi ra lép cha cia Servlet dugctaora. |
* <3%@ page language = ”“java” %>
Thudc tinh nay chi ra ngbén ngir dugc sir dung.
JSP con cung cip mdt co ché dé xir ly ngoai 18 (16i) khi thuc thi chwong trinh
bang cach sir dung thé page vai thuge tinh errorPage:
%@ page isErrorPage = “false” errorPage = “errorHandler.jsp” %>

théng bao cho md to JSP biét ring nhimg ngoai 18 duoc md ti trong
errorHandler. jsp.
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(i) Chiddn JSP include. Thé chi din include cho phép ban dua cac té&p chuong
trinh, hay tép tin vao trong trang JSP luc n6 dwgc dich thanh Servlet.

<%@ include file="relative url” %>

Trong d6, “ur1” la dia chi chira nhitng t&p can phii duoc dua vao trang JSP.

3. Thé chu thich

The chi thich cia HTML ¢ thé sir dung trong cac trang JSP. Tuy nhién, nguoi sir
dung van ¢6 thé nhin thay nhimg chi thich d6 trong nhimg trang gdc. Néu ban mudn nhimg
cha thich d6 khong nhin thay dwoc bdi ngudi sir dung thi phai ding thé chi thich cia JSP.

<%——- Chu thich chi danh cho Server ——%>

Nhing chu thich nay chi ¢6 y nghia giai thich danh cho ngudi viét chuong trinh, sau khi
dich thanh tép 16p thi nhiing nguot st dung khéng doc ching duoc niva.

Vi du 6.9. Viét chuong trinh JSP dé doc dir lidu duoc nhdp vao tir dong lénh va hién
thi tén clia may tinh chay chwrong trinh, s6 l4n truy cap va ngay/gio hién thoi cua hé thong.

<%—— JjspTest.jsp —%>

<!DOCTYPE HTML PUBLIC “-//W3C//DTD HIML 4.0 Transitional //EN>

<HTML>

<HEAD>

<TITLE> Su dung Java Server Pages </TITLE>

<LINK REL=STYLESHEET

HREF="My-Style-Sheet.css”
TYPE="text/css”>
</HEAD>
<BODY BGCOLOR= “#FDFLE6” TEXT="H#000000” LINK="0Q0O00OEE”
VLINK="#551A8B” ALINK=“FF0000”>
<CENTER>
<TABLE BORDER=5 BGCOLOR="#EF8428”>
<TR><TH CLASS="TITLE”>
St dyng Java Server Pages </TABLE>
</CENTER>

<p>

Nhiang ndéi dung dugc tao ra trong trang JSP
<UL>
<LI><B>Thé biéu thiuc. </B><BR>
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Hostname: <%=request.getRemoteHost () %>.
<LI><B>Thé kich ban. </B><BR>

<% out.println(“Dd liéu dg¢c dugc: ™ +

request.getQueryString()); %>.
© <LI><B>Thé khai bao. </B><BR>

<% private int accessCout = 0; %>

S5 1an truy cép vao Web site: <%= ++accessCout %> )
<LI><B>Thé& chi din. </B><BR>

<%@ page import = “java.util.* %>

Ngay/gid hién thdi: <%= new Date() %>
</UL>
</BODY>

</HTML>

6.11.5. Cac hanh déng clia JSP

Cac hanh déng JSP sir dung cac cdu tric XML dé& diéu khién hanh vi cia Servlet
Engine. JSP c¢6 nhimg hanh dong sau

= jsp:include — Dua vao mdt tép khi trang tin duoc yéu cu.
* jsp:useBean - Sir dung d6i twong JavaBean.

" jsp:setProperty - Pitla thudc tinh cho JavaBean.

" jsp:getProperty - Doc thudc tinh ciia JavaBean.

* Jsp: forward— Hudng t&1 mdt trang mai.

¢« jsp:plugin — Cho phép chén vao trinh duyét duge xac dinh béi OBJECT hodc
EMBED can thiét d& chay Applet.

1. Thé jsp:include

The nay cho phép ban chén cac t8p can thiét vao trang tin dugc tao ra. Né co dang
<jsp:include page = “relative URL” flush = “true” />
N6 duoc dung dé dinh huéng yéu cdu t6i nhimg ngudn tai nguyéa tinh hoic dong trong
cung ngir canh theo dia chi relative URL nhu khi goi trang JSP. Co ché thuc hién bing
cach tao ra cac tham s la cic JavaBean tai nguyén (duoc gidi thidu & chuong V) va dua
chiing vio yéu cau, dugc mé ta nhu hinh 6.12.
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- A
Yéu cau

Tra 1on

Hinh 6.12. Co ché xir 1§ yéu ciu include

Vi du 6.10. Viét chuong trinh JSP dé doc, hién thi cac tin dugc dua vao tir cac tép
chira chung,

<%-- WhatsNew.jsp —--%>
<!DOCTYPE HTML PUBLIC “-//W3C//DTD HTML 4.0 Transitional //EN>
<HTML>
<HEAD>
<TITLE> Trang tin tic </TITLE>
<LINK REL = STYLESHEET

HREF = “My-Style-~Sheet.css”

TYPE "text/css”>
</HEAD>
<BODY BGCOLOR = “#FDF5E6” TEXT = ”“#000000” LINK = ”“0000EE”

VLINK = “#551A8B” ALINK = ”“FF0000”>

<CENTER>
<TABLE BORDER = 5 BGCOLOR = “#EFB8429">

<TR><TH CLASS = "TITLE”>

Nhitng tin téi nhé&n dugc tu JspNews.com </TABLE>

</CENTER> '

<p>

Nhiing tin méi nhén dugc:

<OL>
<LI><jsp:include page="news/Iteml.html” flush="true”/>
<LI><jsp:include page="news/Iteml.htm2” flush="true”/>
<LI><]jsp:include page="news/Iteml.htm3” flush="true”/>

</0L>

</BODY>

</HTML>
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2. Thé jsp:useBean
Thé hanh dong nay cho phép a1 cac JavaBean (dupc tinh bay & durong V) vao trang JSP
dé sir dung chiing. Diéu nay rat tién loi va hiéu qua vi nd cho phép ta khai thac duoc nhimg
khd nang sir dung lai ciia cac 16p duoe xdy dung san trong Java ma khong doi hoi phai thod
mén nhing yéu clu cu thé, nhimg yéu cau nay sé duoc JSP dua vao trong Servlet dé thuc
hién. N6 ¢6 ci phap don gian nhu sau:
<jsp:useBean id = “name” class = “package.class” />

Trudce khi truy cdp vao mot Bean (JavaBean) trong trang JSP thi phdi chi rd nd
c6 tén 14 gi (dinh danh), tén 16p tuong (mg & d4u. Khéi tao mdt déi tuong cua lép duge chira
boi class vand lidn két véi bién thdng qua tén goi id. S& 1a hidu qua hon khi ta tham chiéu
t6i nhimg JavaBean d3 co sin, va jspuseBean cho biét rang, mdt dbi tuong mdi duoc
khai tao chi khi chua co dbi twong nao co cung id di duoc tao ra trudc d6. Khi di tao ra mét
Bean, ta co thé thay do6i cac tinh chat cia nd bing cich s dung thé jsp:setProperty,
hodc sir dung cac thé kich ban va got nhimg phuong thirc tuong minh cia d6i tuong d6 thong
qua dinh danh 1d. Vi du, hay xét thé sau:

<jsp:useBean id = “user” class = “company.Person”
scope = “session” />

Mat doi twong cua I6p Person duoc tao ra va duoc dat vao phién lam wiéc
session. Néu sau d6, & mdt trang JSP khac gap phai thé jsp:useBean trén thi nd sé
tham chiéu té1 d6i turong ban dau di duoc sinh ra & trong phién session.

Khi d3 khai bao mét thanh phin JavaBean, ta co thé truy cap vao cac tinh chét cia
no thdng qua thé jsp:getProperty va co thé thay doi nhing tinh chat d6 théng qua thé
jsp:setProperty.

Vi du 6.11. Vi du don gian hudng din cach sir dyng Bean va dit / xac dinh céac thudc
tinh cua JavaBean.

<%—— BeanTest.jsp —%>
<!DOCTYPE HTML PUBLIC “-//W3C//DID HIML 4.0 Transitional //EN>
<HTML> '
<HEAD>
<TITLE> Su dung lai JavaBean trong JSP </TITLE>
<LINK REL=STYLESHEET
HREF="My-Style-Sheet.css”
TYPE="text/css”>
</HEAD>
<CENTER>
<TABLE BCRDER=3 BGCOLOR="H#EF8428">
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<TR><TH CLASS=“TITLE”>
Su dung lai JavaBean trong JSP </TABLE>

</CENTER>

<p>

<jsp:useBean id = “test” class = “hall.SimpleBean” />
<jsp:setProperty name = “test”

property = “message”
‘value = “Xin chao céc ban” />
<H1> Théng bdo: <I>
<jsp:getProperty name = “test” property = “message” />
</I> '
</BODY>
</HTML>

Chwong trinh clia SimpleBean dugce sir dung trong BeanTest c6 thé tai vé tir dia chi
trén mang. SimpleBean ¢6 n6i dung don gian nhu sau:

package hall;
public class SimpleBean{
private String message = “Chua xac dinh théng bao”;
public String getMessage () {
return (message);
}
public void setMessage (String message) {

this.message = message;

3. Thé jsp:setProperty

Ban c6 thé sir dung thé jsp:setProperty dé dit lai cac tinh chét cia cic Bean ma
trang JSP tham chiéu téi. C6 thé thuc hién theo hai cach.

+ Cdch thir nhdt: st dung 3 sp: setProperty, nhung bén ngoai cia jsp:useBean nhu
sau:

<jsp:useBean id="myName" ... />

<jsp:setProperty name="myName"
' property="someProperty" ... />
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Trong truomg hop nay, jsp: setProperty duoc thuc hién ma khéng can dé y
dén viéc mét d6i tugng méi dugc tao ra hay da cé sin déi twong do.
+ Cach thir hai: st dung jsp:setProperty bén trong cia thé jsp:useBean
nhu sau:
<jsp:useBean id="myName" ... >

<jsp:setProperty name="myName"
property="someProperty” ... />
</jsp:useBean>
O day, jsp:setProperty chi thuc thi duoc khi chua c6 sin dbi tuong' Bean va
mét ddi tugng mdi duoc tao ra.

is

-

:setProperty cd cac thudc tinh sau:

Thudc tinh yéu ciu chi dinh Bean c6 cac tinh chét s& dwgc dit lai. The

name
jsp:useBean phai xudt hién trude jsp:setProperty.

_if Thudc tinh yéu cdu chi ra tinh chit ma ban mudn dit lai. Song, & ddy c6 trudng hop
property dic biét: gid tri "*" nghia 14 tit ca c4c tham sb yéu ciu cua Bean c6 tén sanh dugc
v0i id s& truyén t6i nhimng phuong thirc twong img.

Thudc tinh dugc lya chon x4c dinh gi tri cla tinh chit 6. Cac gia tri xAu (String)
dwgc ty dong chuyén sang céc sé kiéu boolean, Boolean, byte, Byte, char,
value vd Character thong qua phuong thirc valueO£() cua cac 16p bao goi. Vi du, gia
tri s = "42" dugc chuyén sang kiéu int hoic Integer, thong qua
Integer.valueOf (s).

Thudc tinh dugc lya chon chi dinh tham s6 yéu cau tir tinh chat dugc din xuat ra.
Néu yéu cau hién théi khong ¢ tham s6 nhir trén thi hé thdng khong l1am gi ca.

<jsp:setProperty name="orderBean"
param property="numberOfItems"

param="numlItems" />

Néu ta bo qua ca value va param, thi no co tén goi giéng nhur tén dugc cung cap
boi param thong qua tén cia property. '

Vi dy 6.12. Sir dyng Bean dé tao ra mot bang cac chit s6 nguyén t6. Néu tham sb c6
tén la numDigits trong dit lidu yéu cau, n s& duoc truyén vao cho tinh chit numDigits
cua Bean.

<%-— JspPrimes.jsp ——%>

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0
Transitional//EN">

<HTML>
<HEAD>
<TITLE>Reusing JavaBeans in JSP</TITLE>
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<LINK REL=STYLESHEET
HREF="My-Style-Sheet.css"
TYPE="text/css">
</HEAD>
<BODY>
<CENTER>
<TABLE BORDER=b5>
<TR><TH CLASS="TITLE">
Reusing JavaBeans in JSP</TABLE>
</CENTER>
<P>
<jsp:useBean id="primeTable" class="hall.NumberedPrimes" />
<jsp:setProperty name="primeTable" property="numDigits" />
<jsp:setProperty name="primeTable" property="numPrimes" />
Some <jsp:igetProperty name="primeTable" property="numDigits" />
digit primes:
<jsp:getProperty name="primeTable" property="numberedList" />

</BODY>
</HTML>

Chuong trinh NumberedPrimes . java d& tim cac s6 nguyén t6 duge viét nhu sau:
package hall;
import java.util.*;
public class NumberedPrimes ({
private Vector primes;
private int numPrimes 15;
private int numDigits = 50;

[

public String getNumberedList () {
if (primes == null)} {
Primelist newPrimes =
new Primelist (numPrimes, numDigits, false);
primes = newPrimes.getPrimes();
}
StringBuffer buff = new StringBuffer ("<OL>\n");
for(int i=0; i<numPrimes; i++) |
buff.append (" <LI>");
buff.append(primes.elementAt(i})
buff.append ("\n");
}
buff.append ("</0L>");
return (buff.toString()):
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public int getNumPrimes () {
return (numPrimes) ;

}

public void setNumPrimes (int numPrimes) {
if (numPrimes != this.numPrimes)

primes = null;

this.numPrimes = numPrimes;

}

public int getNumDigits() {
return (numDigits);

}

public void setNumDigits(int numDigits) {
if (numDigits != this.numDigits)

primes = null;

this.numDigits = numDigits;

}

public Vector getPrimes() {
return (primes) ;

}

public void setPrimes (Vector primes) {
this.primes = primes;

}

4 Some 60 digit primes: ¥

539798301893422504288740509401375188292069260379136729449211
539798301893422504288740509401375188292069260379136729449219
539798301893422504288740509401375188292069260379136729449427
539798301893422504288740509401375188292069260379136729449451
539798301893422504288740509401375188292069260379136729449589
539798301893422504288740509401375188292069260379136729449661
539798301893422504288740509401375188292069260379136729449801
539798301893422504288740509401375188292069260379136729449831
539798301893422504288740509401375188292069260379136729449979
539798301893422504288740509401375188292069260379136729449997

.

4

DWW O AR N

Hinh 6.12. Chwong trinh sir dung JavaBean trong JSP
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4. Thé jsp:getProperty
Thé nay tim céc gia tri thé hién cac tinh chat cia Bean, dugc chuyén sang xu va chén
vao két qua. C6 hai thudc tinh yéu cau la:
* Tén ciia Bean dugc tham chiéu trude d6 béi jsp:useBean,
= Tinh chét c6 gia trj tuong img dugc chén vao.
<jsp:useBean id="itemBean" ... />
<UL>
<LI>S6 céc mit hang:
<jsp:getProperty name="itemBean"
property="numItems”/>
<LI>Gi& ban mdi mit hang:
<jsp:getProperty name="itemBean" property="unitCost" />
</UL>

5. Thé jsp: forward

Thé nay cho phép ban khai bao trudc vé yéu cau tGi mdt trang tin khac. N6 cho phép
huéng din dé vao mdt trang JSP, Servlet, hay mdt trang HTML finh bén trong ngir canh
nhu 12 cdu khén t6i nhimg trang d6. Két qua la moi cong viée xir Iy cta trang hién thoi s& bi
dimg lai & noi ma thé hudéng dén nay xuat hién, mic du nhitng cong viéc d6 van phai tiép tuc
thuc hién.

<jsp:forward page = "somePage.jsp" />

Viéc triéu dan mot trang tin c6 thé truyén cac tham sd cho cac Bean duoc tao ra bang
cach dua chiing vao yéu cau nhur hinh 6.13.

Hinh 6.13. Co ché xir Iy yéu chu forward
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6.1.

6.2.

BAI TAP

Xay dung cac 16p va cac tép HTML tuong tmg dé thuc hién cac nhiém vu ctia Cong ty
Sao Mai nhu d3 néu trong vi du 6.8.

Xay ding mét dién dan trao ddi (forum) véi JSP va Servilet. Yéu cau chinh clia
bai toan nhu sau.

1.

Mot dién dan trao ddi thong tin trén mang cin cho phép cac thanh vién ding ky
tham gia, tao cac chi d&, tra 161 cac bai viét; con ddi véi ngudi quan tri thi duoc
phép tao ra cac hop (Box) chi dé, phan quyén cho cac thanh vién, quén ly thong tin
dién dan ...

. Théng tin ciia dién dan duoc thé hién théng qua cac bai viét ciia thanh vién. Cac bai

viét dugce phan loai theo timg chi dé, mdi chi dé sé dé cdp xung quanh mét van de,
sy kién, y kién binh luan nao d6. Tap hop cac chi d8 lién quan dén mét thé loai
théng tin nhét dinh nao do lai duoc nhém vao trong mét hép (Box), vi du ta cd thé
c6 hop Thé thao, hop Am nhac, hép Vian hoc .v.v. Vide phan cép tao ra cac hop chi
dé sé gitp cho ngudi doc d& dang theo dbi cac bai viét ciing nhu gitp viéc quan ly
dién dan hiéu qua va linh ddng hon.

. Nguoi quan ly ciing 1a thanh vién cia dién dan c6 chitc ning quin ly dién dan.

Ngudi quéan ly cé thé thém, x6a, sira ... cac thong tin bén trong dién dan ma ho truc
tiép quan ly. Viég chi dinh ai la ngudi quén ly cda timg hop chi dé s& do nguoi quan
tn (Administrator) quyét dinh.

. Ban c6 thé chinh sira hay xo4 bai viét ctia ban bat ky lic nao bang cach vao dién dan

cé chira bai viét, hodc nhén vao biéu tuong sira hoac xoa (F5#). Khong ai khac co
quyén stra bai viét clia ban, ngoai trir ngudi quan Iy hay quan tri dién dan. Khi ba
viét dugc chinh sira, mot dong ghi chu s& xuét hién & cudi bai viet dé théng bao vé
thd gian sira va nguoi sira bai viét 6. Ban cing ¢ thé xoa bat viét do minh di tao
ra truge d6. Néu quén tri mang hay quan ly cac dién dan chon chirc nang nay, bai
viét ciing s& bi x04.

Ban c6 thé chinh sira thong tin c4 nhan ciia minh d€ dang bing cach nhén vao
"Thdng tin c4 nhan" trén mdi trang, dién cac thong tin vé& ban (Ngoai tmr tén ding
nhép khong dugc sira).



Chuong 7
VAN DE BAO MAT VA AN NINH THONG TIN

Chuong VII trinh bay nhing ky thuit bao mét thong tin va dam bao an toan hé thdng
thdng tin biang Java.
v Nhimg vin d& quan trong cda bao mat hé thong thong tin
Vai tro ciia cac by nap ldp ClassLoader va kiém dinh byte code
B6 quan ly bao mét va cac 16p duoc cép dic quyén

Nhimg van dé bao mat va chir ky s6

AN NI N

Vén d& chimg thuc: chimg chi s6, chir ky s6 va xac thuc danh tinh nguo
chimg thuc
v' Mat mi khoa cong khai RSA va img dung trong l4p trinh Java.

7.1. GIOI THIEU VE VAN DE BAO MAT, AN TOAN HE THONG THONG TIN

Bio mét thdng tin 1a van d8 rAt quan trong, dang thu hit nhidu ngudi tap trung nghién
ciru va tim moi gidi phap dé dam bao an toan, an ninh cho hé thdng phan mém, dic biét la cac
hé thong thdng tin trén mang, Viéc bao mat cho hé thong co6 thé thuc hién theo nhieu phuong
dién, & nhidu tang khac nhau, bao gom tir phuong dién kiém soat truy nhap vat Iy vao hé
théng; thuc hién sira chita, cip nhat, nang cép hé didu hanh ciing nhu va moi 13 héng vé an
ninh tim thay; quan ly cic hoat ddng trao ddi thdng tin trén mang (giam sat qua buc tuong
l\ra, c4c bd dinh vt Router, phat hién va phong ngira sy xam nhép, v.v.), géy dumg cac giai
phap bio mit & mdi phan mém dén quéan 1y nguoi dung théng qua viéc cap quyén sir dung,
mit khau, mat mi, v.v.

Song, ciing can phai hidu rang, khong ¢6 mét hé thong thdng tin nao dugc bio mét
100%. Bat ky mdt hé diéu hanh nao ma ban dang sir dung ciing c6 thé ¢6 nhimg 16 hong vé
an ninh va chua phat hién ra. B6 phan quan tri mang ciing c¢6 thé khdng phat hién nhanh duoc
nhimg xam nhap trai phép co thé lam hir héng, tham chi pha huy thong tin cua ban. Ngay ca
nhimg thuat toan mit ma ndi tiéng nhir MD5, SHA~1 ciing khéng thé khing dinh 100% muc
d6 an toan, bdi vi ¢é thé dén thoi diém nay chua phat hién ra ngudi c6 thé bé giy duoc nhimg
thudt toan d6, nhumg ciing khdng c6 gi dam bao s& khdng ¢6 ai lam duoc diéu d6 trong tuong
lat.
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Chinh vi thé, ta can phai am hai viéc. Viéc thir nhit 1a can phai xac dinh chinh sdach
bao mdt phit hop cho hé thong ciia minh. Chinh sach bio mat cho phép nguéi ding truy cap
vao hé thdng theo nhitng quyén di duoc cdp vi theo nhimg thii tuc nhit dinh. Tuy nhién, khi
dua ra mét chinh sach bao mét thi ta lar phai tra gia cho nhimg phi tén vé thoi gian va tai
nguyén vi nhimg qui dinh bat budc (thuong 1a bt tién) ddi véi ngudi st dung va nhimg tinh
phién phirc ciia cac thil tuc bio mat. Viéc thir hai la phéii xdy dung cac chién lugc phdat hién
va phong chong cac cude tan cong vao hé thdng.

Viéc dau tién can phai thuc hién khi ldp ké hoach bao mét hé thong 1a ban phai xac dinh
18 cac yéu cau cin bao mit, nhimg gi ban cin phai bao vé trudc cac cude tin cong, chinh
sach bao mat phai dua trén nhimg co s& nao?. Thang thudng cé hai loai yéu cau bao mat
chung cho cac hé thdng phan mém trao ddi giira cac doanh nghiép (B2B) [2].

= Vin dé bao mdt trong truyén thong. Phin lon cac hé thong cua ching ta hién nay

duoc két ndi mang. Khi théng tin duogc giri di trén mang (Internet) thi nd phai
duogc bao vé d& chong lai nhimg ké nghe (xem) trém. Bat ky mdt nguoi nao do cling
c6 thé truy cip vao cac cap mang hodc qua bd dinh vi Router dé 1am thay dbi noi
dung trao ddi trén duong truyén. Ta khong thé biét duoc lidu da c6 mot su thay d6i
nao di duoc thuc hién d6i véi cae noi dung trao ddi ké tir luc chung duogc gin di hay
chua. Ngay cé khi ban tin rang nhimg né1 dung thong tin trao dbi dugc bao vé chéng
nhig ké nghe trdm va nhimg ngudi la thi nhimg giao thirc truyen théng van c6 thé
con ¢6 nhimg 16 héng ma ta chua phat hién ra. Trong giao thirc TCP/IP, nguoi giri
goi tin duoc xac dinh théng qua dia chi IP va cdng két ndi & phan diu cua go
(Package Header) va chinh cic trudng thong tin nay cé thé d& dang thay déi dwoc.
Diéu nay din to1 van d& quan trong 13 cén chimg thuc, xac thuc ngudi g, N6i
chung, ¢ bbn yéu cau co ban vé bao mét truyén thong,
() Dam bao tin cdy. Cac nd1 dung thong tin khong bi theo dd1 hodc sao chép bon
nhimg thurc thé khdng duoc uy thac.
(i) Pam bao toan ven. Cac ndi dung thong tin khong bi thay doi bai nhimg thuc thé
khéng dugc uy thac.
(iii) Chiumg minh xdc thuc. Khdng ai cd thé tu tra hinh nhu la mét bén hop phap
trong qua trinh trao ddi tin.
(iv) Khéng thé thodi thac trach nhiém. Ngudi gin tin khong thé thoai thac vé nhimg
su viéc va nhimg ndi dung thng tin ma thuc té ho di gui di.
Sur phat trién ciia cong nghé mat ma cho phép ta thuc hién duoc ba yéu cau dan
tién. Vi du, ban c6 thé sir dung SSL/TLS [4], duoc dinh nghia boi Netscape
Communication Corporation cho viéc bao mét két ndi theo HTTP, dé bio mat
chuong trinh tmg dung dua vio Java. Yéu cau thir tr ¢ thé thuc hién duoc
bang chir ky sd.
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»  Kiém soat truy cdp. Khi nhan dugc mot thong tin tu mot kénh truyén duoc bao mat,
ta cin phar dyua vao chinh sach bao mat dé biét dugc nhimg thao tac nao la duoc
phép thurc hién ddi véi nhimg théng tin do. Viéc kiém soat truy cap dér khi cling
nham l3n vé1 viée xac thuc, Trong nhiéu truong hop, co ché kiém soat truy cip va
co ché xac thue duoc tich hop vao trong mdt co ché chung. Vi du, ban cé thé truy
cdp vao cac trang Web cua Apache Web Server thdng qua cac mét khau chi khi
ban d3 duoc x4c thuc. Nhung, néi chung ta can phan biét co ché kiém soat truy cép
voi co ché xac thuc. Xac thuc duog sir dung dé kh?mg dinh su déng nhit cua nguo
tham gia trao doi tin. Trong nhimg hé thong Ion, thuong c6 mdt co s& dir ligu xac
thuc chira cac dinh danh va mét khau cta nhiéu nguoi ding, nhung chi tip con trong
s6 ho dwoc quyén truy cip vao nhimg thanh phan dic biét cta hé théng,

Nhur chiing ta da biét, muc dich clia cong nghé Java la “Viét chwong trinh mot ldn va
chay ¢ moi noi”. Tit nhién, vidc phat tan cic applet la thuc su ¢ y nghia trong thuc té chi
khi nhitng nguoi st dung dugc dam bao ring cac ma lénh d6 khéng bi thay dbi va khong pha
huy trén may cua ho. Vi viy, van dé bao mat thong tin dugc xem 1 van dé chinh dugc dé cap
bdi ca nhimg ngudi thiét ké 14n nguot sir dung cong nghé Java dé phat trién cac phan mém
ung dung phén tan.

Trong cong nghé Java cd ba co ché dam bao an toan dit liéu [2].

» Dua vao nhimg dic trung ctia ngén ngic nhir. kiem soat gioi han cta cac cdu tric

dit liéu nhu cau tric mang, kiém tra chat ché su chuyén dbi gira cac kiéu ddi tuong,
khéng sir dung con tro s6 hoc, v.v.

» (o ché diéu khién viéc thuc hién cvia cae ma Iénh truy cdp vao tép, truy cip mang,
v.v.

= Co ché hé tro ky, xdc nhdn md lénh. Ngudi viét chuong trinh ¢6 thé su dung nhimg
thuat toan ma hoa chuan dé xac thuc cac mi lénh trong chuong trinh. Nguoi dung
nhimg chuong trinh nay c¢6 thé xac thuc duoc danh tinh ngudi tao ra ching va kiém
tra xem lidu n6 d3 bi thay ddi (Ian cudi clng) sau khi di duoc ky xac nhin hay
khéng.

May 0 Java JVM s& gitp chiing ta thuc hién dwoc co ché thir nhat, nghia la kiém tra

chi s6 cac phan tir cvia mang, su tuong thich vé kiéu gitta cic tép d6i trong, v.v.

Mot khi cac tép lop (.class) dugc nap vao JVM, ching s& duoc kiém tra xem ¢o
nguyén ven hay khong. Piéu quan trong 13, ngoai bd nap 16p mic dinh, ta c6 thé tao ra cac bd
nap lop Loader riéng dé kidm so4t cac hoat ddng trong JUM gitp ta thuc hién duoc co ché
thir hax.

Dé dam bao an toin cao hon, ta nén sir dung ca nhimg b0 nap ClassLoader chung
cha hé thong (mic dinh) va nhilng bd nap lop riéng, két hop vdi 1op quin tri an ninh
SecurityManager dé kiém soat su hoat dong cha cac doan ma 1énh. Noi chung ta nén xay
dung nhimg I6p quan trf an ninh riéng cho timg tmg dung.
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Co ché thir ba ¢6 thé dé dang thuc hién bang cach sir dung cic thuét todn mdt mi dwoc
cung c4p bdi cac 16p trong gbi java. security hoidc xdy dung nhitng thuit toan mit mi mdi
dé ky nhin va xac thuc chuong trinh. Co ché nay sé dugc dé cap cu thé & phﬁn cudi chuong,

7.2. BO NAP LOP VA KIEM TRA BYTE CODE

Chuong trinh dich ciia Java chuyén ddi ma ngudn sang ngdn ngir may gia thuyét, may
a0 JVM. Mai I8p trong chuong trinh Java dwoc tao ra trong JVM la mét tép 16p ¢6 dudi
.class. Cac t8p 16p nay mudn thuc hién lai phii dugc théng dich dé chuyén cac 1énh trong
JVM sang ma may clia nhimg méy dich [1].

Liwru ¥ ring, chuong trinh théng dich ciia JVM chi nap nhiing 16p can thiét tai mdi thoi
diém dé thuc hién chuong trinh. Vi dy, ta xét qua trinh bét dau thuc hién chuong trinh ing dung
doc lap MyProgramclass. JVM sé thuc hién cac budce nhu sau:

I. JUM co co ché d& nap cac tép 1dp lién quan, doc tir dia hay tai xudng tir nhimg

Website chira cac lop d6. N6 sir dung co ché nay dé nap MyProgram class.

2. Néu lép MyProgram ¢6 céc truong dit lidu hodc ké thira tir mot 16p cha khac thi

nhimg 16p d6 cling dugc nap vé.

3. JWM s& thyc hién phuong thirc main () trong MyProgram, vi phuong thirc nay la

finh nén khong cAn phai tao ra doi tugng dé goi n.

4. Néu trong main () lai yéu cau nhimg ddi twong 16p khac thi chung s& duoc nap bd

sung theo yéu cau,

N6i chung, ta khéng can can thiép vao qué trinh trén, hé thong tw dong nap va kiém
soat cac lop duoc ta xuéng. Tuy nhién, dé hé théng an toan hon, ta nén x3y dung bo kiém
soat nap lép riéng. N6 cho phép ta kiém tra tinh toan ven cilia cac mi byte code trudc khi
dua vao JVM

7.2.1. Viét bd nap |dp ClassLoader riéng

Moi bd nap 1op déu cai dit ClassLoader. Phuong thirc loadClass () & l6p niy s&
xac dinh cach nap dp & muc dinh, Mot khi ¢6 mét lop duoc nap thi tat ca Icéc 16p khac ma no
tham chiéu to1 déu duoc nap bé cung mdt bd nap.

Pé tao ra duoc mét bd nap, vi du MyClassLoader, ta phai viét dé phuong thirc

loadClass (String className, booolean resolve)
theo cac budc nhu sau.

1. Kiém tra xem bd nap 1dp nay di duoc nap hay chua. Muc dich 1a bb nap ldp cia ta
chi phai luu lai mét ban ghi vé nhimg 16p ma né &4 nap.
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2. Néu 14 16p moi thi kiém tra xem noé co phai 1a 16p hé théng hay khong. Truong hop
khong phai 1a 16p hé thdng, cac mad bytecode cia lop do dugc nap tir cac hé thong
tép hodc tir nhing ngudn khac.

3. Goi phuong thirc defineClass () ciia ClasslLoader dé gi6i thidu cac bytecode
cho JvM.

Théng thuong, bd nap 16p st dung mot phép anh xa (thudng la bang bim) dé luu giir

cac tham chiéu t6i cac 16p di duoc nap.

Vi du 7.1. Xay dung bd nap I6p dé nap nhimg tép 16p da duoc mi hoa. Nguoi sir dung
phéi nhap vao tén cua 16p chinh (I6p chira ham main()), mdt img dung can thuc hién va khoa
mét ma. Chuong trinh sir dung bd nap 16p riéng dé nap cac 16p chi dinh va goi ham main ().
B6 nap 16p s& giai mi cac 16p duoc tai vé,

Hinh 7.1. Chuong trinh nap va kiém soat 16p

Nguoi str dung cho biét tén tép 16p chinh, vi du chuong trinh TicTacToe.class, xac
dinh lai khoa (mic dinh 14 3) roi nhan nit Load. Chuong trinh duoc nap theo bo nap dugc xay
dung va hai nguoi choi co thé danh c&r ca ré nhu hinh 7.1.

// MyClassLoaderTest java

import java.util.*;

import java.io.*;

import java.lang.reflect.*;

import java.awt.*;

import java.awt.event.?*;

import Jjavax.swing.*;

public class MyClassLoaderTest {

public static void main(String[] args) {
JFrame f = new MyClassLoaderFrame () ;

f.show();

}
class My€lassLoaderFrame extends JFrame

public MyClassLoaderFrame () {



Chuong 7. VAN BE BAO MAT VA AN NINH THONG TIN 271

setTitle("Class Loader Test");
setSize (300, 200);
addWindowlListener (new WindowAdapter () {
public void windowClosing (WindowEvent e) {

System.exit (0);

b

getContentPane {) .setLayout (new GridBaglLayout ()} ;
GridBagConstraints gbc = new GridBagConstraints();
gbc.weightx = 0;

100;

Il

gbc.weighty
gbc.fill = GridBagConstraints.NONE;
gbc.anchor = GridBagConstraints.EAST;
add (new JLabel ("Class"), gbc, 0, 0, 1, 1);
add (new JLabel ("Key"), gbc, 0, 1, 1, 1),
gbc.weightx = 100;
gbc.fill = GridBagConstraints.HORIZONTAL;
gbc.anchor = GridBagConstraints.WEST;
add (nameField, gbc, 1, 0, 1, 1)
add (keyField, gbc, 1, 1, 1, 1});
gbc.fill = GridBagConstraints.NONE;
gbc.anchor = GridBagConstraints.CENTER;
JButton loadButton = new JButton("Load"”):;
add (lecadButton, gbc, 0, 2, 2, 1);
locadButton.addActionListener |

new ActionListener () {

public void actionPerformed(ActionEvent event) {
runClass(nameFicld.getText(), keyField.getText());
}

1B
}

public void add(Camponent ¢, GridBagConstraints gbc, int x, int vy,
int w, int h) {

gbc.gridx = x:
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gbc.gridy = y;

gbc.gridwidth = w;
gbc.gridheight = h;
getContentPane() .add(c, gbc):

public void runClass (String name, String key) {
try
ClassLoader locader =
new CryptoClassloader (Integer.parselnt (key)).,
Class ¢ = loader.loadClass {(name) ;
String{] args = new String[]{};
Method m = c.getMethod ("main”, new Class(] {args.getClass()}) ;
m. invoke {(null, new Object(]l{args}};
}catch{Throwable e) {

JOptionPane.showMessageDialog(this, e);

}
private JTextField nameField = new JTextField(30);
private JTextField keyField = new JTextField("3", 4);

}

// Xay dung op nap riéng
class CryptoClassloader extends ClassLoader(
private Map classes = new HashMap();
private int key:
public CryptoClassLoader(int k) {
key = k;
}
protected synchronized Class loadClass (String name, boolean resolve)
throws ClassNotFoundExceptionjg
// Kiém tra xem l6p &3 duoc nap chua?
Class ¢l = (Class)classes.get (name);

if(cl == null) {
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// Lép mén
try{
// Kiém tra xem c6 phai lop hé théng khdng?
feturn findSystemClass (name) ;
}catch(ClassNotFoundException e} {}
catch (NoClassDefFoundError e) {}
// Nap 16p theo ttmg byte, tuy vao timg b nap lop
byte[] classBytes = loadClassBytes (name);
1f (classBytes = muill) throw new ClassNotFoundException (name) ;
cl = defineClass(name, classBytes, 0, classBytes.length);
if(cl = null) throw new ClassNotFoundException (name) ;
classes.put (name, cl); /] Ghi nhé 16p dugc nap
\ _
i1f (resalve) resolveClass(cl);
return cl;
}
private byte[} _oadClassBytes(String name) {
// Nap timg byte 'a ma hoa ching th2o thuat toan “caesar”
String cnare = name.replace('.', '/'}) + ".caesar";
FileInputStream in = null;
try{
in = new FileInputS:tream (cname);
ByteArrayOutputStream bvff =
new ByteArrayOLtpu:Stream() ;
int ch;
while((ch = in.read()) '= ~1){
byte b = (byte) (ch - key);
buff.write (b);
}
in.close();
return buff.toBytefrray({ ;
lcatch (IO0Exception e) {

if(in != null){
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tryf{
in.close();
}catch (IOException el) {
}
}
return null;

}

R

= Class defineClass(String name, byte datal[], int offset,
int length) : Pua thém mdt lop mot vao JVM, trong d6 cé cac tham sb:
nare: la tén cia mot 1op co thé chira ca tén cua goi chira nd, nhung khéng can
chird ca .class
data: mdt mang dé chira cac byte code ciia lop do
of fset: byte code bat dau trén méng
length d6 dai cia mang.
* void loadClass(String name, boolean resolve): Dugc cai dat dé

nhan dugc cic byte code ciia I6p can nap vao JW néu resolve la true.
Trong do, cac tham s6:

a ~ 0 - . ¢ A - g SE " I . . - A
rare la tén clia mot 1op co the chira ca tén cla goi chira nd, nhung khong can

chi rd cd .class
resolve: €O gia tri true néu resolveClass() can goi dé kiém tra sau khi lop
dugc nap.

* Class findSystemClass (String name): Tim lop hé thong duoc nap vao.

* void resolveClass (Class c): Duoc goi thuc hién khi co resolve la
trne.

7.2.2. Kiém tra byte code

Khi mét bo nap lop gidi thiéu cac byte code cho JVM thi trudce tién nhimg byte
code nay phai duoc kiém dinh bdi mét bG kiém tra. Bo kiém tra dam bdo riang nhimg lénh
duge nap vao khi thue hién s& khong gy ra thiét hai nao ca. Tat ca cac ngoai 1é cla cac 1op
hé théng s& duoc kiém tra va duoc thong bao khi ching xuét hién.
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B4 kiém tra c6 thé thim dinh:

= Cac bién phai duoc khé tao gia tri trude khi chimg duoc sir dung,

= Trong cac ot gor ham, cac kiéu tham chiéu phai phu hop, tuong thich véi cac tham

$0 hinh thirc.

= Pam bao cac ludt truy cAp vao cac thanh phan riéng khéng bi vi pham.

= Pam bdo chuong trinh khi thuc hién khéng b1 tran bo nhé, v v.

MGt khi phét hién ra mot sai sot bat ky thi lop dé dugc xem [a khdng hop 1€ va s&
khong duoc nap vao JVM

Quan trong hon, trong thé gidi mo voi Intexnet, ta phai tim cach bao vé dé chdng lai
nhimg nguot khac ¢6 tinh pha hoai. Vi du, ho ¢é thé thay dor két qua tinh toan cta chuong
trinh, thay d&i cac truomg dix héu riéng clia cac ddi tuong trong hé thng, hay mét chuong
trinh co thé b1 ngat bai hé thong bao mdl cia moét trinh duyét

Song, ban ¢é thé phan van tai sao khong c6 mot bo kiém tra dac biét dé kiém dinh tat
ca nhiing diéu néu trén?. Trudce hét phai biét ring, trong Java chuong trinh bién dich luén
kiém duyét va khéng cho phép tao ra nhiing tép lop, trong dé ¢6 nhimg bién duoc st dung
nhumg chira khai tao g4 trj hay nhiing bién néng (private) ma lai bi cac déi tuong cia 1dp
khéc truy nhip, v v. Nhin day ciing cin luu v 1a nhing van dé kiém soat nay khong duoc dam
bdo & nhimg ngdn nglr khac nhu C/C++, hay Pascal. Tuy nhién, dang byte code sir dung
trong tép 16p 1a dang tai liéu hoa va viée sira no khong cd gi khé khin dbi véi nhimg ngudi
lap trinh Assembly ¢6 kinh nghiém, ho co thé sir dung nhimg hé soan thio hexa va sira
bang tay deé tao ra cac t&p lop hop 1é nhung c6 nhimg 1énh khéng an toan trong JVM

Vi du, sau déy chi ra kha ning thay ddi tép 1p va ¢ thé din dén nhimg két qua khong
mong mudn

Vi du 7.2. Chuong trinh don gian chay duoc ci doc lap 1an Applet.

// Vertfier l'est java

import java.awt.*;

import java.applei.*;

public class VerifierTesl extends Appleti

public static void mairn{Strinc args{]){

System.out.println("1l + 2 = " + fun{());

static int fun(){
int n, m;
m=1; n = 2;
// St dung hé soan thao nhu He:x Workshop thay déi “n = 2” bang “m = 2"

int r = m + n;
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lénh

return r;

}
public void paint (Graphics g) {

g.drawString ("1 + 2 = " + fun(),

)

Chuong trinh thuc hién s& hién thj két qua 18n mam hinh
1+ 2 =3

Néu ta thay d6i ham fun () & vi du trén thanh:

static int fun(){

int n, m;
m= 1;
m = 2;

int r = m + n;
return r;

}

20, 20);

Trong trudong hop nay, bién n chua duoc khéi tao gia tri, va do vy né co thé nhan gia
tri ngau nhién trong bd nhé ma nhimg ngén ngit lap trinh khac nhu C/C++, Pascal khong
kiém soat dwoc. Riéng dbi v6i Java, chuong trinh dich phat hién ra van d& nay va né thong
bao 1a ¢o 161.

Dé tao ra mdt tép 16p nhép nhang, ta phai can thiép vao cac ciu lénh & mirc sdu hon,
mirc mi lénh. Trude tién, sir dung javap dé dich chuong trinh VerifierTest.java. Cau

javap —c VerifierTest

cho cac byte code trong tép 16p dudi dang céic cau lénh ky hiéu gor nhé.

Phuong thitc int fun () d4 dugc dich
0 iconst 1
1 istore Q

iconst 2

istore 1

iload 0

ilecad 1

iadd

istore 2

iload 2

O W N s W N

ireturn
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Tiép theo, sir dung hé soan thio hexa (nhu Hex Workshop) dé thay déi 1énh thir ba
la istore 1 b%ng istore 0. Béivi bién cuc bd istore O img voi m, do vay no
duoc khai tao hat 1an va bién n khéng duoc khai tao gia tri. Ghi lai tép vira sira vao tén ci
VerifierTest.class.

Thi chay chuong trinh VerifierTest véi ché d6 kidm tra mic dinh ta nhan duoc
thong bao 15i:

Exception in thread "“main” java.lang.VerifyError: (class:
VerifierTest, method: fun signature: ()I) Accessing
value from unitialized register 1

Nhimg, néu ta chay churong trinh trén vdi tuy chon -noverify,
java -noverify VerifierTest
nghia 1a khong can kiém tra thi chuong trinh thuc hién va cho mét két qua ngau nhién, vi du
1 + 2 = 15102330
vi n chua duoc khdi tao nén né c6 thé nhan két qua ngau nhién trong b nhé.
Luu y: B6 kiém tra ludn canh trimg dé chong lai su thay ddi 4c y doi v6i nhimg tép
16p, nhung khéng kiém tra nhimg tép duoc sinh bai chuong trinh dich.

7.3. LOP SECURITYMANAGER VA PERMISSION

Nhu & trén da néu, mét 1op duwoc nap vao JVM b?mg mdt bd nap 16p va dugc kiém dinh
bai bo kiém tra. Co ché dam bao an ninh thit ba trong méi truomg Java duoc thuc hign bai
bd quén ly bdo mdr thong qua 1ép SecurityManager. N6 kiém tra xem nhing thao tac
chi dinh ¢6 digc phép hay khéng. Nhimng thao tic can kiém tra tinh an ninh bao gdm:
* Ludng hién théi ¢é thé tao ra mdt bd nap lop méi;
= Ludng hién thoi ¢6 thé tao ra mot tién trinh con,
* Ludng hién thoi cé thé dimg JvM;
= Ludng hién thoi c6 thé truy cAp vao cac thanh phan cua 16p khac;
L] Luéng hién thdi 6 the try cap hoic lam thay déi cac thude tinh ctia hé thong;
. Luéng hién thot c6 thé doc hodc ght vao mét tép; I
= Ludng hién thoi c6 thé xoa mjt tép;
= Lu?)ng hién thoi co thé két ndi vt mdt Socket tir mot may xac dinh thdng qua 0
hiéu cta cong;

e Ludng hién thoi c6 thé phai cho, hay md két ndi véi mt Socket tir mdt méay xac
dinh théng qua sd hiéu cia céng;

* Ludng hién thoi ¢6 thé goi cac phuong thic:  stop (), suspend{), resum(),
setPriority(), setName(), setDaemon{) cia mot ludng hoic cha
mot nhom Iuéng;
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= Ludng hién thoi co thé bat dau in mot ép,

» Ludng hién thoi ¢6 thé truy cdp vao viing nhé gianh riéng ca hé thong;

LIRVAYS

Khi chay chuong trinh tng dung Java, mic dinh n6 dugc thuc hién khong c¢6 quan ly

an ninh. Mudn cai dat né trong chuong trinh {mg dung phai goi phuong thirc
setcurityManager () cualdp System.

7.3.1. Van dé bao mat trong Java 2 Platform

Cac JDK 1.0, 1.1 c6 md hinh bio mat kha don gian: cac ddi tuong trong chwong
trinh img dung déc lap 6 toan quyeén truy cdp t&1 cac tai nguyén cuc bd, con bd quén ly an
ninh cia cac applet tir chdi moi truy cdp tdi cac tai nguyén cuc bd.

Java 2 Platform co co ché quén ly an ninh linh hoat hon. N6 stir dung moét chinh
sach bao mdr d& cap quyén (gidp phép) duoc phép thuc hién cho timg chuong trinh khac
nhau.

Chuong trinh | > Tép cac quyén |

Quyén #1a

Quyén #1b

Tip cic quyén 2

Chuong trinh 2 — >

Quyén #2a

Quyén #2b

Hinh 7.2. Chinh séch cip quyén duge thue hién cho cic chuong trinh

Trong,do, quyén 13 mot dic tinh duoc phép thuc hién va duoc kiém soat bai bd quan ly
an ninh, con dugc goi 14 dic quyén. JDK1 . 2 hd tro tao ra nhimg 1dp dé tao ra cac quyén cho
chuong trinh. Vi du

FilePermission p = new FilePermission(“/tmp/*”, “read, write”);
cho phép doc, ghi mét tép bat ky & thu muc / tmp.
Cac 1op quan ly quyén thao tac trong JDK 1. 2 tao ra mdt cau triic phan cap nhu hinh 7.3,
JDK cung cip md hinh chuan dé kiém tra quyén thao tac dya trén hai 16p:
jJava.security.SecurityClassLoader

java.lang.SecurityManager
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Permuission
| [ [ ' |
AllPermission BasicPermission FilePermission SocketPennésgion
AudioPermussion NetPermission ReflectedPermission SecurityPermission
AWTPermission PropertyPermission RuntimePermission

Hinh 7.3. Chu tric phin cip cia cic 16p Permision trong JDK 1.2
Ngoai ra, md hinh chuan con dva vao déi tuong ciia 16p Policy dé cip quyén thao tac
cho cac chuong trinh ngudn. Tai mdi thoi didm chi c6 mét déi tuong cta Policy duoc quyén
van dung. Ta co thé sir dung
Policy curentPolicy = Policy.getPolicy()
dé xac dinh chinh sach hién thoi duoc phép thuc hién cta chuong trinh?

Chi tiét hon vé van d@ bdo mdt véi Java, nhét 13 md hinh bdo mdt co s& cia Java img
dung trong viéc phat trién nhimg hé thng nhing, thé thong minh, v.v., ban c6 thé doc & tai
liéu truc tuyén http://www.securingjava.com.

* void checkPermission(Permission p)
= void checkPermission(Permission p, Object context)

* static Policy getPolicy(): Xac dinh chinh sach hién thoi.
* PermissionCollection getPermissions (CodeSource source)

LAy lai quyén dugc thao tac dbi véi source cho trude.

* void add(Permission p): B sung thém quyén p vao tuyén tip cac quyén cdp
trudec.

* Enumeration elements (): LAy ra day liét ké cac quyén trong tuyén tap.
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,,,,, e S c
» Certificate[] geteCertificate(): Xéac dinh cac chimg chi d6i véi tép ldp img
voi ngudn goc ciia chuong trinh.

» URL getlocation():; Xac dinh vi tri (dia chi) cua cac tép I16p tng vdi ngudn gdc
cua chuong trinh,

7.3.2. Cac tép chinh sach bdo mat

Nhu & trén da néu, SecurityClassLoader thuc hién viéc trao quyén thao tac cho cac
I6p dugc nap vao JVM thong qua cac dbi tugng cia Iép Policy. Ngodi ra ta con co thé cai
dat mot 16p Policy riéng dé cép quyén cho chuong trinh. O chuong V ta ciing di sir dung
tép chinh sach (.policy) dé c6 dugc quyén truy cip tir xa vao cic may tinh trén mang. Vi
du, mot tép MyApp.policy mau co dang

grant codeBase www.horstmann.com/classes{

permission java.io.FilePermission "/tmp/*", “read,write”;
}i
cdp quyén doc, ghi cac tép vao thu muc /tmp cho tat cd cic mi dugc nap tir
www. horstmann. com/classes. Ta cé thé sir dung bat ky hé soan thao nao, nhu Notepad,
Office Word, Jcreator, v.v, désoan thdo cic tép chinh sach (dudi dang tép vin ban).

Luu y:

1. Lop chinh sach mic dinh duoc dit trong tép java.security ¢ thu muc con
/jre/lib cia JDK Theo méc dinh, tép niy chira dong
poliﬁy.provider=sun.security.provider.policyFile

2. Ta co thé thay ddi cac vi tri clia cac tép chinh sach trong java.security. Tép
chinh sach cia java: java.policy dugc dic td mic dinh la:
policy.url.l=file:${java.home}/lib/security/java.policy
policy.url.2=file:${user.home}/java.policy |
Ngudi quan tri hé thong c6 thé thay doi tép java.policy va chi rd nhimg dia chi
URL thudng tryc trén nhimg Server khac.

Thuc hién MyApp vdi quyén duoc cap trong tép MyApp.policy néu trén nhur sau;

java -Djava.security.policy = MyApp.policy MyApp

Tuong tu déi véi Applet, ta thuc hién

appletviewer -J-Djava.security.policy=MyApplet.policy
MyApplet.html

Tép chinh sach chira mét ddy cac muc duge dam béo. M3i muc c6 dang nhu sau:
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grant codesource
| permission-1;

permission-2;

}s

Trong d4,
> codesource la co s& ciia mi [énh codeBase (c6 thé khdng can khai b4o néu
muc dAu vao ap dung cho tat ca cac ngudn) va tén cila nhimg nguoi ky gidy chimg
nhén (c6 thé bo qua néu khdng c6 yéu cAu vé ngudi ky xac nhan).
+ codeBase xac dinh noi chira cac lap s& duoc tat ve:
codeBase “url”
> Néun URL két thic bing ‘/’, nghia 12 n6 chi téi mét thu muc, nguoc lai 1a tén cha mét
tép JAR. Viduy,
grant codeBase “www.horstman.cam/classes/” {..}
grant codeBase “www.horstman.com/classes/MyApp.jar” {..}
» codeBase la mdt dia chi URL va chira ph?m tir ngdn cach ‘/° gira cac tép, ngay ca
d6i voi URL trong Window, vi du
grant codeBase “file:d:users/myapps/classes”{..)
» Cac dic quyén permission ¢ dang cAu tric nhir sau:
permission className targetName, actionlist
+ className la tén diy di cia l6p dic quyén thuc hién, vi du nhu
java.net.NetRermmission, Java.net.SocketPermission, Java.io.FilePermission,
java.security.SecurityPermission, java.util.PropertyPermission,
Jaa.avt . AWTPermissicnjava. security.AllPermission

+ targetName la tén tép hay thu myuc dugce dic quyén thuc hién, ¢6 dang:

fileName M&ot tép

divectory/ Mot thu muc

directory/* Tt ca cac tép cua thu muc directory

* Tt c4 céc tép cla thu muc hién thon

directory/- Tat ca cic tép cua thu muc directory hoic & mot

thur muc con nao d6 cia nd
A 5 , - - A 5 . . a
- Tat ca cac tép cua thir muc hién thoi hodc & mot thu
muc con nao do cia nod

<<ALL FILES>> TAt c4 cac t8p trong hé théng,
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+ actionList la danh sich cac hanh dong nhu: read, write, delete,
execute, accept, connect, listen, resolve.

Vi du:
grant codeBase “file:d:/myapps/classes/”{
permission java.io.FilePermission “/myapp/-”, “read, write”:
}

Luu y: Mot s6 lop dic quyén khong can chi ra targetName va actionList, vi
du java.security.AllPermission.

Lép dic quyén java.net.NetPermission yéu ciu tén va cdng ctia may két ndi dang;

hostname hodac IPaddress May chi

localhost hoic xdu rong May khach

*_ damainSuffix Hau t6 mién ciia may thuc hién
* Cho tat ca cac may.

Céc cdng két ndi cb thé liét ké theo day:

n Mat cong n

Boe T4t ca duoc danh sO tu ntrd 1én
1 Tét ca dugc danh 8 tir ntrd xudng
Nl T4t ca duoc danh sb tor ml dén >

Vi du,
parmission java.net.SocketPemmission “*.horstian. oom: 8000-8999”, “camect”;
Lép dic quyén jpve.util, ProyertyBermission khai bao vé cac thude tinh dich cin thyc
hién c6 hai dang chinh:
property Chi rd mdt dac tinh
propertyPrfix.* T4t ca cac dac tinh ¢ cung tiép dau ngir.
Vi du “java.home” hay “java.vm.*”.
java.util.PropertyPermissicn “java.vm.*”, “read”;
cho phép chuong trinh doc tt ca cac thudc tinh bt dau bing java.um
Ngoai ra, ta ¢ thé sir dung cic thudc tinh cia hé thong trong cac tép chinh sach Dau
hidu $ {property} co thd duoc thay thé bing gia tn xac dinh. Vi dy, ${user.home}
duoc thay thé bang thu muc ctia ngudi sir dung.
permission java.io.FilePermission “${user.hare}”, “read, write”;
Pé tao ra cac tép chinh sach ddc lip v cac nén thi phai st dung thudc tinh
file.separator thay thé cho ‘/’ hoic “\\” . Nguo ta sir dung ky hiéu rat gon ${/}
thay thé cho ${ file. separator}. Vidu

permission java.io.FilePermission “${user.hare}${/}-", “read, write”;
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cho phép doc, ghi tat ca cac tép cua thu muc cta nguo sir dung va bat ky mot thu muc con
cua thu muc do.
» Ta phai sir dung “\\” thay cho “\” trong Window.
pernmission java.io.FilePermission “d:\\myapps\\-”, “read, write, delete”;
JDK cung cap cong cu policytool dé ta sir dung ma soan thao cac tép chinh sach.
Khi bt dau su dung policytool ta céd thé tao ra mét tép chinh sach mdi, vi du tép
java.policy ¢ thy muc NhatQuang.

d:\NhatQuang\>policytool java.policy

policytool sé hién thi tat ca cac chirc niang cho phép ta lua chon cac dac quyén, roi
gan cho chung cac dic tinh, hanh dong nhu trén di néu. Ta c6 thé bd sung thém nhimg dic
quyén mdi, stra chira ching hodc loai bo di nhimg dic tinh khdng c6 nhu cau, v.v., nhu hinh 7. 4.

S sy B}

PEMISSION |ave io St d, write, delete, exacul

Hinh 7.4. Soan thio tép chinh sich v#i policytool

Vi du 7.4. Xay dung mét 16p dé kiém soat viéc ghi chén thém cdc tir vio ving vin bén,
Chuong trinh phai dam bao rang nhimg tir “x&u”, nhu cac tir “sex”, “drugs”, v.v., khong
duoc phép ghi chén vao vin ban. Dé thuc hién duoc yéu cau nay, ta co thé xay dung lop cap

quyén tuy bién, lop WordCheckTextArea nhu sau.
class WordCheckTextArea extends JTextArea{
public void append(String text) {
WordCheckPermission p =
new WordCheckPermission (text, "insert"):;
SecurityManager manager = System.getSecurityManager();
if (manager != null) manager.checkPermission(p):

super.append (text) ;
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Néu bd quan Iy dam bao dugc an ninh cho WordCheckTextArea thi nhimg tir
duoc chap nhan s& dugc phép chén vao vin ban.

Viéc kiém tra céac tir v6i hai hanh dong cu thé: insert (dugc phép chén) va avoid
(cho phép bd sung mét vin ban bat ky nhung loai bo nhimg tir “x4u”, bi cdm). Do vay,
chuong trinh trén phai thyc hién véi tép .policy sau:

grant {
permission WordCheckPermission "sex, drugs”, "avoid";
}i
cho phép chén thém cac tir khac véi nhimg tir dugc liét ké: "sex”, “drugs”.

Nhu vy, giao dién cua chuong trinh trén c6 dang nhu hinh 7.5. Nguoi sir dung nhap
vao cac dong vin ban va nhan nut Insert. Néu trong doan vin do c6 nhimg tir khong dugc
phép nhap nhu "sex”, “drugs” thi hé théng tir chdi va hién thi “I am sorry, but I
cannot do that.”.

Luu y: Phai dam béo rz"mg chuong trinh trén bét ddu thuc hién vdi tép chinh sach
PermissionTest.policy.

java -Djava.security.policy = PermissionTest.policy

PermissionTest

glava programming
glava: Volumae Ii

Hinh 7.5. Chuong trinh kiém duyét cdc tir dwge chén viao vin bin
1/ PennissionTesf.j ava
import java.awt.?*;
import java.awt.event.?*;
import java.io.*;
import java.util.*;
import java.net.?*;
import java.security.*;

import javax.swing.*;
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public class PermissionTest
public static void main (String args{]) {
System. setSecurityManager (new SecurityManéger());
JFrame frame = new PermissionTestFrame();

frame. show () ;

}
class PermissionTestFrame extends JFrame{
public PermissionTestFrame () {
setTitle ("Permission Test");
setSize (400, 300);
addWindowListener (new WindowAdapter () {
public void windowClosing (WindowEvent e) {

System.exit (0);

}) s

textField = new JTextField(20);

JPanel panel = new JPanel();

panel.add (textField);

JButton openButton = new JButton{"Insert™);

panel.add (openButton);

openButton.addActionlListener (new ActionListener () {
public void actionPerformed(ActionEvent e) {

insertWords (textField.getText () )

b
Container contentPane = getContentPane();
contentPane.add (panel, "“North"):
textArea = new WordCheckTextArea():
contentPane.add (new JScrollPane {(textArea), "Center");
}
private JTextField textField;

private WordCheckTextArea textArea;
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public void insertWords (String words) {
tryl{
textArea.append{words + "\n"};
}

catch (SecurityException e) {

JoptionPare. shodessageDialog(this, "I am sorry, I cant o that.");

class WordCheckTextArea extends JTextArea/(

public void append(String text) {
WordCheckPermission p = new WorddheckPermission (text, "insert");
SecurityManager manager = System. getSecurityManager () ;
if {(manager != null) manager.checkPermission (p):

super.append(text) ;

}
// WordCheckPermission.java
import java.security.*;

import java.util.*;

public class WordCheckPermission extends Permission({

private String action;

public WordCheckPermission (String target, String anAction) {
super (target);

action = anAction;

public String getActions () {

return action;
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public boolean equals(Object other) {
if (other == null) return false;
if (!getClass().equals(other.getClass())) return false;
WordCheckPermission b = (WordCheckPermission)other;
if (l'action.equals(b.action)) return false;
if (action.equals("insert")) return cetNare().equals (b.cetNare());
else if (action.equals("awoid"))
return badWordSet () .equals (b.badWordSet () );
else return false:;
}
public int hashCode () {

return getName () .hashCode () + action.hashCode():;

public boolean implies (Permission other) {
if (! (other instanceof WordCheckPermission)) return false;
WordCheckPermission b = (WordCheckPermission)other;
if (action.equals("insert”)) {
return b.action.equals("insert")
&& getName () .indexOf (b.getName ()) >=0;
}
else 1f (action.equals("avoid")) {
if (b.action.equals("avoid"))
return b.badWordSet () .containsall (badWordSet () );
else if (b.action.ecquals("insert")){
Iterator iter = badWordSet () .iterator();
while {iter.hasNext ()) {
String badWord = (String)iter.next();
if (b.getName ().indexOf (badWord) >= 0)
return false;
}
return true;

}

else ret'irn false;
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}
else return false;
}
public Set badWordSet () {
StringTokenizer token =
new StringTokenizer(getName(), ",");
Set set = new HashSet ();
while (token.hasMoreTokens())
set.add(token.nextToken());

return set;

7.3.3. Bd quan ly bdo mat tay bién

Trong phéin nay ta xdy dumg bd quan ly bdo mdr tuy bién don gian, d6 la 1ép
CheckSecurityManager. N6 kidm soat viéc truy cip vao tép, dam bio ring nhimg tép
vin ban ((text) ma ndi dung ciia né cé cac tir bi cam thi khéng dugc phép truy cép.

Ta kiém soat truy cdp vao tép bang cach viét d& phuong thirc checkPermission() cia
l&p SecurityManager.

Vi du 75, Chuong trinh kiém duyét doc cac ndi dung ciia cic tép. M& mdt tép .text
va doc ndi dung ciia nd. Néu ndi dung cta tép van ban khong chira cac tir bi cam thi cho phép
truy cdp.

// CheckSecurityManager.java

import java.security.*;

import java.io.*;

public class CheckSecurityManager extends SecurityManager {

private String|] badWords = {"sex", "drugs", "C++"};

public void checkPermission(Permission p) {
if(p instancecf FilePermission
&& p.getActions().equals{"r=ad")) {
if (inSameManager()) return;
String fileName = p.getName (};

if (containsBadWords (fileName)) throw
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new SecurityException("Bad words in " + fileName);
}
else super.checkPermission(p):;
}
boolean inSameManager () {
Class[] cc = getClassContext();
// Bé qua tap cac 101 goi té1 bd quan ly

int 1 = 0;

while (i < cc.length && cc[0) == ccfi])
i++;

// Kiém tra xem c6 1o goi khac té1 bd quan ly khong

while (i < cc.length) {
if(cc[0] == ccl[i]) return true;
it++;

}

return false;

}

poolean containsBadWords (String fileName) {
if (1fileName.toLowercCase().endsWith("text")) return false;
// Chi kiém tra tép .text
BufferedReader in = null;
tryf
in = new BufferedReader{new FileReader (fileName));
String s;
while( (s = in.readLine()) != null)/{
for(int i = 0; i < badWords.length; i++)
if (s.toLowerCase () . indexOf (badWords (1]) != -1)
return true;
}
in.close();
return false;
}catch (IOException e) {

return true;
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}

}finally(

if(in '= null)
try{in.close();
Ycatch (IOExXception e) {
}

// SecurityManagerTest java

import
import
import
import
import

import

public

java.
java.
java.
java.

java.

awt . *;
awt.event, *;
io.*;
util.*;

net. *;

javax.swing.*;

class SecurityManagerTest {

public static void main (String args[]){

}

System. setSecurityManager (new CheckSecurityManager(}):

JFrame frame = new SecurityManagerTestFrame() ;

frame.show () ;

class SecurityManagerTestFrame extends JFrame |

private JTextField fileNameField;

private JTextArea fileText;

public SecurityManagerTestFrame () {

setTitle ("Security Manager Test");
setSize (400, 300);

addWindowListener (new WindowAdapter ()} {

V)

public void windowClosing (WindowEvent e) {

System.exit (0);
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fileNameField = new JTextField(20);

JPanel panel = new JPancl {);

panel.add (new JLabel ("Text File: ™))

panel.add({{ileNameField)

JButton openButton = new JButton("Open");

panel . add{openButton);

openButton.addActionlListener (new ActionListener () {
public void actionPerformed(ActionEvent e)

loadFile(fileNameField.getText());

})

Container contentPane = getContentPane();
contentPane. add (panel, "North");

fileText = new JTextArea();

contentPane.add (new JScrol lPane (fileText), "Center”);

public void loadFile (String fileName) {
Cryf
fileText.setText ("");
BufferedReader in =
new BufferedReader (new FileReader (fileName));
String s;
while((s = in.readline()) != null)
fileText.append(s + "\n");
in.close(}:
}catch(IOException e){
fileText.append ("I am sorry, I cant do that.");

}

Pé tach tép CheckSecurityManager.class rakhéi cac tép 1op khac, ta co thé
tao ra mot tép . jar dé luu it t&p do.

jar cvf FileCheck.jar CheckSecurityManager.class
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Lénh nay déng thoi x0a CheckSecurityManager. class khoi thu muc hién thoi.

Tuong tu nhu vi du trude, dé chay dugc chuong trinh trén thi phai tao ra tép chinh
sach, tép CheckSecurity.policy dang:

grant codeBase “file:FileCheck.jar”{
permission java.security.AllPermission;
b

Chinh sach nay dam bao cac 16p trong FileCheck. jar dugc thuc hién hau nhu tat
ca moi dic quyén.

Sau cung, ta thyuc hién chuong trinh néu trén nhu sau:

java —-Djava.security.policy= CheckSecuritypolicy

—-classpath FileCheck.jar;. CheckSecurityManager.java

= Class[] getClassContext ()
Tra lai mt mang cac 16p cho cac phuong thirc dang thuc hién.
= void checkCreateClassLoader ()
Kiém tra xem ludng hién thoi co tao ra mdt bo nap 16p hay khong.
= yvoid checkAccess (Thread g)
'Kiém tra xem ludng hién thoi ¢6 thé goi cac phuong thirc stop (), suspend(),
resume (), setName(), setDaemon() cia ludng g.
* yvoid checkExit (int status)
Kiém tra xem luéng hién thoi ¢6 thé thoat khoi JVM voi trang thai status.
®* yoid checkExec (String cmd)
Kiém tra xem ludng hién thoi co thé thoat khoi JVM véi trang thai status.
= yvoid checkRead(FileDescriptor £d)
* yvoid checkRead (String file)
* void checkWrite (FileDéscriptor fd)
= void checkWrite(String file)

= void checkDelete(String file)

Kiém tra xem ludng hién thoi c6 thé doc, ghi, xoa tap.
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7.4. VAN BDE BAO MATTRONG GOl JAVA.SECURITY

Trong hon 50 nim qua, cac nha toan hoc, tin hoc da phat trién nhiéu thudt toan rat tinh
té dam béo tinh toan ven coa dir liéu va chir ky dién tir. Géi java.security di cai dat kha
nhidu trong s6 c4c thuat toan d6. R4t may 13 ta khong can phai hiéu tuong tin co s& toan hoc
ma vin cé thé str dung duoc ching. Sau ddy ching ta tim hidu cach dé phat hién ra nhimg su
thay ddi trong cac tép dix liéu va cach xac thue chit ky sb.

7.4.1. Diu vét thong diép

Tom (it dac trung cua théng diép la mét dang ddu vét 1ém it ciia mét khéi dir liéu,
mot thong diép, goi (it la ban ddu vét théng diép (message digest). M&i ban diu vét
thong diép sé co hai dac tinh:

I. Khi ban luu trir dir lidu c6 médt hay mot sé bit bi thay dbi thi ban tom tat dau vét
cling s& bi thay ddi,

2. Rit kho (hdu nhu khong thé) kién thiét duge mét thong diép méi (mdt van ban) cb
cting mdt ban tém tht ddu vét nhu ban gdc.

Dic tinh thir hai ¢6 thé thuc hién duoc mdt cach ngu nhién, nhung véi mét xac suat rat
thap.

Hién nay c6 mdt sb thuat toan nén dir liéu dé tao ra ban dau vét thong diép. Hai thuit
toan ndi tiéng nhat 13 SHA-1 (do National Insstitute of Standard and Tectmology d& xuat) nén .
mdt mot khéi dir liéu bat ky thinh ddy 160 bit (20 byte) va MDS (ciia Ronald Rivest & MIT)
{2} ‘

Java cat ddt cd ha thudt toan trén. Lop MessageDigest duge xem nhu mdot cai may
san xudt ra cac di tuong thuc hién cac thudt toan xir Iy cac tém tat dau vét. Vi dy, dé nhin
duoc dbi trong thuc hién thuit toan SHA-1, ta viét

MessageDigest alg = MessageDigest.getInstance (“SHA-1");

Sau d6 truyén cac byte ctia mot thong diép cho ddi tuong alg dé nd tao ra ban tém tit
déu vét. Vi du, mubn tao ra ban tom tit dau vét cho tép co tén 1a £ileName, ta thuc hién nhu
sau.

FileInputStream in = new FilelInputStream(fileName);
int ch;

while({(ch = in.read{() != -1)

alg.update ( (byte)ch);

Vi du 7.6. Chuong trinh sit dung thuét toin SHA~1 hoic MDS dé tao ra ban tom tat dau
vét ctia mét 1ép bét ky hoiic mot thong diép duge gb truc tiép tir ban phim.
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i 5

EHop dong kinh te ky narm 20046 voi so tien 50 000 000 USD. Ky nggy ZEIJ-SJ?DII

Hinh 7.6. Chuong trinh sinh bin tém tit ddu vét thong diép

Nguoi sir dung c6 thé nhip vao mét doan vin ban nhu: “Hop dong kinh te ky nam
2005 voi so tien 500 000 000 USD. Ky ngay 20/5/2005”, chon thuat toan can
thuc hién, sau do chon File roi Text area digest thi ban tom tat dau vét tuong (g sé
duoc sinh ra & hang dudi ctia khung cira s6 la: D4 F6 8F C3 F6 62 8F E6 4B 53 35 81
08 AD 19 DC (hinh 7.6).

Néu ta sira di mét chir nao, vi du chirasé 50 000 000 thanh 20 000 000 thi ban dau
vétséchola 39 17 7D 82 8F DD FD 94 54 72 64 1B F3 2F 51 89. Hai ban d4u vét
la khac nhau, ta phat hién ra doan vin ban trén da bi stra.

Tuong tu, ta c6 thé chon mot tép bat ky trong muc chon File\File Digest dé sinh
ra ban diu vét nhim phat hién ra nhimg dir liéu da bi sua.

/I MessageDigestTest java

import java.awt.?*;

import java.awt.event.*;

import java.security.*;

import Jjava.io.*;

import javax.swing.*;

public class MessageDigestTest {
public static void main (String args[]) {
System. setSecurityManager (new CheckSecurityManager ()
JFrame frame = new MessageDigestFrame () ;

frame.show () ;

}
class MessageDigestFrame extends JFrame({

private JTextField digest

new JTextField():
private JTextArea message = new JTextAreal():

private MessageDigest currentAlgorithm;
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public MessageDigestFrame {) {
setTitle ("Message Digest Test");
setSize (400, 200);
addWindowListener (new WindowAdapter () {
public void windowClosing {(WindowEvent e) {

System.exit {0);

Yy

JPanel panel = new JPanel(};
ButtonGroup group = new ButtonGroup{):;
Actionlistener listener =
new ActionListener () {
public void actionPerformed (ActionEvent e) {
JCheckBox b

i

(JCheckBox)e.getSource () ;
setAlgeorithm(b.getText ());

}s
addCheckBox (panel, -"SHA-1", group, true, listener);
addCheckBox (panel, "MD5", group, false, listener);

Container contentPane = getContentPane();

contentPane.add(panel, "North");
contentPane.add (new JScrcllPane (message), "Center");
contentPane.add(digest, "South");

digest. setFont (new Font ("Monospaced", Foﬁt.PLAIN, 12));

setAlgorithm ("SHA-1"); // Dit mac dinh, chon SHA-1

JMenuBar menuBar = new JMenuBar({();

JMenu menu = new JMenu("File");

JMenultem fileltem = new JMenultem("File digest"):;
fileltem.addActionListener (

new ActionListener () {
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public void acticonPerformed(ActionEvent e) {

loadFile ()

}) o
menu.add (fileItem) ;
JMenultem text = new JMenultem("Text area digest"):;
text.addActionListener {
new ActionListener () {
public void actionPerformed (ActionEvent e) {
String m = message.getText({);

computeDigest (m.getBytes () ) ;// Tinh ban dau vét

b):
menu.add (text);
menuBar. add (menu) ;
setJMenuBar (menuBar) ;
}
// Poc ndi dung cia tép va tinh ban dau vét
public void loadFile () {
JFileChooser chooser = new JFileChooser () ;

chooser.setCurrentDirectory(new File("."));

int r = chooser.shewOpenDialog(this);
if(r == JrileChooser.APPROVE_ OPTION) {

String name =
chooser.getSelectedFile().getAbsoiutePath();

computeDigest (loadBytes (name) ) ;

}
public void addCheckBox (Container ¢, String name,
ButtonGroup g, boolean selected, Actionlistener listener) {
JCheckBox b = new JCheckBox {name, selected):;
c.add (b} ;
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g.add(b) ;
b.addActionListener{listener);
}
// Xac dinh thuit toan theo lwa chon cita nguo! s dung
public void setAlgorithm(String alg) {
try(
currentAlgorithm = MessageDigest.getInstance (alg);
digest.setText ("");
}catch (NoSuchAlgorithmException e) {

digest.setText {("" + e);

}
public void computeDigest (byte([] b){
currentAlgorithm.reset ();
currentAlgorithm.update (b) ;
byte[] hash = currentAlgorithm.digest{();
String d = "%;
for(int i = 0; i < hash.length; i++){
int v = hash[i] & OXFF;
if(v < 16) 4d += "0";
d += Integer.toString(v, 16).toUpperCase() + " ";
}
digest.setText (d);

public byte[] loadBytes(String name}){

FileInputStream in = null;

try{
in = new FileInputStream(name);
ByteArrayQutputStream buff = new ByteArrayOutputStream();
int ch;
while((ch = in.read(})) '= -1}

buff.write(ch);
return buff.toByteArray{);
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}catch(IOExcept;on e){
if(in !'= null)
try{in.close():
}catch (IOException el) {
}
}

return null;

}

/I MessageDigest.policy

grant {

permission java.security.AllPermission;
}i
Sau khi dich va chay chuong trinh:
java'ijava.security.policy=MEssageDigest.policy MessageDigestTest

Luu y: Gidng nhu diu van tay, hy vong ring hau nhu s& khéng c6 hai thong diép co
cung mot ban tom tit ddu vét. Tuy nhién, hy vong d6 khong hién thyc vé mit ly thuyét, vi
nhu trong thuat toan SHA-1 “chi c6” khoang 2'%° b3 tom tat diu vét cé thé tao ra, nén vin
¢6 thé c6 mot sé thong diép khac nhau cho cling mot ban tom tit ddu vét. Tuy nhién, xac
suit trung ldp & day 1a rat thip, nén ta co thé yén tam sir dung nhimg thuat toan trén dé phat
hién nhimg thong tin bi thay ddi trong cac thong diép.

%’mﬁ»
:

* static MessageDigest getInstance (String alg)

..............

Cho lai d6i tuong clia MessageDigest cai dit thuat toan alg.
* void update (byte input) '
* void update (byte[] input)
* void update (byte[] .input, int offset, int len)
Cap nhat lai ban dau vét ddi véi cac byte du vao.
* void reset (): Tinh lai ban dau vét.

7.4.2. Chirky so

Trong phén trudc ta da tim hiéu cach sinh ra ban tom tit ddu vét cho mét thong diép.
Khi mét thong diép bi thay doi thi ban tom tit dau vét duoc sinh ra s& khong tuong thich véi
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ban goc, do vay dé dang phat hién ra la nd di bi thay d6i. Néu ta giri di mét ban tin va ban
tom tat dau vét ciia nd mot cach riéng bidt, ngudi nhan ¢ thé sir dung ban dau vét dé dé kiém
tra xem ban tin minh nhan ¢é phai 1a ban gbc hay khdng. Nhung néu nhimg ké gian, bang mot
cach nao doé co duoc ca ban tin va ban dau vét, ho ¢ thé dé ding sira ddi ban tin, tinh lai ban
dau vét twong rmg. Didu nay hoan toan thuc hién dugc boi vi cac thuét toan tinh ban dau vét
12 cong khat, hoan toan khong cd gi bi mat ca. Trong truong hop nay, nguoi nhén ban tin da
bi stra va khi tinh ban dau vét (ciing bi sira theo) ¢6 thé s& khéng phat hién duoc 1a ban tin d6
di bi sua.

D& chong lai nhitng su tin cdng néu irén, ta c6 thé sir dung thém mét s6 phuong phap
bao mit, xac thuc khac, vi du sir dung chir ky s0.

Trudc tién ta can tim hiéu vé viéc xic thuc duoc thuc hién nhu thé nao. Khi mér thong
diép dwoe xdc thiee, nghia la

= Thdng diép d6 khong bi thay ddi

* Thong diép nay la dung clia nguol gin.

Néu nhu ¢ bén giri va bén nhian khong c6 su khéng thong nhit nao vé xuit xu ciing
nhu ndi dung cia théng diép, thi viée trao ddi nhu vay dugc xac nhan 13 hoan tit. Ca hai bén
déu tin ring, khong c6 mdt ngudi thir ba can thiép vao qua trinh trao ddi tin nay.

Tuy nhién, cé nhimg doan tin gian ldn xuit phat tir bén gin hoic do bén nhén tu tao ra
trong cac giao dich thuong mai, thanh toan, trao ddi trén mang, v.v. Cac tranh chap co thé xay
ra va cling ¢6 nhidu trudng hop ngudi bi lira khd ma nhan biét duoc, néu khong ¢ bién phap
phong ngira va phat hién kiru hiu. Ngay ca khi ding mat ma khéa bi mit ma ca hai bén gin
va nhan déu biét, nguoi g ¢ thé tir tao thém mot mia dé kidm tra xem thong diép nhan duoc
¢6 xac thuc hay khong,

Trong thuc té, cac hoat ddng thuong mai, quan ly hanh chinh, hoat dong nghiép wu, cac
tai liéu trén gidy co gia tri cam két giao hen vai nhau (nhu ngan phiéu, hop ddng) thi bén gini
la bén c6 kha ning lam gia nhiéu nhit. Nguoc lai, ciing c6 khi mét s tnrdong hop phia bén
nhén lai chdi bd trach nhiém ciia minh vi thdy nhimg diéu d6 bt loi cho minh. Trong cac
truong hop do, viéc xac thue thuong duec dua vao chir ky cia ha bén d& xac nhin cac diéu
khoan da cam két, giao ko voi nhau trén “gidy tring muc den”, va do cling 1a co s& phap ly
dé giai quyét khi ¢o tranh chép.

Nhung néu cac hoat dong trén thuc hién trao ddi v6i nhau trén mang truyén sd liéu thi
van dé phirc tap hon nhiéu. Vi dy, néu bén B mang dén Toa an mét tai liéu nhin dwoc qua
mang truyén s6 lidu (Internet) vabén A lai chdi bo trach nhiém giri cua minh thi Toa an
cling rat kh6 phan xir rach roi. Boi vi ciing ¢6 kha ning bén B 1am gia doan tin v ciing c6 khi
bén A co gt that nhung lai chdi bo trach nhiém.

Vién d8 dit ra 13 1am thé nao dé phan xir duoc trong nhimg truomg hop nhu trén. Mubn
gial quyét duge van dé xac thuc thi can phai cd mét co ché nio d6 gidng nhur chiv ky tay dé ca
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hai bén giri va nhan cing kiém tra va khong thé tao gid mao chir ky d6. Mat trong cac bién
phip d@ thuc hién xac thuc 1a sir dung chir ky $6.

Dé hidu 13 v& chir ky sd, ta can néi rd hon v& mot s6 khai mém lién quan dén mdr ma
khéa cong khai. Mat ma khda cong khai dua trén ha khai niém: khoa céng khai va khda
riéng. Khéa cong khai thi c6 thé cong bd cho moi ngudi biét. Khéa ridng thi chi ngudi giit nd
duoc biét va didu quan trong 1a khéng dé ngudi khac biét. Hai khoa nay c6 mdi quan hé véi
nhau theo cac quan hé toan hoc, nhimg c6 thé tin ring, thuc té khong thé tir mot khéa nay tim
ra duoc khoa kia. Mic du di biét khda cong khai, nhung ca doi ngudi cling khéng tim ra
duoc khoa riéng, cho du ta ¢d dung bao nhiéu may tinh, vdi loal may tinh nao di nira ciing
khong thuc hién dugc [2]. Didu nay c6 thé khoé tin, song cho dén hién nay chua ai tim duoc
thudt toan dé tinh duoc khoa riéng tir khéa cdng khai trong thai gian chip nhan dwoc.

D3 c6 kha nhigu thuét toan duge sir dung dé ma hoa va giai mi théng tin. Trong s6 do
thuit toan duoc ndi t&i nhidu 1a thuat toan RSA cia Rivest, Shamir va Adleman. Thuit toan
nay duoc xdy dung dua trén d6 kho ctia viéc phan tich cac s0 1on thanh céc thira s, nhit 1a
cac thira s6 nguyén t8. Phan 16n cic nha mat mi tin rang nhimg khéa véi “Modulus” cia s6
g8m 2000 bit hodc 16n hon thi hoan toan yén tAm déi véi moi sy tdn cbng tir bén ngoai.

C6 hai cap khoa cdng khai va khoa riéng dugc sir dung d& ma hoa va chimg thuc. Néu
mét ngudi giri cho ban mét béan tin duge ma hoa bang khoa cong khai thi ban ¢6 thé giai ma
bing khoa riéng dé doc ban tin d6 ma nhimg nguoi khac khong lim duoc. Nguoc lai, ban ¢é
thé “ky” (danh dau) vio médt ban tin bing khéa ching thuc riéng, sau d6 nguoi nhan cé thé
kiém tra tinh xac thuc cha chit ky bfmg khéa cong khai ma ban cung cép. Viée kiém chimg
nay chi can thyc hién duoc ddi véi nhiing ban tin di dwoc danh dau (dugc ky) va nd sé thét
bai néu ai 6 st dung khoa cta ho d& danh dau vao ban tin d6, nghia 1a 1am thay d6i ban tin
da dugc ky.

Ta hiy tim hiéu cach hoat dong cia thuat toan DSA dé sinh ra cap khoa cong khai/riéng
va cach sir dung chiing nhu thé néo.

Gia st réng Nam mudn g cho Hoa mot ban tin va Hoa mudn biét xem ban tin nay co
phai dung do Nam giri hay khong, Nam viét ban tin rdi danh déu (tao ra ban diu vét) bing khoa
riéng cia minh. Hoa nhén duoc ban copy ciia khoa cong khai va sir dung nd dé kiém tra tinh
xac thuc ciia ban tin. Néu viéc kigm chimg niy thanh cong thi Hoa tin ring;

1. Ban tin goc khong bi thay dbi.

2. Ban tin dugc ky bdt Nam.

Mot chix ky s6 cin phai phu thudc vao tat ca cac bit ciia doan tin véi muc dich 1a gii sy
‘bén vimg ciia doan tin d6. Diéu quan trong & ddy la, phai dam bao khéng mét ai 6 thé lam
thay ddi ndi dung cuia ban tin 16 trong Iiic phai giit nguyén chi ky sb.

Qua trinh trao ddi va x4c thuc theo thuit toan DSA duoc mé ti nhu sau:
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/
Ban tin ,
Thuat toan ky.
e ——— | dinh djuDSA
Ky (danh dau) Vi
e L Kho4 riéng DSA
\

Khod cong khai

L~~~
\ Thuét todn

| kiém chimg
DSA

Hinh 7.7. Sy trao ddi giira cac khéa ciia thut todn DSA

Tuy nhién, vé mat ly thuyét s& khong cd mot gidi phap nao 1a tuyét d6i an toan. Do viy,
chir ky s6 ciing khdng phai la gidi phap toan nang dé chong lai svr gid mao va c6 the phan xir
duoc moi tranh chip, cho nén ¢in c6 co ché trong tai. Chir ky so c6 thé két hop voi mit ma
aé tang tinh hiéu qui cua van dé xac thue,

Goi bdo mdt ciia Java da cai dat hai thuit toan DSA, SHA-1 néu trén. Néu ban mudn
sir dung RSA thi phdi mua cac 1dp ciia RSA (www.rsa.com).

Phan tiép theo chuing ta tap trung khai thac DSA C6 ba thuit todn dugc s dung.

1. Thuét toan sinh ra cip khoa

2. Thuét toan ky (danh diu) thong diép

3. Thuat toan xac thuc chir ky.

1. Tao ra cap khéa

Dé sinh ra nhimg ¢3p khoa mot cach hoan toan ngiu nhién, ngudi ta thuong st dung bd
sinh 56 ngiu nhién cia lop SecureRandom Ldp nay phat sinh cac s6 ngu nhién hon (dam
bdo an ninh hon) cac s6 sinh bdi Random Vi du,

SecureRandom secrand = new SecureRandom() ;
byte{] b = new byte[20];
secrand. setSeed (b) ; // Dién cac bit mét cach ngiu nhién

Trong Java, dé tinh mot cip khoa theo thuit toan DSA mdi, ta sit dung lép
KeyPairGenerator nhu sau:
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KeyPairGenerator keygen = KeyPalrGenerator.getInstance (“DSA”);

t

Néu mudn sinh ra mdt khoa theo mociilus ctia 512 bit thi hay viét
keygen.initialize (512, secrand):;
SUr dung tiép cac lop KeyPair, PublicKey, PrivateKey dé sinh ra cip khoa cong
khat va khoa riéng.
KeyPair keys = keygen.generateKeyPair ();
PublicKey pubKey = keys.getPublic();

PrivateKey privKey = keys.getPrivate();

2. Panh diu (ky xdc nhin) théng diép
Muédn danh dau (ky xac nhin) mét thong diép (doan tin), ta phdi tao ra dbi tuong cua
lop Signature
Signature sigalg = Signature.getInstance (“DSA”) ;
Pbi tuong nay duoc sir dung cho ca viéc ky xac nhan {an viée xac thuc thong diép.
Trudc khi ky chimg thuc, ta sit dung phuong thic initSign() va truyén khoa riéng cho no.
sigalg.initSign(privKey);
Tiép theo, st dung phuong thirc update () dé dua cac byte cila théng diép (doc theo
timg byte) vao d6i tuong danh dAu.
while((ch = in.read() {= -1)
sigalg.update ( (byte)ch);
Cudi cung 1a chir ky so.

byte[] signature = sigalg.sign();

3. Xac thuc chir ky

Ngudi nhan duoc thong didp ciing s& nhan duoc khoa cong khai va can phai kiém tra
xem tai 1éu nhan dugce cé dung ban géc cua ngudi g hay khong, '
Signature verifyAlg = Signature.getInstance (“"DSA”);
verifyAlg.initVerify (pubKey) ;
while((ch = in.read ()} != -1) //Truyén thong diép vao ddi tuong xac thue

verifyAlg.update( (byte)ch)

boolean check = verifyAlg.verify(signature); // Xac thuc chir ky

Néu check la true thi chir ky la xac thuc, thdng diép nhan la doan tin di duoc ky nhan

bai mot khoa riéng 1uong img. Nghia 13, ca ngudn gin va ndi dung thong diép duoc xac thuc.
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Vidu 7.6
/* SinatureTest java: Chuong trinh sinh ra hai cip khda, sir dung khoa riéng thir nhit dé
ky nhan thdng diép giri di. Sau d6 sir dung hai khoa cong khai dé kiém tra xem théng diép
nhan dugc c6 dung duoc xac thuc hay khong?

*/

import java.security.*;

public class SignatureTest{

public static void main (String args[]){
tryl
// Tao ra bd sinh khoa ngau nhién theo thuit toan DSA
KeyPalirGenerator keygen
= KeyPairGenerator.getInstance ("DSA");

SecureRandom secrand = new SecureRandom{);
keygen.initialize (512, secrand):;
// Sinh ra cdp khoa thu nhat
KeyPair keysl = keygen.generateKeyPair();
PublicKey pubkeyl = keysl.getPublic{);
PrivateKey privkeyl = keysl.getPrivate();
// Sinh ra c¢dp khoa thu hai
KeyPair keys2 = keygen.generateKeyPair();
PublicKey pubkey2 = keysZ2.getPublic();
PrivateKey privkey2 = keys2.getPrivate():
// Tao ra d6i tuong dé ky x4c nhan thong diép giri di theo thuit toan DSA
Signature signalg = Signature.getInstance ("DSA");
signalg.initSign(privkeyl);
String message = "Tra tac gia tién thudng 1a 100 000.";
System.out.println("Théng diép gui di: " + message);
signalg.update (message.getBytes ());
byte[] signature = signalg.sign{();
// Kiém tra tinh xac thuc theo khoa cong khai thir nhat
Signature verifyalg = Signature.getInstance ("DSA");
verifyalg.initVerify (pubkeyl) ;
verifyalg.update (message.getBytes());
System.out.println("Théng diép nhan duoc: " + message);
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if(!'verifyalg.verify(signature))

System.out.println("Not ");
System.out.println("Signed with private key 1");
// Kiém tra tinh xéc thuc theo khoa cong khai thir hai
verifyalg.initVerify (pubkey?2):
verifyalg.update (message.getBytes()):;
if(!verifyalg.verify(signature))

System.out.print ("Not "):

System.out.println("Signed with private key 2");
}

catch (Exception e) {

System.out.println("Error: " + e);

}

Chuong trinh trén chay va cho két qua:
Théng diép gui di: Tra tac gia tién thudng 1a 100 000.
Théng diép nhédn dugc: Tra tac gia tién thudng 1a 100 000.
Signed with private key 1
No Signed with private key 2

- et

* static KeyPairGenerator getInstance (String alg)

Tra lai mot ddi tugng cia KeyPairGenerator dé sinh ra cac cip khoa theo thuat
toan alg.

»= yvoid initialize(int strleng, SecureRandom fandom)
Khdi tao dbi tuong hidn thoi (d6i tuong sinh cip khoa) vdi s6 bit 1a strleng va doi
tuong ngau nhién random

* KeyPair generateKeyPair()

Sinh ra cap khoa man.

» PrivateKey getPrivate ()

Nhan lai khoa riéng cua cip khoa dugc sinh ra.



Chuong 7. VAN DE BAO MAT VA AN NINH THONG TIN 305

= PublicKey getPublic()

Nhan lai khoa cong khai cua cép khoa dugc sinh ra.

* static Signature getInstance(String alg)

Nhan déi tuong chit ky ciia Signature dugc cai dit theo thudt toan alg.
* void initSign(PrivateKey privKey)
Khai dong viée ky thong diép theo khoa riéng.
* yvoid update (byte input)
* void update (byte[] input)
» void update (byte[] input, int offset, int len)
Cép nhat bo dém thong diép theo cac byte.
* byte[] sign()
Hoan tat viéc ky xac nhan va tra lai di tuong chir ky.
" void initVerify(PublicKey publicKey)
Khéi dong dbi tuong kiém tra theo khoa cong khai.
* booolean verify(byte[] signature)

Kiém tra tinh xac thuc cta chir ky.

7.5. VAN DE CHUNG THUC

Nhu trén di dé cap, néu ta nhan mét thong diép duoc ky xac nhan béi mot ngudi quen
biét (nguoi ban) thi ta d& dang sir dung khéa cong khai dugc cung cip dé kiém tra tinh xac
thuc cua thong diép do. Bay gio ta xét tiép truong hop nhan duoc mot tai lidu ciia mdt nguoi
khdng quen biét, ngudi la. Tuong tu nhy trén, néu ta nhan dugc khéa cong khai (van dé nay
khong kho) thi van kiém chimg dugc xem tai lidu do c6 sanh dugc véi tai liéu dugc ky bing
khoa riéng tuong (g hay khong,

Tuy nhién, & ddy c6 vdn dé ta can phai than trong vi ta khong co mét khai niém gi vé
nguoi gii. Bt ky mot nguoi nao do co thé tao ra mot cap khoa, ky nhén vao tai liéu va gini n6
cho chiing ta. Van d& xuét hién & day 13, viéc xdc dinh danh tinh cia ngudi giri hay con goi
vdn dé chimg thire duoc thuc hién nhu thé nao?.

Cach giai quyét vén dé trén trong thuc t& thuong la thong qua mdt dbi tuong trung gian.
Gia sir ca nguoi giri (1a nguoi khdng quen biét trudc) va ban ¢ mét ngudi “quen” trung gian
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- (nguoi, hay mot to chirc méi gidi, mét co quan co thim quyén). Ngudi giri gip ngudi trung
gian trao tai liéu va khoa cong khai, sau dé anh ta trao lai cho ban (xem hinh 7.8).

Trong thuc té, ngudi trung gian ciing khdng can gip ca ngudi gl 1An ngudi nhén tai
liéu. Anh ta c6 thé sir dung mot khoa ridng ciia minh dé ky tiép vao tai lidu ciia nguoi giri va
gin n6é voi khoa cong khai cho ngudi nhan (xem hinh 7.9). Ngudi nhan s& st dung ca hai
khoa cong khai nhan dugc xac thuc tinh trung thuc cua tai liéu nhan dugc.

Khoa riéng DSA

Khoa cong khai
» “ | N Ngudi trung gian

* ﬁ = ..!.- \.. s
Khoa cong khai
Ngudi nhin m

w Khoa cong khai

Nguoi giri

Hink 7.8. Vin dé chimg thyc théng qua trung gian

o : Ngudi trung
Khoéa riéng Tép khoa Khoa riéng gian

Ngudi gui g

— |

Khoa cong khai
Khoa cong khai

T¢p khoa dwrgce ky

Ngudi nhén
w Tham dinh »i

Hinh 7.9. Vin dé xdc thyc thong qua chir ky caa ngudi trung gian

Song, van dé giai quyét nhu thé nao khi khéng ¢é ngudi méi gidi trung gian. Khi d6 ta
¢6 thé sir dung gidy chimg nhan dé chimg thuc danh tinh clia nguoi giri.
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7.5.1. Gidy chimg nhan Certificate X.509

Tuong tu nhu trong thyc té, mdi xi nghiép duoc cdp mot gidy phép san xudt hay kinh
doanh, chiing ta ciing c6 thé tao ra cac gidy chimg nhin dé xac thuc trong qua trinh trao ddi
tin. Gidy chimg nhan duoc mot co quan, mdt 6 chirc ¢6 thim quyén (duoc ludt phap thira
nhén) CA cdp, nhimng ngudi duoc cip s& duoc xac thuc va dua vao gidy chimg nhan dé dé bao
mat tin (ma hoa tin), roi giri di. Nhimg ngudi nhén ciing dugc cap mot gidy chimg nhan cho
phép ho xac thuc va giai mi nhimg thong tin nhan dugc. Mt trong cac miu ky xac nhén
duoc sir dung phod bién la mau X. 509 dugc dinh nghia béi ITU-T.

Khi mét may tram (Client) két ndi véi mot may chi (Server) sir dung SSL/TLS [4],
thi ca may Client va Server phai thoa thuan véi nhau vé thuit toan mat ma chung sé& duoc
str dung dé ma hoa tin can trao doi. Qua trinh xac thuc trong SSL/TLS sir dung X. 509 dugc
thuc hién nhu sau.

Co quan cip gidy chimg nhin CA

Cép gidy chimg
chi cho Client

Cép gidy chirng
chi cho Server

Khod riéng
cua Server

Khoa riéng
cua Client

g p—

Hinh 7.10. Qui trinh xic thuc sir dung X.509

|. Server giri chimg chi X.509 chira khoa cdng khai cho cac may tram can trao ddi
tin.

2. May tram (Client) tao ra cac sd bi mat ngiu nhién chiém khoang 48 byte va sir
dung khoa cong khai cua Server dé mat ma s6 bi mat do, rdi giri n6 cho Server.

3. Server sir dung khoa riéng dé giai ma sb bi mat da duoc ma hoa nhan dugc.

4, Ca Server va Client chia sé vdi nhau s bi mat d6 va nguoi khac khong biét
duoc. Tir sé bi mat do phat sinh ra cac khoa dbi ximg va bét dau trao di tin vdi
nhau,
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Ngoai ra gidy chimg nhin X.509 dugc sir dung rong rii bdi Microsoft, Netscape vi
nhidu hing khic & ky xic nhan cac thu dién tir E-mail, chimg thuc mi chuong trinh va
nhiéu loai dir liéu khac. & dang don gian nhat, X. 509 chira cac thong tin sau:

>  Phién ban (Version) cuia bang chimg thuc,

S6 hiéu cua bing chimg thyc,

Pinh danh cia thuit toan ky xac nhédn (tén goi va cac tham so),
Tén nguoi ky,

Thoi gian ¢6 hiéu luc (ngay bit dau va két thic),

DPinh danh cta ngudi dugc chimg thuc,

Khoa cong khai ciia gidy chimg nhén,

Y V V V V Vv V¥

Chir ky (md bam cho cac trudng dir lidu, mi hoa chit ky bing khoa riéng).
Chi tiét hon vé cdu tric cia X. 509 ban ¢6 thé xem

http://www ietf cnri.reston. va. us/ids.by. wg/x. 509.htm)

7.5.2. Lép gidy chimg nhan

Théng thudng cac gidy chimg chi (chimg nhan) sé dugc mét t§ chirc CA c6 di tham
quyén (duoc ludt phap céng nhan) cép.
Trong JDK ¢ chuong trinh keytool .exe dé lap ra gidy chimg nhan va quan Iy ching.
Céc phan tiép theo, ching ta tim hiéu cach Ngoc Lan ky xac nhén vao mét tai ligu va gin n6
cho L& Ba; nguai nhin kiém tra xem tai liéu nhan duoc ¢ ding 1a tai liéu do Ngoc Lan ky va
c6 bi sira ddi hay khong?.
Chuong trinh keytool quén Iy kho cic khoa va mdt CSDL cac gidy chimg nhan. Mdi
muc trong kho cac khoa c6 mét biét danh (alias).
Sau day ta tim hiéu qua trinh thiét 14p cac kho khoa, gidy chimg nhin va trao ddi cac
thong diép da duoc ky xac nhan, chimg thire gitra nguoi giri va nguai nhan,
Vi du 7.7. Ngoc Lan tao ra mdt kho cac khoa riéng ngoclan. store va sinh ra mot
cdp khda v biét danh la ngoclan nhu sau: ,
keytool —genkey —keystore ngoclan.store —alias ngoclan
Khi sinh ra mét khoa, hé théng nhéc ta nhap cac thong tin:
Enter keystore password: password
What is yqur first and last name?
[Unknown] : Ngoc Lan
What is the name of your organization unit?
[Unknown] : Engineering Department
What is the name of your organization?

[Unknown] : Information Technology Institute
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What is the name of your city or Locality?
[Unknown] ; Ha Noi

What is the name of your state or province?
[Unknown] : Ha Noi

What is the two-letter country code for this unit?
[Unknown) : VN

Is <CN = Ngoc Lan, OU = Engineering Department, O = Information
Technology Institute, L = Ha Noi, ST = Ha Noi, C = VN> correct?
[no]: Y
keytool sir dung cac tén goi phdn bift ciia X.509; CN (Common Name), OU
(Organization Unit), O (Organization), L (Location), ST (State), va C (Country)
dé xac dinh khoa va cap gifly chimg nhin. Luu y mat khiu phai chira it nhat 13 6 ky tr va ta
phai nhd dé khai bao khi can thiét vé sau.
Gia sir Ngoc  Lan mudn dua khoa cong khai cho L& Ba thi phai dua ra dudi dang tép:
keytool —export —keystore ngoclan.store —alias ngoclan —file ngoclan.cert
Hé thdng s& hoi mat khiu:
Enter keystore password: password
Néu nhip ding mat khiu thi hé théng s& tao ra tép ngonlan. cert dmabé)gdnmgrﬂﬁl
cnNgoc Lan.
Sau d6 Ngoc Lan cé thé giri t8p ngoclan. cert cho L& Ba. Khi 1& Ba nhin duoc cé
thé in ra dé biét duoc cac thdng tin cin thiét:
keytool -printcert -file ngoclan.cert

Két qua nhan dugc trén man hinh:

Owner: CN = Ngoc Lan, CU = Engineering Department, O
Technology Institute, L = Ha Noi, ST = Ha Noi, C = VN

Information

Issuer: CN = Ngoc lan, OU = Engineering Department, O = Information
Technology Institute, L = Ha Noi, ST = Ha Noi, C = VN

Serial number: 38107867

Valid from: Fri Aug 22 07:44:55 ITC 2005 until: Thu Nov 20
06:44:55 ITC 2005

Certicate fingerprints:
MD5: 5D:00:0F:595:01:30:B4:FE:24:CE:98:34:F0:C8:90:BB
SHAl:E'4:10:2E‘:34:01:AC:B8:ED:15:El6:A8:01:89:75:88:CB:O9:B2:A1:65
Gidy chimg nhin nay né tu xic nhin, vi viy L& Ba khong thé dung gidy chimg nhan
khac d& kiém tra tinh hop 18 clia bing chimg nhin niy duoc. Tuy nhién, L& Ba cb thé hoi
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Ngoc Lan (qua dién thoai ching han) dé biét duoc diu vét sb (fingerprint) cua giay
chimg nhén d& déi sanh.

Sau khi nhin duoc gidy chimg nhin, Lé Ba c6 thé chuyén vao kho ridng cta minh, vi
du leba store nhu sau:

keytool —import —keystore leba.store -alias ngoclan —file ngoclan.cert

Hé thong héi L& Ba vé mat khau nhip vao va sau d6 hién thi lai nhimg thong tin vé
gidy chimg nhan ¢4 néu trén, néu thiy ding thi nhin Y hoic y dé khang dinh.

Sau khi hodn tit, Ngoc Lan giri cac tai lidu di duoc ky xac nhén cho 18 Ba. Bd cong
cu jarsigner cila Java thuc hién ky va kiém dinh cac tép JAR Ngoc Lan chi can dua tai
liéu cin ky x4c nhin document , txt vio tdp JAR document. jar.

jar c¢vf document.jar document.txt
Sau d6 Ngoc Lan sir dung jarsigner dé dua chit ky vao tép document . jar.
jarsigner -keystore ngoclan.store document.jar ngoclan
Ngoc Lan phai nhap ding mét khéu thi ta liéu document . txt sé& dugc ky xac nhén,

Khi nhan dugc tép tai liéu document . jar, L& Ba co thé st dung tuy chon —verify
cda chuong trinh jarsigner.

jarsigner -verify -keystore leba.store document.jar

Néu tép document . jar khong bi xam pham va chii ky duoc dbi sanh thi jarsigner
s& in ra két qua khing dinh tép JAR duoc xac thuc.

jar verified
Nguoc lai s thong bao 15i.
Co ché déng gbi va luu trir cac tép JAR s& duoc d& cap chi tiép & phan sau.
Dé tach tht ca cac tép duoc nén trong document . jar, 1& Ba cb thé st dung
jar xf document.jar

trong do ¢o tép document , txt nhan duoc tir Ngoc Lan
7.5.3. Ky gidy chimg nhan '

Phan trén ta di xem xét cach sir dung gidy chimg nhan “tr ky” d& gini khoa cong khai
cho cac bd phan khéc. Song, ngudi nhan phai dugc duge dam béo ring giay chimg nhin nay
12 hgp 1€.

JDK khéng cung cap céng cu d& ky gidy chimg nhan néu trén. Phan tiép theo ching ta
tim hiéu cach viét chuong trinh Java dé ky nhan gidy chimg nhan bing khda riéng tir kho cac
khoa. :

Vi dy 7.8. Viét chuong trinh ky gidy chimg nhdn bang khoa riéng ly ra tir kho cac kho
da duoc thiét 1ap tir trude (nhu & vi dy 7.7).
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Trudc tién ta phai thiét lap doi tuong cia KeyStore. Kho cac khoa dugc tao ra bén
keytool ¢ kiéu 1a “JKS” va ngudn cung cap la “SUN” .

KeyStore store = KeyStore.getInstance(“JKS”, "“SUN");

Tiép theo la phai tai dit liéu ciia kho store vao chuong trinh, tat nhién 13 phai cho biét
tén ctia luong vao va mat khiu (password). Luu y, mat khin throng (nén) td chirc dudi dang
méng (Array) cac ky tu chir khong phai la xdu (String). JVM cé the luu gilr cac xiu mét
thoi gian dai trude khi chang bi don dep va do vdy cic harker c¢6 thé xim nhép vao cic tép
trao dbi dé phat hién ra mit khiu con cac ddi tuong ciia Array s& bi x6a bd ngay sau khi
ching khang cin dé sir dung tiép & giai doan sau.

InputStream in = new FileInputStream({ksName) ;
dhar{] pessword = readPassword (oonsole, "Keystore password”) ;
store.load(in, password);

Arrays.fill (password, ' '); // Xoa mét khau
in.close () ;

Ta st dung getKey () tim khoa riéng dé ky. Ham getKey () yéu cau truyén alias va
mat khau.

char{] keyPasswoxrd

= veadPassword (ansole, "Keystore password for " + alias);
PrivateKey privKey

= (PrivateKey)store.getKey(alias, keyPassword);
Arrays.fill (keyPassword, ' '):

Ching ta 33 sin sang d& doc gidy chimg nhan va ky xac nhan, Lép CertificateFactory

doc giay chimg nhan tir tép dau vao.
in = new FilelInputStream{inName) ;
CertificateFactory factory
= CertificateFactory.getInstance("X.509");
Sau d6 goi ham generateCertificate () d& sinh ra gidy chimg nhan tuong img,
X509Certificate inCert
= (X509Certificate)factory.generateCertificate(in);
in.close (};

Muc dich ciia chuong trinh 1a ky cac byte trong gidy chimg nhan. Ta tim cac byte bing

ham getTBSCertificate() .

byte[] inCertBytes = inCert.getTBSCertificate();
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Gidy chimg nhan di dugc ky can luu vio tép
X508CertInfo info = new X509CertInfo (inCertBytes);
info.set (X509CertInfo.ISSUER,
new CertificatelssuerName ( (XSOOName)issuer));
X509CertImpl outCert = new X509CertImpl (info);
outCert.sign({privKey, issuerAlg);
outCert.derEncode (out) ;

Lueu y, ta st dung géi thu vién sun. security.x509 dé sinh ra cac gidy chimg nhan, cai
d4t cac thuat toan dim bao an ninh dit liéu nhu RSA v.v,

// CertificateSigner.java

import java.io.*;

impeort java.security.*;

import java.security.cert.*;

import java.util.*;

import sun.security.x509.X509CertImpl;
import sun.security.x509.X509CertInfo;
import sun.security.x509.X500Name;

import sun.security.x509.CertificatelssuerName;

public class CertificateSigner{ ,

public static void main (String args([]){
String ksName = null; // Tén ciia kho
String alias = null; // Bi danh cia khoa riéng
String inName = null; | // Tén clia tép dau vao
String outName = null; ﬁT%ncﬁaépdﬁJm

for{(int i = 0; i < args.length; 1 += 2){
if (args[i].equals("-keystore™))
ksName = args[i+1l};

" else if(args[i].equals("-alias"))
alias = args([i+l];
else if(args(i].equals("-infile"))
inName = args[i+1]:;
else if(args[i].equals("-outfile"))

outName = args[i+l];
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else usage():;
}
if (ksName == null || alias == null || inName == null

|| outName == null) usage();

try{
PushbackReader console =

new PushbackReader (new InputStreamReader (System.in));

KeyStore store = KeyStore.getInstance("JKS'", "SUN");
InputStream in = new FileInputStream(ksName};

char(] password = readPassword (console, 'Keystore password™) ;

store.load(in, password);
Arrays.fill {password, ' '); // Xo4 mat khau

in.close();

cher[] keyPassword
= readPassword (console, "Keystore password for " + alias);
PrivateKey privKey
= (PrivateKey)storé.getKey(alias, keyPassword);
Arrays.fill (keyPassword, " '};

if(privKey == null)

error ("No such private key"};

in = new FileInputStream(inName) ;
CertificateFactory factory

= CertificateFactory.getInstance ("X.508");

X508Certificate inCert
= (X509Certificate)factory.generateCertificate (in) :
in.close():

byte[] inCertBytes = inCert.getTBSCertificate();

X509Certif£cate issuerCert

= {X509%Certificate) store.getCertificate (alias);
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Principal issuer = issuerCert.getSubjectDN():;

String issuerAlg = issuerCert.getSigAlgName();
FileCutputStream out = new FileOQutputStream{cutName);

X509CertInfo info = new X509CertInfo (inCertBytes);
info.set (X509CertInfo.ISSUER,

new CertificatelssuerName ( (X500Name) issuer)) ;s

X509CertImpl ocutCert = new X509CertImpl (info);
outCert.sign(privKey, issuerldAlqg);

outCert.derEncede (out) ;

out.close();
}
catch (Exception e) {

System.out.println("Error: " + e);

public static char[] readPassword(PushbackReader in,
String promp) throws IOException{
System.out.print (promp + ": ");
System.out.flush();
final int MAX PASSWORD_ LENGTH = 100;
int leng = 0;
char{] buff = new char{MAX PASSWORD LENGTH];

while (true) {

int ch = in.read();
if(ch == '"\r'" )| ch == '\n'" || ch == -1 [}
ch == MAX PASSWORD LEZNGTH) {
if(ch = "\r') // DOS xem nhu két thic dong "\rn”

{

ch = in.read{();
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if{ch = "\n' & ch != ~1) in.amread(ch);
}
char(]) password = new char[leng];
System.arraycopy (buff, 0, password, 0, leng);
Arrays.£fill (buff, ' ');
return password;
} else/{
buff(leng] = (char)ch;

leng++:

public static void usage () {

System.cut.println("Usage: java CertificateSigner
+ " -keystore keyStore - alias issuerKeyAlias"
+ " —-infile inputFile -outfile outputFile");

System.exit (1);

public static void error(String message) |
System.out.println{message).

System.exit (1);

)

Pé sir dung duoc chuong trinh trén, ta phéi sit dung mdt kho cac khda da duoc thiét
13p. Gia sir chung ta tao ra mét kho tén la engsoft.store vl biét danh la engroot. Giay
phép dugc tao ra va dua vao tép engroot.. cert.

keytool —genkey -keystore engsoft.store -alias engroot
keytool —export -alias engroot -keystorce engsoft.store
~file engroot.cert

'Téptheo,duavéokhocéckhéacﬁangubinhén,vidukhocéténlenguyen.store

keytool —import -alias engroot -keystore lenguyen.store

—file engroot.cert
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Chuong trinh doc gidy chimg nhan tir t8p ngoclan.cert liy khéa riéng tir kho
engsoft. store va ky xac nhan rdi ghi 1én tép ngoclan engisoft.cert.
java CertificateSigner —keystore engsoft.store -alias engroot
-infile ngoclan.cert —outfile ngoclan engisoft.cert
Ta phai nhap mét khau tuong (mg dé chuong trinh ky xac nhan vao giay chimg nhan.

Ngoc Lan mudn g tai liéu cho nhimg nhan vién trong phong Engineering

Department, vi du gin tép ngoclan engisoft.cert cho Lé Nguyén.

* static getInstance(String type)
* static getInstance(String type, String provider)

Xac dinh ddi tuong cua kho cac khéa. Néu sir dung keytool cia Java thi type
la“JKS” va provider la “SUN”,

* void load(InputStream in, char[] password)

Nhap mét kho cac khoa tir ludng vao in khi mat khau dugc chap nhan.
= Key getKey(String alias, char[] password)

Nhan lai mét khoa riéng vai biét danh alias dugc luu trong kho hién thoi.
" Certificate getCertificate(String alias)

¢ lru trong kho hién thoi,

s

i o

Nhan lai mot gidy chimg nhan véi biét danh alias dug

= CertificateFactory getlInstance(String type)

Tao ra mot doi tugng dé 1am ra cac gidy chimg nhén kiéu type. Kiéu sir dung & dy
la “X509”.

= Certificate generateCertificate(InputStream in)

Sinh ra gidy chimg nhan tir ludng vao in.

2

= PublicKey getPublic()

Nhin lai khéa cong khai duoc dinh kém véi gidy phép.
= byte[] getEncoded()

Poc ma cia gi’éy ching nhan.
* String getType/()

Doc kiéu ciia gidy chimg nhan, vi du “X509”,
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= Principal getSubjectDN()

» Principal getIssuerDN()
Xac dinh tén ctia ngudi chimg nhén va nguoi dugc cap gidy chimg nhan.
* Date getNotBefore()
» Date getNotAfter()
Xac dinh khoang thoi hop 18 cua gidy phép.
= String getSigAlgName ()
* byte[] getSignature()
Xac dinh thudt toan va chir ky cua gidy chimg nhan.
» byte[] getTBCertificate()

Doc thng tin duge mi hoa cin thiét dé ky gidy chimg nhan.
7.5.4. Ky nhan cac tép JAR

Trude tién ching ta di tim hiéu cach dong goi va t6 chirc cac tép luu trir JAR trong
Java. Co ché goi gon (package) la rat tién loi dé 6 chirc nhiing lép co lién quan vdi nhau
thanh cac nhom va nhit 1a trong qua trinh phat trién phan mém, ta can phai déng géi cac tép
chuong trinh tmg dung thanh cac goi dé tién loi cho viéc di chuyén va cai dit (mg dung.
Chinh cac goi gitip chung ta d& dang dinh vi, sir dung cac tép 16p va hd trg dé diéu khién hoat
dong truy cép vao dir héu cua lop lac thyc thi chuong trinh.

Khi chuong trinh da duoc hoan tit va chuyén sang giai doan thim dinh, kiém tra dé
chuén bj trién khai, thi nén t chirc thanh cac /ép JAR Tép JARla dang nén theo tép ZIP va
dong go1 nhimg tép thuc thi (tép lop), cung voi nhimg tép tmg dung lién quan sao cho ching
c6 thé duoc trién khai nhu 1a mét don thé.

Cdc wu diem ciia tép dang JAR la:

= Bdo mdt: Ban c6 thé ky s6 vao noi dung ctia mét tép JAR. Nguoi sir dung néu nhén
dang duoc chir ky cua ban s& c6 co hdi dugc dam bao an toan hon ddi voi nhimg
nguoi khac.

= Giam thiéu thoi gian chuyén tai: Néu cac tép cua mot chuong trinh dugc 6 chirc
thanh mét t&p JAR thi chung s& dugc tai xudng trinh duyét trong cing mét giao dich
HT TP ma khong cin tao ra cac két ndi cho timg tép trong do.

» Puge nén; Dang JAR cho phép nén cac tép dé cho viéc luu trir hidu qua va sau do
viéc tai cac tép nén la kha tién loi.
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= Dong ddu xi vao goi (Version 1.2): Tat ca cac lop duoc dinh nghia trong mét géi
dugc tim thiy trong cing mdt tép JAR.
» Twong thich: Co ché xu Iy cac tdp JAR 13 mét bd phan dugc chuin hoa cha API
vol Java platform
Dé nén va goi nhitg 1ép lién quan véi nhau vao mét goi ép JAR, sir dung chuong
trinh jar ciia JDK va viét mot dong lénh DOS command dang;

jar c¢f JarFileName.jar filelist

Trong d6, jarFileName la tén cua tép JAR, fileList la danh sach cac tép 1ép
hodc nhimg tép khac ¢o lién quan, ngan cich véi nhau bing dau céch.

Vi du, néu mudn tao ra mot poi applet.jar dé goéi cic lop RMIApp.class,
Send.class, index.html, java.policy, MessagesBundle en US.properties thi thuc
hién nhu sau:

jar cf applet.jar
RMIZpp.class Send.class index.html java.policy

MessagesBundle en US.properties
Khi mubn 16 nén va me goi applet. jar, ta st dung chuong trinh jar dé tach ra vdi
tuy chon xf:

jar xf applet.jar

Tiép theo, chung ta di tim hiéu cach ky chimg nhan mét applet dé sir dung trong
Java Plug-—in. C6 hai kich ban chinh:

1. Cac applet dugc ky xac nhédn trén mang nér hat (Intranet)
2. Cac applet dugc ky x4c nhén trén mang qudc té (Internet).

Trong kich ban thit nhat, bd phan quan tri hé thong co thé cai dit cac gidy chimg nhan
va cic tép chinh sach trén cac may dia phuong Khi Java Plug-in nap vé mdt applet
duoc ky xac nhén, né sé& thdng qua kho chira cac khéa va tép chinh sach dé kiém duyét cac
quyén duoc thue hién ciia applet do.

O kich ban thir hai, cac hing ban phin mém nhin duoc gidy chimg nhan dugc ky bai
cac to chirc cé thim quyén nhu Thrawte hay Verign Khi nguoi sir dung dau cudi truy cap
vao moét trang Web co chira mot applet da duoc ky xac nhan, hé théng xac dinh duoc danh
tinh cha ngudi cung cap applet nay va cho phép né thuce hién theo mét s6 gidi han nao do
hodc toan quyén s dung.

Phan nay ching ta chi yéu tim hiéu cach xay dung cac tép chinh sach dé cip quyén cho
cic applet tir cac ngudn da biét. Vide xdy dung, trién khai cac tép chinh sach khong phai la
nhimg cong viéc danh cho nhimg ngudi s dung dau cudi, ma chinh | nhimg ngudi quan tr
hé théng phai dam nhiém trong mang ndi hat.
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Vi du 7.9. Chiing ta xét ticp vi du vé yéu ciu trap doi théng tin cia Engineering
Department. Phong nay mudn nhan vién ctia minh chay mét s6 chuong trinh applet va
ching duoc phép truy cdp dugce cic tép cuc bd tai cac may d6. Béi vi nhiing applet nay
khong thé chay dugc & bén trong hdp cat Sandbox [2] nén ho phai cai dit cac tép trén cic
may d6. Didu nay co nghia 12 ho s& phai cdp nhit lai cac tép chinh sach méi khi ma chuong
trinh applet phai chuyén sang Web Server khac. P& khic phuc nhuoc diém dé, ho quyét
dinh ky xac nhan c4c tép JAR chra mi lénh clia cac applet. Qua trinh thuc hién nhu sau:

1. Tao ra tép MyApplet.jar dé chira cic tdp mi chuong trinh applet
jar cvf MyApplet.,jar *.class

2. Chay jarsigner dé ky xac nhin tép MyApplet.jar theo khoa riéng tir kho cac
khda engsoft. store vai biét danh la engroot.

jarsigner -keystore engscft.store MyApplet.jar engroot

Tit nhién, kho chira khoa gdc can phai d& & vi tri an toan. Mudn thé, ta hay lap kho thir
hai la certs. store dé cho cic gidy chimg nhan.

keytool -genkey —keystore engsoft.store -alias engroot
keytool —exgport. —keystore engsoft.store -alias engroot —file engroot.cert
keytool -import —keystore certs.store —alias engrcot —file engroot.cert
Lénh ddu tién hé thong s& hoi ching ta vé mét khiu va cac thong tin cin thiét dé cap
gidy chimg nhan va thiét 1ap kho chira cac cip khéa cling cac gidy chimg nhin. Luu y: can
nhé mat khiu d6é d& bao cho hé théng thim dinh & cac ciu lénh sau d6.

Tiép theo ta phai tao ra tép chinh sach dé cip phép cho tit ci cac applet duoc ky xic
nhén trong kho vira duoc thiét 1ap.

Ta phai dua thém vi tri heu kho va kidu kho vao diu tép chinh sach.
keystore “keystoreURL”, “keystoreType”;
Vi du, “JKS” 1a kiéu kho duoc sinh bdi keytool, dong
keystore “file:certs.store”, “JKS”;
s& duoc dua vao déu tép chinh sach. '

Ngodi ra ciing cdn bd sung signedBy “alias” vao sau mdt hoic nhidu ménh dé
grant trong tép chinh sach.

Nhu vy, tép chinh sach trong vi du ciia chung ta: applets.policy s€ phai la
keystore “file:certs.store”, “JKS”;
grant signedBy “engroot”
{ pemission java.io.FilePermission “<<ALL FILES>>", “read”;
}i
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Hay xdy dung mot chuong trinh FileReadApplet dé doc cac tép ¢ thu muc co so va
tat ca cac thu muc con cta no.

Sau khi da hoan tat cac budc néu trén, engsoft.store, certs.store vdibi
danh la engroot, applets.policyva FileReadApplet.class di dugc tao ra,
ta c6 thé sir dung appletviewer cd sir dung t&p chinh sach nhu sau:

appletviewer —J-Djava.security.policy=applets.policy
FileReadApplet.html

import java.io.™,
impont java. awlevent ™,
import java.awl*;
import java,util.~;
import jJavae swing *,

public class FlleReadApplat extends JApplat]
Private JTaxiFleld THePldme.

Applel started.

Hinh 7.11. Chuong trinh FileReadApplet dugc phép doc cic tép cuc bd

// FileReadApplet java

import java.io.*;

import java.awt.event.*;
import java.awt.?*;
import java.util.*;

import javax.swing.*;

public class FileReadApplet extends JApplet{

private JTextField fileName;

private JTextArea fileText;

public FileReadApplet ()

{
fileName = new JTextField(20);
JPanel panel = new JPanel();
panel.add (new JLabel ("File name:"));
panel.add (fileName) ;
JButton openButton = new JButton ("Open");
panel . add (openButton) ;

openButton.addActionListener (
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new ActionListener () {
public void actionPerformed (ActionEvent evt) {
loadFile (fileName.getText ()) s

¥

Container contentPane = getContentPane();

contentPane.add (panel, "North");

fileText = new JTextArea();

contentPane.add (new JScrollPane (fileText), "Center");

public void loadFile(String fileName) {
try{
fileText.setText ("");
BufferedReader in = new BufferedReader
{new FileReader (fileName));
String s;
while((s = in.readLine()) != null)
fileText.append(s + "\n"):
in.close();
}catch {IOException e) {
fileText.append(e + "\n");
}catch(SecurityException e) {
fileText.append ("I am sorry, but I cannot do that!\n");
} \

}

Dé chay duoc trong ché dd Java Plug-in, ta phai thay dbi tép java.security & thu
muc {Java.home}/jre/lib/security.
# The default is to have a single system wide policy file
policy.url.l=file:${java.home}/lib/security/java.policv
policy.url.2=file:${user.home)/java.policy
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Vabo sung thém file URL cho tép chinh sach nhu sau:
policy.url.3=file:///hcome}/applets.policy

Néu ta sir dung Plug-in trong Netscape 4 hoic Internet Explore thi can phai
thay déi tép HTML dé nap Plug-in cling véi cic thé EMBED hoic OBJECT. Netscape 5 s& fu
dong nap Plug-in khi ta sir dung thé OBJECT.

BA!I TAP

7.1.  Cho trudc mdt danh sach cac tir, cac thu muc cim truy cép. Xay dung mét applet dé
kiém soat viéc xem (doc) ndi dung cua céc tép tin, & nhilng thu muc duoc phép theo
tép chinh sach.

7.2. Mot don vi mudn trao dbi thong tin va cung cap cac pham mém cho nhan vién cia
minh trén mang noi hat. Hay xdy dung gidy chimg nhén cho nguoi dimg dau don vi.
Mai théng diép hay phdn mém can dua 1én mang sé dugc dua vio tép nén JAR cing
voi gidy chimg nhin. Nguéi nhin s& kiém tra lai tinh xac thyc ciia thong tin, ciia phan
mém cin cir vao tinh xac thuc cia gidy chimg nhin.

7.3.  Xay dung hé thdng ban hang qua mang cua Cong ty Sao Mai.

+ Khach hang c6 thé dit mua hing bing cach giri don dit hang, trong d6 lwa chon
nhitng mit hang, s luong can mua va thdng bao s6 tai khoan. Pon dit mua hang
duoc ky xac nhin bai khach hang bang khéa ridng. Khach mua hang giri don mua
hang va khéa cong khai cho Cong ty Sao Mai.

+ Cbng ty Sao Mai (nguoi ban hang) s& kidm tra tinh xac thc don dit mua hing cia
khach bing khoa cong khai. Néu ding thi 1ap hoa don ban hang, ky xac nhan rdi gin
hang cung hoa don cho khach hang,



Chuong 8
LAP TRINH THEO CHUAN QuOC TE
VA BAN DiA HOA PHAN MEM

Chuong VI gidi thidu nhimg k§ thuat xiy dung phin mém dap tmg cac qui dinh
chudn ctia mdi qubc gia (ban dia ho4) gdm nhimg ndi dung chinh:
v Vai trd cua cic lop Locale va cac dang biéu dién dit lidu
v Lép xir ly ngay thang Date, thoi gian Time va tién té
v Nhimng vén d& quéc t& hoa phan mém
v

Ban dia hoa giao dién d6 hoa.

8.1. VAN DE BIEU DIEN DU LIEU PHU THUOC VAO VAN HOA CUA TUNG
DAN 10C

Trong thoi dai héi nhap kinh té thé gidi hién nay, su trao doi gita cac cong ty du lon
hay nhé voi nhau phan 16n déu st dung nhidu ngdn ngit khac nhau. Van dé trao doi thong tin
giira cac dén tdc, giita nhidu cong dong trén thé gidi véi nhav ludn gip phai nhimg kho khin,
nhimg tré ngai do viéc qui dinh vé cach viét va hiéu cac thong diép, sb liéu 14 rat khic nhau,
Vi du don gidn nhu dau *. duoc st dung dé phan biét cac don vi hang ngan, tnéu, ti, v.v. cia
cac s6 nguyén & Viét Nam, trong khi nguoi My lai sir dyng déu *,> dé phan biét cac don vi do.
Nhur vdy, dit ligu phu thugc vao vin hod |a dit ligu c6 thé thay dbi (cach bidu dién) theo van
hoa, dan t6c, theo timg chuan hod cia timg qudc gia, timg khu vie [2].

Thyc t& hién nay c6 nhidu ngudi trén thé gidi ¢6 thé doc va hidu duoc tiéng Anh. Song,
ngudi st dung s& cam thay thoa mai, ty tin hom khi sir dung nhimg applet hay chuong trinh
Umg dung hién thi cac thong tin duoc viét bang tiéng dén tdc ciia ho va biéu dién di lidu theo
nhimg khudn dang ma ho quen thudéc. Hay tudng tuong, mot AppletCalculator (duoc giot
thidu & cudi chuong) sé dugc nhidu ngudi sir dung hidu qua hon nhiéu néu né hién thi duoc
cac két qua tinh toan theo khu vurc ciia ho.

Java 2 Platform cung cdp cac dic tnmg dé thuc hién viéc qudc té hoa, cho phép
tach cac dir liéu phu thudc vao cac nén vin hoa tir nhiing phﬁn mém vi lam cho thich img von
nhidu nén vin hoa theo nhu ciu (dia phwong hoa hay con goi 12 ban dia hoa). Ching ta hy
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vong phan 16n nhimg van dé vé thng tin, dir liéu duoc cung cip cho dan cu tril & nhimng viing
khac nhau dwoc biu didn phii hop véi nén vin hoa ciia ho trén cac phin mém img dung, hay
trén cac applet.

Nhiéu ngudi lap trinh tin ring, ho cin qudc té hoa nhing phin mém ciia minh bang
cach st dung Unicode va dich cac thong bao sang giao dién ciia nguot sir dung. Tuy nhién,
nhu & chuong nay ching ta s& thay, con nhidu van dé lién quan dén viéc qudc té hoa trong lap
trinh hon 13 su hd trg cua Unicode. Nhidu hé didu hanh, thdm chi nhiéu trinh duyét c6 thé
khong can thiét phai hd fro Unicode. Vén d& quan trong 1a phai dich, chuyén doi giira tap cac
ky tu va font chir cha may ngudi st dung véi JUM ¢6 su hd tro Unicode.

D& dang nhan thay, ngay thang, thoi gian, tién té heu hanh va cac $6 liéu dwoc biéu
dién khdc nhau theo nhimg ving khac nhau trén thé gidi. Do viy, ching ta can sir dung mét
cach nao d6 dé dinh dang lai cac thuc don, tén cia cc nitt nhin, cac xau théng diép, cac
phim nong, v.v. trong cac phin mém {mg dung theo nhimg ngdn ngir khac nhau dé dap img
nhimg yéu cdu néu trén. |

8.2. LOP LOCALE

Khi ¢4n tim mét phan mém phi hop cho thi trudng qudc & thi van d& khac biét hién
nhién cin chi ¢ dau tién la ngdn nglr. Van dé ngdn ngit ludn 1 trd ngai lén nhat trong giao
luu quéc t8, trong d6 ¢b ca van d& qudc té& hoa phan mém. Ngay ca khi mdt s6 nude sir dung
chung mét ngdn ngit, nhung timg qudc gia, dan toc ¢6 thé c6 nhimg qui dinh khac nhau, do
viy van phii tao ra nhimg phan mém sao cho ph hop véi ho nhét ¢6 thé.

Trong 14t ca cac trwong hop, cac thue don, tén cac nut nhén, cic thdng bdo cia chuong
trinh s& phai duoc dich sang ngdn ngit ban dia. O ddy, cac thudt ngir, cac qui dinh bicu dién
dir hidu ludn c6 kha nhidu sy khac biét rat tinh vi. Vi du, cac s6 duoc biéu dién theo nhimg
khudn dang khic nhau gitta Anh (M§) va Dirc. Ngudi Duc sir dung dau chim * d& phén biét
cac don vi hang ngan, triéu va dau phay *,’ thap phan dé phan biét phan s6 nguyén vdi phin
thap phan, nhu s 124.456,45, nhung ngudi Anh thi sir dung nguoc lai. Van dé tuong tr doi
véi viée hidn thi ngay thang, thoi gian, tién té, v.v. Ngay thing & My duoc hién thi theo miu
thang/ngay/nim, ngudt Puc st dung theo thir tu ngay/thang/nam, trong khi nguoi Trung
Qudc lai sir dung nam/thang/ngay.

Pé gidi quyét nhimng vin dé néu trén, Java cung cap l‘o'rp Locate. Lop nay tdp trung
md ta:

* language: xac dinh ngén ngi, vi du English, German, Chinese, v.v.

» location: tén quéc gia, ban dia sir dung ngdn ngl néu trén, vi du United State

(Hoa Ky), Germany (Puc), China (Trung Qudc), v.v.

* variant: (Tuy chon) it sit dung, thuong sir dung trong nhitng truong hop ngoai 1€

hoic nhimg tinh hudng phu thudc vao hé thong qui dinh. Vi du, ngudi Na-Uy sir
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dung hai tip qui tic viét vin; qui tic truyén théng la Bokmal va qui tic méi dugc
goi la Nynorsk Khi muén chon Bokmal thi khai bao
language = Norwegian, location = Norway, variant = Bokmal
Céc ngdn ngir ban dia duoc ma hoa trong 150-639 (Bang 8.1) bing hai chir cai thuong
cho ngdn ngir va hai chir cai hoa trong TSO-3166 (Bang 8.2) cho tén cha cac qudc gia. Ta co
thé xem danh sach diy do cac ngbn ngir trong bang mi ISO-639 &
hitp.//www.ics.uci.edw/pub/ietf/hitp/related/iso639.txt va danh sach day du cac quoc gia trong
bang ma ISO-3166 & http:/www.niso.org/3166.html.

Biing 8.1, Bing IS0-639 cho tén cic ngén ngiv

Ngon ngir Mai
Chinese (Trung Qudc) zh
Danish (Pan Mach) da
Dutch (Ha Lan) nl
English (Anh) en
French (Phap) fr
Finnish (Phan Lan) fi
German (Birc) - de
Greek (Hy Lap) el
Htalian (Y) it
Japanese (Nhét ban) ja
Korean (Tridu Tién) ko
Norwegian (Na Uy) no
Portuguese (B Pao Nha) pt
Spanish (Tay Ba Nha) sp
Swedish (Thuy Dién) sv
Turkish (Thd Nhi Ky) tr

Pé xac dinh mdt viing ban dia, ta phai khai bao ma ngén ngit, ma viing (qudc gia) va
bién thé néu can. Vi dy: '
Locale germanGemmany = new Locate (“de”, “DE”);
Locale uSA = new locate(“en”, “US”);

Locale norwegianNorwayBokmal = new Locate (“no”, “NO”, “B”):;
Dé tién lgi, JDK dinh nghia trong Locale mdt sé ngdn ngili phé bién nhur:

Locale.CHINESE Locale.ENGLISH

Locale.FRENCH Locale.GERMAN

Locale.ITALIAN Locale.JAPANESE, v.v.
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Tuong tu, mdt s6 tén nude dugc dinh nghia trong Locale.

Locale.CANADA Locale.CHINA
Locale. FRANCE Locale.GERMANY
Locale.ITALY Locale.JAPAN
Locale.UK Locale.US, v.v.

Bang 8.2. Bing 1S0-31666 cho tén cic quic gia

Quobc gia Mi
Austria (Ao) AT
Belgium (Bi) BE
Canada (Ca - na — da) CA
China (Trung Quéc) CN
Denmark (Pan Mach) DK
Finland (Phan Lan) FI
Germany (Pirc) DE
Great Britain (Anh) GB
Greece (Hy Lap) GR
Ireland (Ai - Len) 1IE
Ttaly (Y) IT
France (Phdp) FR
Japan (Nhét ban) JP
Korea (Triéu Tién) KR
The Netherlands (Ha Lan) NL
Norway (Na Uy) NO
Portugal (B?} bao Nha) PT
Spain (Tay Ba Nha) ES
Sweden (Thuy Dién) SE '
Switzerland (Thuy, ST) CH
Taiwan (Pai Loan) ™
Turkey (Thd Nhi Ky) TR
United States (Hoa Ky) us

= static Locale getDefault ()

Nhin lai mét d6i tuong ban dia mac dinh.
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e static void setDefault (Locale 1)
Pit lai d61 trong ban dia mac dinh 1a 1.
" String getDisplayName ()
Nhan lai tan cta ddi twrong hién thi hién thoi.
» String getDisplayName (Locale 1)
Nhin lai tén cta d6i tuong hién thi dwoc xac dinh bai 1 cho trudec.
" String getlLanguage{)
Nhan lai mi cua ngdn ngir theo bang ma [SO-639.
*» String getDisplayLanguage ()
Nhan lai tén ctia ngdn ngir dugc xac dinh bdi dbi tuong hién thot.
"= String getDisplayLanguage (Locale 1)
Nhaén lai tén cha ngon ngit dugc xac dinh bor 1 cho trude.
®* String getCountry ()
Nhan lai m3 cia nude duge xac dinh trong bang ma 1ISO-3166.
" String getDisplayCountry()
Nhin lai tén cta nude duoc xac dinh bat doi tuong hién thoi.
= String getDisplayCountry(Locale 1)
Nhan lai tén ctta nudc duge xac dinh bd1 1 cho truoc.
* 3String getVariant ()
Nhan lai tén ciia bién thé.
= String getD_isplayVariant ()
Nhin lai tén ctia bién thé duoc xac dinh boi ddi tugng hién thoi,

* String getDisplayVariant (Locate 1)

Nhan lai tén ciia bién thé dugc xac dinh bdi 1 cho trude.

" String toString{()

Nhén lai mo ta vé ddi tuong hién thoi bao gdm ma tiéng, nudc, bién thé dugc ndi
véi nhau bang dau ¢ °, vi du “en_US”.

8.3. CAC DU LIEU SO VA DON VI TiEN TE

Nhur trén da hru y, cac dai luong s6 va gia tri tién t& duoc biéu dién theo nhimg khuén
dang rat khac nhau, tuy thudc vio timg vang trén thé gidi. Java cung cp mot tuyén tap cac
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16p gitip cho viéc dinh dang va phan loai cac gié tri s6 sang 16p tuong (mg trong java. text.
Pé dinh dang khuén miu cac con s ta co thé thuc hién cac bude nhu sau:
1. Xéc dinh d6i tvong ban dia hién thoi
2. Sir dung phuong thirc nhu getNumberInstance (), getCurrencyInstance(),
v.v. dé xac dinh dbi tuong dinh dang hién thoi.
3. Sir dung ddi tuong dinh dang hién thoi dé dinh dang va phan loaJ theo yéu cau.
Vi dy, ta muén hién thi s6 tidn 123456.78 theo don vi tién va qui dinh cia ngudi Dirc.

Locale loc = new Locale(“de”, “DE”);

NumberFormat currFmt = NumberFormat.getCurrencylInstance (loc)
double val = 123456.78;

System.out.println (currFmt.format (val)):;

Két qua in ra man hinh sé la

123.456,78 DM

Luu y, DM l1a don vi tién té ctia Pirc, duoc viét & sau s6 tién.

Nguoc lai, néu ta mudn doc cac dai luong sb da duoc nhép vao, Iuu trir theo qui udc
ctia mdt ving nao d6 thi phai sir dung phuong thirc parse () dé phén loai cac dai luong d6.
Vi du, doc mdt gia tri s6 nhap vao tir inputField, chuyén no vé khubn dang ciia ving
ban dia hién thoi trén may tinh.

TextField inputField;

NumberFormat fmt = NumberFormat.getNumberInstance() ;

Number input = fmt.parse(inputFiled.getText().trim()):;
double val = input.doubleValue():;

" Vi dy 8.1. Chuong trinh hién gi tri 123456.78 nhu 14 dai luong sé, tién t& hay ty 1& %
“theo cac nudc dugc lya chon. Vi dy, chon French (France) va chon don vi tién 8,
chuong trinh s& hién thi nhu sau:

Hinh 8.1. Chuwong trinh hién thj s, tién t¢ va ty 1¢ % theo timg viing

// NumberFormatTest java

import javax.swing.*;
import java.awt.*;
import java.awt.event.*;
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import Java.text.*;
import java.util.*;
public class NumberFormatTest{
public static vold main{String argsl[]) {
JFrame fr = new NumberFormatFrame () ;

fr.show();

}
class NumberFormatFrame extends JPrame|{

private Locale[] locales;

private double currentNumber:

private JComboBox combo = new JComboBox():

private JButton parseButton = new JButton("Parse");
private JTextField numText = new JTextField{(30);
privat® JCheckBox numberCheckBox = new JCheckBox ("Number");

private JCheckBox currencyCheckBox = new JCheckBox ("Currency”);

private JCheckBox percentCheckBox = new JCheckBox ("Percent");

private ButtonGroup group = new ButtonGroup():;

private NumberFormat currentNumberFormat;

public NumberFormatFrame () {
set8ize (400, 200);
setTitle (“"Number Format”):;

addWindowListener (new WindowAdapter () {

public void windowClosing{WindowEvent e) {

System.exit (0); |

Yy
getContentPane () .setlLayout (new GridBagLayout());
ActionlListener listener = new ActionListener () {
public void actionPerformed (ActiconEvent Qvt){

updateDisplay() :



330

LAP TRINH JAVA NANG CAO

JPanel p = new JPanel ()

addCheckBox (p, numberCheckBox, group, listener, false);
addCheckBox (p, currencyCheckBox, group, listener, true);
addCheckBox (p; percentCheckBox, group, listener, false);

GridBagConstraints gbc = new GridBagConstraints();
gbc.fill = GridBagConstraints.NONE;

gbc.anchor = GridBagConstraints.EAST;

add (new JLabel ("Locale"), gbc, 0, 0,1, 1);

add(p, gbc, 1, 1, 1, 1);

add (parseButton, gbc, 0, 2, 1, 1);

gbc.anchor = GridBagConstraints.WEST;

add {combo, gbc, 1, 0, 1, 1);

gbc.fill = GridBagConstraints.HORIZONTAL;

add (numText, gbc, 1, 2, 1, 1);

locales = NumberFormat.getAvailablelLocales();

for(int 1 = 0; 1 < locales.length; i++)
combo.,addItem(locales[i] .getDisplayName ()} ;

carbo . setSelectedItem{Llocale.getDefault () .getDisplayName () ) ;

currentNumber = 123456.78;

updateDisplay();

combo.addActionlListener{listener);

parseButton.addActionListener (
new Actionlistener () {
public void actionPerformed(ActidnEvent evt) {
String s = numText.getText (};
tryl
Nurber n = currentNumberFormat.parse(s);
1if(n != null){
currentNumber = n.doubleValue!():
updateDisplay();

lelse(
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numlext.setText ("Parse error: " + s);
}
}catch(ParsekException e) {
numText.setText ("Parse error: " + s);

}

public void add(Component ¢, GridBagConstraints gbc,
int %, int vy, int w, int h){
gbc.gridx = x;
gbc.gridy = y;
gbc.gridheight = h;
gbc.gridwidth = w;
getContentPane () .add(c, gbc);

public void addCheckBox (Container p, JCheckBox checkBox,
ButtonGroup g, ActicnListener listener, boolean v){
checkBox.setSelected (V) ;
checkBRox.addActionlistener (listener) ;
g.add(checkBox);l
p.add (checkBox) ;

public void updateDisplay()} {

Locale currentlLocale = locales[combe.getSelectedIndex()];

currentNumberFormat = null;
if (numberCheckBox.1isSelected())
currentNumberFormat =
NumberFormat. . getNumberInstance (currentLocale) ;
else if(currencyCheckBox.isSelected())

currentNumberFormat =

NumberFormat .getCurrencylInstance (currentlocale) ;
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else if (percentCheckBox.isSelected())
currentNumberFormat =
NumberFormat .getPercentInstance (currentLocale) ;
String n = currentNumberFormat.format (currentNumber) ;

numText.setText (n) ;

static Locale[] getAvailablelocales()

Nhin lai danh sach cac déi tuong khu vire ma NumberFormat hd tro.

static NumberFormat getNumberInstance ()

static NumberFormat getNumberInstance (Locale 1)

static NumberFormat getCurencylnstance ()

static NumberFormat getCurencylnstance (Locale 1)

static NumberFormat getPercentInstance ()

static NumberFormat getPercentInstance (Locale 1)

Nhan lai dinh dang fonmatter cta dai lugng sO, tién té va ty _Ié % cia doi tuong ban
dia hién thoi, hodc d6i tuong 1 cho trudc.

String format (double x)

String format (long x)

Nhin lai cac s6 double, long theo dinh dang hién thoi dudi dang xau.

Number parse (String s)

Chuyén dbi xau s sang gia tri sb tuong tmg, la Double néu dau vao la sé thuc,
nguoc la Long

void setMinimumIntegerDigits(int n)

void getMinimumIntegerDigits ()

vold setMaximumIntegerDigits (int n)

void getMaxnimumIntegerDigits ()

void setMinimumFractionDigits (int n)

void getMinimumFractionDigits ()

void setMaximumFractionDigits (int n)
vauigetMaximumFractionDigits()

Céc phuong thirc trén dit lai, doc ra s cac chit sé phan nguyén va phan thap phan
cta dai lugng so.
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8.4. NGAY THANG VA THO! GIAN

Khi can dinh dang ngay thang va thei gian thi ching ta phai quan tdm dén bén van dé
chinh phu thudc vao timg khu e trén thé gidi.

= Tén cia cic thang trong nim, tén cila ngay trong tuan theo timg ngdn ngit.

* Thi tu viét ngay, thang, nam,

» Lich Gregorian ¢ phu hop véi khu vuc cia ngudn sir dung hay khéng.

* Mii gid clia mdi ving,

Rit may 13 16p DateFormat nhdn xir Iy tit ca nhimg van d& néu trén. Viéc sir dung né
cling rét gidng nhu NumberFormat. Trude tién, ta can xac dinh ddi twong khu vy cia may
tinh. Ta c6 thé str dung ddi tuong méc dinh hoic théng qua getAvailablelocales () dé
nhan duge danh sach cac déi tuong khu vigc ma NumberFormat hd tro. Sau d6 goi mét trong
ba phuong thirc sau:

fmt = DateFormat .getDatelnstance (dateStyle, loc);
fimt = DateFormat . getTimeInstance (timeStyle, loc):;
fmt = DateFormat . getDateTimeInstance (dateStyle, timeStyle, loc);
Trong d6 dateStyle, timeStyle c¢6 thé la mdt trong cac hing sau

DateFormat .DEFAULT, DateFormat.FULL, DateFommat.l(MNG, DateFormat.MEDIUM,
DateFormat.SHORT, con locla dbi tuong khu vue.

Ta cb thé si dung phuong thuc parse () cia NumberFormat dé phén tich Date va
Time. Vi du, viéc nhap vao ngay thang va chuyén ddi sang dang qui dinh ciia may mic dinh
duoc thue hién nhu sau.

TextField inputField;

DateFormat fmt =
NumberFormat .getDateInstance (DateFormat .MEDIUM) ;

Date input = fimt.parse(inputFiled.getText ().trim());
Néu dir liéu nhip vao khdng twong thich thi s& phat sinh ngoai 1& thudc loai

ParseException Vi dy, néu format nhép 1a MEDIUM theo qui uéc ciia My thi dir lidu ngay
thang nhap vao phat c6 dang

Sep 18, 2005
Néu ngudi str dung nhép vao
Sep 18 2005
khéng c6 dau ¢’ giira ngay va nim, hoic dang
18/9/2005

thi chuong trinh s& phat sinh 1i.
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Co lenient bao cho chuong trinh thong dich chinh lai ngay thang cho phu hop voi
lich Duong, nghia la tha thir mot s6 13i trong nhap liéu. Vi du, néu c& nay dugc bét (nhan gia
tri true) thi hé théng s& tu dong chuyén ngay thang nhap vao khong thét chinh xac theo lich,
vi du February 30, 1999 thanh March 2, 1999. Diéu nay c6 vé nguy hiém, song hé théng
Java van chuyén theo mic dinh, néu khong dit lai co lenient.

Vi duy 8.2. Viét chuong trinh hién thi ngay gid ciia may tinh hién thoi theo cac khu vuc
va theo dang: DEFAULT, LONG, MEDIUM, SHORT dugc nguodi st dung lua chon & céac
ComboBox: Locale, Date style, Time style. Vi duy, khi nguoi sir dung chon vung
Ba Lan (Polish) va dang hién thi ngay la FULL, dang thoi gian la LONG thi hé thong s& hién
thi

Hinh 8.2. Chuong trinh hién thi ngay gio theo qui wéc cia Ba Lan

trong do Poniedzatek la thir Hai, Wrzesien la thang Chin.
// DateFormatTest java
import javax.swing.?*;
import java.awt.*;
import java.awt.event.?*;
import java.text.?*;

import java.util.*;

public class DateFormatTest {
public static void main(String args[]) {
JFrame fr = new DateFormatFrame () ; '

fr.show() ;

class DateFormatFrame extends JFrame(

private Locale[] locales;
private Date currentDate;

private Date currentTime;
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private DateFormat currentDateFormat;

private DateFormat currentTimeFormat;

private JComboBox combo = new JComboBox () ;
private EnumCombo dateStyleCombo
= new EnumCombo (DateFormat.class,
new String(]{"Default", "Full", "long”, ‘Medium", "Short"});
private EnumCombo timeStyleCombo
= new EnumCombo (DateFormat.class,

new String[]{"Default"”, "Full”, "long”, "Medium", "Short"});

private JButton dateButton = new JButton("Parse Date");

private JButton timeButton

It

new JButton ("Parse Time");
private JTextField dateText = new JTextField(30);
private JTextField timeText = new JTextField(30);
private JTextField parseText = new JTextField({30);
private XheckBox lenientCheckBox = new JCheckBox ("Parse Ienient”, true);

public DateFormatFramel) {
setSize (400, 200);
setTitle ("Date Format");
addWindowListener (new WindowAdapter () {
public void windowClosing (WindowEvent e) {

System.exit (0);

1)

getContentPane () .setLayout (new GridBagLayout());
GridRagConstraints gbc = new GridBagConstraints();
gbc.fill = GridBagConstraints.NONE;

gbc.anchor = GridBagConstraints.EAST;

add {new JLabel ("Locale"), gbc, 0, 0, 1, 1);

add (new JLabel ("Date style™), gbe, 0, 1, 1, 1);
add (new JLabel ("Time style"), gbc, 2, 1, 1, 1);
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add (new JLabel ("Date"), gbc, 0, 2, 1, 1);
add (new JLabel ("Time"), gbc, 0, 3, 1, 1);

gbc.anchor = GridBagConstraints.WEST;

add (combo, gbec, 1, 0, 2, 1):

add (dateStyleCombo, gbc, 1, 1, 1, 1)

add (timeStyleCombo, gbc, 3, 1, 1, 1);

add (dateButton, gbec, 3, 2, 1, 1);

add (timeButton, gbe, 3, 3, 1, 1);
add{lenientCheckBox, gbc, 0, 4, 1, 1);
gbc.fill = GridBagConstraints.HORIZONTAL:;
add (dateText, gbc, 1, 2, 2, 1);

add (timeText, gbec, 1, 3, 2, 1):

locales = DateFormat.getAvailablelocales();

for(int i = 0; 1 < locales.length; 1++)
combo.addItem(locales[i]).getDisplayName () ) ;

cambo . setSelectedIten (Locale.getDefault () .getDisplayName () ) ;

currentDate = new Date();

currentTime new Date();

updateDisplay{():;

Actionlistener listener =
new Actionlistener () {
public void actionPerformed(ActionEvent evt) {
updateDisplay() :

}i
combo.addActionListener (lister.er);
dateStyleCombo.addActionListener(listener);

timeStyleCombo.addActionListener (listener);

dateButton.addActionlistener
new ActionListencr () {

public void actionPe rformed (ActionEvent evt) {
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String d = dateText.getText{):;
try{
currentDateFormat. setLenient (
lenientCheckBox.isSelected ()
)
Date date = currentDateFormat.parse(d);
currentDate = date;
updateDisplay();
}catch(ParseException e) {
dateText.setText (“Parse error: " + 4d);
}
catch(IllegalArgumentException e) {
dateText. setText ("Argurent error: " + d);

s
timeButton.addActionListener (
new Actionlistener () {
public void actionPerformed (ActionEvent evt) {
String t = timeText.getText ()
tryf
currentDateFormat.setLenient (
lenientCheckBox.isSelected());
Date date = currentTimeFormat.parse (t);
currentTime = date;
updateDisplay () ;
}catch (ParseException e) {
timeText .setText ("Parse error: " + t);
}
catch(IllegalArgumentException e){
timeText. setText ("Argument error: " + t);

VY



LAP TRINH JAVA NANG CAO

public void add({Component c, GridBagConstraints gbc,
int %, int y, int w, int h){

gbc.gridx = x;

il

gbc.gridy Y
gbc.gridheight = hj;
gbc.gridwidth = w;

getContentPane().add(c, gbc);

public void updateDisplay() {

Locale currentLocale

locales[combo.getSelectedIndex()];
int dateStyle = dateStyleComboc.getValue();
currentDateFormat =

DateFormat.getDatelnstance (dateStyle, currentlocale);

String s = currentDateFormat.format (currentDate);

dateText.setText (s);

int timeStyle = timeStyleCombo.getValue();
currentTimeFormat =

DateFormat.getTimelInstance (timeStyle, currentlocale);
String £ = currentTimeFormat.format (currentTime};

timeText.setText (t);

}

class EnumCombo extends JComboBox { ,
public EnumCombo (Class cl, String{] labels) {
for{int 1 = 0; i < labels.length; i++){

String label = labels[i]:

String name = label.toUpperCase().replace(' ', ' ");
int value = 0;
tryl

java.lang.reflect.Field f = cl.getField(name);
value = f.getInt(cl);
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}catch (Exception e){
label = " (" + label + ")";
}
table.put (label, new Integer(value));
addItem(label);
}
setSelectedItem(labels[0]);

public int getValue() {

return ((Integer)table.get (getSelectedItem())).intValue():
}
private Map table = new HashMap();

* static Locale[] getAvailableLocales()

Nhan lai mot danh sach cac doi tuong khu vuc ma DateFormat hd tro.
* static DateFormat getDatelnstance (int dateStyle)
= static DateFormat getDatelInstance (int dateStyle, Locale 1)
* static DateFormat getTimeInstance (int timeStyle)
* static DateFormat getDateTimeInstance(int timeStyle, Locale 1)
* static DateFormat getDateTimeInstance(int dateStyle, int
timeStyle)
= static DateFormat getDateTimelInstance(int dateStyle, int
timeStyle, Locale 1)
Nhén lai khudn dang cho ngay, gio, ngay va gio theo khu vuc cua may méc dinh
hodc khu vuc cho trude béi L '
* String format(String s)
Nhan lai xdu két qua cua ngay / gio theo khudn dang qui dinh.
= Date parse(String s)
Chuyén xdu s sang ngay / gio theo khuén dang qui dinh.
* yvoid setLenient (boolean b)
= boolean isLenient ()
Dit oo va kiém tra trang thai ciia ¢ lenient phuc vu cho viéc chinh sira ngay theo
lich khi dir lidu ddu vao khéng tuong thich.
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= void setCalendar (Calendar cal)

= Calendar getCalendar()
Pit va doc doi tuong lich biéu dé tach ra cac thong tin vé ngay, thang, ndm, gio,
phut, gidy. Lich bidu mic dinh 1 Gregorian con duge goi la Lich Duong,

= void setTimeZone (TimeZone f)

* TimeZone getTimeZone ()
Dit va doc ddi twong mui gid phuc vu cho viée dinh dang cho ding véi khu vuc
hién thdi va dang lich bidu.

* void setNumberFormat {NumberFormat £f)

= NumberFormat getNumberFormat ()
Dit va doc doi twong khudn sé lidu sir dung dé dinh dang ngay, thang, nim, gio,
phut, gidy.

8.5. VAN BAN TEXT

Viéc hién thi cac vin ban ciing rat nhidu van dé cin phai chi1 y. Trong phin nay ching
ta tim hiéu cach biéu dién va thao tac trén cic x4u vin ban.

8.5.1. S3p xép vin ban

Sip xép cac xdu vin ban theo mdt thir tu ndo do la vin dé tuong d6i don gian, néu

ching duoc xdy dimg tir cac ky tur trong ban mi ASCTI (tiéng Anh). Thuong ta cé thé sir dung
sl.compareTo (s2)
dé so sanh xau s1vdi s1 dé sip xép chung theo thir tur tir dién.

Nhung néu giita cac xAu c6 mdt s6 chit thudng, chit in hoa 14n 16n thi day cac xau co
thé khéng dugc sip theo thir ty ma ta mong mubn. Biét ring, phuong thirc compareTo ()
trong Java str dung bd mi Unicode dé sip xép. Trong bang mi Unicode, mi cia chir cai
thuomg [én hon ma chix cai in hoa, cac chi¥ c6 dau thim chi con cé ma cao hon. Vi du, diy
goém nim xiu: “An”, “Ang”, “anna”, “Phe”, “phan” néu sip theo thir tw véi phuong thic
compareTo () s& dugc day:

(‘AI)”, “Phe,” “mna,,, ‘Gphan’)’ C‘Ang,5
Nhung theo cach sip xép ciia nhidu nudc, trong d6 c6 Viét Nam thi chity A phai dimg
sau A, ngha la diy trén cén phai xép theo thir tir nhu sau:
“Aﬂ”, uAngu’ “an.ﬂa”, “phan”, “Phe”
~ Nguoc lai, nguai sir dung mot s nudce khac lai khong chap nhin thir tr néu trén, vi du
Pan Mach. Theo qui dinh cia ho, chir c4i c¢o dau (co trong 4m) khac véi chix khong ¢ day,
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nghia la chit ‘A’ phai xép sau ‘Z’. Do viy, theo yéu ciu cita nguoi Pan Mach, day trén phai
dugc xép theo thu tu nhur sau:
“An”, “anna”, “phan”, “Phe”, “Ang”

Nhimg vén d8 néu trén c6 thé gidi quyét dugc bang céch sir dung I6p Collator dé dbi
chiéu. Nhu thuong 1€, ta phdi xac dinh d6i trong khu vuc cia Locale. Sau d6 goi
getInstance () dé nhan duoc d6i tugng clia Collator. Cubi cing d& so sanh ta sir dung
compare () cua Collator.

Locale loc = ..
Collator coll = Collator.getInstance (loc):;
if(coll.compare(sl, s2) < 0) //sl dimg trudc s2

Diéu quan trong hon, 16p Collator cai dit giao dién Camparator. Vi thé ta c6 thé st

dung Collections.sort (strings, coll) dé sz‘ip xép strings theo thy tu clia déi tuong
cell.

Hon nira, trong ly thuyét sip xép tir vmg, ngudi ta con phan chia sy khac nhau giira
cac ky tu thanh ba mirc: co s6, thir cdp va tam cdp. Vi dy, trong tiéng Anh, sy khac nhau
gitta ‘A’ va ‘Z’ la co s¢ (PRIMARY), su khac nhau gira ‘A’ va ‘A’ 1a thir cAp (SECONDARY)
va gifta ‘A’ va ‘a’ la tam cap (TERTIARY). Hién nhién ta c6 thé dit lai mic dd cho cong viée
Sap xép.

Viéc chon mirc d6 Collator.PRIMARY la mubn bio cho hé théng biét rang chi can
chi y vao su khac nhau co sd. Ching ta hdy xét vi dy sau.

// Gi4 st dung khu vire ctia nhimg ngudi néi tiéng Anh

String s1 = “Angstrom”;

String sl = “Zingstrom”:

coll. setStrength (Collator. PRIMARY)

if (coll.compare(sl, s2) == 0)

System.out.println(“Gidng nhau”); //in ra “Giéng nhau“

else System.out.println(“Khac nhau”); ,
coll.setStrength(Collator.SECONDARY)
if (coll.campare{sl, s2) = 0)

System.out.println (“Giéng nhau”);
else System,ocut.println(“Khac nhau”); // in ra “Khac nhau*

Vin dé cudi cing lién quan dén viéc sip xép 1a cac cach thic “phan ri“
(decomposition mode). Cach thirc hay sir dung nhat 13 phan ra chuan tic (canonical
decamposition), ndé thuong dwoc dat mic dinh. Néu ta chon cich khong phan ri (no

decamposition) thi cac chir ¢6 diu s& khong duge tich ra khoi dang co sé va dau cia
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ching. Sy lva chon nay s& gitp cho viéc sép xép nhanh hon, song chi cho két qua dang néu
day cén sip xép khéng co cac chit co dau. Kha ning lua chon thir ba 1a phan rd hoan toan
(full decomposition), dugc sir dung dé phén ra cac bién thé clia Unicode.

Vi du 8.3. Chuong trinh thuc hién sip xép mot day cac xau duoc nhip vao theo timg
khu vuc (Locate), mic dd (Strength) va cach thirc (Decomposition) dugce lua chon trong
cac hép ComboBox. Mbi lan nhip mot xau, hay thay déi mét trong cac lya chon trén thi day
cac xau d6 sé& dugc sip xép lai. Dau *=" chi ra ring nhimg muc d6 dugc xem la ddng nhat voi
muc trude d6 trong thir tu sip xép (xem hinh 8.3).

Hinh 8.3. Chwong trinh sip xép ddy cdc xiu theo cdc tuy chon
// CollationTest java
import java.io.*;
import javax.swing.*;
import java.awt.*;
import java.awt.event.*;
import java.text.*;
import java.util.*;

import java.util.List;-++++

public class CollationTest{
public static void main(String args[]) {
JFrame fr = new CollationFrame () ; |

fr.show() :

class CollationFrame extends JFrame{
Strj.n.g[] d= {llmerica"’ "al’lt", "Zulu", ”Zebra", "Al’lt", "Pirlgstrm“};

private Locale(] locales;
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private List strings = new ArrayList();

private Collator currentCollator;

private JComboBox combo = new JComboBox();

private EnumCombo strengthCombo

= new EnumCombo (DateFormat.class,

new Stringl]{"Primary", "Secondary”, "Tertiary"}):;

private EnumCombo decompositionCombo

= new EnumCombo (DateFormat.class,

new Stringl[]{"Canonical Decomposition”,

"No Decomposition™, "Full Decomposition”});

private JButton addButton = new JButten ("Add"™):
private JTextField newWord = new JTextField(20);
private JTextArea sortedWords = new JTextArea (10,

public CollationFrame () {
setSize (400, 400);

setTitle ("Collation Format");

addWindowListener {new WindowAdapter () {

public void windowClosing (WindowEvent e) {

System.exit (0);

by s

getContentPane () .setlLayout (new GridBagLayout {)};

GridBagConstraints gbc = new GridBagConstraints():;

gbc.fill = GridBagConstraints.NONE;

gbc.anchor = GridBagConstraints.EAST;

add (new JLabel ("Locale"), gbc, 0, O,

add (new JLabel ("Strength”), gbc, 0, 1,

add (new JLabel ("Decomposition”), gbc,

add (addButton, gbc, 0, 3, 1, 1);

gbc.anchor = GridBagConstraints.WEST;

add{combo, gbc, 1, 0, 1, 1);
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add{strengthCombo, gbc, 1, 1, 1, 1);
add (decompositionCombo, gbc, 1, 2, 1, 1);

gbc.fill = GridBagConstraints.HORIZOMTAL;

add (newWord, gbc, 1, 3, 1, 1);

gbc.fill = GridBagConstraints.BOTH;

add(new JScrollPane (sortedWords), gbc, 1, 4, 1, 1}):

locales = Collator.getAvailableLocales{};

for(int i = 0; i < locales.length; i++)
combo.addItem(locales[i].getDisplayName () )

cambo. setSelectedItem(locale.getDefault () .getDisplayName () ) ;

for(int i = 0; i < d.length; i++)
strings.add(d(i]);

updateDisplay () ;

addButton.addActionListener (
new Actionlistener{) {
public void actionPerformed(ActionEvent evt) {
strings.add (newWord.getText ());
updateDisplay() ;
}
}) s

Actionlistener listener =
new ActionlListener () { .

public void actionPerformed (ActionEvent evt) {
updateDisplay();

Y i
combo.addActionlListener (listener);
strengthCombo.addActionListener (listener);

decompositionCombo.addActionListener (listener);
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public void add({Component c, GridBagConstraints gbc,
int %, int y, int w, int h){
gbc.gridx = x;
gbc.gridy = y;
gbc.gridheight = h;
gbc.gridwidth = w;
getContentPane () .add(c, gbc);
)
public void updateDisplay () {
locale currentlocale = locales|combo.getSelectedIndex()];
currentCollator =
Collator.getlnstance (currentlLocale);
currentCollator.setStrength (strengthCombo.getValue(});
currentCollator. setDecarmposition (decampositionCambo.getValue () ) ;

Collections.sort(strings, currentCollator);

sortedWords.setText ("");
for(int i = 0; i < strings.size(); i++}{
String s = (String)strings.get(i);
if(i > 0 && currentCollator.compare (s, strings.get(i-1}) = 0 )
sortedWords.append ("=");

softedWords.append(s + "\n");

class EnumCombo extends JComboBox {
public EnumCombo (Class cl, String[] labels){
for(int i = 0; i < labels.length; i++){
String label = labels{il;
String name = label.toUpperCase().replace(' ', ' ");

’

int value = 0;

try{

java.lang.reflect.Field f = cl.getField(name);
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value = f.getInt(cl);
}catch (Exception e) {
label = " (" + label + ")";
}
table.put (label, new Integer(value)):;
addItem(label) ;
}
setSelectedItem(labels[0]);

public int getValue() {

return ((Integer)table.get (getSelectedItem())).intValue():
}
private Map table = new HashMap():

static Locale[] getAvailablelocales()

Nhan lai mot mang cac d6i tugng clia Locale ma Collator hd tro.

static Collator getInstance ()

static Collator getInstance (Locale 1)

Pua lai dbi tuong di sanh Collator sir dung cho khu vuc mic dinh hay khu vyuc
duoc cho bai 1.

int compare(String a, String b)

So sanh hai xau, cho lai gia trj 4m néu a dimg trudc b, bang 0 néu a va b dong nhat
véi nhau, gia tri duong trong trudmg hop nguoc lai. '

boolean equals(String a, String b)

Cho lai gia tri true néu hai xdu a, b d?mg nhat véi nhau, nguoc lai la false

void setStrength(int strength)

int getStrength()

Dit va nhan lai mirc d6 ctia bo dbi sanh hién thoi. Tham s strength ¢ thé 1a mét
trong cac hing Collator.PRIMARY, Collator.SECONDARY,
Collator.TERTIARY.

void setdDecomposition(int decomp)
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* int getdDecomposition ()

Pit va lay ra doi tuong phin tich ciua bd d6i sanh. decamp co thé 1a
Collator.NO_DECOMPOSITION, Collator.CANONICAL DECOGMPOSITION,
Collator. FULL DECQMPOSITICN.

8.5.2. Ranh gidi ctia cac vin ban Text

Mot van dé rit quan trong trong x ly vin ban la phii x4c dinh dugc cac ranh gidi
(phan tir ngat) gitra cac ky tu, t, cdu va cac dong .

Ngdrt 1ie 1a ky tu bét dau va két thic cta cac tir. Trong tiéng Anh, ngudi ta dinh nghia
mot tir 1a mot day cac ky tu, trong d6 khéng co dau cach * . Vi du, ciu

The quick, brown fox jump-ed over the lazy dog.
duoc ngfit bai cac dau cach ¢ >, ddu ‘.’ va ddu *.’ thanh cac tir nhur sau:
Thel {quick|,}| l|brown| [fox| |jump—ed| |over| |thel [lazyl Idogl.|

Ngdr dong la cac w1 tri ma & d6 mot dong bi ngét & trén man hinh hodc & trén vin ban
duoc in ra. Trong vin ban tiéng Arnh, cac dong duoc ngat boi mét tir trude dé hoic bdi mot
diu gach néi. Luu v, cac diém ngét dong 12 nhimg vi tri ma & d6 mét dong ¢6 thé bi ngat chir
khéng nhat thiét phai 1a nhimg diém ma noé bi ngat thuc su. Vi du, dong sau ¢é cac diém ngat
la:

The |quick, |brown |[fox |[Jjump—led lover {the |lazy |dog.|

Viéc xic dinh ranh gidi gitta cac ky tu, cic tir va cac dong la twong dbi don gian doi
vdi ngdn ngit tiéng Anh, tiéng Viét va nhiéu ngdn ngir ciia chdu Au, A. Tuy nhién, né co thé
rat phtrc tap d6i véi mot sd n gon ngir khac, vi du nhu tiéng Hindh.

Tiép theo ching ta tim hidu vé viéc ngdt cdc cdu vdn ban. Trong tiéng Anh (tiéng
Viét), mot cau bi ngat bai cac dau chim ciu ‘., cac ddu cam than !’ va ddu *?’.

Ta c6 thé sir dung 16p BreakIterator dé tim cac chd ngit ciia ky ty, tir, dong va cac
cAu trong mdt vin ban. Ta ciing c6 thé s dung chung dé soan thio, hién thi va in cic tai lidu
vin ban. '

Iocale loc = .. // X4c dinh khu vuc ctia hé théng
// Xac dinh d6i tuong tach tir
Breaklterator wordlter = BreakIterator.getWordInstance(loc);
String msg = “The quick, brown fox”;
wordIter.setText (msg); // Datmsgvao bd lap dé tach cac tir
Vi du 8.4. Chuong trinh cho phép nhip vao mét vin ban & phia trén va lya chon

Character, Word, Line, Sentence dé xac dinh cac ranh gidi gifra cac ky tu, tv, dong
_ hay cdu tuong tmg theo khu virc da chon & CamboBox (Xem hinh 8.4).
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owarr the Iany"aog = And then what happenaa?

he gquick, brown Tox jump-ad
orvar the lamy' dog ™ |And than what happaned™]

Hinh 8.4. Chuong trinh xic dinh cdc ranh giéi trong vin ban

/| TextBoundaryTest java

import javax.swing.*;

import java.awt.*;

import java.awt.event.*;

import java.text.*;

import java.util.*;

public class TextBoundaryTest({

public static void main(String args|[]) {

JFrame fr = new TextBoundaryFrame () ;

fr.show();

class TextBoundaryFrame extends JFrame

private

private

private
private
private
private
private
private

private

private JCheckBox sentenceBox = new JCheckBox ("Sentence"):

Locale[] locales;

BreakIterator currentBreak;

JCcmboBox combo = new JComboBox () ;'
JTextArea inputText = new JTextArea (6, 40);

JTextArea outputText new JTextArea (6, 40);

Il

ButtonGroup cbButton = new ButtonGroup();
JCheckBox charBox = new JCheckBox ("Character");

JCheckBox wordBox new JCheckBox ("Word") ;

s

JCheckBox lineBox = new JCheckBox ("Line")

.
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public TextBoundaryFrame () {
set8ize (400, 400);
setTitle ("Text Boundary”):;
addWindowListener (new WindowAdapter () {
public void windowClosing(WindowEvent e){

System.exit (0);

});

Actionlistener listener =
new ActionListener () {
public void actionPerformed(ActionEvent evt){
updateDisplay();

}:

JPanel p = new JPanel();

addCheckBox (p, charBox, cbRutton, listener, false);
addCheckBox (p, wordBox, cbButton, listener, false);
addCheckBox (p, lineBox, cbButton, listener, false});

addCheckBox {p, sentenceBox, cbButton, listener, true);

getContentPane () . setLayout (new GridBagLayout());
GridBagConstraints gbc = new GridBagConstraints().
gbc.fill = GridBagConstraints.NONE;

gbc.anchor = GridBagConstraints.EAST;

add (new JLabel ("Locale”), gbc, O, O,Il, 1);
gbc.anchor = GridBagConstraints.WEST;

add (combo, gbec, 1, 0, 1, 1);

add(p, gbc, 0, 1, 2, 1);

gbc,fill = GridBagConstraints,BOTEK;

gbc.weighty = 100;

add (new JScrollPane(inputText), gbc, 0, 2, 2, 1);
add {new JScrollPane (outputText), gbec, 0, 3, 2, 1);
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locales = BreakIterator.getAvailableLocales!();

for{int 1 = 0; i < locales.length; i++)
combo.addItem(locales[i] .getDisplayName());

cambo. setSelectedItem(Locale.getDefault () .getDisplayName () ) ;

combeo.addActionListener {(listener);

inputText.setText ("The quick, brown fox jump-ed\n" +
"over the lazy\"dog.\" And then ... what happened?");
updateDisplay();

public veid addCheckBox (Container p, JCheckBox checkBox,
ButtonGroup g, ActionListener listener, boolean v)
{
checkBox.setSelected (V) ;
checkBox.addActionlListener (listener) ;
g.add (checkBox}) ;
p.add (checkBox) ;

public void add{(Component ¢, GridBagConstraints gbc,
int x, int y, int w, int h){

gbc.gridx = Xx;

gbc.gridy = y;
gbc.gridheight = h;
gbc.gridwidth = w;
getContentPane () .add(c, gbc);
}
public void updateDisplay () {
Locale currentlocale = locales(combo.getSelectedIndex()];
BreakIterator currentBreak = null;

if {charBox.isSelected{))

currentBreak = BreakIterator.getCharacterinstance (currentlocale) ;
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else if (wordBox.isSelected())

currentBreak = BreaklIterator.getWordInstance (currentlocale) ;
else if (lineBox.isSelected())

currentBreak = Breaklterator.getLineInstance (currentlocale) ;
else if (sentenceBox.isSelected())

currentBreak = BreaklIterator.getSentenceInstance (currentiocale);

String text = inputText.getText():;

currentBreak.setText (text) ;

outputText.setText ("");

int from

currentBreak.first () ;

int to;
while((to = currentBreak.next()) != Breaklterator.DONE) {
outputText.append(text.substring(from, to) + "|");

from = to;

= static Locale[] getAvailablelocales ()

Nhan lai mdt mang cac dbi tuong cia Locale ma BreakIterator hd trg.

* static BreakIterator
= static BreaklIterator
* static BreakIterator
= static BreakIterator
* static BreakIterator
* static BreakIterator
» static BreakIterator

» static Breaklterator

getCharacterInstance ()
getCharacterInstance (Locale 1)
getWordInstance ()
getWordInstance (Locale, 1)
getLineInstance ()
getLineInstance (Locale 1)
getSentencelnstance ()

getSentencelnstance (Locale 1)

Nhan lai bd lap dé tach cac ky tu, tir, dong va cdu theo khu vuc mic dinh hay khu

vuc duogc cho bai 1.

= yoid setText (String text)

= void setText (CharacterIterator text)
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* Characterlterator getText ()
D3t va nhan lai vin ban text dé phan tich.

= int first()
Chuyén vé vi tri clia ranh gi6i dau tién cia xdu dang doc va dua lai chi s6 cia no.

= int next ()
Chuyén vé ranh 2101 tiép theo va dura lai chi sd cia vi tri d6. Néu dat dén cudi xau
thi trd la1 BreakIterator.DONE.

* int previous{)
Chuyén vé ranh gidi phia trudc va dua lai chi s6 cua vi tri d6. Néu dat dén diu xau
thi trd lai BreakIterator.DONE.

= int last{()
Chuyén vé ranh gioi cudi cung va dua lai chi sd cua vi tri do.

= int current()
Cho lai vi tri cuia ranh gicn hién thon .

® int next(int n)
Chuyén dén ranh gidi thir n k& tir vi tri hién thoi va tra lai chi s6 cua vi tri d6. Néu n
1a s6 am thi chuyén vé phia trudc, nguoc lai chuyén vé phia sau. Néu dat dén dau
xau thi tra lai BreakIterator.DONE,

8.6. BOC TAI NGUYEN

Khi thyc hién ban dia hoa m6t phin mém, ta thuomg gip phdi vin dé gy nhidu phién
phirc Ia phai dich rat nhidu thong bao, tén goi clia cac nit, nhin, cic muc, v.v. sang tiéng ban
dia. Pé cho tién loi hon, ta c6 thé dinh nghia cic xau & bén ngoai va dit vao cac boc tai
nguyén, doc lap voi chuong trinh, dugc goi la 1ép tai nguyén. Cac tép tal nguyén duoc bién
soan, dich sang tiéng ban dia ma khong anh hudng gi dén ma nguén ciia chuong trinh.

8.6.1. Ban dia héa tai nguyén

Cong nghé Java cung cép 16p ResourceBundle hd tro dé ta thuc hién duoc cac yéu
ciu trén. Ta cé thé tao ra mdt 16p khac cho mdi khu vuc, sau d6 goi phuong thirc
getBundle () ciia ResourceBundle dé x4c dinh tu dong 16p theo yéu cau. Cac lop d6 phai
ké thira tir 16p Re sourceBundle.

Dé thuc hién dirgt c4c yéu cAu trén, ta phai tuin theo qui ude dit tén cho cac 16p nay
tuong Umg voi tung khu vire. Vi dy, tal nguyén danh riéng ngudi Pic thi lop d6 la
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ProgramResourcesde de, ¢on tii nguyén cho khu vyc nhimg ngudi néi tieng Diuc la
ProgramResourcesde de DE. Ta s dung qui uéc
ProgramResources_language country
dé dat tén cac tép tai nguydn cho tat ca cac nudc theo country cu thé, va
ProgramResources language
dé dat tén cac tép tai nguyén cho tat ca cac khu vyc néi tiéng lanquage,
Khi da c6 mét I6p boc tai nguyén, ta c6 thé tai n6 xudng bing lénh
ResourceBundle currentResource =
ResourceBundle.getBundle (“ProgramResources", currentlocale});
Ham getBundle () s& thir t4 xudng mét trong cac 1op tai nguyén sau:
ProgramResources language_country variant
ProgramResources language country

ProgramResources language

ProgramResources
Néu khéng tai xudng duoc thi no thir [am mét 1an nira, nhung lin nay khong phai ap
dung vt d6i tuong khu vure hién thot ma 1a véi khu vire mic dinh. Truong hop khong thé tai
xudng duoc thi nd phat sinh ra ngoai 1& Mi ssingResourceException.

8.6.2. Pat tai nguyén vao cac boc

Trong Java, ta co thé dit tai nguyén vao trong cic lop duoc md rong tu lop
ResourceBundle. Méi boc tai nguyén cai dit nhir 13 mét bing tra citu tim cic tir twong (mg
theo cac tir khoa.

Khi thiét k& chuong trinh, ta phai cung cip x4u chinh (tir khoa) cho mdi lan thiét lap
viing ban dia va sau nay st dung né dé truy tim déi tuong khu vuc.
String computeButtonlabel
= resources.getString (“computeButton®™) ;
Ta ciing c6 thé sit dung ham getCObiject () dé x4c dinh dbi tuong bt ky tir boc tai
nguyén.
Color backgroundColor
= (Color)resources.getObject {“backgroundColor™);
double(] paperSize
= (double())resources.getObject (“defaultPaperSize");
Dé cai dat 16p boc tai nguyén riéng, ta phai cai dit hai ham
Enumeration getKeys()
Cbject handleGetObject (String key)
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Vi dy, 16p sau ddy cung cip tai nguyén dé dich cho khu vuc néi Dirc va ngudi My ndi
tiéng Anh.
public class ProgramResources extends ResourceBundle{
// Dat ham getKeys {) vao lép co s¢
public Enumeration getKeys () {
return Collections.enumeration(Arrays.asList (keys));
}
private String[] keys = {"computeButton",

"backgroundColor", "defaultPaperSize"};

}
public class ProgramResources_ de extends ProgramRescurces{

// Lép tai nguyén cho khu vuc néi tiéng Dic
public Object handleGetObject (String key) {
if (key.equals ("“"computeButton”))
return "Rechmen™;
else if(key.equals ("backgroundCoclor"))
return Color.black;
else if({key.equals("defaultPaperSize"))
return new double[] {210, 297};

}
public class ProgramResources en US extends ProgramResources
// Lép tai nguyén cho khu vire ngudi My néi tiéng Anh
public Object handleGetObject (String key) {
if (key.equals ("computeButton”) ) '
return "Compute";
else if(key.equals(“backgroundColor”))
return Color.blue;
else if(key.equals(“defaultPaperSize"))

return new double{] {216, 279};
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Hién nhién, cong viéc viét cac ma lénh nhu trén 1a kha budn chan. Thu vién chuan ciia
Java cung cdp hai loai 16p tii nguyén khic 14 ListResourceBundle vi
PropertyResourceBundle giip cho viée to chirc chimg dé dang hon.

a) ListResourceBundle cho phép dit tai nguyén vao mdt méang cac dbi tuong.

public class ProgramResources_language_ country
extends ListResourceBundle/{
public Object[] getContents () {
return contents;
} .
static final Object{]{] contents = ({
/! Céc thong tin dugc ban dia hoa
b
)

Vi du trén c6 thé viét lai nhu sau:
public class ProgramResources_de extends ListResourceBundle{
public Object[] getContents(){
return contents;
}
static final Object[]([] contents = {
{"computeButton”", "Rechmen"},
{"backgroundColor"”, Color.black}
{"defaultPaperS8Size", new double{] {210, 297}}
};

public class ProgramResources en US extends ListResourceBundle(
public Object[] getContents () {

return contents:

}

static final Object[][] ccntents = ({
{"computeButton", "Compute"},
"{"backgroundColor", Color.blue}
{"defaultPaperSize", new double[] (216, 279}}

};
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b) PropertyResourceBundle cho phép dit cac tai nguyén mét cach linh hoat
hon. Ta c6 thé tao ra tép tai san cua tai nguyén don gian /a tép vin bén bao gom timg cip
gid tri trén moi dong, viét dudi dang

computeButton=Compute
backgroundCoclor=blue
defaultPaperSize=216x279

Sau d6 ta m& tép tai sin nay va truydn né vio cho toan tr tao ap cia
PropertyRescurceBundle.

InputStream in = ...; //Mdtép ta san
PropertyResourceBundle currentResources
= new PropertyResourceBundle(in);

Cac tép tai san thudng cd tén tring véi tén ciia cic tai nguyén va c6 phan mé rong la
.property, vi du ProgramResources en US.property la tép tai sin dung cho nhing
ngudi My néi tiéng Anh. Ta cé thé md té_p t:‘lT san thong qua ham getResourceAsStream()
cua lop Class nhu sau

in = Program.class.getResourceAsStream(
“ProgramResources en US.propety”),

PropertyRescurceBundle currentResources
= new PropertyResourceBundle(in):;

Luwu y: Nhy vy d6i véi nhing chirong trinh can dwoc ban dia hoa thi cin phai tao ra
hai loai tép: cac tép lop (.class) va cac tép ta san (.property). Tép tai san 1a cac tép vin
ban gém cac cap gia tri tir khoa / gia tni (key/value), trong do gia tri value chinh 13 tén
duoc ban dia hoa ciia tir khoa key. Ca hai loai tép nay phai duoc dit vao cung mét thur muc
hodc gbp vao trong mot tép JAR

Khi can tim hidu sdu v& vin d& qudc té hoa va ban dia hoa phan mém, ban ¢6 thé sir
dung céng cu jikit (http://java.sun.com/products/jikit) dé quan ly viéc tao lap va duy tri cac
boc tai nguyén. '

Vi du 8.5. Chuong trinh hién thi cac muc trong don dit mua hoa qua (tio, dao, mén)
theo ngdn ngir va céc dai lugng s6 theo khudn mau qui dinh cia timg khu virc. Ngutn sir
dung nhip vao s6 luong cac loal hoa qua cin mua, va sb thé tin dung, ma khach hang (tuy
chon), rdi nhin nit “Pat mua“ (“Purchase” néu li khu vuc ndi tiéng Anh) thi tbng s8 hoa
qua dit mua va sé tién phai tra sé duoc hién thi theo ding qui dinh cta khu vuc d3 lua chon,
nhu hinh 8.5 vi 8 6. Mic dinh I3 khu vuc néi tiéng Anh nhu hinh 8.5. Khi cAn nhip lai, hay
dat don hang méi thi nhan nit “Nhap lai® (ddi véi nguoi Vist Nam) hay (“Reset* néu la
khu vurc néi tiéng Anh).
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Hinh 8.6. Don djt hang bing tiéng Viét

// ClientOrder java

import java.awt.*;

import java

.awt.event.*;

import java.io.*;

import javax.swing.*;

import java

import java

.util.*;

.text.*;

public class ClientOrder extends JFrame implements ActionListener ({

JLabel
JLabel
JLabel
JLabel

coll, col2;
totalItems, totalCost;

cardNum, custID;

applelabel, pearlLabel, peachLabel;

JButton purchase, reset;

JPanel

panel;

JTextField appleNum, pearNum, peachNum;

JTextField creditCard, customer;

JTextArea items, cost;

static Locale currentlocale;

static ResourceBundle messages;
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static String language, country;

NumberFormat numFormat;
ClientOrder ()

setTitle (messages.getString("title™));
coll
col?2

new JlLabel (messages.getString("lcol"));

il

new JlLabel (messages.getString("2col”));

applelabel = new Jlabel (" " + messages.getString("apples"));
appleNum = new JTextField{():;

pearlabel = new JLabel (" " + messages.getString("pears"));

pearNum = new JTextField();

peachlabel = new Jlabel (" " + messages.getString("peaches")):
peachNum = new JTextField{();

cardNum = new JLabel (" "™ + messages.getString("card"));

creditCard = new JTextField():

customer = new JTextField():;

custID = new JLabel (" " + messages.getString("custamer”));
totalltems = new Jlabel(" " + messages.getString("items"));
totalCost = new JLabel (" " + messages.getString("cost™));

items = new JTextAreal);

cost = new JTextArea({); '

purchase = new JButton(messages.getString("purchase"));

purchase.addActionListener(this);

reset = new JButton(messages.getString("reset"));

reset.addActicnlListener (this);

panel = new JPanel();

panel.setLayout (new GridLayout(0,2));
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panel.setBackground(Color.white);
getContentPane () .add (panel) ;
panel.add(coll};

panel.add(col2);

panel.add (applelabel) ;
panel.add (appleNum) ;

panel.add(peachLabel);
panel.add (peachNum) ;

panel.add (pearLabel) ;
panel.add {pearNum) ;

panel.add(totalItems);

panel.add (items);

panel.add(totalCost):
panel.add(cost);

panel.add (cardNum) ;
panel.add{creditCard);

panel.add{custID);

panel.add (customer) ;

panel.addkreset);
panel.add (purchase);
}

public void actionPerformed(ActionEvent event) {
Object socurce = event.getSource();
if (source == reset)
creditCard.setText ("");
appleNum. setText ("");
peachNum. setText ("");

pearNum.setText ("");
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customer.setText ("");
items.setText ("");
cost.setText ("");
}else if (source == purchase){
int totalNum;
double totalCost;
totalNum = Integer.valueOf (appleNum.getText () ) . intValue ()
+ Integer.valueOf (pearNum.getText () ) .intValue ()
+ Integer.valueOf (peachNum.getText () ) .intValue () ;
totalCost = totalNum * 1.25;
nunFormat = NumberFormat.getInstance (currentlLocale);
String text = numFormat.format (totalNum) ;
items.setText (text);
text = numFormat.format (tctalCost);

cost.setText (text);

public static void main (String args[]){

if (args.length != 2){ //Micdinh
language = new String{"en");
country = new String("US");
System.out.println ("English"™);

)

else {//Pitlai theo khu vire duoc dua vao dudi dang tham s6 cia chuong trinh
language = new String(args(0]); '
country = new String(args[1]):

System.out.println(language + " " + country):;

currentlocale = new Locale (language, country):
// Poc tép boc tai nguyén theo khu vire (tén quoc gia va ngdn ngir)
messages = ResourceBrdle. getBurdle (*MessagesBurdle”, currentlocale);
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WindowlListener 1 = new WindowAdapter () {
public void windowClosing (WindowEvent e) {

System.exit (0);

};

ClientOrder frame = new ClientOrder{):;
frame.addWindowListener (1) ;
frame.setS5ize (300, 300);

frame.setVisible(true);

}

Nhu trén d& phan tich, d& chuong trinh trén hién th] don hang theo khu vuc thi ta phai
tao ra cac tép tai san twong (mg. Vi du, mudn hién thi don dit mua hang bing tiéng Viét thi
phai s dung mot hé soan thio nao do6 d tao ra tép dang vin ban (text) la
MessagesBundle vn VN.properties (xem hinh 8.6) ¢6 nd1 dung nhu sau.

apples = Tao:

peaches = bao

pears = Man:

items = S& hang mua:
cost = S6 tién tra:
card = Credit Card:

customer = M& hiéu KH:
title = Hoa Qua 2500d4/qua

lcol

i

Chon hang

I

2col S6 lugng
reset = Nhép mdi
view = Xem

purchase = bat mua

Hoic, dé hién thi don d3t mua hang bang tiéng Phap thi phai sir dung mét hé soan thao
nao dé dé tao ra tép dang vin ban (text) la:
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MessagesBundle fr FR.properties condi dung nhu sau.
apples=Pommes:
peaches=Peches:
pears=Poires:
items=Partial total:
cost=Cost total:
card=Carde de Credit:
customer=Numero de Client:
title=Fruit 1,25 piéce
lcol=Choisissez les éléments
2col=Indiquez la quantite
reset=Réinitialisez
view=Visualisez
purchase=Achetez

Tuong ty, ta c6 thé tao ra cac tép tai san cho tat ca cac khu virc ma ta mudn.
Sau khi dich thanh cong tép ClientOrder. java, ta thuc hién chuong trinh nay véi
tham s6 mic dinh s& duoc nhu hinh 8.5.
>java ClientOrder
Dé chuong trinh hién thi don dit hang bang tiéng Viét Nam nhu hinh 8.6, ta thuc hién
chuong trinh véi tép tai nguyén nhu sau:

>java ClientOrder vn VN

®= static ResourceBundle getBundle(String baseName, LOcale 1)

" static ResourceBundle getBundle (String baseName)

Nap 16p boc tai nguyén c6 tén baseName va dich sang khu vuc 1 hoac khu virc méc
dinh .

= OBject getObject (String name)
Tim d6i tuong tir boc tai nguyén hoc tir cac 16p cha cia no.

®* String getString(String name)

Tim déi tugng tir boc tai nguyén hoic tir cac 16p cha ctia n6 va ép kiéu vé String
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" String[] getStringArray(String name)

‘ A < < A - < ) ” . ” g <R A 5 »
Tim dot tugng tir boc tai nguyén hodic tir cac ldp cha cia nd va ép kiéu ve mang cia
cac xau.

* Enumeration getKeys ()

Lay ra day cac tlr khoa theo thir tu duoc liét ké.

8.7. BAN DIA HOA CAC GIAO DIEN DO HOA

O trén ching ta d3 dé cip dén nhimg vin d& chinh cia cong viéc ban dia hoi phan
mém. Phin nay, chung ta giai thich cach dia phuong hoa cac yéu cau dé thay déi cac ma lénh
ma ban & viét. Ching ta xét phuong thirc 14p trinh sau;

public class MyApplet extends JApplet implements ActionListener(
public void init{){
JButton cancelButton = new JButton("Cancel");

cancelButton.addActionlListener (this);

}
public void actionPerformed (ActionEvent evt) {
String arg = evt.getActioncommand() ;
if (arg.equals("Cancel"))
doCancel () ;

else

}

D& nhén théy, tén goi cia nit nhan “Cancel* sir dung t6t cho nhimg ngudi biét tiéng
Anh, nhung khi chuong trinh sir dung cho ngut Viét thi phat dich thanh “Huy bo“. Do vay,
cac tén goi, thdong bao phai dugc cidp nhit ty déng ca & phuong thic init () va
actionPerformed (). Nhung néu vi mdt Iy do nao day ma ta quén khéng cap nhat mot
trong cic ham d6 thi nhimg nat nay s& khong thuc hién duge nhu mong mudn. D& khic phuc
van dé néu trén, ta c6 thé thuc hién theo cac chién luge:

I. St dung cic lop bén trong thay vi st dung ciac phuong thic riéng

actionPerformed ().
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2. Xac dinh cic thanh phan théng qua cac tham chiéu ciia chiing chir khéng phai bang
cac tén cua cac nhin.
3. Sir dung thudc tinh name cila I6p Component dé xac dinh cac thanh phan,

Chiing ta Ian lugt xét cac cach néu trén.

1. Str dung l&p bén trong
Thay vi tao ra mot bo xir Iy d& xir Iy cho nhidu hanh dng, ta c6 thé dinh nghia mot bd
xir ly riéng cho mdi thanh phin. Vi du, doan chuong trinh trén duoc viét thanh:
public class MyApplet extends JApplet implements Actionlistener(
public void init () {
JButton cancelButton = new JButton("Cancel"):;
cancelButton.addActionlListener (
new ActionlListener () {
public void actionPerformed{(ActionEvent evt) {

doCancel () ;

Chuong trinh tao ra mét lop bén trong dé léng nghe sy kién khi nat nhin Cancel. Do
viy, chi ¢6 mdt chd xuit hién tén cta thanh phan cin duoc dich sang tiéng ban dia.

2. Xic dinh cic thanh phin théng qua cdc tham chiéu

Nhiéu khi ta khdng mudn str dung nhing 16p bén trong mét 16p khac, bai vi nhur the ¢o
thé dan dén su nhip nhing trong mdt s thao tac, nhu doc dit lidu chiang han. Chung ta cé
cach thyc hién khac 13 dat cac thanh phin vao céc bién thé hién va so sanh ching véi cau lénh
tuong {mg dé xur Iy cac sir kién.

public class MyApplet extends JApplet implements ActionListener({

JButton cancelButton;
public void init{){
cancelButton = new JButton("Cancel");

cancelButton.addActionlListener (this);



Chuong 8. LAP TRINH THEO CHUAN QUSC TE VA BAN DIA HOA PHAN MEM 365

public void actionPerformed(ActionEvent evt) {
Object source = evt.getSource();
1f{source == cancelButton)
doCancel () ;
else
}
}

3. Sir dung thudc tinh name ciia I6p Component dé xdc dinh cdc thanh phin

Cac thanh phan ma ching ta xay dimg déu l4 16p con ctia Component, vi thé c6 thé
sir dung thudc tinh name thong qua haim getName () dé xac dinh thanh ph?m tuong \mng.
Dic trung tén goi ciia thanh phan 13 bat bién dbi voi moi su thay dbi tén (nhin) ciia ching khi
can ban dia hoa chuong trinh. Vi duy, néu ta gin cho nit “Huy bd” voi tén goi 12 “Cancell”
thdng qua name bing cach sir dung setName (“Cancel1”) trong chuong trinh thi né khéng
phai 14 nhan duoc hién thi cha nit d6, ma 1a xéu tuong (mg.

public class MyApplet extends JApplet implements ActionListener{

public void init () {
JButton cancelButton = new JButton{"Cancel”);

cancelButton.setName (“"Cancell”);

cancelButton.addActionlListener (this);

}
public void actionPerformed(ActionEvent evt) {
Component source = evt.getScurce();
i1f (source.getName().equals (“Cancell”)
doCancel () ;
else
}

}

Nhu viy, néu nhin cia nut huy bé dwoc hién thi 1a “Cancel” (trong tiéng Anh), va
khi can duoc dich sang mdt ngdn ngir khac, vi du duoc dich sang tiéng Viét Nam la “Huy
bo” thi tén dit trong chuong trinh ciia niit d van khang b thay ddi, n6 van 1a “Cancell”.

Vi dy 8.6. Chuong trinh applet tinh toan va hién thi bigu dd s tién tiét kiém va kha
nang thu nhap khi nghi huu (nghi 1am viéc) & nhiu nude khac nhau nhu hinh 8.7, 8.8.

'Ngubim}dungcéthéchonkhuvuc(English, China, Germany) vanhip vio:
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e S0 tién tiét kiém duoc tir trude (Prior Savings),

e S0 tién tiét kiém hang nim (Annual Contribution),
e Thu nhép khi nghi viéc (Retirement Income),

¢ Tudi hién nay (Current Age),

e Tubi nghi hvu (Retirement Age),

e Du kién tudi tho (Life Expectancy),

Ty 1é lam phat (Inflation),

Ty I€ ting truong (Investment Return).

Sau khi nhdp cac s6 liéu néu trén, nhin nit “Compute” dé tinh va vé lai biéu do vé thu
nhap theo cac do tudi vé huu.

Vung van ban hién thi 6 tién du hang nim tir nam hién thdi cho dén tudi tho du kién va
tuong tmg la biéu db mo ta & ving bén trai.

Chwong trinh tinh toan tién tiét kiém va kha ning thu nhap khi nghi lam viéc chay thir
cho ba nudc: Anh, Purc va Viét Nam. Sau day 1a mot sé diém can chi y trong chuong trinh.

= Cac nhan, tén nit va cac théng bao dugc dich sang tiéng Diirc, tiéng Viét tuong (mg

co thé tim thdy trong cac I6p; RetireResources, Reti reResources de,

RetireResources zh

= Cac truong vin ban xir Iy cac dir lidu sb, tidn t& va ty 18 % theo khudn dang cia timg
vung ban dia.

» Truong tinh toan sir dung MessageFormat.

= Ta c6 thé chon mau khac nhau dé hién thi biéu dd cho tung nudc theo yéu clu cla
nguoi sir dung,

- ke,

. Fre,
- #aa,

#3a.

Faa, 274 o8
. FTE.9eli_39
+ Fo0,299. 08

Five.c01, 0%
T Flis,as1 08
{ Flow, ES4. L
¢ FlEo, 418 88
i BLBT.907.89

Applel started.

Hinh 8.7. Tinh todn tién dwgce linh khi nghi viéc (vé huu) & Anh (M7¥)
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= z1a . gan, &8
W les.UEW, &5

LM LAZ.ETS, L4
= Za.mew,Pe
| m 3.383,88
~w S8 _SD0,8%%

-m A39.083.
TomE EOW. 848,
1 "M RTR.0S.
1 ~m JS4A_.94F,
1M 4TS, TL0.
¢ ~w 220.aw8,
™ SOP.3EZL.E?

Hinh 8.8. Tinh todin tién dwgc linh khi nghi viéc (vé huu) & Dic

// Retire java

import java.io.*;

import javax.swing.?*;
import java.awt.*;
import java.awt.event.*;
import java.text.*;
import java.util.?*;

import java.applet.*;

public class Retire extends JApplet{

il

private JTextField savingsField

private JTextField contribField

il

new JTextField(10)
new JTextField(10)

-

-

private JTextField incomeField = new JTextField(10);

private JTextField currentAgeField = new JTextField(4):;

private JTextField retireAgeField

Il

private JTextField deathAgeField

Il

new JTextField(4):
new JTextField(4):;

private JTextField inflationPercentField = new JTextField(6);

private JTextField investPercentField = new JTextField(6):

private JTextArea retireText = new JTextArea (10,

23);

private RetireCanvas retireCanvas = new RetireCanvas();

private JButton computeButton = new JButton();

private JLabel langLabel new JLabel ()

new JLabel ()

Il

private JLabel saviLabel

private JLabel contLabel = new JLabel ()

private JLabel incoLabel new JLabel ()

r

L

-
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private
private
private
private

private

private

private
private
private
private
private
private

private

JLabel currlabel = new JLabel{():;
JLabel retilLabel = new JLabel ();
JLabel deadlLabel = new JLabel();
JLabel infllabel = new JLabel();
JLabel invelabel = new JLabel () ;
RetireInfo info = new RetirelInfo();

Locale|] locales;

Locale currentlLocale;

JComboBox comboBox = new JCombcBox();
ResourceBundle res;

NumberFormat currencyFmt;
NumberFormat numberFmt;

NumberFormat percentFmt;

public void init () {

GridBagLayout gbl = new GridBaglayout ()

getContentPane () .setlLayout (gbl);

GridBagConstraints gbc = new GridBagConstraints();

gbc.
gbc

gbc.
gbc.
add (
add (
add (
add (
add {
add(
add(
add (
add {

weightx = 100;

.weighty = 0;

fill= GridBagConstraints.NONE;
anchor = GridBagConstraints.EAST;
langLabel, gbc, 0, 0, 1, 1); '
savilabel, gbc, 0, 1, 1, 1);
contlabel, gbc, 2, 1, 1, 1);
incolabel, gbc, 4, 1, 1, 1);
currlabel, gbc, 0, 2, 1, 1);
retilabel, gbc, 2, 2, 1, 1},
deadlabel, gbec, 4, 2, 1, 1);
infllLabel, gbc, 0, 3, 1, 1);
inveLabel, gbc, 2, 3, 1, 1);
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gbc.fill= GridBagConstraints.HORIZONTAL;
gbc.anchor = GridBagConstraints.WEST;

add (comboBox, gbc, 1, 0, 2, 1);

add (savingsField, gbc, 1, 1, 1, 1);

add (contribField, gbc, 3, 1, 1, 1};

add tincomeField, gbc, 5, 1, 1, 1)
add{currentAgefField, gbc, 1, 2, 1, 1);
add (retireAgeField, gbc, 3, 2, 1, 1)

add (deathAgeField, gbc, 5, 2, 1, 1)

add (inflationbPercentField, gbc, 1, 3, 1, 1);
add (investPercentField, gbc, 3,'3, 1, 1);

computeButton. setName ("computeButton™) ;
computeButton.addActionlListener ( »
new ActionListener{){
public void actionPerformed(ActionEvent evt) {
getInfo();
updateData ()} ;
updateGraph () ;

V)
add (computeButton, gbc, 5, 3, 1, 1);

gbc.weighty = 100;

gbc.fill= GridBagConstraints.BOTH;
add(retireCanvas, gbc, 0, 4, 4, 1); '

add (new JScrollPane (retireText), gbc, 4, 4, 2, 1):
retireText.setEditable(false);

retireText.setFont (new Ebnf(WMbnospaced“, Font.PLAIN, 10));

info.setSavings (0);
info.setContrib(9000);
info.setIncome (60000) ;

info.setCurrentAge (35):
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info.setRetireAge (65);
info.setDeathAge (85);
info.setlInvestPercent (0.1):

info.setInflationPercent (0.05);

comboBox.addActionListener (
new Actionlistener () {
public void actionPerformed(ActionEvent evt) {
setCurrentLocale (comboBox.getSelectedIndex () ) ;
}
V)

locales = new lLocalel]

{Locale.Us, locale.CHINA, lLocale.GERMAN};

int localeIndex = 0; //Micdinhla US
for(int 1 = 0; i < locales.length; i++)

if (getlocale () .equals(locales[i])) localeIndex = 1i;

setCurrentlocale (localelndex) ;
}
public void add{(Component ¢, GridBagConstraints gbc,
int %, int vy, int w, int h){
gbc.gridx = x;
gbc.gridy = y;
gbc.gridheight = h;
gbc.gridwidth = w;
getContentPane () .add{c, gbc});:

public void setCurrentLocale(int localelIndex) {

currentliocale = locales(localeIndex];

comboBox . removeAllItems () ;

String language;
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for(int 1 = 0;

langquage

i < leccales.length; 1++)({

locales|[i] .getDisplaylanguage {currentlLocale) ;

comboBox.addItem(language);

comboBox.setSelectedIndex{localeIndex) ;

res = ResourceBurndle. getBundle ("RetireResources”, currentlocale);

currencyint = NumberFormat . getCurrencyInstance {currentlocale) ;
numberfmt = NumberFormat.getNumberInstance (currentlocale) ;

percentFut = NumberFormat .getPercentInstance (currentlocale):

updateDisplay (),

updatelInfo () ;

updatéData();

updateGraph () ;

public void updateDisplay () {

langLabel.

savilabel.

contLabel

incolabel.
currlabel.
retilabel,
deadLabel.

setText (res.

setText (res

.setText (res.
setText (res.

setText (res.

setText (res

setText (res.

getString("language"));

.getString("savings")):;

getString ("contrib"));
getString ("income™)) ;

getString("currentAge”));

.getString(“"retireAge™));

getString("deathAge")):;

inflLabel.setText(res,getString(“inflatiénPercent“));

invelabel.setText (res.getString ("investPercent"));

computeButton. setText (res.getString ("computeButton®));

validate ()}

public void updateInfo () {

savingsField. setText (currencyFmt . format (info.getSavings()));

contribField. setText (currencyfmt . format (info.getContrib () ));
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incomeField. setText (currencyFmt, format (info.getIncome ()) ) ;
currentAgeField. setText (mumberFmt . format (info.getCurrentAge()));
retireAgeField. setText (numberFmt. format (info.getRetirebge()));
deathAgeField. setText (numberfmt . format (info.getDeathAge () )) ;
inflaticrReromt Field, setText: (percent it fomat: (info. et InflaticnRercant ()));
investPercentField. setText (perosntint. format (info.getInvestPercent ()) ) ;

public void updateData{) {
retireText.setText {("");
MessageFormat retireMsg = new MessageFormat ("");
retireMsg.setlLocale (currentLocale);

retireMsq.applyPattern(res.getString("retire"));

for (int i = info.getCurrentAge(); i <= info.getDeathAge(); i++)({
Qoject[] args = {new Integer(i), new Double (info.getRalance(i))};
retireText . append (retireMsg. format (args) + "\n");

public void updateGraph () {

retireCanvas.setColorGain ( (Color) res.get(hject ("oolorGain®) ) ;
retireCanvas.setColorPre ({Color) res.get(boject ("colorPre™) ) ;
retireCanvas. setColorloss ( (Color) res.getOoject ("oolorloss”) ) ;

retireCanvas.setInfo{info};
repaint {);
}
public void getInfo () {
try{
info.setS5avings (currencyFmt.parse (
savingsField.getText ()).doubleValue()):;
info.setContrib(currencyFmt.parse (

contribField.getText ()).doubleValue()):
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info.setIncome (currencyFmt.parse(
incomeField.getText ()).doubleValue()):;
info.setCurrentAge (numberFmt.parse (
currentAgeField.getText ()).intValue());
info.setRetireAge (numberFmt.parse(
retireAgeField.getText ()).intValue());
info.setDeathAge {(numberFmt.parse (
deathAgeField.getText ()).intValue()):
info.setInvestPercent (percentFmt.parse {
investPercentField.getText()).doubleValue());
info.setInflationPercent (percentFmt.parse/
inflationPercentField.getText ()).doubleValue()):
}catch (ParseException e) {
}

class Retirelnfo{
public double getBalance(int year) {

if(year < currentAge) return 0;

else if(year == currentAge) {
age = year;
balance = savings:;

return balance:;
}else if(year == age)
return balance:
else if(year != age + 1)
getBalance (year — 1);
age = year;
if{age < retireAge)
balance += contrib;
else
balance —-= incone;

balance = balance * (1 + (investPercent - inflationPercent));
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return balance;

}

public double getSavings () {
return savings;

}

public double getContrib () {
return contrib;

}

public int getCurrentAge () {
return currentAge;

}

public int getRetireAge () (
return retireAge;

}

public double getlIncome () {
return income;

}

public int getDeathAge () {
.return deathAge;

}

public double getInflationPercent () {
return inflationPercent:;

}

public double getInvestPercent () {

return investPercent;

public void setSavings (double x} {
savings = X;

'

public veoid setContrib(double X} {
contrib = x;

}

public void setIncome (double x} {
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income = x;

}

public void setCurrentAge (int x) {
currentAge = X;

}

public void setRetireBAge(int x){
retireAge = x;

}

public void setDeathAge (int x){
deathAge = x;

}

public void setInflationPercent (double x) {
inflationPercent = x;

}

public void setInvestPercent (double x) {

investPercent = X;

private double savings;

private double contrib;

private double income;

private double inflationPercent;
private double investPercent;
private int currentAge;

private int retirelAge;

private int deathAge;

private int ageq

private double balance;

class RetireCanvas extends JPanel/
public RetireCanvas () {
setSize (300, 300);
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public void setInfo(RetireInfo newInfo) {
info = newInfo;
}
public void paint (Graphics g){
if(info == null) return;
double minValue = 0;
double maxValue = 0;
int 1,
for (i = info.getCurrentdge(); i <= info.getDeathPge(); i++){
double v = info.getBalance(i);
if (minvValue > v) minValue = v;
if (maxValue < v) maxValue = v;
}

if (maxValue == minValue) return;

int bariW = getitidth() / (info.getDeath?ce() - info.getQurrentZoe () + 1);
double scale = getHeight() / (maxValue - minValue) ;
for(i = info.getCurrent®ge(); i <= info.getDeath®ge(); i++){

int x1 = (i - info.getCurrentAge()) * barW + 1;
int y1;

double v = info.getBalance(i):

int h;

int y = (int) (maxValue * scale);

if(v >= 0){

vyl = (int) ( (maxValue - v) * écale):
h =y - yl;
} else]
vyl = vy’
h = (int) (-v * scale);

}
if(i < info.getRetireAge())

g.setColor (coleorPre};
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else if( v >= 0)
g.-setColor(colorGain);
else
g.setColor (coclorloss);
g.fillRect (x1, yl, barW - 2, h);
g.fillRect (x1, yl, barW - 2, h);

public void setColorPre(Color c){
colorPre = c¢;

}

public void setColorGain{Color c) {
colorGain = c¢;

}

public void setColorlLoss(Color c){

coclorloss = c¢;

private RetireInfo info = null;
private Color colorPre;
private Color cclorGain;
private Colcr colorLoss;
}
// RetireResources java: Lép hién thi tiéng Anh
import java.util.*;
import java.awt.*;
public class RetireResources extends ListRescurceBundle(
public Object{] [] getContents () {
return contents;
}
static final Object[][] contents =({
{"language", "Language"},

{"computeButton", "Compute"},
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¥
}

{"savings", "Prior Savings"},
{"contrib", "Annual Contribution"},
{"income”, "Retirement Income"},
{"currentAge”, "Current Age"},
{"retireAge", "Retirement Age”},
{"deathBAge", "Life Expectancy"},
{"inflationPercent", "Inflation"},
{"investPercent”, "Investment Return"},
{"retire", “"Age: {0, number} Balance: {1, number, currency}" },
{"colorPre", Color.blue},

{"colorGain", Color.white},

{"colorLoss™, Color.red)

// RetireResources_de java: Lép hién thi tieng Duc

import java.util.*;

import java.awt.*;

public class RetireResources de extends ListResourceBundle

public Object[][] getContents() {

}

return contents;

static final Object[][] contents ={

{"language"”, "Sprache"},
{"computeButton”, "Rechnen"},
{"savings"™, "Prior Savings"},
{"contrib", "J%hrliche Einzahlung"},
{"income", "Einkommen nach Ruhestand"},
{"currentAge", "Jetziges Alter"},
{"retireAge"”, "Ruhestandsalter"},
{"deathAge"”, "Lebenserwartung"},

{“inflationPercent”, "Inflation"},
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};
}

{"investPercent"”", "Investitionsgewinn"},

{"retire”, "Alter: {0, number} Guhaben: (1, nurber, currency}"},
{"colorPre”, Color.yellow},

{"cclorGain', Color.black},

{"colorloss", Color.red}

// RetireResources_zh java: Lop hién thi tiéng Viét

import java.util.=*;

import java.awt.*;

public class RetireResources zh extends ListResourceBundle

public Object[][] getContents () {

}

return contents;

static final Object[][] contents =({

} i

{"language”, "Ngon ngu"},
{"computeButton", “Tinh"},

{"savings”, "Tich luy tu truoc"},
{"contrib", "Thu nhap hang nam"},
{"ingome", "Thu nhap khi nghi huu”},
{"currentAge"”, "Tuci hien nay"},
{"retireAge", "Tuoi nghi huu”},
{"deathAge", "Du kien tuoi tho"},
{"inflationPercent”, "Ty le lam phat"},
{"investPercent", "Ty le tang truong"},
{"retire", "Tuoi: {0, number} So du: {1, number, currency}"},
{"colorPre”, Color.yellow},
{"celorGain", Color.black},

{"colorlLoss", Color.red}
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8.1.

8.2.

BAI TAP

Viét chuong trinh d4t mua va ban hang qua mang sir dung RMI. Pon dit hang duoc
hién thi theo khu vurc cita khéch hang (vi du bing tiéng Viét) tuong tu nhu & vi du 8.5.
Khi ngudi mua nhan nit “Dit mua” thi don hang nay dugc giri cho nguai ban va duoc
lai duoc hién thi bing ngdn ngi ciia ngudi ban, vi du bang tiéng Anh.

Viét chuong trinh dit mua va ban hang qua mang st dung Servlet. Pon dat hing
duoc hién thi theo khu virc cua khach hang (vi du bing tiéng Viét) tuong tu nhu & vi du
8.5 . Khi ngudi mua nhan nit “Djt mua” thi don hang nay duoc gini cho nguoi ban va
duoc lai dugc hién thi bing ngdn ngir ciia ngudi ban, vi du bang tiéng Anh.
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Account

Application Programming Interface
Authenticated

Bean

Bean Context
Blocked

Bound property
Browser

Certificate
Certificate Authority
Collection

Common Object Broker Request
Architecture

Constrained property
Constnictor
Datagram

Deadlock

Destructor

Digital Signature
Digital Certificate
Directory
Distributed
Encapsulation

Engine

Tai khoan

Giao dién lap trinth img dung

Pugc xac thuc, duoc chimg thuc

Hat nhin, thanh phan hat nhan

Ngir canh ciia Bean

Bi chin

Thudc tinh bién

Trinh duyét

Chimg chi, gidy chimg nhan

B phén, co quan chiing thue

Tuyén tip

Kién tric méi gidn yéu cAu dbi trong chung;
CORBA

Thuéc tinh bj khdng ché

Toan tir tao 13p, tao dung, cau tir

Db hinh di liéu

Chét tic, tic nghén .

Huy ti, toan tir huy bd

Chir ky s6

Chimg chi sb, chimg nhan s6

Thu muc

Phan tan

Bao goi, goi gon

M6 to, dong co
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Extend K¢ thira, mg rong
File Tép
Filter Model M5 hinh b loc
Firewall Buc tuong hira
Hierarchical file system Hé thong tép phan cap
Holder class Lép cit gi
Holder object D6i tomg cat giiy
Implement Cai dit
Inherit Ké thira
Intranet Mang ndi hat, néi b

Interface Defimtion Language
Internationalization
Introspection Report
Interrupted

Java Runtime Environment
Java Virtual Machine
Mail Standard Format
Message

Message Digest

Method

Multitasking
MultiThreading
Localization

Lool & feel

Object lock

Object Request Broker
Object Oriented

Option

Overflow

Ngdn ngit dinh nghia giao dién: IDL
Qudc té hoa

Bao céo thanh tra

Bi ngﬁt

M6 trudmg thyc thi Java

May Java do

Pinh dang chuan thu dién tir

Théng diép, thinh ciu, théng bao
Ban tom tit thong diép, dau vét thong didp
Phuong thirc, ham

Pa nhiém

Xur ly da ludng

Ban dia hoa, dia phuong hoa

Thay va cam nhan dugc

Khoa doi tuong

B6 mbi gidi yéu ciu

Hudng d6i tuong

Tuy chon, tuy chinh

Tran b nhé
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Reference
Register

Remove interface

Remove Mothod Invocation

Remove object
Remove Reference
Resource Bundle
Package
Private key
Process
Progress Meter
Protocol
Public key cryptography
Safety
Security
Security policy
Server’s Intemet Host
Slider
Socket
Standard Protocol
Stub
Synchronization

" Thread
Time-Sharing
Three-tier model
Transport Layer
Tree

Verifier

Tham chiéu

Thanh ghi

Giao dién tir xa

Triéu got phuong thirc tir xa: RMI
Poi tuong tir xa

Tham chiéu tir xa

Boc tai nguyén

Goi

Khoa riéng

Tién trinh

Thudc do tién d6

Giao thirc

Mit ma khoa cong khat

An toan (su an toan)

Bio mat, an ninh

Chinh sach bao mét, an ninh
May chii (Server) trén Intermet
Thanh truot, thude do

Co ché b cam, bang cim
Giao thirc chuan

Pai dién trén may khach
Dong bd hoa

Ludng

Chia sé thoi gian

M5 hinh ba ting

Téng giao van

Cay, cAu tric ciy

B6 kiém tra
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ASP
BDK
B2B
CA
CGI
CORBA
CPU
DSA
EIB
FTP
HTML
HTTP
IDL

IE
IMAP
IP
ITU-T

JDBC
IDK
JNDI
ISP
JVM
MIME
ODBC
COM
OMG
ORB
POP3
RFC
RMI
ROA

Application Programming Interface

Active Server Page

Bean Development Kit

Business-to-Business

Certificate Authority

Common Gateway Interface

Common Object Request Broker Architecture

Central Processing Unit

Digital Signature Algorithm

Enterprise Java Bean

File Transfer Protocol

HyperText Markup Language

HyperText Transfer Protocol

Interface Definition Language

Internet Explore

Internet Message Access Protocol

Internet Protocol

International Telecommunication Union-
Telecommunication Standardization Sector

Java DataBase Connectivity

Java Development Kit

Java Naming Directory Interface

Java Server Page

Java Virtual Machine

Multipurpose Internet Mail Extensipn

Open Data Base Connectivity

Common Object Model

Object Management Group

Object Request Broker

Post Office Protocol

Requests For Comments

Remote Method Invocation

Remote Object Activation J
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RSA Rivest — Shamir - Adleman
TCP Transmission Control Protocol
SDK Servlet Development Kit

SHA1 Secunty Hash Algorithm # 1
SMTP Simple Mail Server Transport Protocol
SOAP Simple Object Access Protocol
SSL Secure Sockets Layer

TLS Transport Layer Security

UDP User Datagram Protocol

URL Uniform Resource Locator
XML Extensible Markup Language
WYSIWYG What you see is what you get
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