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2.1. Gii thiéu
e B0 giao thirc Internet

— TCP/IP: Transmission Control Protocol/Internet
Protocol.

- La b0 giao thirc truyén thong dwoc st dung trén
Internet va hau hét cac mang thwong mai.

- Puwoc chia thanh cic ting gom nhiéu giao thirc, thuin
tién cho viéc quan ly va phat trién.

— La thé hién don gidn héa ciia m6 hinh ly thuyét OSI.
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2.1. Gi¢i thiéu
e B0 giao thirc Internet
- GOm bon tang
e Tang rng dung - Application Layer.
e Tang giao van - Transport Layer.
e Tang Internet - Internet Layer.
e Tang truy nhiap mang - Network Access Layer.
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2.1. Gi¢i thiéu
e B0 giao thirc Internet
- Tang &ng dung

e Pong goi dit li€u nguoi dung theo giao thirc riéng va
chuyén xudng ting dudi.

e Cac giao thirc thong dung: HTTP, FTP, SMTP, POP3,
DNS, SSH, IMAP...

e VViéc ldp trinh mang sé xdy dwng rng dung tudn theo
mat trong cdc giao thirc & tdng nay hodc giao thirc
do ngwoi phdt trién tw dinh nghia



2.1. Gi¢i thiéu
e B0 giao thirc Internet
- Tang giao van

e Cung cap dich vu truyén dir liéu gitra (rng dung -
rng dung.

e Pon vi dir liéu la cac doan (segment,datagram)

e Cac giao thirc & tang nay: TCP, UDP, ICMP.

e Viéc lap trinh mang sé str dung dich vu do cdc giao
thirc & tdng nay cung cdp dé truyén div liéu



2.1. Gi¢i thiéu
e B0 giao thirc Internet
- Tang Internet

e Dinh tuyén va truyén cac goi tin lién mang.

e Cung cap dich vu truyén dix liéu gitra may tinh -
may tinh trong cung nhanh mang hoac gitra cac
nhanh mang.

e Don vi dir liéu la cac goi tin (packet).

e Cac giao thirc & tang nay: IPv4, IPve....

e Viéc ldp trinh ttng dung mang sé rdt it khi can thiép
vao tdang nay, trir khi phdt trién mot giao thirc lién
mang moi.



2.1. Gii thiéu
e B0 giao thirc Internet
- Tang truy nhap mang
e Cung cap dich vu truyén dit liéu gitta cac nit mang
trén cung mot nhanh mang vat ly.
e Don vi dir liéu la cac khung (frame).
e Phu thu6c rat nhiéu vao phwong tién két noi vat ly.
e Cac giao thirc & tang nay da dang: MAC, LLC, ADSL,
802.11...
e Viéc Idp trinh mang & tang nay la xdy dwng cdc trinh
diéu khién phan cirng twong trng, thwwong do nha sdan
xudt thuwc hién.



2.1. Giéi thiéu
e B0 giao thirc Internet
- Dit liéu gti di qua moi tAng sé dwoc thém phan thong

tin diéu khién (header).

— Dit liéu nhan dwoc qua moi ting sé dwoc boc tach
thong tin diéu khién.
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2.2. Giao thirc IPv4

e (Giao thuc IPv4

Pwoc IETF cong bo dwdi dang RFC 791 vao 9/1981.
Phién ban thir 4 cua ho giao thirc IP va la phién ban
dau tién phat hanh rong rai.

La giao thirc hwdng dir liéu.

Str dung trong hé thong chuyén mach goi.

Truyén dit liéu theo kiéu Best-Effort

Khong dam bao tinh trat tw, trung lap, tin cay cua goi
tin.

Kiém tra tinh toan ven cua dit liéu qua checksum
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2.2. Giao thirc IPv4

e Dia chiIPv4
- St dung 32 bit dé danh dia chi cac may tinh trong
mang.
- Bao gom: phan mang va phan host.
— S0 dia chi toi da: 232 ~ 4,294,967,296.
— Danh riéng mot vai dai dac biét khong st dung.
— Chia thanh bon nhém 8 bit (octet).

Dang biéu dién Gia tri
Nhi phan 11000000.10101000.00000000.00000001
Thap phan 192.168.0.1
Thap luc phan 0xCO0A80001
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2.2. Giao thirc IPv4

e Caclép dia chi IPv4

— C6é nam lép dia chi: A,B,C,D,E.

- L&p AB,C: trao doi thong tin thong thwong.

— Lo&p D: multicast
- Lop E: dé danh

Lop MSB Pia chi dau Pia chi cudi
A 0xxx 0.0.0.0 127.255.255.255
B 10xx 128.0.0.0 191.255.255.255
C 110x 192.0.0.0 223.255.255.255
D 1110 224.0.0.0 239.255.255.255
E 1111 240.0.0.0 255.255.255.255
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2.2. Giao thirc IPv4

e Mat na mang (Network Mask)
- Phéan tach phan mang va phan host trong dia chi IPv4.
- St dung trong b6 dinh tuyén dé tim dwong di cho goi
tin.
- V&i mang c6 dang

Network Host
192.168.0. 1
11000000.10101000.00000000. 00000001
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Host B Host D

IP address; |P address:
10.0.6.2 10.0.7.2
Subnet mask: Subnet mask:
255.255.255.0 255.255.255.0
Default Gateway Default Gateway

10.0.6.1 10.0.7.1

Host A
IP address:
10.0.1.2
Subnet mask:
255.255.255.0 Switch B
% Default Gateway
10.0.1.1
10.0.1.1
FOIO 1 555 255 2550
Router A Router B 10.0.5.1
255.255.255.0
100021
s0/0/0 || 255.255.255.0 S0/0/0 10.0.4.2

265.255.255.0

Router C

S0

10.0.2.2
255.255.255.0

10.0.4.1
255.255.255.0

FOvo 10.0.3.1
255.255.255.0

|P addrass:
10.0.3.2
Subnet mask;
255.255.255.0

Default Gateway
10.0.3.1

Host C



2.2. Giao thirc IPv4

e Mat na mang (Network Mask)

— Biéu dién theo dang /n
e n 1a so bit danh cho phan mang.
e Thidu: 192.168.0.1/24

- Biéu dién dudi dang nhi phan
e Dung 32 bit danh dau, bit danh cho phan mangla 1,

cho phan hosta 0.
e Thidu: 11111111.11111111.11111111.00000000
hay 255.255.255.0

- Biéu dién duéi dang Hexa
e Duing so Hexa: OxFFFFFF0O0
e [tdung
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2.2. Giao thirc IPv4

e SO lwong dia chi trong moi mang
- Mo6i mang sé c6 n bit danh cho phin mang, 32-n bit
danh cho phan host.

— Phan phdi dia chi trong moi mang:
e 01 dia chi mang (cac bit phan host bang 0).
e 01 dia chi quang ba (cac bit phan host bang 1).
e 21-2 dia chi gan cho cac may tram (host).

- V&i mang 192.168.0.1/24
e Dia chi mang: 192.168.0.0
e Dia chi quang ba: 192.168.0.255
e Dia chi host: 192.168.0.1- 192.168.0.254
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2.2. Giao thirc IPv4

e Cac dai dia chi dac biéet
— La nhitng dai dwoc dung véi muc dich riéng, khong st
dung dwoc trén Internet.

Pia chi Dién giai
10.0.0.0/8 Mang riéng
127.0.0.0/8 bia chi loopback
172.16.0.0/12 Mang riéng
192.168.0.0/16 Mang riéng
224.0.0.0/4 Multicast
240.0.0.0/4 D triv
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— Chi str dung trong mang ndi bo.

2.2. Giao thirc IPv4

e Dai dia chi cucbd

— Khac phuc van dé thiéu dia chi ctia [Pv4.

Tén Dai dia chi SO lwong Mo ta mang Viét gon
10.0.0.0- Mot dai tron ven

Khéi 24-bit 16777216 | HYER 10.0.0.0/8
O£ Bt 1 10.255.255.255 thudc 16p A /
: 172.16.0.0- To6 hop tir mang

Khéi 20-bit 1,048,576 YPHMANE| 172 16.0.0/12
OL<E 1172.31.255.255 16p B /

192.168.0.0- 8 b e man
Khéi 16-bit | 192.168.255.25| 65,536 .II()')'pC 181 192.168.0.0/16
5
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2.3. Giao thwc IPv6

e (Giao thuc IPv6
- IETF dé xuat nam 1998.
- Str dung 128 bit dé danh dia chi cac thiét bi.
- Khac phuc van dé thiéu dia chi ctia IPv4.
- Van chwa pho bién va chwa thé thay thé hoan toan
[Pv4.
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2.4. Giao thwrc TCP

e Giao thirc TCP: Transmission Control Protocol

- Giao thirc 16i chay & tang giao van.

- Chay bén duwéi tang rng dung va trén nén IP

— Cung cap dich vu truyén dir liéu theo dong tin ciy gitra
cac rng dung.

- Puoc str dung béi hau hét cac rng dung mang.

— Chia dit liéu thanh cac géi nho, thém thong tin kiém
soat va giri di trén dwong truyeén.

- Lap trinh mang sé s dung giao thirc nay dé trao doi
thong tin.
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2.4. Giao thwrc TCP

e Cong (Port)

Mot s6 nguyén duy nhat trong khoang 0-65535 twong
rng v&i mot két noi ciia rng dung.

TCP st dung cong dé chuyén dit liéu téi dang trng
dung hoac dich vu.

Mot rng dung c6 thé mé nhiéu két n6i => c6 thé st
dung nhiéu cong.

Mot s6 cong thong dung: HTTP(80), FTP(21),
SMTP(25), POP3(110), HTTPS(443)..

21



2.4. Giao thwrc TCP
e Pactinh cua TCP

- Huwéng két nodi: connection oriented
e Hai bén phai thiét 1ap kénh truyén trwéc khi truyén
dir liéu.
e Duoc thwe hién bdi qua trinh goi 1a bat tay ba buéc
(three ways handshake).

— Truyén dit liéu theo dong (stream oriented): tw dong
phan chia dong dit liéu thanh cic doan nho dé truyén
di, tw dong ghép cac doan nho thanh dong dir li€u va
giri tra rng dung.

— DPung trat tw (ordering guarantee): dir liéu gui truedre sé
dwoc nhan trudc

22



2.4. Giao thwrc TCP
e Pactinh cua TCP

— Tin cay, chinh xac: thong tin gwi di sé dwoc dam bao
dén dich, khong dw thira, sai sot...
- Do tré 16m, khé dap &ng dwoc tinh thoi gian thuec.
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2.4. Giao thwwc TCP
e Header cua TCP

— Chtra thong tin vé doan dit liéu twong &ng

TCP Header
Bit
offs 0123|4567 |8|9|(10/11/12|13|14|15/16|1718|1920|2122|23|24|25/26/27|28|29|30|31
et
0 Source port Destination port
32 Sequence number
64 Acknowledgment number
C E|UA|P R|S|F
96 | Data offset Reserved |W|C R|C|S|S|Y/|I Window Size
RIE/G|K|H T|N|N
128 Checksum Urgent pointer
160 Options (if Data Offset > 5)
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2.4. Giao thwrc TCP

e Cicdich vu trén nén TCP
- Rat nhiéu dich vu chay trén nén TCP: FTP(21),
HTTP(80), SMTP(25), SSH(22), POP3(110),
VNC(4899)..
e St dung netcat dé két ndi dén mot dich vu chay
trén nén TCP:
- nc.exe 'A% |host] [port]
— Thi du
nc.exe -vv  www.google.com 80
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2.5. Giao thirc UDP

e Giao thirc UDP: User Datagram Protocol
— Cuing la giao thwc 16i trong TCP/IP.
- Cung cap dich vu truyén dir liéu gitra cac &rng dung.
— UDP chia nho dir liéu ra thanh cac datagram
~ St dung trong cac rng dung khat khe vé mat thoi gian,
chap nhan sai sét: thoai, video, game...
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2.5. Giao thirc UDP
e Pactinh cua UDP

- Khoéng can thiét lap két noi trwdc khi truyén
(Connectionless).

— Nhanbh, chiém it tai nguyén dé xit ly.

- Han ché:
e Khong c6 co ché bao giti (report).
e Khong dam bao trat tw cac datagram (ordering).
e Khong phat hién dwoc mat mat hodc trung lap

thong tin (loss, duplication).
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2.5. Giao thirc UDP
e Header cua UDP

+ Bits0- 15 16 - 31

0 Source Port Destination Port
32 Length Checksum

64 Data
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2.5. Giao thirc UDP

e CAicdich vu trén nén UDP
- Phan giai tén mién: DNS (53)
— Streamming: MMS, RTSP...
- Game
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2.6. Hé thong phan giai tén mién DNS

e Dia chiIP kh6 nh¢ véi con nguoi.
e DNS - Domain Name System
- Hé thong phan cap lam nhiém vu anh xa tén mién sang
dia chi IP va nguorc lai.

ROOT (.)

|
’ H '
H .het
*_l

.com Viethamne t
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2.6. Hé thong phan giai tén mién DNS

e DNS - Domain Name System
- Cac tén mién dwoc phan cap va quan ly béi INTERNIC
- Cap cao nhatla ROOT, sau d61a cap 1, cap 2,...
— Thi du: www.hut.edu.vn

Cap Cap 4 Cap 3 Cap 2 Cap1

Tén mién WWW. hut. edu. vn
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2.6. Hé thong phan giai tén mién DNS

e DNS - Domain Name System

- T6 chirc dwoc cip tén mién cap 1 sé duy tri co s& dir
liéu cic tén mién cip 2 truc thudc, td chirc dwoc cap
tén mién cap 2 sé duy tri co s& dit liéu cac tén mién cap
3 truc thuoc...

- MOt may tinh muodn biét dia chi cia mot may chu c6
tén mién nao do, né sé hoi may chi DNS ma né nam
trong, néu may chi DNS nay khong tra loi dwoc no sé
chuyén tiép cau hoi dén may chii DNS cap cao hon,
DNS cap cao hon néu khong tra loi dwoc lai chuyén
dén DNS cap cao hon nita...
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2.6. Hé thong phan giai tén mién DNS

e DNS - Domain Name System
— Viéc truy van DNS sé do hé diéu hanh thwc hién.
— Dich vu DNS chay & cong 53 UDP.
— Cong cu thir nghiém: nslookup
e Thi du: nslookup www.google.com
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