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Active Directory (AD) la gi
Kién tric Active Directory

Cai dat Active Directory Domain Services (AD-
DS)



Thu muc dong (Active Directory )

Active Directory 13 thanh phan quan trong cUa hé diéu

hanh

may chu:

A Active Directory (AD): 1a nGi luu trU thong tin tai
nguyén mang: User data, printers, servers, databases,
groups, computers, and security policies... dugc tO chic
theo mién, cy, rUng.

3 Thong tin dugc st dung d€ truy xudt va qudn 1y tai nguyén
trén mang

1 Cung cap mOt cich dat tén nhat quin gidp md ta,
dinh vi, truy xuat va bao mat tai nguyén mang




Domain Controller

Name: Server 1l
0S: Windows 2012 -
Type: Web Server

o

Name: Server 2
0S: Windows NT
Type: File Server

Name: Printer 1
Color: No

Type: Epson

Active Directory
Printer 1
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Uu di€ém Active Directory:
A Don gian héa quan Iy bao mat (Domain,
OU)
0 Luu tr(f du phong thong tin bao mat
1 Chinh siach nhém
d Kha ning mO rOng
0 Uy quyén qudn tri




Active Directory Server Roles la gi?

Active Directory
Domain Services (AD
DS)

Active Directory
Lightweight

Directory Services

(AD LDS)

Active Directory
Certificate Services (AD
CS)

Active Directory Rights
Management Services
(AD RMYS)

Active Directory
Federation Services (AD
EFS)

MOt thu muc tap trung quan 1y va chUng thuc cho nguoi sU
dung va may tinh trong mang Windows Server

MOt dich vu thu muc LDAP (Lightweight Directory Access
Protocol) cung cdp mOt cO ch€ nham ho trg cic Ung dung
directory-enabled (st dung thu muc d€ 1uu tr(t dir li€u), ma khong
c6 yéu cau tri€n khai mi€n, b0 di€u khi€n mién.

MOt gidi phap dudc st dung d€ bdo vé thong tin dugc luu trlr
trong cdc vin bdn, tin nhan, e-mail va cdc trang Web khong dugc
phép xem, stra d0i, hodc st dung

L4 dich vu dugc dung d€ két hgp vdi cic Ung dung ho trg AD
RMS (AD RMS - enable application), nham bdo vé d{fli€u quan
trong trudc nhitng doOi tuong ngUdi dung khong dugc phép
(unauthorized users).

La mOt dich vU cung cap cO ché ding nhap - single sign- on
(SSO), cho phép ban ding nhap chi mOt 1an nhung c6 thé dung
nhi€u Ung dung Web c6 quan hé v&i nhau.



Active Directory

Active Directory Domain Services (AD DS) 1a mOt dich
vU trén WServer, sU dung thong tin luu tr( trong
Active Directory d€ quan 1y cdc dOi tuong users, group,
computer.

Cung cap thong tin vé tai nguyén dua vao thulc tinh cla
tai

nguyeén.

1 Ty phan tdn dén cdc mdy tinh trén mang.

1 Tu nhan ban: gitip ADDS tu bdo vé, dé truy xuat.

1 C6 kha ning phan tan -> ting kha ning luu trlr
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AD DS Integration with Other Active Directory
Server Roles

AD DS 1a nén tang cho mOt mang chlc
nang

Hau hét céc vai trd mdy chU phu thulc vao
AD DS d€ cung cap cho ngu0i s dung va
nguOn  tdi nguyén thong tin cho céc
vai trd mdy chu khac

AD DS ciing cung cap dich vu x4c thuc va
Uy quyén




Kién tric Active Directory

Kién tric
Poi tuong AD (Active Directory Objects)
Luoc d6 AD (Active Directory Schema)

Cac thanh phan AD (Active Directory Components —
cau
trdc luan 1y va cau tric vat 1y)
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Kién truc Active Directory —

Active Directory nhU mOt Datastore ¢6 2 thanh ("9

3 NTDS.DIT ¢6 5 thanh phén
»Domain NC: chlra cdc dOi tugng nhU user, computer, OU....
»>Schema: 13 noi luu tr(t cdc dinh nghia vé tUng thuOc tinh trén

mOi d0i tuong
> Configuration: ch(ra toan b0 c4c cau hinh cUa Active
Directory

»>DNS: 1uu thong tin cdu hinh DNS

>Global Catalog (PAS): ddm nhiém chUc ning chlng
thuc (authentication) cho hé thOng Active Directory. M4y chU
quan tri mi€én nao (Domain controller) luu tr(f Global
Catalog thi dugc g01 la Global Catalog Server. !

0
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Active Directory nhu' mOt Datastore c6 2 thanh phan

A SYSVOL: 132 mOt thu muc chUa cdc chinh sdch danh cho
cac doi tuUong ng! POYi dhino nﬁr‘ mav tinh va c4¢c doan Script
quan trong khéc.
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Poi tuong AD

Thong tin users, may 1n, server, database,
groups,
computers va security policies

MOi object c6 nhitng thuOc tinh riéng dac trung cho object
d6 (vi du nhu object user ¢6 céac thuOc tinh lién quan nhu
First Name, Last Name, Logon Name, ... )

MOt sO object dac biét bao gOm nhi€u object khic bén
trong duQc g0O1 la cac ‘“container”’, (vi du nhu
domain 13 mOt container bao gbm nhi€u user va
computer account).




Poi twong AD

Objects
——
g Computer name
Description
Computers

Active Directory

First name

Last name
Logon name




Cac quy udc dat tén trong AD

MOi d0i tuong trong Active Directory dugc nhan biét
thong

* qua mOt tén

Active Directory hO trQ cic quy UGc dat tén bao gbm:
- 1 Distinguished Name (DN)

- 1 Globally Unique Identifier (GUID)

- 1 Relative Distinguished Name (RDN)
* W User Principal Name (UPN) !




Cac quy udc dat tén trong AD-DN

Distinguished Name (DN)
4 MOi d0i tuong trong Active Directory s€ c6 mOt tén duy
nhat dua
trén giao thUc LDAP (Lightweight Directory Access Protocol)
3 DN ch(ra day du thong tin vé doi tudng bao gbm:
>Tén cUa mién noi luu trlr dOi tugng
>Pudng dan day du tGi doi tuong
A Thi du sau day chi ra DN cUa ngudi dung David
Beckham trong Cty abc (abc.com) va thuQc phong
Development (OU=Dev):
/DC=com/DC=abc/OU=dev/CN=Users/CN=David Beckham
DC: Domain Component Name
OU: Organizational Unit Name .




Cac quy udc dat tén trong AD-GUID

Globally Unique Indentifier (GUID)
1 Céc GUID la céc s6 128 bit duy nhat dugc gan cho doi
tuong
tai thGi diém né dugc tao.
O GUID  khong bao gi0 thay dbi ngay cd khi dOi tugng
duoc
doi tén (DN) hay di chuyén.
A Tuong tu nhu mOt SID (Security Identifiers) trong Windows
NT nhung:
>SID dugc tao bén trong mOt mi€n 13 duy nhat trong mi€n dé

»>GUID la duy nhat trén tat cd cdc mi€n trong mOt rUng
M CTTID oiANna AhIFP cA CNNN ~119 v AF ol PEYS naa 44




Cac quy udc dat tén trong AD-RDN

ADDS hf) tr O tI'lly Vé,n Distinguished name (DN)

’[hf)llg (I]\lla EIIIU(I_BC tinh | Relative distinguished name(RDN)—'L |

cUa moOt dOl tuang, dO Domain_name / Users /Sales / Managers / Jane Doe
, , . ~2? , '. " : /

do co the xac dinh duoc /. [Domain_ame]

doi tugng ngay cd khi 4 W T
khong bi€t DN.

RDN cUa mOt d0i
tuong 1a thuOc tinh cUa
doi tugng doé

= DN must be unique
in the Directory.

m RDN must be unique
in an OU,




Cac quy udc dat tén trong AD-UPN

User Principal Name (UPN)

La tén than thién cUa dOi tugng ngUOi dung.

N6 1a su két hgp gilra mOt tén ngan cla doi tugng va tén
DNS cUa Domain noi luu gilr doi tugng.

Tén ngan thuOng 12 tén ding nhap (logon) cla ngUOi

dung.

Vi du: doi v&i nguoi dung Lam Chi Nguyen c6
tén ding nhap 1a lenguyen, thi UPN s€ 1a: Icnguyen
@abc.com
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Luogc do AD

Ch(ra nhing dinh nghia vé cdc d6i tugng khac nhau dugc
luu trr trong AD.

C4c dinh nghia dugc 1uu tr(f nhu d6i tu'ong trong AD.

Lugc dob 1a duy nhat trong mOt rUng va duQc tao ra trong
qua trinh cai dat Domain Controller dau tién cUa rung.

Schema duQc dinh nghia g¢dm 2 loai object 13 Schema

Class Objects va Schema Attribute Objects.

A Schema Class c6 chUc ning nhu mOt template cho viéc tao
mO&i cdc dOi tuong trong AD.

1 Schema Attribute dinh nghia cac Schema Class
tUong Ung vOi nd. z




Lugc do AD

Partial list of Partial list of
schema class objects schema attribute objects
L J “ 7
_'v_ _'v
Computer
class object definition _
> 4 accountExpires
Description accountNameHistory
Common name aCSAggregateTokenRatePerUser
Smper X.500 OID
Class type
Category
categoryiD catalogs
G'Ol.lp attribute Object definition +«— | categories
Description categorylD
Common name
X.500 OID
User Syntax range limits

Schema class objects and attribute objects
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bugc  anh xa thong qua mo hinh domains, OUs,
trees va forest

The relationship of Active Directory domains, OUs, trees, and forests

21



Mién (Domain)

Trong mOt mién thi phdi cé it nhat Ia
mOt mdy chU qudn 1y mién (Domain
Controller)

N6 1a sutaphOpcdc mdytinh dugc

dinh

nghia bOi ngUGi quan tri.

Tat cd cdc mdy tinh trong mién dung chung
mOt c0 sO d li€u Active Directory chia s€

mOt ranh gi0i bdao mat trong mang

Muc dich chinh cUa mién la phuc vu nhu
Windows Server. /

@ Cn“‘lpl-lterl

accounts

Cac may chU trong cung mOt mi€én sé
d6no hO v3i nhau vé cic dOi tLFOno trono

22



bon vi t® chirc OU (Organization Unit — OUs)

Trong mién, cic doi
twong dudc sap x€p va tod
chlc bang cach st dung cic

» N¥. chilta cdc d6i nh
tuong u
irg Wiad nd iviaieQ Wsdkh dtnh, may
OU giip cho viéc phan
loai va tO chUc cac doi
tuong moOt cich hgp 1y nhu
y cUa ban

4

*

L)

23




La mOt nhém cUa mOt hay nhi€u domain, ma cidc domain nay chia
s€ mOt khong gian tén 1ién k€& va cau tric dat tén c6 thU bac.

Cé,C dé C tinh C u a Cay: microsoft.com
j Theo Chu é? Il DNS uk.microsoft.com us.microsoft.com
N Cac Domain

tI'OIlg Cﬁy Chia Se As.uk.microsoft.com

chung: Common
schema va Global

A domain tree

24



Rung (forest)

Forest: La tap hop cUa nhi€u tree c6 quan hé vdi nhau

Cic  domain trees trong forest 12 dOc lap v&i nhau

microsoft.com /\qsn.com
uk.microsoft.com us.microsoft.com us.MsnN.com
uk.msn.com
As.uk.microsoﬁ.com Als.uk.msn.com

A forest of trees




Rung (forest)

MOt forest phdi dam bdo thod cdc dac tinh sau
4 Toan b0 domain trong forest phdi c¢6 1 schema chia s€ chung

u Cé4c domain trong forest phai c6 1 global catalog chia sé
chung

O  Céc domain trong forest phdicé mOi quan hé trust 2 chi€u

7/

vOl
nhau

4 C4c tree trong 1 forest phdi c¢6 cau tric tén(domain name)
khac nhau

d Cic domain trong forest hoat ddng dOc lap vGi nhau,
tuy nhién hoat dOng cUa forest 1a hoat dOng cUa toan bO hé
thOng tO chUc doanh nghiép. 2




Danh muc toan cuUc (Global Catalog)

Global catalog 12 trung tAm IUu gil cdc thong tin cUa cdc
- dOi tugng trong Active directory

Nhung thong tin (thuOc tinh cla d6i tuoOng) dugc
luu trr trong Global catalog thuGng xuyén duQc sU dung
cho hoat dOng tim kiém va dinh vi cdc dbi tugng trong
AD

Global catalog duQc tao ra trong Domain Controller
dau tién cUa Forest -> Global Catalog Server

27




Danh muc toan cuc (Global Catalog)

IGI-obal catalog server




Cau tric vat 1y clua AD (Physical Structure)

Cau tric vat 1y va cau tric logic 12 hoan toan tdch biét

Cau tric vat 1y dugc st dung d€ tO chlrc viéc trao dOi
trén mang, trong khi cau tric logic dung dé t0 chlc tai
nguyén trén mang.

Cau tric vat 1y cla AD gOm:

- »Sites

- »Domain Controllers

29




Sites

La mOt thuat ng(t dugc dung dén khi néi
vé vi trf dia 1y cUa cdc domain trong hé
thOng.

A single domain with a single site

MOt site 12 mOt su két hop cla moOt
hodc nhi€u subnets IP duoc két noi
v6i tOc dO cao
Céc Sites dugc dinh nghia d€ t0i uu
hod viéc truy xuadt va nhidn ban
Active Directory.

A single domain with multiple sites

Muc dich chinh cUa viéc dinh nghia
cac sites la:

3 PE& ddm bdo chac chan két ndi tOc
do cao



Kh4i niém nay thuOng dugc chia theo vung, vi du cong ty cUa ban c¢o 2 chi

nhanh, mOt tai Ha NOi va mOt tai HO Chi Minh. Kh4i ni€m Site & diy dugc
hi€u 12 khi c4dc mdy trong d6 thuOc vé cting mOt subnet dia chi IP. Cdc mdy
chU trong cing mOt subnet thi dUdc goi 1a Intrasite, con cdc mdy chl nam
khac subnet thi duQc gO1 la Intersite.

DC5
INTERSITE = '
DC1 E :
DC3_ B nEy o =
- s g \ INTRASITE »
AL INTRASITE =1
.ﬁq‘_ﬁ“-- | . - Dcz o ’

Intrasite intersite active directory
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BO di€u khi€én mi€n (Domain Controllers)

MOt  domain controller (DC) 12 mOt mdy chay
Windows
Server va né chra mOt ban sao cUa Active directory.

Céc chUc ning cUa Domain Controller:

4 Duy tri mOt ban sao CSDL cUa active directory

1 C4c DC trong mOt domain tU dOng nhan ban tat ca cic doi
tUong trong domain t&i moi DC.

0 Duy tri thong tin cUa cdc dOi tuOng trong Active Directory

1 Cung cap kha ning chiu 10i trong méi truGng da DC.

1 Qudn 1y va ho trg ngudi s dung trong viéc tim kiém
thOng tin trén AD 32




Nhan ban (Replication) trong AD

Nham bdo ddm rang nhlng thay d6i trén bat ky
Domain Controller ndo cling dugc phan 4nh t6i cic DC
khéc trong mién.

Nh{rng thong tin trong Active Directory gbm:

I la Bl
A
j T
A
j T
A

hong tin luQgc do.
hong tin cau hinh.

Ong tin mién.

1 Thong tin phan mém Ung dung.

Vi du: trén DC th(r nhat, ban dugc phép truy cap vao tai nguyén A, trong khi
theo mdy chl DC th(r 2, ban 1ai khong c¢6 dugc quyén nay???
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» MOt hé thOng thi phdi c¢6 sU nhat
qudn ro rang, tU cac doi tuGng,

cho t&i cac chinh sich thuc thi,

Can phai c6 mOt su' ddng bo

gilla cdc cdc mdy chU quan ly
veé doi tugng, chinh siach .v.v, Repucago;v_eﬁﬁemy
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Nhan ban (Replication)

Nhan ban bén trong Site 12 nhanh va tin cay.
Nhan ban gilta c4c Sites

u S’ dung thong tin k€t ndi mang tao ra két ndi doi
tugng, di€u nay cung cap tinh chiu 10i va kha ning phuc hoi.
3 Viéc nhan ban s€ c6 hi€u qud cao néu céc lich bi€u nhan

bdn dugc tOi Uu, vi du 1én lich nhan bdn khi Iuu lugng mang it.
Qua trinh nhan ban két thic khi tat ca cac b0 diéu khién

mlen INTERSITE 3‘/_\[55
A A Dc1 DC3_ B\éz Site B Ii‘ j
da dUQC C.ap Ilh_at %-. INTRASITE @

- INTRASITE S5

site A Lgfncz

intrasite intersite active directory
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Trust Relationships

Trust Relationships:

d Domain A, khi tin cay mOt domain B, quan tri vién
domain A cé th€ cho phép ngu0i dung bén domain B, truy cap
vao tai nguyén cUa minh.

A Tuy nhién, ngu0i dung G domain A, tham chi ngay
cd qudn tri vién domain A ciing khong th€ truy cap vao tii
nguyén cUa B, do khong dugc domain B tin tUGng.

n Diéu nay chi c6 thé xdy ra, khi qudn tri vién tU domain B
cling ¢cé = |

mOt dOng théi tUOng tuU.

trust relation ship active directory 36




Cai dat Active Directory trén Windows Server 2012

Cau hinh IP tinh cho mdy

Dat tén may: serverxx (server4l)

Tén mién cUa don vi: domainXX.com
(domain4l.com)

Vao Server J§

WHAT'S NEW
LEARN MORE
RRRRRRRRRRRRRRRRRRRR
le and rage
g ; 9 B rv
eeeeeee
@ anageabilrty @
vents Events
erforman
A result Performance
| = l e ~ 98 %E gamon
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An Next dé gill nguyén cic cai dat mdc dinh. Dén Select
server roles -> ChOn Active Directory Domain Services (AD DS)
va DNS Server:

X@In thém tél héu Select server roles SRR e

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
Server Selection B T S i s [ Domain Name System (DNS) Server
o L1 Aetive msctcy Costiionse Sepices provides name resolution for TCP/IP
[V Active Directory Domain Services networks. DNS Server is easier to
Features [[] Active Directory Federation Services manage when it is installed on the
AD DS . . : . : : same server as Active Directory
- Actwe D:re:tory Ls'ghtwewght St Ser.woes Domain Services. If you select the
DNS Server [ Active Directory Rights Management Services Active Directory Domain Services

Confirmation [ Application Server role, you can install and configure

DNS Server and Active Directory

DHCP Se
- : : e Domain Services to work together.

32] DNS Serve

[8] File And Storage Services (Installed)
[ Hyper-v

[C] Network Policy and Access Services
] Print and Document Services

[] Remote Access

[T] Remote Desktop Services
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