


QUBK3n 1y don vi t6 chic

2.

3.

4.

Quan 1y tai khodn ngu0i dung
Tao tai khoan mdy tinh

Tu dOng qudn ly doi tugng AD
DS



1. Quan ly don vi td churc

Pon vi t6 chic (OU) 1 gi?

C4c thanh phan chl(ra trong
Ou

Cap bac OU 1a gi?

Céc thao tac quan tri OU
SU dung cong cu dong 1énh
Demo tao OUs




Pon vi t6 chic (OU) 1a gi?

MOt don vi tO chlc (OU):
3 La mOt doi tugng thu muc dOng trong mién

3 La pham vi nhé nhat, don vi ma ban c6 thé an dinh cai dat
chinh sdch nhém hodc uy quyén quan tri

[ C6 thé chlra ngudi ding, mdy tinh, nhém, may in, va cdc OU khéc

< OUs dugc dung dé:
O Tao dia giGi hanh chinh trong mi€n bang c4ch Uy quyén

3 Tri€n khai mo hinh qudn 1y phi tap trung
3 Ap dat chinh sdch nhém (GPO)




Cac thanh phan chtra trong OU

Tai khodn ngu0i dung, nhém, cdc OU
khac

Cic Ung dung

May tinh, May 1n,..

Céc thi€t bj ngoai vi

Thu muc chia sé




K/

buogc thuc hién trong OU
0O Uy quyén céc téc vU quan
tri

3  Quan tri chinh sdch nhém
O  Che gidu dobi tuong

Céc thao tdc quan tri OU
H Tao, x6a, an, di chuyén
OU
O  Dichuyén dobi tugng
trong OU



SU dung cong cu dong 1énh

Thém m6t OU

-

Description -d Domain
Password

ds ou OrganizationalUnitDN -desc

P




SU dung cong cu dong 1énh

SUa d0i md ta cac thulc tinh cla
Ou

s

ds ou OrganizationalUnitDN -desc
Description -d Domain -p
Password

\_




SU dung cong cu dong 1énh

X6a mOt
Oou
r
dsrm ou OrganizationalUnitDN -desc
Description -d Domain -p
Password

-




> Vao Server Manager,
chOn Active
Directory User and
Computer

Click phdi 1én mién
can

File Action View Help

e pE FfaXEBd BR R aETEaR

] Active Directory Users and Com
b [ ] Saved Queries

Mame Type
& Administrater  User

A ﬁ domaindl.c

¢ | Builtin Delegate Contral..,

[+ m Cﬂ.mpm Find...

b 2] Domain Change Domain...

I | Foreign?
[ Manage
[7] Users

Change Domain Centroller...
Raise demain functicnal level...

Operations Masters...

Description

Built-in account for ad...

Mernbers in this group €.
Mermnbers of this group .

Members of this group t...
Mernbers in this group €.

Members who have ad...

Members who have vie...
DMNS Administrators Gro..,

(¥ W 1 R ] L

Mew

All Tasks

Refresh

Properties

Help

a Enterprise R...  Security
& ftp User
2 Group Polic..  Security
l;_m Guest User
2 Protected Us... Security

a RAS and I1AS .. Security Group..  Servers in this group can...

Computer

Contact

Group
InetQrgPerson
mslmaging-P5Ps
MSMC Queue Alias

Organizational Unit

Printer
User
Shared Folder

Creates a new item in this container,

[EnN
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D

L0

~ Trong
Computers

E
File Action | View | Help

clra sO® Active

>

File Action View Help

Directory Users and

LI

Add/Remove Columns...

] Active Dire Large lcons
b Saved @ Smalllcons

e tE 0Bk Emtuavah

escription

s to show in this view,

4 3 domain, Lict
b [ Built
= Conl®] Detal
b 51 Do Users, Contacts, Groups, and Computers as centainers
b (] Fore r Advanced Features I
L Options
[ User

2] Saler Customnize...

<[ m [>]

] Active Directory Users and Com
p || Saved Queries
4 3 domaindl.com
b [ Builtin
| Computers
t 2] Domain Controllers
b | ForeignSecurityPrincipals
b [ LostAndFound
| Managed Service Accour
b T Program Data

b (2] Sales

b [ System

p [ Users

b | NTDS Quotas
b | TPM Devices

MName
[ Buittin
(] Computers

|21 Domain Contrallers

[ ForeignSecurityPrinci...

Infrastructure
& Lam Chi. Nguyen
[ LostAndFound

(] Managed Service Acc...

(] NTDS Quotas
(| Program Data
5] Sales

[ System

[ TPM Devices
[ Users

Type
builtinDamain

Container

Organizational...

Container

infrastructurell...

User
lostAndFound

Container

msDS-CuotaC..

Container

Organizational..,

Container
msTPM-Infor...
Container

Description

Default container for up...
Default container for do...

Default container for sec...

Default container for or...
Default container for ma...
Quota specifications co..,
Default location for stor..

Builtin system settings

Default container for up...




Xo0a OU

. Click  Phai chudt vaio OU o I

| General | Managed B'_.rl Object |Sec:urit§,r | COM+ | Attribute Editor |

Ca n Canonical name of object:
2 o
x0a -> chOn Properties

Object class: Organizational Unit
Created: 371472018 5:06:04 AM

3, Trong C ua S 6 Pl’Op erties Modfied: 3/14/2018 9.06.04 AM

Update Sequence Mumbers (LUSMs):

cua OU, chon tab Object > oo 1

tick bO Protect object from | ... ...
accidental deletion -> chon

OK

. Lic nay ta c6 thé delete OU 3 T
nhU
binh thuGng .




QUAN TRI NGUOI DUNG VA MAY
TINH



2. Quadn tri tai khoan nguoi dung

Tai khoan ngudi dung 1a gi?

Lap k€ hoach quan tri tai khodn ngu0i
dung

Tén (dinh danh) tai khoan nguoi dung
mién

Mat khdu tai khodn ngu0i ding
Thiét 1ap thulc tinh cho tai khodn
Cong cU cau hinh cdc tai khodn ngudi
dung

Tai khodn ngudi dung mau 1a gi?
User profile 1a gi?

Demo: Quan tri tai khodn neudi dung
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Tai khodn nguoi dung la gi?

MOt tai khodn ngudi dung 12 mOt dOi tugng cho phép xéc
thUc va truy cap vao tai nguyén cuUc b0 va mang

MOt tai khodn ngudi dung c6 thé 1uu:
»Trong AD DS (Tai khoan AD DS)
v'Tai khodn AD DS cho phép ding nhap vao mi€n va cung
cap quyén truy cap vao tai nguyén mang chia s
> Trén mOt may cuc b0 (tai khodn cuc b0)
v'Tai khodn cuc b0 cho phép ding nhap vao mOt mdy tinh va
truy cap vao tai nguyén cuc bo

Tao mOt tai khoan ngudi dung ciing tao ra mOt ID bao mat (SID)

16




Tai khodn nguoi

&u@khoan ngU0i dung cho phép ngUdi dung ding nhap vao mi€n va

truy cap tal nguyén mang.

MOt ngu0i dung dugc cap moOt tai khodn duy nhat.

MOt tai khodn ngudi dung 1a mOt dOi tugng chra tat ca dir liéu
can thi€t d€ dinh nghia ngu0i ding trong mién.

DPo6i tuong ngudi dung bao gdbm céc dr liéu sau:

Username (dinh danh)

Password (mat khau)

Groups (nhém ma ngUdi dung 1a thanh vién)
Rights (quyén hé thOng)

Iy iy My WA

Permissions (cap phép/quyé€n truy cap)




Tai khoan nguoi dung cuc bo

Tai khoan nguoi dung cuc bO dugc tao cho ngudi dung duQc
phép

truy cap c¢6 gidi han dén mdy tinh tao ra no.

Tai khodn nay dugc tao ra trong cd sO dir li€u bao mat cUa mdy
tinh cuc bOo.

Co s6 dit liéu nay dugc goi 12 co s& dir li€u bao mat cuc bo.
Tai khoan ngUoi dung dugc tao bGi Computer
Management Console




‘Tai khoan nguoi dung cuc bd

@

—

khodn ngUoi

//_/

Co s6 dr liéu bao mat cuc
b0

o &




Tai khodn nguoi dung mi€n

Cho phép ngudi dung ding nhap dén mi€n va truy cap tai nguyén
mang bat kY noi nao trén mang.

Ban  phdicung cap Username va Password hop 1€ d€ ding
nhap thanh cong.

Dugc tao ra trong mOt bO chlra hoac mOt OU trong ban sao cUa
cO
s& d{r liéu Active Directory trén b0 di€u khién mién.

N




Tai khodn ngudi dung mién

Ng uoi dung Domain Controller
mi€n

(@

Tai khodn ngudi

21




Lap ké hoach tao tai khodan nguoi dung

Lap k€& hoach gidp viéc tao va tO chlc thong tin tai khodn
ngUaoi

dung hi€u qua

GOm 4 yéu t0

Q Tén tai khodn

d Mat khéu

A Thé thong

minh

d ThuOc tinh tai

khodn

22



Tén tai khodn nguoi dung

MOt quy udc dat tén gitp dé nhd tén ding nhap va dé dinh vi tén
trong danh sach
Céc van dé can luu y khi dat tén:

Tén ding nhap 13 duy nhat

C6 tOi da 20 ky tur

Tranh dung nhing ky tw khong hgp1€:  \[ ]:;/ = +*7<
“/ >

Tinh tuOng thich E-mail

Tén ding nhap khong phan biét ki€u chir
Xéac dinh loai nhan vién

Tén nhan vién trung nhau

o000 OO0




Mat khau tai khodn nguoi ding

Ngin chdn truy cap trdi phép, phai thi€t 1ap mat khau cho tai
khoan
Céc van dé can luu y khi dat mat khau:
A Tai khodn ngudi qudn tri phdi c6 mat khau.
A Hodc ngudi quan tri hodc ngudi dung phdi qudn Iy mat khdu. TOt
nhat, ngUoi
dung nén quan 1y mat khau clla minh.

Nén tranh nh{ing mat khdu ma ngudi khic dé doan ra.
Khong nén dat mat khdu qud ngan (it nhat 8 ky tu)
Nén két hop cdc ky tu chr va sO d€ tao mat khau.

Chac chan rang mat khdu thay d6i khong trung v6i nhitng mat
khdu trudc day va khong chlra dung tén nguoi ding.

a TOt nhat nén c6 it nhat mot ky tu ddc biét trong mat khau.

— W - W o A - Py - N o A e ]

Iy Wy Wy
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Tuy chon mat khau tai khodn nguoi ding

\/

% Mat khau ngudi dung 12 mOt khia canh quan trong cUa
an
ninh mang va c6 thé cé céc tly chon cau hinh cho:
Q  Lich s&r mat khau (Password history)
Q Chiéu dai (Length)
Q  Phuc tap (Complexity)

% Mac dinh, trong Windows Server ® 2012 mat khau
mi€n phdi ddp Ung ba trong sO bOn yéu cau phlc tap
sau day:

Q  ChU hoa (Uppercase)

Q  Ch({ thuong (Lowercase)
M K< tif dAc biet(Snecial charactere)

25




Theé thong minh

LA mOt thi€t bj giOng nhu thé tin dung, dung PIN dé

chUng
thuc va truy cap hé thdng

MOt sO thong tin c6 thé

duagc Iuu:

d  Thong tin cd nhan: tén, dia
chi, thong tin tai khodn

u ChUng nhan (Certificates )
d  Khod chung (Public Keys )
d  Khod riéng (Private Keys)
O  Mat khau (Password)

26




K/

Nhing yéu cau d€ dung Smart card:

Qd  Thiét bj doc Smart card

d  Kétnodi Smart card véi mOt may tinh

d  BO phan ding ky (ngudi dung ¢6 chUng nhan b0 phan
dang ky)

3  Quyén chlng nhan cla don vi/ bd phan ding ky th(r 3

27



X3

Nhitng van dé quan trong can xem xét:

Q  C6 bao nhiéu ngudi dung can chlng thuc?

3  Phat hanh thé nhu thé nao?

O  Nguoi dung phdi cung cap nhiing thong tin c4 nhan

nao?’
3  Nhiing ngu0i ding cO bdn nao s€ phai dugc di€u
tra?

0  Qua4 trinh d€ bdo cdo sU mat mat thé
@  Phét hanh nhing thé tam thdi

28



Thié€t 1ap thudc tinh cho tai khoan

Céc thuOc tinh cho tai khodn ngudi dung bao gOm:
d  Cap nhat nhém thanh vién: cung cap cic thanh vién
nhom

ngUOi dung va quy€n truy cap
O Patlai mat khadu nguoi dung: thay d6i chling thuc bdo
mat

dugc st dung d€ truy cap mdy tinh mién

4 Thiét lap han su dung: la ngay hét han nguodi s dung
c6  thé truy cap mién
3 Thiétlap gio ding nhap: dat gi0 trong d6 ngudi dung cé
thé
ding nhap vao mién )



Cong cu cau hinh cac tai khodn ngudi diing

Ban s dung cic cong cu khic nhau d€ tao va qudn ly
cac

Tai khodn cuc b0 Windows XP, Windows Vista® va Windows 7: User Accounts

Tai khodn mién + Windows Server 2003/2012: Active Directory Users
and Computers

 Command-line utilities: dsadd, Windows
PowerShell™, CSVDE, LDIFDE

w



Tai khodn nguoi ding mau la gi?

La tai khodn v6i cdc thuOc tinh chung da duQc cau hinh
san

Tan dung céc dac diém tuong tU nhau gilra cdc tai khodn
St dung tai khodn ngudi dung mau dé:

d  Tao nhiéu tai khodn ngudi dung cho cidc nhém khic nhau

trong to
chUc cUa ban
3 Ban sao céc tai khodn ngu0i dung nhi€u nhat nhu céc

tai khodn m&i ban muOn tao
4 SUra d6i c4c thuOc tinh: tén, dia chi e-mail, ding nhap tén, vv

31




User protfile

User profile 12 mOt thi€t 1ap cac thu muc va d(r liéu.

N6 luu tr(t moi trudng desktop hién tai, cc thiét 1ap Ung dung va
dir

li€u c4 nhan cUa ngUdi dung.

User profile cung cap mOt moi truOng desktop nhat quéan
déncéc

ngUoi dung.

Céc thi€t 1ap desktop cho mdi trudng 1am viéc cla ngu0i ding
trén mdy tinh cUc b0 tu ddng duQc tao va duy tri bdi cdc user
profile.

KhingUuai dung ding nhdp vio mdy tinh lan dau tién, mot
user 2




Cic ki€u cUa User Profile

Mandatory  User Profile: mOt user profile bat buOc
mOt
roaming profile

Local User Profile: dugc tao ra va luu gilr trén dia cUng
cuc bO clUa mdy tinh

Roaming User Profile: quan tri hé thOng tao ra mOt user
profile di dOng, va luu gilr trén mOt server

Temporary User Profile: profile nay s€ bi x6a khi ngu0i
dung két thic session
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Luu tru cac User Profile

Local user profile: dugc luu trd trong thu
muc:

+ C:\Users\user_logon_name

Roaming user profile: dugc dat trong mOt thu' muc dung chung
trén server.

Thu mUc My Documents dugc thi€t 1ap tu dOng béi Windows
2012.

N6 1a vitrimdc  dinh d€luu tr(r dr li€u ngudi dung cho cic
Ung dung Microsoft
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L.ocal user Profile

Local user profile: duQc tao bdi Windows 2012 khi ngU0i
dung
ding nhap vao mdy tinh 1an dau tién.
Khi ngu0i dung ding nhap vao mOt mdy tram chay Windows
2012, ngudi dung nhan dugc:

> Céc thi€t 1ap desktop

> Céc két nOi riéng biét
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Roaming User Profiles

Roaming user profiles cé th€ thi€t 1ap d€ ho tro ngU0i dung lam
viéc

trén nhi€u mdy tinh.

Khi ho didng nhap vao mOt mdy tinh trong mang, roaming
user profile dugc sao chép bdi Win2012 t&r mOt server mang dén
may tinh tram do.

Céc thiét 1ap roaming user profile sé dugc 4p dung 1én mdy tinh
do.

Win2012 sao chép tat ca tai li€u dén mdy tinh cUc bO khi ngUdi
dung

ding nhap lan dau tién.

MOt roaming user profile chuan c6 thé dugc tao cho nhém cla
ngUOi dung bang cich cau hinh mdi truOng desktop nhu yéu cau.




Mandatory User Profile

MOt mandatory user profile 12 mOt roaming user profile chi dQc.

Ngu0i dung c6 thé stra dOi cic thi€t 1ap desktop khi ho diing
nhdp, nhung céc thay d6i nay khong dugc luu 1ai khi ho log off.

Khi ngu0i duing diing nhap 1an ti€p theo, profile cling gidng hét
nhu

- profile d6 va cho dén nhirng 1an ding nhap sau

MOt mandatory profile c6 th€ dugc gan dong thOi cho nhi€u
ngUOi dung c6 cling s& thich cho c4c thi€t 1ap desktop.
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Home Directories

Vi trif mac dinh cho ngudi dung 1Uu trr c4c tai li€u c4 nhan cUa ho
la thu muc My Documents.

Home directory cUa ngudi dung 1 cung cap thém moOt vi tri
nUa
b3i Windows 2012 cho muc dich luu tr(r.

MOt home directory c6 thé€ 1uu tr(f trén may tram hodc trong mOt
thu muc dung chung trén moOt file server.

Home directories cUa tat cd ngUdi dung c6 th€ dat vao vi tri trung
tAm trén mOt server mang.
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R/
L X4

TU Active
fraaigr¢hOn new va

File Action View Help

Users

e tE 8| XEcR B/ 22T 2%

[ Active Directory Users and Com
b ] Saved Queries
Fi E domaindl,pom
i -] Builtin

[ Compd

b 2] Domair

| Foreigr

b (] Manag

Marme Type

Delegate Contral...

Find...

Change Demain...

Change Demain Controller...

Raize domain functional level...

Description

[%] Users
2] Sales

Operations Masters...

There are no items to show in this view.

Mew

Computer

All Tasks

Contact

Refresh

Group

Properties

InetOrgPerson

Help

mslmaging-P5Ps
MSMC Queue Alias

<] m [

>

Organizational Unit
Printer
User

Shared Folder

Creates a new item in this container,

click phdi 1én

& Create in:  domaind1.coms

First name: |Lam Initials: |Chi |
Last name: |Nguy&n |
Full name: |Lam Chi. Nguyen |
User logon name:
|Icﬂgu3ren | |@domain4‘| com W |
User logon name (pre-Windows 2000):
|DOMNN41\ | |Icnguyen |

| <Back || Ned> | [ Cancel |
& Createin:  domaind1.com/
Password: |.o....oo
Confirm password: |.o....oo
[] User must change password at next logon
[f] User cannot change password
[/] Passward never expires
[] Accourt is disabled

<Back || Next>
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["] Unlock account

Account options:
[] User must change password at next logon
[#] User cannct change password
[+ Password never expires
[_] Store password using reversible ancryption

Account expires

(®) Never
O End of:




| General | Sharing | Securty | Previous Versions | Customize | E
Object name: C:\home'\lindaSeconi

Choose people on your network to share with
Group or user names:
%CHE&TDH OWNER Type a name and then click Add, or click the arrow to find someone.

82, SYSTEM

‘ Linda Seconi CO
ﬁ,mmmum mommmwmml | | i
Name Permission Level

To change pemissions, click Edit. . 2 Administrator Read/Write ¥

83, Administrators Owner
Pemissions for Linda Seconi 2 Linda Seconi Read/Write ¥

Full control

Modify

Read & execute
List folder contents
Read i
Vnte

-

click Advanced. | ®share | [ cancel |
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S| S OS| X

ead ) ®|%® » Computer » lindaSeconi (\\SERVERA1) (K:) ~ [+

* Favorites
B Desktop | hello.txt
8 Downloads
%l Recent Places

4 Libraries

[3 Documents
O Localpath: | . o Music
@ Connect: (K. v| To: |\\SERVER41\indaSeconi Pictures
B videos

'™ Computer
& Local Disk (C:)
cw Local Disk (D:)
8% CD Drive (E:) VirtualBox Guest Additions
¥ iso (\wboxsrv) (F:)
x* lindaSeconi (\\SERVER41) (K:)

€ Network

S F—r— '
hello.txt Date modified: 3/16/2018 9:53 PM
Text Document Size: 0 bytes
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K/

Tai khoan mdy tinh 1a gi?

C4c tuy chon khi tao tai khodn may
tinh

Quan ly tai khodn may tinh
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Tai khodan may tinh 12 gi?

“ MOt tai khodn mdy tinh 12 mOt dobi trong
tuong
“* AD DS xdc dinh mOt mdy tinh két n6i vio mién.

5%&99?&% sl dinh va ki€m soét (trudc qud trinh
chUng
thUc ngudi dung).
d  Kich hoat tinh ning qudnly mdy tinh bang cich sU dung
cac chinh sach nhom

Luu y: n€u c6 tai khodn ngudi dung, nhung néu st dung mday tinh
chua c6 tai khodn thi ngudi dung ciing khong thé€ ding nhap hé
thOnge
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Cac tuy chon khi tao tai khodn may

421

Kich ban Quy trinh
Thém mady tinh c4 nhan vao mOt = Thém mady tinh vio mi€n thong
mié€n (join mdy tinh vao mién) qua computer system properties
= Tai khodn s€ dugc tao theo mac
dinh trong
b6 chlra Computers
Tao nhi€u tai khodn mdy tinh 1. Tao mOt OU cho tUng bO phan

trong vi€c chuan bj d€ tu dOng
hoia mOt hé diéu hanh va trién
khai phan mém 3

2. Tao céc tai khoan may tinh moi

. Thém may tinh vao mién



File Action View Help

e 2mo0Ecz BHm 3RS TaR

] Active Directory Users and Com
b [ Saved Queries
4 F3 domaindl.com
b ] Builtin
| Computers

b (2] Domain Controllers

b || ForeignSecurityPrincipal:

b || Managed Service Accour
(] Users

MName
1™ STUDENT-PC41

Type
Computer




Quan Iy tai khodn may tinh

Quan Iy may tinh hoat dong bao gdm:
a Thém tai khodn mdy tinh: cung cap tén mdy tinh va x4c
dinh cdc tuy chon quan 1y
a V6 hi€u tai khoan mdy tinh: duy tri tai khodn, nhung ngén
can
ding nhap vao tU tai khodn
u bat lai tai khodn mdy tinh: thiét 1ap 1ai cic két hop bdo
mat gira
mi€n vi mdy tinh khich hang (can ti gia nhap)
3 X6a tai khodn mdy tinh: loai bd mdy tinh tU tat cd céc
dich vu mién
3 Cau hinh chinh sich nhém: qudn Iy cdc phan mém hay «




4: Tu dOong quan ly doi tuong AD DS
¢ Cdc cong cU dé quan 1y doi tugng AD DS tu dOng

Cau hinh d6i tugng AD DS sU dung cong cU dong
1énh

Quan ly dobi tuong s dung v6i LDIFDE
Quan 1y dbi tugng st dung vdi CSVDE
Windows PowerShell 1a gi?
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Cac cong cu dé quan ly doi tuong AD DS tu

d@né}

-

Active Directory

Directory Service

-
A J\

Users and Toc
‘ | - Dsadd
* Dsmod
* Dsrm
N L N
Csvde and Ldifde Windows
Tool Powe(~
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Cé'u hinh d&i tuong AD DS s dung cong cu dong

I@ﬁng cu dong 1énh:

4 Dsadd — Thém mOt doi tuong dén AD DS

J Dsmod - SUra d6i dOi tugng trong AD DS

d Dsrm - HUy bd dbi tuong tU AD DS

u Dsget - X4c dinh vi tri d0i tugng trong AD DS
4

d

d

net user - Thém hodc sUa d6i tai khodn ngudi ding

Net group - Thém hodc thay d6i nhém truy cap

Net computer - Thém hodc loai bé doi tuong mdy tinh tUr
AD DS

(3]




Quan ly doi tuong s dung voi LDIFDE

(

LDIFDE.exe

e (

SR

\H

impOrt

Active Directory

filename.1df

-
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Quan ly doi tuong st dung voi CSVDE

(

T

[ CSVDE.exe

4 N\

MO OO T

i

filename.csv

- J

HR

Application

-

—s

Active Directory

NG
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Windows PowerShell la gi?

Windows PowerShell 12 mOt kich bdn va cong nghé dong 1€nh ma ma ban c6 thé
sUr

? 2
a -
]

AN

2\ n 2
/ \ / \ /

al=Wa AD D > ) NAND a e a

J U y | 7 L7 \J Y U U @

a = J J A N 1O\
- v, w A 11 A O AT VY

-

Tir—— 5 - o By —
 Powertful single line cmdlets + Pipelining
- Aliases * Scripting support
* Variables - Access to all
cmd.exe
N commands
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