QUAN TRI ACTIVE DIRECTORY:
NHOM NGUOI DUNG (GROUP)



. Gidi thiéu vé nhém
». - Pham vi nhom
. K& hoach tao nhém
. Quan ly nhém

;. BOn ki€u nhém mac
dinh



D

Céc loai tai khoan

Nhom la gi?
AD DS mUc mién chUc
nang

OU va nhém



Tai khoan nguoi dung

Q  Cho phép ngu0i dung ding nhap

4 Cung cap truy xuat tai nguyén

Tai khoan mdy tinh

O  Cho phép chlng thuc va ghi v€t may
tinh

truy cap tdi tai nguyén
Tai khodn nhém
Q  Gidp don gidn héa vi€c quan tri




Nhom la g1?

Nhém 1a tap hOp cdc
khoan mdy tinh

tai khodn ngudi dung va tai

Nhém dudc sU dung cap quyén s dung tai nguyén
cho nhi€u ngu’dl dung cung ldc thay vi gén cho tUng tai

khoan ngUdi dung riéng

MOt ngudi dung c6 thé t

1é

huOc nhi€éu hon mOt nhém.

MOt nhém c6 thé€ 1a thanh vién cla mOt nhém khéc.

May tinh, contacts, va
duoc thém vao nhom.

cic nhém khic ciing cé thé




Céc ki€u cUa nhém

Nhom bao mat (Security groups)
O  Dugc dung d€ gin quyén truy cap tai nguyén

Nhém phéan phoi (Distribution groups)
0  Khong dugc dung d€ gian quyén truy cap va phan quyén
d  DPugc cic Ung dung sU dung d€ phan phoOi thong diép tdi
nhi€u
ngUoi dung (vi du: Microsoft Exchange)




OUs va Group

OUs Nhom
Ban c6 th€ dp dung céc thiét 1ap Ban khong thé 4p dung céc thi€t 1ap
chinh sach nhém dén m6t OU chinh sich nhém truc ti€p vao mOt

nhom

MOt ngudi dung chi c6 thé thuQc vé MOt ngudi dung c6 thé thubc vé
mOt OU tai mOt thoi diém nhi€u nhém cung moOt lic
Ban khong thé st dung mOt OU dé Nhém dugc sU dung d€ cap hodc tur
cap hoac tu chbi quyén truy cap bao  chbi quyén truy cap bao mat dén cic
mat dén cdc tai nguyén tai nguyén

Ban khong thé st dung mOt OU d€ phan Ban c6 thé s dung cdc nhém d€ phan
phOi e-mail phOi e-mail



Pham vi nhom

Cac loai pham vi nhom
Nhém toan cau (Global Groups) 12 gi?

Nhom chung (Universal Groups) la gi?

Nhém cuc b0 mién (Domain Local Groups) 1a
g1?

Nhom cuc bO (Local Groups) 1a gi?




Cac loai pham vi nhém

Nhém toan cuc @
Global Group / \

Nném cuc bo mién
Domain Local Group [}z

‘ qyf'ﬂ '

e ————

@Nhém chung
...~ Universal Group



Nhém cuc b mién (Domain Local Group) la gi?

Cac thanh vién:
O  Tai khodnngudi dung/ tai khodn mdy tinh tU bat ky mién
trong rung
hodc bat ky mién tin cay
O  Nhém toan cUc tU bat ky mién trong rUng hoac bat ky mién tin
cay
O  Nhém chung tU bat ky mién trong rUng hoac mién tin cay
O  Nhém cuc bO mién khic trong cing mOt mi€n
* S

0’0

U dung: d€ cdp quyén st dung céc tai nguyén nam trén chinh mién
do

% (6 th€é dugc chuy€n thanh: nhém chung (n€u khong tOn tai nhém cuc
bO mién khdc 14 thanh vién)

1
0



Nhém toan cau (Global Group) la gi?

Cac thanh vién:

O  Tai khodn ngudi dung va mdy tinh cUa cing mOt mién

A Nhém toan cau trong ciing mOt mién
Quyén truy cap:

A ThuOng dudc 10ng vio nhém cUc b0 mi€n dé€ cap quyén truy

cap tai

nguyén trong mOi mién trong rlng.

4 Pugc nhan ban dén c4c domain controller trong cing mi€n
Céch s dung: d€ nhém cdc ngudi dung c6 cung yéu cau truy cap
tal nguyén mang tuUoOng tU nhU nhau
Cé thé dudgc Chll}’éll thanh: nhém chung (Universal) (n€u n6 khong
phdi 1a thanh vién cUa bat ky nhém toan cau nao khic)
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Nhom chung (Universal Group) la gi?

Cac thanh vién:
O Tai khodn ngu0i dung va mdy tinh tU bat ky mi€n trong rUng
O  Nhém toan cau va nhém chung tU bat ky mi€n trong rUng
Quyén truy cap:
A C6 thé dugc gan quyén truy cap vao bat ky mi€n nao
trong rUng hodc bat ky mién tin tudng khic

Céach st dung: dugc 16ng vao nhém cuc bO mi€n d€ cap quyén
d€n tai nguyén mOi mi€n trong rUng

C6 th€ dugc chuyén thanh:
d Nhém cuc bO mién (Domain local)

- Nhém toan cau (n€u né khdng c6 nhém chung khéc tOn tai
nhU 12 mOt thanh vién)
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Pham vi nhom

Global group

Members come only from local domain.
Members can access resources in any domain.

Domain local group

Members can come from any domain.
Members access resources only in local domain.

Universal group

Members can come from any domain.
Members can access resources in any domain.




< Cac thanh vién:
Q Tai khoan
ngUoi dung cuc
bo
Q Tai khoan
ngUoi diing
mién
0 Nhém mién
+»Quyén truy

cap:
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Ké hoach tao nhém

Nhom toan cUc cé cdc ngUdi dung c6 cung trdch nhiém, cong viéc

Tao nhém cuc bO mi€n cho céc tai nguyén dung chung

Céc nhém toan cUc can truy cap dén tai nguyén c6 th€ 13 thanh

vién cUa nhém cuUc bO mién

Thiét 1ap quyén truy cap tai nguyén cho nhém cuc b0 mién

Nh{rng han ché khic trong k& hoach tao nhém:

A Co6 cac nhém toan cuc vOi cdc tai khodn ngudi dung va
thi€t 1ap quyén cho cdc nhém toan cuc

0 C6 cac nhém cUc bO mién vbi cic tai khodn nguOi diing
va thiét 1ap quy€én cho cdc nhém cuc b0 mién




Nhém 16ng nhau la gi?

LOng nhauldcho  mOtnhém 14 thanh vién cUa mOt
nhom khac
Loi  ich cUa viéc st dung mOt chién lugc 16ng nhau
trong
vi€c quan 1y nhém AD DS:
3 Long nhau gidp luu luong mang gilta cdc mi€n gidm va
viéc quan tri trong cdy mi€n dugc don gidn hon
3 Nhém 16ng nhau gidp viéc quan 1y don gidn hon




Ké hoach tao nhom

o thé dwoc e the duoc Cé the dwoc = the duoc
xep long trong| _: ,: ; xép long trong
xep long trong nhém Domain | XEP long trong i
nhom Local nhom Global :
Local Universal
Local Khdng Khéng Khdng Khing
Domain ; Cé (néu ciing i .
Vsl Co midn) Khiing Khing
| : , Cd {néu cling ,
Global Co Co 3 Cod
mién)
Universal Co Co Khing Co




lKé hoach tao nhom

salesperson 1 Sales
salesperson 2 <:D> global group @> @

Permission
2 to use
domain 1 Color Printers |
: domain c_-o i
domain 2 b printers
pa in domain 1

accountant 1 Accounting
accountant 2 ®> global group @>
@ ‘Assign users with common job responsibilities to global groups.

@ Create a domain local group for resources to be shared.

@ Add global groups who need access to the resources to the domain local group.

@ Assign resource permissions to the domain local group.




Chién lugc tao nhém

. Tao tai khoan nguoi dung

.. Cho tai khodan ngudi dung 12
thanh vién cUa nhém toan
cuc

;. LOng nhém toan cuc
vao nhém phO quiat

. LOng nhém phO quit
vVao
nhém mi€n cUc b0

o, Thuc hién cap quyén
cho nhém mién cuc bO

Y
_J HJ

T ser Accounts

Domain Local Group

(A%

le

Flobal Growp




Xem xét vi€c dat tén nhom
Tao va x6a nhom
X4c dinh céc thanh vién cUa nhém

Thay d6i ki€u nhém

Thay d6i pham vi nhém

N



Xem xét vieéc dat tén nhom
SU dung cdch dat tén ngan * Trdnh cdc tén dai phUc tap
g0n = SU dung tén chung

SU dung tén phong ban = Sales
= Marketing
= Executives (Nhan vién di€u hanh)

SU dung céc tén dia ly Nhém ngu0i dung theo cic dia di€ém:
= QuOc gia (Countries)
= Vung
 Thanh pho (Cities)
St dung tén dU' 4n cuU thé Néu cdc nhém dugc tao ra cho du an, st dung tén

du 4n d€ md t3



Tao va x6a nhom

* Ban c6 thé s dung Active Directory Users and
Computers console d€ tao va x6a nhém.

*  Ban phai tao nhém trong bO cha users, bO cha khac, hoac mOt
OU do¢ la tao su' rd rang cho nhom.

E Active Directory Users and Computers o | = - Mew ClbjECt _ Gmup -
File Action View Help
S5 | == = [ == 1 = =
LI EEIEEEN E R YR 4
[ Active Directory Users and Com || Name Type Description gz_ﬁ Createin:  domain<41l.com/
b [ Saved Queries | Builtin builtinDomain h
4|3 domaind1.co A Commntere Crntainer Default container for up...
1 '—_ Builtin Delegate Control... anizational.. Default container for do... Group name:
b - Comp-uters Find... tainer Default container for sec... p— tl
b :,_. EomalnSCc Change Domain... | Lppar |
I || ForeignSec . .
b (] Managed S Change Domain Controller... tainer Default container for ma... .
- 7 ) : : anizational.. Group name (pre-Windows 2000):
b 2] Sales Raise domain functional level... » Defoult container f
. ainer ault container for up...
I [ Users Operations Masters... P | ITSupport |
New 3 Computer G G
roup scope rou =
All Tasks 3 Contact P P P typ
View v ) Domain local (®) Security
Refresh InetOrgPerson ® Global (O Distribution
. mslmaging-PSPs =
Export List... ana i i) Universal
MSMQ Queue Alias
Properties L .
Organizational Unit
Help Printer
User
Ok | | Cancel |
Shared Folder
4 m >
Creates a new item in this container.




Members tab: cac thanh vién cUa
A L A A Members -
mOt nhom dugc liét ké trong tab s e [t
Members : riar::m Chi. Mgu... ::;I:HTEE:;W emein Senees Folde

Q  Tai khodn ngu0i dung
0 Nh6m 10ng nhau

Members Of tab

H Tab Members Of 1a danh sach
cdc nhom ma hi€n tai nhom 1a thanh
vién
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Thay ddi ki€u nhém

Ki€u nhém cé th€ dugc thay d6i bang cidc nhém chlc ning thay
doi.

Click chult phai 1én nhém va chon Properties.

Ban c6 thé thay dOi ki€u trén tab General
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Thay d6i pham vi nhém

Nhém toan cuc cé thé dugc thay doOi thanh
nhém universal chi khi nhém toan cuc d6 khong nam
trong nhom toan cuc khac.

Nhém cuc bO mi€én cé thé duoc thay dbi thanh
nhém universal chi khi nhém cuc b0 mién d6 khong c6
nhém cUc bO mi€n khéc 1a thanh vién.
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BOn ki€u nhém mac dinh

N
N

hém duge dinh nghia truGc - Predefined

hém cUc bO mién dung san - Built-in domain

local

N
N

h6m cUc bO dung san - Built-in local

hém dinh danh dac biét -Special identity.
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Cac nhom toan cUc dugc dinh nghia

f%@‘%ham vi toan cUc, nh(ng thanh vién nay dUQc thém vao tU dOng
Domain Admins: dugc thém tu dOong vao nhém cuc bO mi€n dugc
dinh nghia san 1a Administrators b3i WS2012.
Domain Users: dugc thém tu dOng vao nhém cuc bO mién 12 nhém
Users, tai khoan nguOi dung duQc tao ra trong mi€n la thanh
vién mac dinh cUa nhém nay
Domain Guests: dugc thém tU dOng viao nhém cuc bO mién la
nhém Guests, tai khodn guest 12 thanh vién mdc dinh cUa
Enterprise Admins: thanh vién cUa nhém cé thé di€u khi€n quan
tri toan mang hé thOng mang, Administrator 12 tai khodn mdc dinh
cUa nhom nay
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Cac nhém cuc bO mién dung san W

¢ Pugc dung dé gan quyen cho chung dé thuc hién vu
nhi€ém trén
¢ nh(ing b0 di€u khi€n mién

4

Cac nhom }(3) hO bién
O Account Operators: cho phép d€ tao ra, x6a, va stra dOi tai khodn

ngUaoi
dung va nhom

d Administrators: cho phép thuc hién tat cd nhlmng nhiém vu
qudn trj trén mi€n nay, va trén tat ca cdc bO di€u khi€n mién khic

1 Backup Operators:cho phép dé thuc hién viéc sao 1Uu va khoi phuc tat

ca

cic b0 di€u khi€n mién v6i sU trQ gitip cla ti€n ich Windows Backup

O Guests: chi dé thuc hién moOt sO quyén ma ho dugc gin quyén
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Cac nhém cuc b6 mi€n dung san

3 Print Operators: thi€t 1ap va qudn 1y cdc mdy in mang trén
nh({ing b6 diéu khi€n mién
3 Replicator: thuc hién cdc chUc ning tao nhan ban thu muc

3 Server Operators: cic thanh vién cUa nhém duQc cho phép
d€ chia s€ nhing tai nguyén trén dia, sao luu va khdi phuc
cdc tap tin trén bO di€u khi€n mién.

1 Users: c4c thainh vién chicé th€ thuc hién nhlmng nhiém
vU riéng biét dugc xdc dinh trulc, va ching dudc cho
truy cap ti tii nguyén ma ta cé gan quyén

29




Cac nhém cuc b6 dung san

Hién dién trén tat cd server dOc 1ap (standalone), cic server thanh vién va céc
may tinh ca1 Windows 2012

Céc nhém dung san thong
dung:
3 Administrators: cho phép thuc hién tat cd cic nhiém vu qudn tri
trén may tinh
d Backup Operators: cho phép d€ s dung ti€n ich Windows
Backup nham sao 1Uu va khoi phuc mdy tinh
4 Guests: chi d€ thuc hién ding quyén ma né dugc cap
a Power Users: cho phép d€ taorava sltadOi tai khodn nguoi
dung cuc b0 trén mdy tinh va thuc hién chia s€ tai nguyén
3 Replicator: thuc hi€én nhing chUc ning nhan ban thu' muc
3 Users: chi ¢6 thé thuc hién nhiing nhiém vu riéng biét dugc x4c dinh
trudc, 0




Nhém dinh danh dac biét

Nhém nay khong ch(a thanh vién cu th€ ma c6 thé€ thay d6i, nhém nay dai
dién cho nhitng ngudi dung khic nhau tai nhing thdi di€m khac nhau, dua
vao cdch mOt ngudi dung truy cap tai nguyén

Cac nhom thong dung:

A Anonymous Logon: bat ky tai khodn ngudi dung nio khong dugc
x4c thuc bdi Windows 2012 déu 1a mOt thanh vién cUa nhém nay
A Authenticated Users: tat cd cic ngu0i dung v&i mOt tai khodn

ngUdi ding p(jp 1é trén mdy tinh hay trong Active Directory 1a nhUng
thanh vién cUa nhom nay
a Creator Owner: tai khodn ngudi dung duQc tao ra hay 1ay quyén s&
h(u cUa
mOt tai nguyén 13 mOt thanh vién cUa nhoém nay
3 Dialup: bat ky ngu0i ding nao ma hién thoi c6 mOt két ndi quay sO 1a
mOt
thanh vién cUa nhom nay
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Nhom Administrators

Microsoft dé nghi ngudi tri khong gdn dén nhém
quan duoc

ﬁﬂpﬂéﬁu@}%§f Windows 2012 bang administrator hodc 12 moOt
thanh vién cUa nhém quan tri, mang s& d€ bj Trojan tan codng va
mat an toan.

Ding nhap vdi dat quy€n qudn tri s€ bao ham cdc rUi ro to 16n.

Ban chi nén gian minh vao nhém Users hoac Power Users.

D€ thuc hién céc thao tdc qudn tri, ding nhdp bang administrator,
thuc hién cdc thao tic can thi€t va log off mdy tinh.




File Action View Help

e 2@o0ck Hm eyl

] Active Directory Users and Computer:
b [ Saved Queries
4 FF3 domaindl.com

(] Builtin

[ ] Computers

(2] Domain Controllers

[ ] ForeignSecurityPrincipals

b [ Managed Service Accounts
(@] Sales
[ Users

Marme
2, Administrator

8, Allowed RODC Password Replication Group

82, Cert Publishers

2 Cloneable Domain Controllers
“ Denied RODC Password Replication Group
82, DHCP Administrators

82, DHCP Users

82, DnsAdmins

H2, DnsUpdateProxy

82, Domain Admins

H2, Domain Computers

82, Domain Controllers

“ Domain Guests

88, Domain Users

82 Enterprise Admins

R, Enterprise Read-only Domain Controllers
L fp

HR, Group Policy Creator Owners
B, Guest

R, Protected Users

83, RAS and |AS Servers

82, Read-only Domain Controllers
R, schema Admins

2

B2, WinRMRemoteWMIUsers__
R, WseAlertAdministrators

82, WseAllowAddInAccess

B, WseAllowComputerAccess
H2, WseAllowDashboardAccess
82, WseAllowHomePageLinks
H2, WselllowMediaAccess

8, WsedllowShareAccess

Type

User

Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group..,
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
User

Security Group...
User

Security Group...
Security Group...
Security Group...
Security Group...
User

Security Group...
Security Group...
Security Group..,
Security Group...
Security Group..,
Security Group...
Security Group...
Security Group...

Description

Built-in account for ad...
Members in this group c...
Members of this group ...
Members of this group t...
Members in this group c...
Members who have ad...
Members who have vie...
DNS Administrators Gro...
DMS clients who are per...
Designated administrato...
All workstations and ser...
All domain controllers i...
All domain guests

All demain users
Designated administrato...
Members of this group ...

Members in this group c...
Built-in account for gue...
Members of this group ...
Servers in this group can...
Members of this group ...
Designated administrato...

Members of this group ...
Users with permissions t...
Users with permissions t...
Users with permissions t...
Users with permissions t...
Users with permissions t...
Users with permissions t..
Users with permissions t...
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