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Chinh sach nhom la gi?

C4c thiét lap chinh sich nhém
Trinh tu' xU 1y chinh sdch
nhom

Thira ké chinh sach nhém
Backup va Restore GPO




+GP 12 nhing thiét dat vé cau
hinh cUa ngudi dung va
may tinh nhu:

1 Software Settings

 Scripts

 Security Settings

J Administrative

 Templates
[ Folder Redirection

*GPO 12 mOt nhém cic GP

duoc  thiét dat cho
computers, sites, domain hay
OUs

‘J__a File Action View Window Help

@« #n[E 6B

Group Policy Management
3, Group Policy Manage
AFstdmawi'l com

ﬁ domaindl.com
5/ Default Domain Policy
I+ 2] Domain Controllers
b 2] Sales
b [ Group Policy Objects
b [ WMI Filters
b [ Starter GROs
s [ﬁ Sites
fﬂ Group Policy Madeling
[E Group Policy Results

Domains
Corterts
Domain Cument Domain Cortroller
&4 domaind1 com Serverd1.domaind1.com




Chinh sach nhom la gi?

Chinh sdch nhém cho phép quan tri mang thuc hi€n viéc
quan

Iy tu dOng dén cdc nhém ngUOi dung va may tinh

SO dung chinh sich nhém dé:

Q  Ap dung cdc cdu hinh chudn

1 Trién khai phan mém

0 Thuc thi c4c thiét 1ap bdo mat

1 Thuc thi mOt modi trGng 1am vi€c phit hOp

Chinh sdch nhém cuc b (Local Group Policy) luén ¢6 hi€u
luc cho céc thi€t 1ap nguoi dung cUc b0 - mi€n va mdy tinh




Cac thiét 1ap chinh sach nhém

C4c thi€t 1ap chinh sich | Software
nhém di€u khi€n > Windows
ngUoi dung: + Security
* Desktop
C4c thi€t 1ap chinh sich | Software
nhém di€u khi€n - Windows
may tinh: » Security

» Operating systems




Cac thiét 1ap chinh sach nhém

C6 hai loai thiét 1ap chinh sich
nhom:
3 Thiét 1ap cho cau hinh mdy tinh:
Computer Configuration Settings -> dUuQc ap dung trong qua
trinh khOi dOng may tinh
3 Thiét 1ap cho cau hinh ngu0i ding:
User Configuration Settings -> dugc dp dung sau khi ngU0i
dung ding nhap
C4c thiét lap cau hinh mdy tinh va ngu'0i dung gbm:
O Thiét lap phan mém: Software settings
3 Thiét 1lap Windows: Windows settings

[ ] Céc Khudn mau audn tri- Adminictrative Temnlates




Cac loai GPO

Mdy tinh Win2012 ¢6 mOt GPO cuc b (local GPO) va/hodc
mOt hodc nhi€u GPO khong cuc b0 (nonlocal Active
Directory-based GPOs.
Local GPO:

O Luu trén mdy tinh, k€ cd khi 13 thanh vién cla AD DS

O C6 thé€ bi ghi d& bbi nonlocal GPO.
Nonlocal GPO

d Duokc lién két tdi Sites, Domain, OUs.
d  DPuogc Iuu trén Domain Controller.

02 Nonlocal GPO mac dinh trén domain
1 Default Domain Policy
d  Default Domain Controllers Policy




Cac thanh phan chinh sach
nhom

Group Policy Container

‘ Group Policy Object

+ ChUra céc thiét 1ap chinh sich

nhém ]

+ Luu n6i dung & hai dia di€m

* LUu trong AD DS
+ Cung cap thong tin phién
ban

Group Policy
Template

+ LUu trong thU muc chia s€ SYSVOL
+ Cung cap céc thiét 1ap chinh sich
nhom

-+ HO trg cd mau ADM va ADMX

J




Ap dung chinh sich nhém

May tinh
kh@i

Refresh interval: MO1i 90

» Ap dung céc thiét 1ap
NgUoi
dung dang
nhap

Refresh interval : MOi 90
phut

» Ap dung céc thiét 1ap



K/

Tap tin ADM la:

3 Sao chép vao mOi GPO trong
SYSVOL

 Tuy chinh rat khé khin

Tap tin ADMX la:

1 Ngon ng(r trung tinh

1 Khong dugc Iuu trlr trong cac GPO
1 M3 rOng thong qua XML

[EnN



Trung tam luu trur 1a gi?

Trung tdm luu tru:

a La mOt kho 1uu tr(f trung tAm cho céc tap tin ADMX va
ADML

4 bugc 1uu trong SYSVOL
3 Phai dudc tao thU cong
3 Puogc phat hién tu dong bdi Windows Vista tr® vé sau

BO diéu khién | B diéu khién w
mién mién vai

{Méy tram Windows }
vGiSYSVOL SYSVOL
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& Group Pelicy Management
4 4\ Forest: domaindl.com
4 g Domains
4 F3 domamnd!.com
4/ Default Domain Policy
« &) Domam Controllers

b 41 Marketing
b 4 Production
b Al Sales
b [ Group Policy Objects
b Ly WMI Filters
b (3 Starter GPOs
b L4} Sites
¥ Group Polcy Modeling
<. Group Policy Results

Detault Domain Policy
Scope | Datads | Settrnge | Delegation |

Links
Draplay brks in thes location

The following stes, domans, and OUs are inked 1o the GPO.

Link Enabled |

Save Repont...
apply to the followng groups. users,. and comput

New Window from MHere

Delete

Rename

Refresh | )
e

Thia GPO s inked 1o the following WMI fiter
<none>

=




File Acbon View Help

e 2(m XD B

Vao Computer

Configuration \ Policies
\ Windows Settings \
Security Settings \
Local Policies \ User
Rights Assignment \
Double click vao
Allow log on locally.

4 @& Computer Configuration
a | Palicies
b [ Software Settings
a ] Windews Settings
¢ Mame Resolution Palicy
i Senpls (StartupyShutdawn)
4 i Security Settings
b o8 Account Policies

a |§ Local Pelices
b 3 AuditPalicy

b 3 User Rights Assagnmaent
b o Secunty Options

b j Eventlog

b g Restricted Groups

b g System Services
b L Regustry
b L File System

b [ Wired Mebwedk (IEEE 802.3) Polic —

b Windows Firewall with Advancer
1 Network List Mansger Polices
b Wireless Netwodk (EEE 802.11) P

b 2 Public Key Policies

b Software Restoction Palicies
b [ Network Access Protection

e |

I

Palicy

i Access Credential Manager &5 a trusted caller
L Beeess this computer from the network

i At a5 part of the opersting vystem
L) Bdd woricstations 1o domasin

dyust oy quotss foe 8 process

ey

<! Allow bog on through Remote Desktop Services
) Back up files and directories

L, Bypass traverse checling

. Change the stern tme

i, Change the time 2one

s Create a pagefile

(4] Create a token object
.- Create global objects

s Create perrmanent shared ohpecty

<1, Create symbolic links

1| Debug progeams

i, Demvy pcoess to this computer from the network
1| Deny log on as 2 batch job
i Demy bog on as » serice

15| Demy bog on locally

. Deny log on thecugh Remote Desktop Services

|'t[.




Tao mot chinh sach nhém (Group Policy) cho OU

> Vao

Server
Manager \

Tools \ Group
Policy
Management.

Click phai 1én muc
can tao \ Chon
Create a GPO 1n this
domain. Nhap tén
Sales Group Policy
Object

Click phai Ién
Group Policy Object
\ Chon Edit.

a Group Policy Management |=|0O] X |
4 File Action View Window Help -|=
oo "M X c| HOT
& Oroup Policy Mansgement Sale Group Policy Object
4 % ot doinasd ] Com . | |
L =g | Dislnls Sotircr | Delsgalson
4 g Domains I |
i '.i_.l damard ] 26m Uiy
o Defaul Dioman Pobey e .
4 3, Demen Conbtrollers New GPO -
w. Defaylt Doman Cenirollen Poboy Mo
L Marketing s N
B &, Prodaction L b e
4 [ Sakes Source Starter GPO :
s, Sale Growp Policy Obpect \
B ¢ Group Pebsy Obects
B o WM Flters
X 0 Carcal ——
b g Starter GPOx
. G -1
I W M Aurertcaied Lisen
iy Growp Poboy Modeing
+ Greep Policy Repuls 4 m ¥
i sz
Wkl FilEenirg
Tirig GFCH i k] o e Palgmaineg; WM e
T
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Trinh tu xt 1y chinh sach nhém GPO

Cic GPO duoc xU 1y theo thU tU sau:

d  Local GPO

d  Sites GPO

d  Domains GPO

d  Organizational Unit GPO

Local GPO dugc xU 1y trudc tién va cudi cung 1a cdc OU
GPO

Mac dinh cac GPO dudgc xU 1y sau dugc ghi de 1én cac GPO
duogc xU ly trudc.
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Thua ké chinh siach nhém

Mac dinh cdc b0 ch(ra con thUa ké chinh sach nhém tU b0
- chUa cha

Néu c4c thiét 1ap chinh sich clla OU cha khong duQc cau
hinh thi ching khong dugc thtra ké bdi OU con

C4c thiét lap chinh sich bi vo hi€u héa dugc thira ké &
dang

* bi vO hi€u hda

Néu céic thiét 1ap chinh sich cUa cha khong tuong Ung




Cac ngoai le

C4c mdy tinh va ngudi dung khong tham gia vao mi€n (cUc
b0)
chi bi chi ph6i béi GPO cuc b0.

Khong ghi d& — No Override: ddm bdo rang cic thiét 1ap
chinh sach cUa GPO nay khong bi d& bdi cdc GPO dp dung sau
do

Ngin  chdn ké thUa chinh sich — block Policy

Inheritance:
khong thUra hudng cdc thiét 1ap chinh sich cla cdc GPO cha

Viéc ngin chan cdc thua k€ chinh sich sé bi vo hi€u néu
thiét
1AA NTA Do Aa A1 PV~ A2 Wik 4234 (DO ~ha
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& Group Policy Management Sales
A ﬁ I%rﬁt domaindl.com Linked Group Palicy Objects | Group Policy Inheritance I Delegation |
A Domains
4 3 domaindl.com Link rder GPO Enforced Link Enabled GPO Status WMI Filtter Modified Damain
4/ Default Domain Policy a 1 =2/ Sale Group Policy ©... Mo es Enabled Mone 3/16/201... domaind...
4 (2] Demain Contrellers .
['!—=E|' Default Demain Controllers Policy
4 |[Z] Sales =T
I,.!_=E|' < Create a GPO in this domain, and Link it here...
I @ Groy Link an Existing GPO...
g @ W I Block Inheritance I
[? Iﬁ Start Group Policy Update...
[ |:§ Sites

E,iﬂ Group Polic
EE Group Polic

Group Pelicy Medeling Wizard...
Mew Organizational Unit

View >

MNew Window from Here

Delete
Rename

Refrech

Properties

Help

Block Inheritance : thuOng cau hinh & OU, cho phép b0 qua tat

cd nhling chinh sach cUa cap trén nhu Site, Domain. Chi 4p dung
cac chinh sach trong OU do.
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Enforced

= Group Policy Management

5L File Action View Window Help

o= E Xc HE

=, Group Policy Management Default Domain Policy

4 [FL Domains
&= Links

5 —ﬁ- EnRestidonind liicnm Scope |Details I Settings I Delegation |
4 FH domaindl.com

i==l==r linkcg in this location:

=) Default Domain B Edit... |domain41 .com

a (2] Domain Controllei: lowing sites, domaing, and OlUs are linked to this GPO:
=/ Default Domai LI

5 -‘,.f Link Enabled ion Enforced Link Enabled
= Sarles - pmaind1.com Nao Yes
=t Sale Group Po| Save Report...
-+ Group Policy Obje

b _.,f p- Lo View »

I [ WMI Filters

[ a Starter GPOs Mew Window from Here
b [ Sites Delete

si2 Group Policy Modeling Rensrmie

Refresh

'+ Group Policy Results

Help

Path
domaind1.com

Security Fltering
The settings in this GPD can onhy apply to the following groups, users. and computers:

Name
82 Autherticated Users

chinh
sach @ trén xuOng cho OU.

N

- ThuOng dugc cau hinh & Domain, Site. Bat buQc 4p tat ca cic

- Loai bo tat ca cac chinh sach dudi OU, ké ca ban ¢ cau hinh

Block Inheritanee-e:

| “Rone: ¥ Open

2d to the Tallowing VMI fiter:

N




‘J__a File Action View Window Help

e nE e 6 BE

E Group Policy Management

4 iﬁ Forest: domaindl.com
4 @ Domains

A ﬁ domaindl.com

i) Default Domain Policy

i 2] Domain Controllers

b 2 Sales

4 [ Group Policy Objects
g Default Domain Controllers Policy

=] Default Domain Policy

b [ WMI Filters
b L) Starter GPOs

= Sale Groun Palicy Ohiect |

Group Policy Objects in domaind1.com

Cortents | Delegation

FY

Name
|=] Defautt Domain Controllers Policy
|E] Defautt Domain Policy

| Sale Group Policy Object

Edit...
GPO Status

I+ [aﬁits

ﬂ Group Policy Modeli

—

Back Up...

[ 4 Group Policy Results

Restore from Backup...
Import Settings...
Save Report...

MNew Window from Here

Copy
Delete
Rename

Refresh

Help

GPO Status
Enabled
Enabled
Enabled

WHMI Fitter
None
None
None

Chon GPO can

backup, va duong
dan luu file backup

Modified

3/15/2018 3:18:16 PM
3/8/2018 10:26:44 AM
31672018 2:24:47 FM

Owner

Domain Admins (DOMAIN...
Domain Admins (DOMAIN...
Domain Admins (DOMAIN...
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3 File Action View Window Help

s rE B cBE

|5 Group Policy Management
4 ﬁ Forest: domaindl.com
4 @ Domains
4 ﬁ domaindl.com
Er Default Domain Policy
b 2] Domain Controllers

b 2] Sales
4 [ Group Pelicy Objects

=/ Default Domain Policy

E]' Default Domain Controllers Policy

Group Policy Objects in domaind1.com

E Sale Group Policy Oki==t!

b [ WM Filters Edit...
b L) Starter GPOs GPO Status
b [ Sites
Ea Group Policy Modeling
EE Group Policy Results Restore from Backup..
Import Settings...
Save Report...
Mew Window from Here
Copy
Delete
Rename
Refresh
Help

Cung cap duOng dan
dén
file backup

Contents | Delegation
Name 0 GPO Status WMI Fitter Modfied Cwner
J_E]' Defautt Domain Controllers Policy Enabled Hone 3/15/2018 3:18:16 PM Domain Admins (DOMAIN...
g Defautt Domain Policy Enabled Mone 3/8/2018 10:26:44 AM Domain Admins (DOMAIN...
‘J:EI Sale Group Policy Object Enabled Mone 3/16/2018 2:24:47 FM Domain Admins (DOMAIN...
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