PROTOCOL (DHCP)



Tgng quan

. TOng quan v€ vai trd may cht DHCP

) Cé'}l hinh pham vi DHCP va cdc tuy
bién

. Quanly dit1iéu DHCP

. Gidm st va khac phuc su' c6 DHCP




1: Tf;ng quan ve vai tro may chu

D}{‘(C?)?ich cUa viéc s dung DHCP

Tinh ning m&i cUa DHCP trong Windows Server
2012

Qu4 trinh DHCP cap phat dia chi IP
Qua4 trinh cap phat m&i IP

Qua4 trinh gia han cap phat IP

Cap phép may chi DHCP




Lagi ich cUa viéc sU dung

=

Cau hinh TCP/IP tu

n
P PP

Cau hinh TCP/IP bang

- Dia chi IP dugc nhap bang
tay

- Pja chi IP c6 thé dugc
nhap khong chinh xdc

* Truy€n thong va mang cé
thé
c6 c4c van dé vé két qud

- POi vOi mdy tinh thu‘(\mg
xuyen di chuyen S€ gia ting

~ANO \71@(* nnﬂn ’rrl

- Pia chi IP dugc cung cap tu

dOng

- BAo dAdm thong tin cau hinh la

chinh xac

© Cau hinh mdy tram dugc cap

nhat tu dOng

+ Céc van dé vé nguoln tai

nguyén mang dugc loai bo



Qua trinh DHCP cap phat dia chi

IP

Non-DHCP DHCP Client2:
Client: Cau hinh IP
Cau hinh IP tinh dOng
|
DHCP Clientl:
Cau hinh IP .
dbng IP Addressl: DPa cap cho

Client]l IP Address2: Pa cap
cho Client2 IP Address3: San

sang cap phat



Qua4 trinh cap phat maoi

1P DHCP st dung mOt tién trinh 04 giai doan d&€ cau hinh
DHCP client

DHCP Client DHCP Servers
: ‘IP Lease Discover ‘
-' -
= ‘ IP Lease Offer ‘ =]
== ]
i | I
= Il =
‘IP Lease Request ‘ AN
[l
_|unnnonal.
FFFFFFF IP Lease
Aclf-:ﬂﬂ*.w'ledgmem




DHCPDISCOVER

Khi Client khéi déng.

May seé broadcast 1 goi tin DHCPDISCOVER, yéu
cau Server nao la DHCP Server phuc vu minh. Géi
tin nay c6 chira dia chi MAC cuia may Client.




S
-

DHCP
e
DHCPOFFER

- Server DHCP sé gai lai cho Client gai tin
DHCPOFFER, kem theo la 1 Subnet Mask va dc
IP cua Server.

Cho biét sé cap cho Client 1 dc IP trong

khoang thoi gian nhat dinh.




Client sé xem xét dé nghi cua Server trong
DHCPOFFER, va broadcast lai goi tin
DHCPREQUEST chap nhan Ioi dé nghi do.




DHCPPACK

Server nhan duoc goi tin chap nhan cua Client
sé goi nguoc lai goi tin DHCPACK nhu la 1 hiép
udc, cho biét dc IP do, Subnet Mask do, thoi
gian sir dung do chinh thic duoc ap dung




CAp phép may chi DHCP

' Cép phép DHCP la qua trinh déng ky dich vu may chi DHCP trong mién Active
Directory dé hé trg may tram DHCP

f

Néu DHCP Serverl tim thay dia chl IP cua mmh trong danh
sach, dich vu bat dau va h{} tro DHCP Client

Bo diéu khién ,
‘ mién ) ' DHCP Server|
- 'ﬁjjc:fip phép
Active | R
' DHCP Server2

‘ >
| DHCP Client | . >

T A TRITIT AT M A 1.1 A 4 1 7. ITh z

DHCP Client nhan ducfc dla chi IP tor may chu
DHCP Serverl duoc cap phép

Eg Khong cap phép
LLE Khéng yéu cau dich

vu DHCP




2: Cau hinh pham vi DHCP va céc tuy bién

Pham vi DHCP 1a gi?

Siéu pham vi va pham vi truyén da di€m la
g1?

Demo: Cau hinh pham vi DHCP

Céc tuy bi€én DHCP 1a gi?

Tuy bién DHCP cap 16p 1a gi?

Dat trudc 1a gi?

Lam thé nao d€ 4p dung tuy bi€n DHCP
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Pham vi DHCP la gi?

{Mf_\)t pham vi 1a mOt day céc dia chi IP c¢6 san dé€ cap

phat s

~ ]
[ :
~ - | - 1
g —
i —
s — B

—

Céc thuOc tinh cUa pham

YI- «Network ID  * Thoi gian cap

° Subnet mask  « D3y dja chi IP

* Tén pham

\%| ,
* Day loai

trur
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( Siéu pham vi va pham vi truy@n da diém la gi?

DHCP Server

(Pham vi A va Pham vi

[

DHCP Server

=




Tuy bié€n DHCP la gi?

Tuy bi€n DHCP 1a cic gid tri cho d{t liéu cau hinh phO
bién ap dung cho cac may chu, pham vi, dat trudc, va céc
tuy bién 16p

C4c tuy bi€én pham vi la:

1 M4y chu DNS

] Tén DNS

1 COng mac dinh (Default Gateway)

1 M4y chu WINS
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bat trudc la gi?

/Dét truGe 12 mOt dia chi IP cu thé, trong pham vi, dugc danh vinh vién cho
- mOt mdy tram DHCP cu thé

“ Workstation File and
th/ S Subnet B
A

DHCP Server

Workstation
2

IP Address1: Pa cap cho Workstation
1 IP Address2: P cap cho
Workstation 2

\

16
Server



Lam thé nao dé ap dung tuy bi€én DHCP

Ty bi€én DHCP c6 thé dugc 4p dung 6 4
cap:

0 M4y ch( DHCP

J Pham vi

d Lép

1 Mdy tram dat truOc
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3: Quan ly co so dit liéu DHCP

TOng quan vé kich bdn quan 1y DHCP
C0o 56 dit 1iéu DHCP 1a gi?

Sao luu va phuc hoi co s& dir liéu
DHCP

Dan xép ca sé dit liéu DHCP

Di chuyén c0 s& d{t liéu DHCP

Tuy bi€n cau hinh may chll DHCP
Demo: Quan 1y ¢ sG dUr li€u DHCP

\Z
‘0

L)

\Z
‘0

L)

\Z
‘0

L)

\Z
‘0

L)




Téng quan vé kich ban quan Iy DHCP

Céc dich vu DHCP can phai dugc quan 1y d€ dap Ung
duaoc

- nh(ing thay d0i mang

Kich ban d€é quan 1y DHCP:
+ @ Quan tri cd sG dr liéu DHCP gia ting
- 1 Bao vé c0o sG dir liéu DHCP
- @ Bdo ddm tinh nhat quén co s& d{t liéu DHCP

- O BO sung thém cic mdy tram

19
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Co s@ dir liéu DHCP la gi?

Co sG dt liéu DHCP 12 mOt c0 s& d{f li€u dOng c6 chla céc thong tin cau

hinh

Co s& dir liéu DHCP chtta dit liéu cau hinh DHCP chang han nhu:
* Pham vi
- Day diachi

cap phat
- Pat rudc

Windows Server
2003 1uu trlr cO
s@ dr liéu DHCP
trong thU muc

% Systemroot
9\System32\Dhc




Phuc hoi
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Dan x&p co sO dir liéu DHCP

Chi ti€t thong tin

dia chi IP cap So sanh va dan x€p
phat mau thuan tron
I cac cO s@ dirlieu
Tom tat thong tin PHCP
dia chi IP cap
phat
Vidu
Ding ky Co s@ dit liéu DHCP | Sau khi dan x&p
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4: Giam sat va khac phuc su c6 DHCP

TOng quan v€ gidm sit DHCP

Céc van dé DHCP thuOng gap
Théng ké DHCP 12 gi?

Ki€m soét tap tin nhat ky DHCP 1a
g1?

Theo doi hi€u ning may chU DHCP
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TAng quan ve giam sat DHCP

Tai1 sao giam sat DHCP?
O D€ quan sit hoat ddng clla DHCP
d D€ x4c dinh hiéu ning may ch DHCP
d  Dé tao diéu kién 1ap k€ hoach cho nhu cdu hién tai va
tuUong lai
D(r 1iéu DHCP bao gbm:
d  Thong ké DHCP
Q  Sukién DHCP
Q DU li€u hoat ddng DHCP

N




Cac van dé DHCP thuong gap

Xung dOt dia chi
Cap phat IP that bai

Dia chi IP nhan dugc tU cac pham vi khong chinh
Xac

Co s& d{r liéu DHCP bi hdng hodc mat d{rliéu
M4y chU DHCP da hét dia chi IP d€ cap phit
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ThOng ké DHCP la gi?

DHCP dugc thu thap sO li€u thOng ké & cap dO mdy chU hodc cap

pham ‘,71.

Y70 1CA L1 \ V|
tll.‘.vlL.I.L v A
[]

Server 10.10.0.2 Statistics k|
Description | Detailz |
Start Tirne 362005 10:16:59 Ak
Up Time & Hours, 35 Minutes, 20 Seconds
Dizcovers 21
Offers 17
Requests 16
DHCP Ak 13
server MNacks .
Declines 1]
Releazes 10
Total Scopes i
Total Addreszes BO3
InUsze 1 [0%]
Axailable B07 [99%)
Refrezh |

BT EETs




Ki€m soait tap tin nhat ky DHCP la

MOt nhat ky ki€m soat DHCP 13 mOt ban ghi cic su ki€n lién quan dén dich

vd

[\ :;gv | - Computer ~ Local Disk (C:) = Windows + system32  dhcr

File Edit Wiew Tools Help

.DhcpSrvLog—Fri.Iog— MNotepad =] B3
File Edit Format Wiew Help

| Microsoft DHCP Service activity Log -
Event IL Meaning

oo The Tog was started.

01 The Tlog was stopped.

02 The Tog was temporarily paused due To Tow disk space.

10 A new IP address was leased to a client.

11 A lease was renewed bg a client.

12 A lease was released by a client.

13 An IFP address was found to be in use on the network.

14 A lease request could not be satisfied because the scope's address pool wa
15 A lease was denied.

15 A lease was deleted.

17 A lease was expired and DnNS records for an expired leases have not been de
18 A lease was expired and DNS records were deleted.

20 A BOOTP address was leased to a client.

21 A dynamic BOOTP address was leased to a client.

22 A BOOTP request could not bhe satisfied because the scope's address pool fc
23 A BOOTP IP address was deleted after checking to see it was not in use.

24 IP address cleanup operation has began.

25 IP address cleanup statistics.

30 DMS update request to the named DNS serwer.

31 DHS update failed. =
32 DMS update successful.

33 Packet dropped due to NaP policy.

50+ Codes above 50 are used for Rogue Server betection information.

QResult: 0: MWoQuarantine, l:guarantine, 2:0rop Packet, 3:pProbation,&:No quarantine
ID,Date,Time,bescription,IF Address,Host Mame,MAC Address,User Mame, TransactionlC
00,07 /27707 ,22:08:24 ,started,,,,,0,6,,,

l

| M 2

Organize * iews -
Favorite Links Mame = |v| Date modified |v\
backup 7/25/2007 1:10 AM
BE| pocuments || dhep.mdb 7}2E/2007 12:10.,..
’E Fictures dhep.pa 7/25(2007 1:10 AM
T;ﬁ TMusic __ ChepSrvLag-Frilog
4 Recently Changed v
gE‘J cearches | Dhepvesrylog-Frilog  7j27/2007 11:09...
_ | Dhecpvesrylog-Sat.log  7/28/2007 12:00...
Public %) j50.chk. 7/28(2007 12:59...
| f50.log 7/2E5/2007 1:10 AM
|| {Eres00001 . jrs 7/27(2007 11:09..,
|| j50res00002 . jrs 7}2F}2007 11:09,.,
| jE0bmp log 7/28(2007 1:10 AM
| {5000007.log 7/2E5/2007 1:10 AM
| {5000008.log 7/2E5/2007 1:10 AM
| |tmp.edb 7}2E/2007 12:10.,..
Falders ~
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*  Vao Server Manager > Add Roles and Feature

*  Sau d6 an Next va Install d€ cai dat => Close

=

=3 T = T

Select server roles

Before You Begin Select one or more roles to install on the selected server.
Instailation Typa Roles
e [C] Active Directory Certificate Services ad
_ [vf Active Directory Domain Services (Installed)
Features [] Actve Directory Federation Services
DHCF Server [[] Active Directory Lightweight Directory Services
Confirmation [[] Active Directory Rights Management Services

L]

Application Server

¥ DNS Server (Installed)

] Fax Server

v File And Storage Senaces (Installed)
] Hyper-V

[] MNetwork Policy and Access Services
[1 Print and Document Services

[C] Remote Access

[[] Remote Desktop Services

W

Description

Dynamic Host Configuration
Protecol (DHCP) Server enables you
to centrally configure. manage, and
provide temporary IP addresses and
related informaton for chent
computers.

[<previows [ mex> 1] | oot [ Concel |

28



Cai dat va cau hinh dich vu DHCP

Click vao “Complete

DHCP Configuration” dé
tri€n khai

Ti€p theo: Click Next.

Ti€p theo: chon domain user
account c6 quy€n tao objects in
the Net Services container 1n
Active directory hoac mOt domain
admin account =2 click Next

Fﬁ

Ti€p theo: click close

i, Post-deployment Configuration

Configuration required for DHCP Server at SERVER41
Complete DHCP configuration

o Feature installation
Configuration required. Installation succeeded on

Serverd1.domaind1.com.

Add Roles and Features

Task Details

DHCP Post-Install configuration wizard -8 -
Authorization
ecify th uses
se the followin cred
ame: D ATAd
Commit | [ Cance | 29




Cai dat va cau hinh dich vu DHCP J

|
A\

( ]
\ g

X Cau hinh pham Vi DHCP - Actwt Dnrectory Administrative Center

Active Directory Domains and Trusts

EI Tiép theO: Server Active Directory Module for Windows PowerShell
M Active Directory Sites and Services
anager Active Directory Users and Computers
screen = Tools = DHCP. ADS! Edit

Component Services

D Tié,p theO: nght_ Computer Management

click on the DHCP Server Do
- click on “Add/Remove o

-

Bindings L 2 DHCP [=T=

File Action View Help

= [ = Hm 8

° ~ rd
d Tiep theo: bDam X == = o
] P 3 serverdl.domaindl com | S amminadl sbasanlodl anse

4 G IPva Add/Remove Bindings... DHCP -

2 . ? 3 5““_’*_’ Og Unauthorize More Actions 3
bao static IP address cua el
b IPvE Restore...

Server xudt hién nhu hinh -> =

Refresh

Click ok

30




Tiép theo: Right-

click on IPv4 Server ® | zr @65 amo
> G DHCe Name | Actions
trién khai DHCP : P R i . maind1co
& .elr-!]ptinn: Newi Siane Mare Actions [ 3
- Select “New Scope”. Yoy Newaion pe. s
b IE Configure Failover... Mare Actions ¢
o ~ . Fieplicate Faflover Scopes..
Tiep theo: Click ST —
y Define Vendor Classes...
o e
Scope Name Set Predefined Options...
Imeanm.wamumdm m
Properties
Tyoe 8 name and descrpton for ths scope Thi rfomaon heips you qucky derty Help
how the scope is to be used on your netwark.
Name: | Computers Scope
Descroton: | Gomputers DHCP Scope
Replicate sll failover scopes to the partner server |

31



Cai dat va cau hinh dich vu DHCP

Ti€p theo: nhdp dia chi Start IP
va End IP, the Subnet mask,
chi€u dai mac na mang 16p C la
“24” -> click Next.

Ti€p theo: nhdp diy IP can loai
trur
(day IP khong dugc cap cho thi€t bi)

New Scope Wizard

> Add Exclusions and Delay
Exclusions are addresses or a range of addresses that are not distibuted by the

server. A delay is the time duration by which the server will delay the transmission of a
DHCPOFFER message

Type the IP address range that you want to exclude. i you want to exclude a single
address, type an address in Start IP address only.

Start |P address: End IP address:

Excluded address range:

Remove

192.168.2.110t0 192.168.2.120

Subnet delay in milli second:

[ o3

| <Back || Net> | | cancel |

IP Address

Mew Scope Wizard

Corfiguration settings for DHCP Server

Enter the range of addresses that the scope distibutes.

Start IP address:

End IP addrezs:

|152.1sa. 2 .10

|152.1sa. 2 .200

Corfiguration settings that propagate to DHCF Client

Length:

Subnet mask:

24;|

|255.255.255. 0

You define the scope address range by identifying a set of consecutive |P addresses.

< Back

MNeat =

| | Cancel
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Cai dat va cau hinh dich vu DHCP

Mew Scope Wizard

V4
Tiép theo: nhap thoi h e S
l e p eO ° n a p t 1 a n The lease duration specifies how long a client can use an IP address from this scope.
] ]
V4
A N u 2
Lease durations should typically be equal to the average time the computer is
ue mong mu n C O a C connected to the same physical networlc. For mobile networks that consist mainky of
N

portable computers or dialup clients, shorter lease durations can be useful.

. U e \.l Like-{vise. for a stable netwol_‘k that consists mainhf_of desktop computers at fived
d ujo h a de h u) a locations, longer lease durations are more appropriate.
[ C glao O ] C n m n C Set the duration for scope leases when distibuted by this server 8
. V4 rn (N Limited to:
d I nh = > S au dO nh a p VaO NeXt Days: Hours: Minutes:

Ti€p theo: Select = Yes, I
want to configure these options —— —

now to configure the DHCP e
options for the new scope -2 s o SRRSO

sCope

then click on Next. D

sddresses of routers (defaul gateways). DNS servers. and WINS settings for that
scope

The seltings you select here are for this scope and ovemide settings configured in the
Server Options folder for this server

Do you wart to configure the DHCP options for this scope now?
I ® Yos twutocuiwﬂmmwnm\rl
" N, | wil configure these options lster

T e [
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Cai dat va cau hinh dich vu DHCP

Tiép theo: Nhap dia chi default e Seopelzsre
gateway Hm{:;: [c[::sz:zif?f::;?ﬁ];]rs. or default gateways, to be distributed by this scope.
CliCk add 9 ké tiép CliCk NeXt. To add an IP address for a router used by clients, enter the address below.
IP address:
~ ~ . - 192 168, 2 . 1] Add
Tiep theo: Thém dia chi DNS -
click Add ké tién click Next

New Scope Wizard

Domain Name and DNS Servers o
The Domain Name System (DNS) maps and translates domain names used by clients
on your netwark.

You can specify the parent domain you want the client computers on your network to use for
DMNS name resolution.

ailis

Parent domain:

| <Back | MNet> | | Caneel

To corfigure scope clients to use DMS servers on your network, enter the |P addresses for those
SErVErs.

— — Ti€p theo: Select Yes, I want to
e | [T _Ferore | activate this scope now, lua chon
activate scope tUc thi va click - Next
Tiep theo: Click Finish
<Back | Net> || Cance |

w




)

* MO cUa sO cmd va S

General | Alternate Configuration |

N
nh a o You can get IP settings assigned automatically if your network supports
- o this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.
° n’ Y4
D }( ln C a p IP I I l Ol i@ Obtain an IP address automatically
(7 Use the following IP address:

ipconfig /renew IF address:

Subnet mask;

J Xem dia (:h'l7 IP Default gakteway:

i@ Obtain DNS server address automatically

ipconfig /all (7 Use the following DMS server addresses:

Preferred DMS server:

alkernate DS server:

|:| Validate settings upon exit

Khai b4do nhan dia chi
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Két qud tai mdy xin cap IP dOng

B Command Prompt = e

Media State . . . Media disconnected
Connectlon—ﬂpeclflc DHS Sufflx

C:~Userssstudent >ipconfig ~all
Windows IP Configuration

student—PC41
domaindl .com
Hybrid

Mo

Mo

domaindl .com

Host MName . -
Primary Dns Suffix £ &
Mode Type . . - -
IP RBouting Enahled. s
WINS Proxy Enabled. & W
DNS Suffix Search List. .

Ethernet adapter Local Area Connection:

domain<gdl .com

Intel<R> PRO-188@ MT Desktop Adapter
A8—-aA—27-CB-F5-29

Yes

Yes

1922.168 .2 .181 <{Preferred?

255 .255.255.8

Thursday, March 22, 2818 3:13:25 PHM
Friday,. March 23, 2818 3:14:28 AM
192 _.168.2_1

1922 .168.2.1688

1922 .168.2.18848

Enahbled

Connection—specific DNE Suffix
Description . . . . . . .
Phyzical Addwress. . . . .
DHCP Enabled. . . . . . .
Autoconf iguration Enabled
IPv4 Address. . . .
Subnet Mask . . "
Lease Ohbtained. -
Lease Expires . -

Default Gateway
DHCP Server . .

DNS Servers . .
MetBIOS over Tcplp-

Tunnel adapter isatap.domaindl.com:

Media disconnected
domain4l .com

Microsoft ISATAP Adapter
An-A0-A0-A0-AB-A8-08—-EA
Mo

Yes

Media State . .
CD"HECtan_apEC1P16 DHE Eufflx
Description . . . -« .« & o o .
Physical Address. . . . . . .
DHCP Enabhled. . . . . . . . .
Autoconf iguration Enabled . .

Tunnel adapter Local Area Connection* 11:

Media State . . - - Media disconnected

Connection—s Ec1f1c DNS Sufflx w
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