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Tf;ng quan

. TOng quan vé may chU Web

.. TOng quan vé Internet Information Services
(I1S)

. Cai dat va cau hinh dich vu web

. TOng quan vé FTP
;. Cai dat va cau hinh djch vu FTP




TAng quan vé may chu

%Ré trinh phét tri€n mdy chU
Web

TOng quan v€ co ché hoat dOng

Céc chUc niang cO ban cUa IIS




Qua trinh phét tri€n may chi Web

Ban dau, cdc mdy chU Web dudgc thi€t k€ dé€ cung cap céc trang web
cho céc trinh duyét mdy khach.

Cung  cdp céc tai 1iéu HTML cho khich hang d€ hién thi trén
trinh

duyét.

Khach hang yéu cdu tai nguyén bang cich st dung giao thirc HTTP.
Tiép theo, c4c trang web ting dO phUc tap, tich hgp céc hinh dnh vao
nOi dung, rOi sau d6 Am thanh va video, cu0i cling cdc Ung dung.




Qua trinh phat tri€n may chi Web

Ngay nay, mdy chU web dudc t0 chlc sU dung cho mOt loat cic
Ung dung 16n, phuc vu khich hang trén mang ndi bO, mang
extranets, va Internet.

Céc mdy chU Web trong Windows Server 2012 ma cOt 10i 1a
Internet Information Services 8.

IIS 8 cung cap cic chlc ning cO ban cla mdy chl web cho
phép xuat badn mOt trang web diing chuan trén Internet hodc
trén mOt mang riéng.

IIS 8 ciing bao gOm mOt sO 1ugng 16n cic dich vu tiy chon cung
cap ho tro trién khai cho céc loai Ung dung Web bat kY, ciing
nhU quan 1y, chan dodn, va cdc chUc ning bdo mat.




TOng quan vé co ché hoat dOng
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Cac chUc ning co ban cua IIS

Dich vu World Wide Web (WWW)

HO trg giao trltc HTTP, cho phép xuat ban
cdc tai 1i€u HTML trén trang web d€ ngudi dung
c6 th€ xem cédc tap tin cUa ban v4i mOt trinh
duyét web nhu Microsoft Internet Explorer.

Dich vu File Transfer Protocol (FTP)

HO trQ giao trlc FTP, dugc s& dung d€ chuyén
cé4c tap tin gilra cdc mdy tinh trén mOt mang
TCP/IP




TOng quan vé IIS 8.0

GiGi thiéu vé IS

Nh{rng cai tién trong IIS
3.0

Nhing cong cU quan tri
m0i

Luu tr(f thong tin cau hinh
Cai dat IS 8.0




GiGi thiéu vé IIS 7.0

Internet Information Services 7.0 (IIS 7.0) 1a mOt trong 16
dich vu may chu trén Windows Server 2008.

IIS 7.0 dugc Microsoft thiét ké l1ai dudi dang module

IIS 7.0 viraké thUa  uu di€m cUa nhing phién ban
trudc,
vUa ting cuOng tinh bdo mat va tinh On dinh.




Nhiing cai ti€n trong IIS

Khong chi don thudn la mdy chU Web, Internet Information Services 7.0 con
cung c8p mOt nén tang dé€ co thé mad rOng viéc phdt trién cdc Ung dung va

dich vU web.

IS 7.0 caitién

Thiét k€ mG

Tich hgp vOi.

MG rOng/SUa dbi tinh niing

A an doan




Nhiing cong cu quan tri mai

[IS 7.0 cung cap 2 cong cU qudn tri, mOt dudi dang do
hOa
va mOt dudi dang dong 1€nh.

Nhing cong cu quan tri nay cho phép ban:
3  Quanly tap trung IIS va ASP.NET
O  Xem thong tin va chan dodn, trong d6 bao gdm cdc thong tin
real-
time (thOi gian thuc).
O Thay d6i quyén trén cic dOi tuOng site va Ung dung
d Oy quyén cau hinh cic d6i tugng site va Ung dung cho céc
thanh

vien khone cd auven auan trl
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Luu trdf thong tin cau hinh

IIS 7.0 1uu trr thong tin cau hinh IIS va ASP.NET vao
mOt
vi tri, tUr d6 cho phép:
3 Cauhinh IIS va ASP.NET v&i mOt dinh dang thOng nhat
d Dé dang sao chép cic tap tin cadu hinh va nbi
dung
cUa site hoac Ung dung dén mOt mdy tinh khic.
d Dé dang chdn dodn va khac phuc su' ¢O nhd vao thdng
tin  thoi thuc va hé thOng ghi nhat ky & mUc do chi tiét.
a IIS 7.0 dugc thi€t k& dudi dang module, cho phép ban dé
dang bo
sung hay loai b0 céc thanh phan khi can.

12




X/

Kién tric

Modules

d  Security
modules

J Content
modules

d  Compression
modules

d  Caching
modules

o Etc..
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Tinh ning m@i IIS 8.0

IIS 8.0 cung cap céc tinh ning mGi nham muc tiéu dén
hiéu

ning va dé qudn ly hon. Céc tinh ning mai 1a:

1 Application Initialization

] Splash page during application initialization

] Centralized SSL certificate support

1 Dynamic IP Address Restrictions
1 CPU Throttling, etc..
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1 Open Server Manager and click Manage > Add Roles and Features. Click Next.
Z | Select Role-based or feature-based installation and click Next.

3 | Select the appropriate server. The local server is selected by default. Click Next.
4 Enable Web Server (1I1S) and click Next.

5 | No additional features are necessary to install the Web Adaptor, so click Next.
61 On the Web Server Role (11S) dialog box, click Next.

7 | On the Select role services dialog box, verify that the web server components listed below are
enabled. Click Next.

8 | Verify that your settings are correct and click Install.

Z | When the installation completes, click Close to exit the wizard.
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1. Open Server Manager and select Manage -> Add Roles and Features

DESTINATION SERVER

Select installation type v

ROLES AND SERVER GROUPS
Raofes: 1 | Server groups: 1 | Servers totalh 1

N Local Server <
H File and Storage Comte e Before You Begn Select the installation type. You can install roles and features on a running physical computer or
ik Services 1 Sarver Manager Proparties virtual machine, ar on an offiine virtual hard disk: (VHD).
B e and toage Senvces o | rsalaton e |
@ Manageability @ Manageability Server Salection (® Role-based or feature-based installation

Events ' Configure & single server by adding roles, role services, and features.

Ferformance () Remote Desktop Services scenario-based installation

BPA results Deploy a Virtual Desktop Infrastructure scenario or a Session Virtualization scenario.

7/26/2012 1:43 PM T/26/2012 143 PM

® Managesbiity
Events

. Seivicis
Performance
BPA results

Ti26/2012 1:43 P

15T PM

G 7. T )

2. In the Add Roles and Features dialog, click on “Role-based or feature-based installation,”
16



3. Lua chon server cai dat dich vu. Click Next, select the Web Server (IIS) role, and click
Next

Select server roles ; Select role services s e

Before You Bagin Select one or more roles to install on the selected server. Before You Begin Select the role services to install for Web Server (IIS)

Installation Type i Description Installation Type Role services Description

Server Selection Web Server (1IS) provides & Senves Selecion e Management Tools provide

_ [™ Active Directory Rights Management Services reliable, manageable, and scalable Server Roles = ki et infrastructure to manage a Web
I Application Server Web application infrastructure. Management Conso server that runs IIS 7. You can use

i I™ DHCP Server oot b [ 115 6 Management Compatibility the 115 user interface, command-
o Sarver Web Server Role (IS . line tacls, and scripts to manage
2b Server Role (II5) I DS ‘el Server Role (1I5) [™ IS Management Seripts and Toals

i the Web server. You can also edit
Fole Services [T Fax Server — the configuration files directly.

Confirmation I3 File And Storage Services (Installed) Confirmation
I™ Hyper-v

I™ Network Policy and Access Services
[™ Print and Document Services

[ Remote Access

4 ¥ Common HTTP Features
[ Default Document
¥ Directory Browsing
¥ HTTP Errors
I¥ Static Content
[~ HTTP Redirection
™ WebDAV Publishing

4 [ Health and Diagnostics

—_——— .

<] ] []

[<poos] [Mew> ] oo | [ Goncal ]

4. Man hinh Role Services screen 1ua chOn nhu'
hinh
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Cai dat

IIS?lick Next and then Install to finish the basic installation of IIS
8.0

) | F' 1 [AETETTS Tiomcads

@J' Server Manager * Dashb

ROLES AMD SERVER GROUPS

Rohes: 2 | Server groups Servers total: 1

Dashboard

i Local Server a
- File and Storage -
BE AN servers By : 9 1 [ Ti4] I% 1
T Services
Bg File and Storage Services P s
1 {__ﬂ Manageability @ Mo eability
= s
Evenits Ewents
Performance Services
BPA resuits Performance

BPA results

2 A G [} ¥
o sl ils Thao Al fat sl

Local Server All Servers

Manageakbility MManageabality

Events Ewents

i
@® ®
- Services n Services

Performance Performance

BPA results BFPA results

------




Xuat ban Website

Xuat ban mOt Website trén mOt Web
server

Xuat ban nhi€u Website st dung nhiéu
cOng

Xuat ban nhi€u Website st dung Host
name

Cau hinh bdo mat cho Website

Demo: Xuat ban Website
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Xuat ban mot Website trén mOt Web server

Trén mOi mdy chU web chi ¢6 duy nhat mOt website dugc

+ phét hanh.

Céc dac
diém:

- 1 C6 thé truy
cap website
nay bang
nhi€u tén
mién hodc
nhiéu

N




Xuat ban nhi€u Website si dung nhi€u cOng

Trén  mOi mdy chU web cé th€ phat hanh nhi€u
website

- cung luc trén cac cOng khac nhau.

Cac dac diém:

- QA C6  th€ truy cap cic website nay bang nhi€u tén mién
hoac

- nhi€u dja chi IP khac nhau.

- 1 MOi website dugc cung cap trén mOt cffng xac dinh

21
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Xuat ban nhi€u Website si dung Host name

Trén  mOi mdy chU web cé th€ phat hanh nhi€u
website

- cung ldc vGi cdc Host name khédc nhau.

Cac dac diém:
- Cs th€ truy cap cdc website nay bang tén mi€n tuong Ung
vOi1
+ website can truy cap.
- O C4c website phat hanh trén mOt cOng mac dinh 80

22
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Cau hinh bao mat cho Website

TOng quan vé bdo mat trong

IIS

=

>

[ M4y chu 1

( Trinh

i

duyét

web

< —
=l Pee—

v

2. Xac thuc

3. Kiém tra
quyén NTFS




qu?&gedemo nay, ban s€ thay céch:
d  Xuat ban mOt Website trén mOt Web
server
O Xuat bdn nhi€u Website st dung
nhi€u cOng
O  Xuat ban nhiéu Website s& dung Host
name

d  Cau hinh thu muc do (Virtual
directories)

3  Cau hinh bdo mat cho Website
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IS .
* (Cac cong cU quan trl IIS

SU dung cong cu IIS
Manager

Quan trj IIS tU xa
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Ciac cong cu quan tri IIS

IS Manager

Commandl Ling sppemnd
WMI (roc WebAdministration)

Microsoft.Web.Administration

Script

Managed Code

“ Quan tri IIS va ASP.NET
 Hién thj d{t liéu thoi gian thuc
+ Uy quyén qudn tri

% SU dung cong cy nao phi hgp vGi nhu cau quan 1y cla
ban

26



Quan tri IIS tur xa

Quan tri IIS tUr xa 1a mOt dich vu trong IIS cho phép ban
cO
th€ quan tri IIS tU xa qua web.
Céc dac diém:
4 Phai cai dat bo sung Management Service vao IIS va cau
hinh cho
dich vu nay.
d  Kich hoat chUc ning quan tri tU xa.
O Xdc dinh cdc mdy tinh dugc phép két noOi tU xa.
3 Thiét lap khdi dOng dich vu tu dOng.
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uat ban Website

I T

1 Locw Sereer
= File arsl S8owac
B Wi Seeve "F ot o= 1 o
B Fia an rage Lernce: S —
Ty —— wricrms

i@ Dashboard
I Local Server
Bi Al Servens
i

File and Storage Servces

EVENTS

Adid Bodes and Features

Restart Serves

Computer Maragermnent

Wondorat Fower Snel

Configure Network Adapter Tearmang

Confgure Windows Automats: Feedback

Inbermel -nFurmatin-n Sernced (I5) Manager
g

Stant Performance Counters

Eefresh

Copy

WHARDS- AATTS (Adtseated)




SU dung cong cu IIS

I & » SERVER-1 » Sites » Default Web Site »

e Default Web Site Home

“."Hh’_l! | @ Explore
ﬁ Start Page = Edit Permissions...
4 93 SERVER-1 (SERVER-N\Adminig | =" * ¥ Go - GEiShow All |Group by: Area - E- |
i~ Application Pools | s i ag
() Sites . X sl { B
/@ Ocoult Web Site s 9 4] & o ([ Basic Setings..
Authentic.. Compressi Directory  JErmor Pages Handler HTTP | View Applications
h} B Mappings  Respon... | View Virtual Directories
= =t 5 ! ol = —
= t-ﬂ i“'-' =N ﬁ | Manage Website ~
Legging  MIME Types  Modules Output Request 551 Settings ¥ Restant
~ 6] Caching Filtesirg B Start
Cay b CL,IC Managernent ” | W Stop
Browse Website
CUC [ Browse =80 (http)
Cul':gm'::!" Advanced Settings...
Configure
Limits...
Ve “ |lﬂ Helg
tinh ning tap trung S

trung

;| [t view i Comtent iew

o

MOt cong cU - cau hinh cd
hai IIS va ASP.NET

Cung cap cho qudn tri mdy
chU va chu sG hitu website

Piéu khi€n qudn trj tU xa
qua HTTP

HO trg qudn Iy m& rOng
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Q-2 e

%5 Start Page

13} Application Pasls
4 Lﬂ Sites
L4 Default Web Site

4 -85 SERVER-1 (SERVER-T\Adminis |

|

“ Default Web Site Content
Fitter: '-i'rﬁu - g Shaw Al | Growp by: Mo Grouping

Marne Type
i bkg-gry.jpg JPEG image
s is-Epng PHG image
2 |iisstart.htm HTML Document
B rrsweb-brand.png [ql PNG image
Lﬂmﬂr—h:ﬂ.plg PNG image

[77] Features View |1,._i'\ % Content View

Site

@ ‘Detault Web Site' Tasks

& » SERVER-1 & Sites & Default Web Site » R

[T Switch te Features View

4 Explore

Edit Permassions...

@ add Application...

E hdd Virtual Directory...

Edit Bindings..

Manage Website
2 Restart

P Stan

B Sop

[® Browse

Advanced Settings...

@ Refresh
X Remove

@ rep
Online Help

Default Web Site :
11sstart.htm.
c:\inetpub\WWWRoot\ http://1
ocalhost/iisstart.htm
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http://localhost/iisstart.htm
http://localhost/iisstart.htm
http://localhost/iisstart.htm
http://localhost/iisstart.htm
http://localhost/iisstart.htm
http://localhost/iisstart.htm
http://localhost/iisstart.htm
http://localhost/iisstart.htm
http://localhost/iisstart.htm
http://localhost/iisstart.htm
http://localhost/iisstart.htm
http://localhost/iisstart.htm
http://localhost/iisstart.htm
http://localhost/iisstart.htm
http://localhost/iisstart.htm

B bl 171 18, ] ' Default Document
.:hm:mm mmu-:::;;:hmmmnmm-mﬁmm;-ﬂumum
. ion Poals
y ol = " e
o —— DefiltMm inharned
D wultasp Inberied
e, b Imbseried
e bl b
it b ke h
L w s [T reuen e [ Content Vi
Confaguastion: Delsuk Web Sty web.conlig

<html>

<head>
D m..:..mi » Shes » Dtk ek Sie » <title>Hello World!</title>
A— </head>

O s <body>
m’:‘u <hl>Hello World!</hl>
| petemance. <p>This is a Hello World! HTML file.</p>
A <fb0d1|’>
- </html>
@ hor
T b/ Sacalhant hetowonid him B = B2 | P vetlo Wena
Hello World!

This is & Hello World! HTML file
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Hypertext Transfer Protocol Secure (https)

La mOt su két hop gilra giao thUc HTTP va giao thUc bdo
mat SSL hay TLS cho phép trao dOi thong tin mOt cich
bao mat trén Internet.

buogc dung trong cic giao dich can tinh bao mat cao

HTTPS

username: abc

password: 123

Luru trir Web

Username: 1j#'ﬁ

password: )(*&"~

32




So sanh gitra HTTP va HTTPS :

Normal HTTP (80)

Insecure connection
Frr o)

Secure HTTPS (443)

Encrypted connection

SSL Certificate

Active Directory Certificate
Services (ADCS) 1a dich vu dung
dé€ sinh ra va qudn 1y cdc chUng
chi sO ( Certificate ) trén hé thOng
st dung cong nghé Public Key

Nang cap tUu http 1én https
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7

Gidi thi€u vé dich vu
FTP

Cai dat FTP

Cau hinh dich vu FTP
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GiGi thiéu FTP (File Transfer Protocol)

- FTP la dich vU truyén tap tin tU mdy ndy sang mdy khac trén mang inetnet
va
mang cuc bd
> FTP st dung dich vu clla TCP, né can hai két n6i TCP.
< Ke&t nbi di€u khién: s& dung cOng 21
< Keét nbi truyénd[J liéu: s dung cOng 20

4

Y

User
interface

Control connection

Control |<_ | Control I
process process
TCP/IP
Data transfer - Data transfer
process process

Data connection

Client Server
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Select server roles

Select role services

Befors vou Begin Select one or more roles to install on the selected serve
Ingtallation Type Roles.
Server Secoon : Select the role services to install for Web Server (IIS)
B | Ooortmimioion [| SR O R

—— g i Instailation Type Role services

| DHCP Server (Ingtalied —
Wb Server Role (43) W DMNG Server (Installed) Server Selection T ~

Role Services [ Fax Sarver Sarver Rolas [C] 1S Chent Certificate Mapping Authenticatio

Confirmation b [ File And Storage Services (installed) D 1P and D i Restricti

] Hyper-v Features e

3 Print and Document Services o [] Windows Authentication

o | e e [ DU

[] Remote Desktop Servces
Viohume Activation Services Confirmation 4 FIP Server

(W] FTP Service

[7] Windows Deployment Servces
[7] Windows Server Update Seraces

[ Pvovens | [




Taothu muc C:\FTPSite va file C

Ti€p dén 12 tao user va cap quyén c

EI Username: ftp @domain41.com
* password: ftp123

EI Username: svl @domain41.com

- password.: sv1234

4 Right click thu muUc C:\FTPSite
dung

+ >ftp quyén Full, svl quyén Read

| General | Sharing | Security

Object name:  CAFTPSite

(Froup or user names:
fftp@domaind1.com)
& sv1 (sv1@domaind1.com)
52, Administrators (DOMAINS1\Administrators)

LIRATY leare)
< m

Tao change pemissions, click Edit.

Permissions for ftp

Full control

Modify

Fead & execute
List folder contents
Read

Write

LAESNSKKS

For special pemissions or advanced settings, Advmiced
click Advanced. |

0K || Cancel



mailto:ftp%40domain41.com
mailto:ftp%40domain41.com
mailto:ftp%40domain41.com
mailto:ftp%40domain41.com
mailto:ftp%40domain41.com
mailto:ftp%40domain41.com
mailto:ftp%40domain41.com
mailto:ftp%40domain41.com
mailto:ftp%40domain41.com
mailto:sv1%40domain41.com
mailto:sv1%40domain41.com
mailto:sv1%40domain41.com
mailto:sv1%40domain41.com
mailto:sv1%40domain41.com
mailto:sv1%40domain41.com
mailto:sv1%40domain41.com
mailto:sv1%40domain41.com
mailto:sv1%40domain41.com
mailto:sv1%40domain41.com
mailto:sv1%40domain41.com
mailto:sv1%40domain41.com
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Tai Server Manager => IIS => Click phdi chon IIS Manager

Vao FTP Sites \ Click chult phai 1én FTP Sites \ Add FTP
Site...

Trong cUra sO FTP Site Creation Wizard, chOn Next.

0 Site Information
Sites
e-H|2 |8 % @ Add Website...
-3 Start Page ) Set Website Defaults... .
Filter: » ¥ Go - Show All |G : i .
282 SERVERA! (DOMAINAT\Administrator) e ¥ Go - gy Show Al | Group by: No Grouping & e FTP site name:
-2} Application Pools Name “ [} Status Binding Path " ||——I'I3 Site]
18] Sites @ Defautt Web Site 1 Started (ht.. 443 (HTTPS)*20 (htp) Co\ine S
& Add Website... @Tam 4 Stopped (f..  192.168.2.100:21: (ftp) Chab 0 Help Content Directory
b - °wehTHQTM 2 Started (ht.. www.domaindl.com on *80 (http)  Cine Ph:,'sical path:
@ AddFTPSite.. |C:\FrP5'rte |
m Switch to Content View
[<] m [>]
Previous | | MNext | |
[ e - Comen Vi




e Binding and 55L Settings

Binding
|P Address: Port:
|192.168.2.‘|Dﬂ v| |21

[ ] Enable Virtual Host Names:
Virtual Host (example: ftp.contoso.com):

B ftp.domain4dl.co N

[] Start FTP site automatically

SSL
® NoSSL

O Allow S5L
() Require S5L
551 Certificate:

|Nut Selected

Finish

‘ ‘ Cancel

0 Authentication and Authorization Information

Authentication

[] Ananymous
v Basic

Authorization

Allow access to:

‘ Specified users v |

‘administlatm |

Permissions

[ Read
[v] Write




&0 » SERVER41 » Sites » FTP Site »

File VWiew Help

Q-H|& 8

e E Start Page

493 SERVER41 (DOMAINAT\Administrator)
----- @ Application Pools
4-[&] Sites

.40 Default Web Site

- webTHQTM

b &l FTP Site

o FTP Authorization Rules

Mode Users Roles
Allow swl

Allow ftp

Allow administrator

Permissions
Read

Read, Write
Read, Write

Right click chOn add

Allow Rule -> thém
ngUoi dung truy cap FTP

Cenfiguration: "applicationHost.config’

Features View @I Content View

Add Allow Rule...

Add Deny Rule...

Edit Feature Settings...

o Help

o b



Q- 1|28

;&g Start Page
493 SERVER41 (DOMAINAM\Admin
-\ Application Pools
4 (@) Sites
‘.---0 Default Web Site
@ webTHQTM
b @ FTP Site

e FTP Site Home
Filter: * W Go - g Show All | Group by: Area - [E8-

| Explore

Edit Permissions...

FTP
® B @
LEIFTP) [FTE TP e (A1
FTP FTP FTP Current FTP Directory FTP Firewall FTPIP  FTP Logging
Authentic... Authorizat.. Sessions Browsing Support  Address a...

> B &
G0 G G
FTP  FTPRequest FTPSSL  FTP User
Messages  Filtering  Settings  Isolation

Management

Configurat...
Editor

Edit Site
Bindings...

View Applications
View Virtual Directories

Advanced Settings...

Help




I | = !] Suggested Sites " E Web Slice Gallery »
:_]ja-nrma D B oo )

fi ~ B -~ ) mn v Pagev Safety~ Tools~ @~

FTP root at ftp.domain41.com

To view this FTP site in Windows Explorer, click Page, and then click Open FTP Site in Windows Explorer.

03/11/2018 03:39PM 0 Hello.txt

-

MG trinh duyét IE.

ftp://192.168.X.100 (Dia chi

cUa server)

Vi du: ftp://192.168.2.100 (
ftp://ftp.domain4l.com)

@ To log on to this FTP server, type a user name and password,

FTP sarver: fip.domain41.com
Liser name: fip@domaind1.com

Password: sos
After you log on, you can add this server to your Favorites and return to it easly.

["Log on anonymously
[_togon || coxe |
EDnne @ Internet | Protected Mode: On % v ®10% v
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