WINDOWS FIREWALL



T6ng quan

. TOng quan vé& Windows Firewall.

.~ Windows Firewall with Advanced Security.
.. Cau hinh céc qui tac Firewall.

. Cdc qui tac bdo mat noi két.

. (gi1am sat Windows Firewall with Advanced
Security.




Tuong 1Ua (Firewall) 1a gi?

TuOng 10ra (Firewall) 14 mOt hé thOng an ninh mang, cé
th€ dua trén phan cUng hodc phan mém, st dung cic quy
tac d€ ki€m sodt traffic vao, ra khoi hé thOng.

TuOng 10ra hoat d0ng nhu mOt rao chan gilta mang an toan
va

mang khong an toan

MOt khi ban da xem xét bao vé vat 1y cho cac mdy chu cUa
ban, ban can bat dau quan tim t3i cac con duOng chinh cé
th€ xam nhdp vao mang cUa.



Tac dung cUa tuong lUa

MOt s6 mOi nguy hi€m ma tuOng 10a c6 thé bdo vé

chOng

la1 duQc nhU sau:

O  Ung dung mang quét cic cOng khong c¢6 bao v&, dé ké tan

cOng
¢ th€ s dung d€ truy cap vao hé thOng.

A Ung dung trojan horse m& mdt k&t ndi tdi mdt mdy
tinh trén Internet, cho phép k& tan codng bén ngoai chay
chuong trinh va truy cap dt liéu 1uu trr trén hé thOng.




Windows Server 2012 Firewall

Windows Server 2012 bao gbm mOt chUOng trinh tUOng
[ra dugcgoi 1a Windows Firewall, dugc kich hoat
mdc dinh trén tat cd c4c hé thdng Windows Server 2012.

Theo mac dinh, Windows Firewall chan hau hét cic
giao thong mang xam nhap vao mdy tinh.

TuOng 10ra hoat dOng bang ciach ki€m tra ciac nOi dung
g0i tin vao/ra cUa mdy tinh va so sidnh thong tin vOi
cidc quy tac, tU d6 xac dinh cdc g6i tin dugc phép di qua
tuOng 1Ura va goi tin ndo bi chan.




Windows Firewall with Advanced Security

Windows Firewall with Advanced Security 1a gi?

Windows Firewall with Advanced Security
Console

Cac loai firewall profile

Cau hinh profile



Windows Firewall with Advanced Security la gi?

Windows Firewall with Advanced Security 12 mOt su
két hop gilra firewall c4 nhan (host firewall) va IPsec, cho
phép ban cau hinh d€ 10c cic két ndi vao va ra trén hé
thOng.

Cung cap mOt giao dién manh mé& hon dé qudn 1y cic
chinh sach tuOng 10ra mOt c4ch chi tiét.

buogc s& dung dé€ qudn ly Windows Firewall dua trén
cOng, dich vu, Ung dung, va cic giao thUc.




Windows Firewall with Advanced Security Console

C6 thé dugc st dung d€ qudn 1y cic 1inh vuc sau:

1 Céc quy tac vao (Inbound rules)

1 Céc quy tac ra (Outbound rules)

1 Céc quy tac bao mat két nOi (Connection security rules)

1 Giam sat (Monitoring)
1 Outbound traffic (Iuu luOng gUi di) 1a luu luOng truy cap
duoc
tao ra tU mdy chu hudng t6i internet
A Inbound traffic theo hudng nguQc 1ai




Windows Firewall with Advanced Security

File Action View Help

=

2 Windows Firewall with Advanced Securit
B3 Inbound Rules
Outbound Rules

E Connection
Security Rules

Monitoring

*Firepall o ction Security Rules
.0 J & Security Assoc
iations
“Main Mode
*QuickMode

l} >

indows Firewall with Advanced Security on localComputer

‘ Windows Rrewall with Advanced Security provides network security for Windows computers .

Qverview
Domain Profile is Active
@ Wndows Rrewall is on.

@ Inbound connections that do not match a rule are blocked .

o Outbound connections that do not match a rule are allowed.

Private Profile

0 Windows Rrewall is on.

O Inbound connections that do not match a rule are blocked .
0 Outbound connections that do not match a rule are allowed.
Public Profile

@ Windows Rrewall is on.

O Inbound connections that do not match a rule are blocked .

0 Outbound connections that do not match a rule are allowed .

CJ Windows Rrewall Properties
L |

Getting Started
Authenticate communications between computers

Create connection security rules to specify how and when connections between computers are authenticated and
protected by using Internet Protocol security (IPsec).

CJ Connection Security Rules

View and create firewall rules

Create firewall rules to allow or block connections to specified programs or ports.You can also allow a connection only if

is—ut—enl-cate2—orif

Actions

Windows Firewa Il wi th
Advanced ...

Ul rengeppumsy..

Restore Default Policy

Diagnose / Repa ir

View
Refresh

0

Properties

6 Help

omes.-tro-m-an-auth-rized-us g-up-—-computer Ry def-u—in-bo-nd-c2'necti2s-are.




Cac loai firewall profile

Windows Server 2012 c¢6 ba loai firewall profile sau:

[ Domain: nh(tng 1Uu lUgng mang cé th€ phat hién
duagc b0 diéu khi€n mién (Domain control) va gia
nhap viao mién.

3 Private: luu lugng mang dén va di tU cdc server cUc b0
hoac mang cuc bo

A Public: luu lugng mang khong phadi tU mang cuc b (vi
dy

mang World Wide Web)

=




Cau hinh profile

Khung State cau hinh céc loai:
- U Firewall state

- [ Inbound connections

- [ Outbound connections

Khung Settings ban c6 thé cdu hinh cic thi€t 1ap dé diéu
- khi€n mOt sO hanh vi cUa tuOng 1Ura.

Trong khung Logging ban c6 thé cau hinh mOt sO tuy .,




K/

Céc thuOc tinh clla mOt qui tac
Firewall

1 Tao mOt qui tac Firewall

1 Demo: Tao mOt qui tac Firewall
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Cac thuOc tinh cUa moOt qui tac

Firesall General: cho phép ban cé thé thay doi tén, mo ta,
kich hoat hoac vo hi€u hda va cdc Actions:

Jd A
d A

low the connections.
low only secure connections.

1 B
Tab

lock the connections.

Programs and Services: cho phép ban c6 thé thay

doi
chuong trinh hodc dich vuU trong qui tac.

Tab
tac
théa

Users and Computers: cho phép ban cé th€ cau hinh qui
d€ 4p dung cho ngu0i duing nao dé hodc mdy tinh cu
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Cac thuOc tinh cla mot qui tac

Fir?%all’lotocols and Ports: cho phép ban c6 th€é cdu hinh
loai
giao thUc va cOng cho qui tac.
Tab Scope: cho phép ban c6 th€ thi€t 1ap dia chi IP nOi
b0 Local IP address va dia chi IP tU xa Remote IP address
cho pham vi qui tac.
Tab Advanced: cho phép ban cé thé thi€t 1ap cic profile
va cic loai két nodi (interface type) s€& sU dung trong
firewall qui tac nay.
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Tao mOt qui tac Firewall

Rule Type: c6 thé cau hinh:

A Program: cho phép ki€m sodt truy cap vao va ra d0i véi mOt
chuong trinh cu thé.

d Port: cho phép cdu hinh qui tac dua trén sO cOng TCP hodc
UDP.

u Predefined.
u Custom.

Program: c¢6 th€ cau hinh:
d  All programs.
d  The program path.

J Services.
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Tao mOt qui tac Firewall

Protocol and Ports: ¢6 th€ cau hinh:

0 Protocol type: thi€t 1ap ki€u giao thUc d€ dp dung cho qui
tac nay.
d  Protocol number.

d  Local Port: day 1a cOng trén mdy chU ma qui tac dugc st
dung.

d  Remote port: ddy 13 cOng trén mdy tinh kh4c.

J Internet Control Message Protocol (ICMP) settings:

Scope: ban cé thé€ thi€t 1ap dia chi IP n6i b0 va tU xa dén
qui tac 4p dung.
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Tao mOt qui tac Firewall

Action: ¢6 thé cau hinh:
4 Allow the connection: tao qui tac Allow.

4 Allow the connection if it is secure: cho phép két n6i néu
c6 mOt chinh sich IPSec cho phép hai di€m endpoint thiét 1ap
mOt k&t nbi an toan.

d Block the connection: tao qui tac Deny.

Users  and Computers: ban c¢6 th€ chon ngudi dung
hoac

mdy tinh c6 th€ két noi.

Profile: thi€t 1ap profile ma ban mudn 4p dung cho qui
tac.
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Tao mot qui tac bao mat ndi két

Rules Type: chon ki€u qui tac bao mat n6i két phit hop.

Requirements: xic dinh thGi di€m muOn thuc hién thao

tac

xac thuc.

Authentication =~ Method: chi dinh mOt phuong phép
xac thuc phu hgp.

Profile: ban chOn cac profile phu hQp.
Name: nhap tén cUa qui tac bdo mat nOi két.

18




Giam sat Windows Firewall with Advanced Security.

Gidm sat (Monitoring) 13 thanh phan cho phép
ban theo doi hoat dOng cUa cdc qui tac firewall va
qui tac bao mat nbi két.

Man hinh chinh cUa Monitoring s€ hi€n thj thong tin
chi ti€t vé c4c profile dang hoat dOng.

Con néu ban chon muc Connection Security
Rules, danh sdch cdc qui tac bao mat nbi két vii
thong tin chi tiét tuong Ung s€ xuat hién.
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Demo: Tao mOt qui tac bao mat ndi két

= Step 1: Vao Server Manager -> click Tools va chon Windows Firewall

with Advanced Security.
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File Action View Help

« m B=

r' Windows Firewall with Advanced Securit [T ey re—" Security on Local Computer Im
~ s | Windows Firewall with Advanced ..
K3 Outbound Rules §
B Connection Security Rules Windows Firewall with Advanced Security provides network security for Windows computers. & Import Policy...
4 B, Monitoring fa| Export Policy...
R Overview Restore Default Policy

My Connection Security Rules - - - :
4 fi} Security Associations Domain Profile is Active Diagnose / Repair

) Main Mode @ Windows Frewal is on. View

G Refresh
Properties
H Hep

) Quick Mode (O inbound connections that do not match a nule are blocked.
@ Outbound connections that do ot match a rule are allowsd.
Private Profile

@ Windows Frewal is on.

© Inbound connections that do not match a e are blacked.
@ Outbound connections that do not match a e are allowed

Public Profile

@ Wndows Frewal is on,

(O inbound connections that do nat match a nule are blocked.
@) Outbound connections that do not match a e are allowed.

B Windows Frewal Properties
Getting Started

Authenticate communications botwoon computers

Create connection sacurtty rukes 10 specify how and when connections batwesn computens ane suthenticated and
protected by using Intemet Prolocal securty (IPsec).

Connection Securty Fules

View and create hrewall rules

Craate firawall nues to allow or block connections to specied programa or ports. You can also allow a connection oy if
R s authenticated, or f & comes from an suthortzed user. group. of computer. By defauk, Inbound connectione are. |




~tké2tght—clicking a rule will allow you toggle

.mmwm-m
@ 2ctre Directory Doman Comtroses - LD
‘mm@mm-m_

Growp =

Actrve Dwectory Domam Ses.
Actrve Duectory Dommaim Ser.
Actrve Derectory Domam Ser.

Proiiiie
L

| i@ Actree Duwectory Doman Cortroiler - Ec.. Actrve Dwectory Dormain Ser &3
.mmmm-&_ Lctrve Deectory Dommamn Ser.. Al

'Qmmmm-m Actrve Dwectory Domnasn Ser.. A
@ Active Direcrory Domain Comrailer - SA..  Active Dinectory Domain Ser. A8
|'mﬁmmm-n_ &ctive Diwectory Doman Ser.. Al
| @ Actrve Directory Domnasn Controfler - Sec..  Actrve Directory Doman Ses.. A8
.mmwm Sec.. Adtive Directory Domain Ser.. A8
& Actrve i v O Controlier - W3 Active Diectory Domain Ser_ Al
| @ Actie Divectory Domnain Controller (RPC)  Active Directory Domain Ses_ A3
18 2ctroe Owectony Gomain Controfier (RPC_ Active Directory Doman Ser A3

E
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|
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L
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File  Action View Help

== =

=| H[m

B Inbound Rules

&% Cutbound Rules

!iﬁ Ceonnection Security Rules
r B Monitaring

ﬂ Windows Firewall with Advanced Security on Local Co

File apgl Printar Sharina (Echo Beoect - [CRPvd-In)

best - [CMPwb-1n)

-

File and Printer Sharing
Printer Sharing

All

Profile

Right click->
chon

0 Eile a Enable Rule
@Filea T DP-In)
e File a Copy rarm-In}
Fill -l
0 I =a Delete R
0 File a n-ln})
@Filea Properties
@File a Help =rvice - RPC)
0 File armaFrrer srar Mg [ FPFOOTeEr 3 =rvice - RP(C- EPMAP} Fi

@ File and Printer Sharing over SMEDirect ((WARP-In)

@ File Replication (RPC)
@ File Replication (RPC-EPMAP)

a File Server Rermote Management (DCOM-In)
e File Server Remote Management (SMB-In)
0 File Server Rermnote Management (WHMI-1n)

@ FTP Server (FTP Traffic-In)

@ FTP Server Passive (FTP Passive Traffic-In)

@ FTP Server Secure (FTP S5L Traffic-In)
@505 Service (TCP-In)

0 Kerberos Key Distribution Center - PCR, (TCP-In)
0 Kerberos Key Distribution Center - PCR (UDP-In)
0 Kerberos Key Distribution Center (TCP-In)
0 Kerberos Key Distribution Center (UDP-In)

. Key Management Service (TCP-In)
0 Microsoft Key Distribution Service

e Microsoft Key Distribution Service

. Metlogon Service (MP-1n)

@ Metlogon Service Authz (RPC)

e Metwork Discovery (LLMMNR-UDP-In)
0 Metwork Discowvery (MB-Datagram-In)
@ Metwork Discovery (MB-MName-In)
@ Metwork Discovery (Pub-WSD-In)

=

ey relaRIEREe

File and Printer Sharing owver...
File Replication

File Replication

File Server Rermote Manage...
File Server Remote Manage...
File Server Rermote Manage...
FTP Server

FTP Server

FTP Server

155l Service

Kerberos Key Distribution C...
Kerberos Key Distribution C...
Kerberos Key Distribution C...
Kerberos Key Distribution C...
Key Management Service
Microsoft Key Distribution 5...
Microsoft Key Distribution 5.,
Metlogon Service

Metlogon Service

MNetwork Discovery

Metwork Discowvery

Metwork Discovery

MNetwork Discovery

All
Al
All
All
Al
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

Enabled

B X0

[<] m

< | m [

| >

Inbound Rules I Actions
Marme

MNew Rule...
Filter by Profile
Filter by State
Filter by Group

4448

View
Refresh
Export List...

B p

Help

Enable Rule

Copy
Delete

Properties
Help
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k%ep 1: Menu Inbound Rules /Outbound Rules — click “New Rule”.

"

b e B 5
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katep 2: chon Port -> click

Next.

Rule Type

Select the type of firewall rule to create.

Steps:

Protocol and Ports
Action
Profile

MName

What type of rule would you like to create?

) Program
Rule that controls connections for & program.

® Port
Rule that controls connections for a TCP ar UDP port.

) Predefined:

|Fnc:ti\re Directory Domain Services

Rule that controls connections for a2 Windows experience.

) Custom
Custom rule.
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Step 3: chonTCP/UDP, di€n Port can m& (hodc danh sich cic Port) ->
click Next |

Protocol and Poris
Specify the protocols and ports to which this rule applies.

Does this nule apply to TCP ar UDFP?

® TCP
) UDP

Does this rule apply to all local ports or specific local ports?

) All local ports
® Specific local ports:
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What action should be taken when a connection matches the speciiad conditions? When does this nue apply?
Allow the connection Dcasdn s,
This inchudes connections that are protected with IPsec as wel as those are not. ks iben . ed 10 s Coporte domein.
) Allow the connection if it is secure 7 Private
rb:mﬂml ﬁmmmlmzhugml w Applies when a computer is connected 1o a private network location, such as a home
Fude node. or work place.
[Caonze.. | B Public
S \L Applies when a computer is connected to a public network location. Y.
! Block the connection
<Back [[ MNee> ])| Cancel < Back Next > Cancel

Step 5: chon profiles cho rule -> click
Next.
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keﬁié\n tén va mo td cUa Rule -> click

Finish.

Name
Specify the name and description of this rule.

Steps:
@ FRule Type
@ Protocol and Ports

@ Action
MName:

@ Profil
|Port 80

@ Name

Description (optional):

Allow port 30 inbound on all connections
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K/

Tao mOt qui tac bdo mat ndi két cho céc dich vu

Sdu.

Q  WWW (TCP: 80)

Q  DNS (TCP:53, UDP: 53)
d  DHCP (UDP: 67, 68)

Q  FTP (TCP: 20, 21)
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W Chungenatifcation setings Io Domain networks Connected (3 :mwmm
B Tum Windows Fresll on o , Name Domain  Prate ~ Public
off Nekworks at a warkplace that are attached to & domain | CFiemd PineShing ove WBDiet 0 0 O
) Restore defaus T " W e Replicatin B B @
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File Action View Help

e 2@ : BE

@ Windows Firewall with Advanced Security on Local Com) BT o
B Inbound fules | Name Group Profile  Enabled  Action  Ovemide P ~
il Outbound Rules 8 oNS (UDP, Incoming) DNS Service All Yes allow  No %
, : xﬂ“m Security Rules @ RPC (TCP, Incoming) DNS Service a1 Yec fllow  Ne %
B Firewal @ RPC Endpoint Mapper (TCP, Incoming) DS Service All Yes Allow Mo %
Bl Clmctios Sicasity ki () File and Printer Sharing (Echo Request - |... File and Printer Sharing Public  Yes Block  MNe i
o+ @ Security Assscistions (®) File and Printer Sharing (Echo Request - ... File and Printer Sharing Domai.. Mo Block  No A
‘ Main Made loFil: and Printer Shaning (Echo Request - |...  File and Printer Sharing Al Yes Allow Nao &
|} Quick Mode @ File and Printer Sharing (LLMNR-UDP-In)  File and Printer Sharing All Yes Allow Mo k|
@ Fite and Printer Sharing (NB-Datagram-In)  File and Printer Sharing All Yes Allow Ne 5
@ File and Printer Sharing (NB-Mame-In) File and Printer Sharing All Yes Allow Mo ]
afil and Printer Sharing (MB-Session-In) File and Printer Sharing Al Yes Allow Me 5
@ File and Printer Sharing (SMB-In) File and Printer Sharing all Yes Allow Mo 5
@ File and Printer Sharing (Spooler Service -... File and Printer Sharing All Ve Allow Mo %
@ File and Printer Sharing (Spoaler Service -... File and Printer Sharing All Mo :
@ File and Printer Sharing over SMBDirect (i... File and Printer Sharing over.. Al MNe
@ File Replication (RPC) File Replication All MNe
18 File Replication (RPC-EPMAP) File Replicaticn all Ne
@ File Server Remote Management (DCOM...  File Server Remote Manage... Al Mo
@ File Serves Remote Management (SMB-1n)  File Server Remote Manage...  All Ne
lal:TP‘ Server (FTP Traffic-In) FTP Server All Mo
€ FTP Server Passive (FTP Passive Traffic-In)  FTP Server All Ne
@B FTP Server Secure (FTP SSL Traffic-In) FTP Server All Neo
™ TSI L : ™ :
@0 Kerberos Key Distribution Center - PCR (... Kerberos Key Distribution C...  All Ves Allow  No L
@ Kerberos Key Distribution Center - PCR (..  Kerberos Key Distribution C...  All Yes Allow Ne %
1€ Kerberos Key Distribution Center (TCP-In)  Kerberos Key Distribution C...  All Yes Allow  No |
0 Kerberos Key Distribution Center (UDP-In)  Kerberos Key Distribution C... Al Ves Allow  Ne %
@ Key Management Service (TCP-In) Key Management Service All Mo Allow Mo L
@ Microsoft Key Distribution Service Microsoft Key Distribution 5...  All Yes allow  No %
@ Microsoft Key Distribution Service Microsoft Key Distribution ...  All Yes Allow  Ne %
@ Netlogon Service (NP-In) Netlagen Service Al Mo Allow  Ne 5
@ Netlogon Service Authz (RPC) Netlogon Service All Mo allow  No Ll
@ Hetwork Discavery (LLMNR-UDP-in) Network Discovery Al Yes Allow  Ne %o
n [ <l [T | [»

& NewRule..

T Filter by Profile

T Filter by State

T Filter by Group
View

i Refresh

|5 Export List..

@ Hep

v v v v
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File Action View Help

e 2w = B

@ Windows Firewall with Advanced Security on Local Com

% Connection Security Rules

4 &, Menitoring
Bl Firewall

8 Connection Security Rules
4 Security Associations
[ Main Mode
|} Quick Mode

<

» |

@ Core Networking - Packet Too Big (ICMP...
& Core Networking - Parameter Problem (l...
i Core Networking - Router Advertisement...
i Core Networking - Router Solicitaticn (IC...
@ Core Networking - Teredo (UDP-Out)

@ Core Networking - Time Exceeded (ICMP...
0 DHCP Serves Failover (TCP-Out)

@ Distributed Transaction Coordinater (TC...
i an ourgeing (TCP)

@ 1 Outgoing (UDP)

) File and Printer Sharing (Echo Request - |...
() File and Printer Sharing (Echo Request - 1.
€ File and Printer Sharing (Echo Request - 1.
@ File and Printer Sharing (LLMMNR-UDP-0ut)
@ File and Printer Sharing (NB-Datagram-0...
@ File and Printer Sharing (NB-Name-Out)
@ File and Printer Sharing (NB-Session-Out)

@ FTP Server (FTP Traffic-Out)

& Network Discovery (LLMNR-UDP-Out)
i@ Metwork Discovery (NB-Datagram-Out)
@ Network Discovery (NB-Name-Out)

i@ Network Discovery (Pub WSD-Out)

(@ Network Discovery (SSDP-Out)

& Network Discovery (UPnPHost-Out)

@ Network Discovery (UPnP-Out)

i@ Network Discovery (WSD Events-Out)

@ Network Discovery (WSD-Out)
@ Houting and Kemote Access (UKE-Uut)
@ Routing and Remote Access (LITP-Out)

@ Metwork Discovery (WSD EventsSecure-0...

0 ile and Printer Shacing (SMB.Outl Ele and Printer Shatiog

Group Profile  Enabled  Action  Ovemide
Core Netwerking Al Yes Allew Me
Core Netwerking Al Yes Allew Mo
Core Netwerking Al Yes Allew Mo
Core Networking Al Yes Allow Mo
Core Networking All Yes Allow [ [
Core Netwarking All Yes Allow Me
DHCP Server Management Al Yes Allow No
Distributed Transaction Coe..  All Me Allew MNe
DMS Service Al Yes Allew Mo
DMS Service All Yes Allow Mo
File and Printer Sharing Domai... Mo Block Mo
File and Printer Sharing Public Yes Block Mo
File and Printer Sharing All Yes Allow
File and Printer Sharing all Yes Allow
File and Printer Sharing All Yes Allorw
File and Printer Shaning All Yes Allow
File and Printer Sharing Al Yes Allow
4 " L sl e allo
Allow
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Mew Rule...
Filter by Profile
Filter by State
Filter by Group
View

Refresh
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Disable Rule
Cut

Copy
Delete
Properties
Help
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