


NOi dung

Chinh siach bao mat

Giam sat - Monitoring

HO trg khach hang- Hepldesks

Du phong — Backup

Khoi phuc sau tham hoa — DisasterRecovery

Nang cap va Bdo tri - Upgrades and
Maintenance

Trung tAm d{ li€u - Data center




Chién luoc la gi ?

Chién luoc la chuong trinh hanh dbng, k€ hoach
hanh dOng duoc thiét ké dé dat duoc mOt mUc tiéu cU
thé, la t6 hOp cdc mUc tiéu dai han va cdc bién phdp, cdc
cdch thUc, con duOng dat dén cdc mUc tiéu do.




Chinh sach bao mat

An ninh mang (security) bao gbm:
DMZ

TuOng 1Ura (Firewall)

Hé thOng phat hién xAm nhap (IDS)
Hé thOng ngin chan xAm nhap (IPS)
Phan mém diét virus

Hé thdng ching thuc ngUdi dung
M3 héa dit liéu

0 Tai liéu bdo mat

DODO000 0

Chinh sdch bao mat la cdc mé ta, cdc quy dinh, cdc
quy trinh dam bdo an ninh mang nham bdo vé mOt muUc
tiéu cU thé trong mang




Chinh sach bao mat

Phan tich rUi ro an ninh, x4c dinh cdc mOi de doa (bén
trong, bén ngoai)

Xay dung céc gidi phdp bdo mat can chd y

1 Khong lam gidn doan kha ning kinh doanh

] Bdo vé duac tai san (muUc tiéu bao vé)

1 Xdc dinh chi phi thuc hi€n bao mat

1 Xéc dinh chi phi phuc hoi su cO

1 Phan tich chi phi lién quan dén su ¢O an ninh 1am gidn

doan cong viéc kinh doanh
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Chinh sidch bao mat - Firewall

TuOng 1Ua:

1 Hé thOng ngin cdch mang bén trong va bén ngoai

1 Loc géi tin theo :dija chi, giao thUc, dung 1uQng, cOng
d  DPd&m bdo chat lugng dich vu mang QoS

Hé thOng canh bdo tan cong (IDS):

J Quan sat mang, quan sat gdi tin trén mang

1 Cdanh bdo mOt s6 hoat dOng tan cong mang

1 Thong tin dén quadn tri mang khi cé tan cong

1 Tich hgp v6i tuOng 10ra d€ tu dOng dép trd khi c6 tan
cOng




Chinh sach bao mat

Phan mém diét virus

] Cai dat tai workstation

] Phat hién, tiéu diét c4c loai virus

1 Phat hién tiéu diét cdc phan mém dOc hai

1 Bao vé Workstation trong qu4 trinh lién lac v&i hé thdng
mang

Hé thOng chlng thuc nguOi dung

d Quan 1y thong tin nguoi dung

1 Quan ly chinh sdch hoat dOng ngudi dung

1 Qudn 1y quyén han st dung tai nguyén




Chinh sach bao mat

Muc tiéu bdo mat 1a tiéu chi dau tién d€ tién hanh
xay

dung chinh sidch bao mat

1 Bao v€ thong tin - AT li€u luu trr

1 Dam bdo chat luong dich vu mang

1 ChOng chi€ém dung tai nguyén

. Bi mat thuOng mai

1 Danh ti€éng cla mOt cong ty




Chinh sach bao mat

Phong thU theo chi€u rOng

3 X4c dinh vanh dai ngin cich cdc phan tl can bdo vé -
Firewall

1 Nhugc di€m dé bi xuyén qua ngoai y muOn — thdng

qua Wireless, dung chung may tinh Workstation

Phong thU theo chiéu sau:
3 Pinh vi cU thé muc tiéu bao vé
1 Dung nhi€u co6ng cU khéc nhau trén cing muc tiéu

1 Nhuoc di€m : tOn kém thOi gian, tién bac, phUc tap
khi sir dung
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Chinh sach bao mat: Lap tai liéu

Ngu0i dung cdn cU theo tai li€u bdo mat d€ 1am
viéc

Céc loai tai 1iéu bao mat:

Chinh sdch st dung tai nguyén

Chinh sach giam sat — tinh riéng tu

Chinh sach truy xuat dich vu tU xa

Chinh séch truy cap mang

Iy R R N

Chinh sach luu tr(r thong tin trang thai
C4c loai tai liéu phdi trinh bay 1o rang, day du,
phan

~An mite A0 h3o ve cha tifne mile
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Chinh sach bao mat: Lap tai liéu

Chinh  sdch sU dung tai nguyén: xdc dinh danh
tinh,

quy€n han s dung tai nguyén cla ngUdi ding

Chinh sich gidm st - tinh riéng tU: xdc dinh quyén
han gidm sit mdy tinh, gidm sit mang, mUc dO riéng
tU cUa ngUdi dung

Chinh sich truy xudt dich vu tU xa: xdc dinh quy
tac truy cap mdy tinh, dich vU mang tU xa.
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Chinh sach bao mat: Lap tai liéu

Chinh séch truy cap mang: xdc dinh quy€n han két
nOi

mang gilla cac mdy tinh, ngu'0i dung va cdc lién mang
Chinh sach luu trtr thong tin trang thdi: xac dinh
nOi dung 1uu trr, han muc luu tr(r, thoi gian 1Uu trlr
cla céc logfile, phuc vu viéc truy vét cho cic su cO
mang.
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Cac chién luoc bao mat

1.

Van hanh va bdo tri thi€t bi: cap nhat ban v4, hly bo

cac

hé thOng cii
Theo ddi bén th(r ba: bén ¢6 chiu trdch nhiém cong bd

cac 10 |

hOng bdo mat, hudng ¢

an chinh sach bdo mat.

Phan c

hia mang thanh nhiéu k

hu vuc n€u cé thé.

Suy nghi 1ai vié€c tri€n khai hé thOng mang khong day
M3 héa d{t liu nhay cam
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Cac chién luoc bao mat

6.

10.

I1.

Piéu tra su' di thuOng: qua trinh ding nhap qud nhiéu,
sU ¢6 may chu, "tiéng On" tU thiét bj .v.v.

Khéa quyén truy cap cla ngu0i diing: hau hét nhan
vién khong can mUc truy cap cao ma ho dugc cap

SUdung  xdc thuc da ning: sU dung cong nghé
chUng thuc khic ngoai chUng thuc bang mat khau

Thuc hién va theo ddi chu trinh phat trién phan mém
Dao tao ngu0i dung
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Giam sat hé thong - System Monitoring

Tai sao phadi giam sat

Hé thOng giam sat thoi gian thuc
Chién luogc xay dung hé thong giam
sat

Cong cU giam sat trén n€én web
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Giam sat hé thong - System Monitoring

Tai sao phai phai gidm sat: n€u khong gidm sét
khong

th€ quan Iy dugc

. Nhanh chéng phat hi€n va khac phuc su' cO
.. Xéc dinh ngubn gbc cla van dé

;. DU dodn va trdnh c4c van dé trong tuong lai
. Tai liéu van hanh hé thOng clla SA
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Ly do giam sat

Luu trr dOr li€u gidm sét trong thOi gian dai
»Thoi gian hoat dOng
>Hiéu suat
>»Bao mat
>MUc d0 sU dung
Vi du: thOi gian hoat ddng cUa mdy chuU web 12 99,99% vao
nim
ngodi, so vOi 99,9% niam trudc.
MUec s& dung mang tOi da 13 8 MBps, ting tU' 5 MBps.
SU dung
>Lap ké hoach ning Iuc.
ST An A haach A7 AN dA tin cAY hode h3o mA+
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Hé thOng giam sat thoi gian thuc

Canh bdo SA nh(ng that bai xay ra
Phit hi€én cdc van dé trude khich hang
Thanh phan hé thOng gidm sat thOi gian
thuc

1 Hé thOng gidm sat (Poll hodc alert)

1 Hé thOng cdnh bdo (Email hodc SMS)

N




Ky thuat giam sat thoi gian thuc

Polling

1 Thuc hién cé4c phép do theo khodng thOi gian déu dan
4 Luu tr(r li€u do luOng

1 Vé bi€u do dir liéu

1 Tham do trang thii hé thOng va dich vu

Vi du: cU 5 phit ping server

Alerting
1 Hé thOng c6 thé gl cdnh bdo dén hé thOng gidm sit
khi
phat hién van dé.
Vi du: ghi nhan mang Raid cla HDD bj 10i
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/7

P0 san ding

1 Theo ddi x4c sU cO trong mang, server va Ung dung
Vi du: khong truy cap mdy chu web

SUc chUa

3 Ki€m tra cic nguOng cho CPU, Mem, Disk,
Network Vi du: mUc d0 st dung CPU 12 95%
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Giam sat chu dOng (Active Monitoring)

Hé thOng gidm sat chU dOng c6 thé khac phuc cdc van
dé.
d Phan Ung nhanh hon con ngUoi.
1 Thong thudng chi cé thé thuc hién slra ch{ra tam thOi.
1 Khong thé khac phuc dugc cac van dé: dia xau, tran bO
nh&

RUi ro

d DO tin cdy: Ki€m tra phdn Ung tich cuc trudc khi trién
khai.

[ Bdo mat: gidm sit chU dOng thudng can quyén quan trj
vién

N\
y am N 4N T =41 =
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Muc dd ki€m tra

Ki€m tra may chU bang ping: chi ki€m tra noi
két

Ki€m tra xem Ung dung da dudgc kich hoat
chUa

1 Thuc hién n6i két TCP v§i cOng dich vu

1 Kiém tra danh sach dich vu

Kiém tra dau cubi
A Thuc hi€n toan bd cdc giao dich nhu khdch hang
Vi du: gui va nhan mOt email
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Chién lugc xay dung hé thOng giam sat hiéu qua

1.

Thanh phan co bdn cla hé thdng gidm
sat:

Collect

Baseline

Alert

Report

Analyze

Share
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Chién luogc xay dung hé thong giam sat hiéu qua

Collect: chién luoc thu thap thong tin

- Nén tdng hO tro thu thap dr liéu thong qua:
SNMP,

* NetFlow, IP SLA, WMI, JMX, NBAR, Syslog .v.v
- [ Kha ning duy tri dr li€u thoi gian dai

- A Nén tang gidm sit phdicé khd ning m& rOng theo
nhu
+ cau thu thap d{r liéu
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Chién lugc xay dung hé thOng giam sat hiéu qua

Baseline (dUOng cO sO)
1 Dung bi€u do tU d{t 1liéu gidm sit (phan mém)
1 Cung cap cac tham khdo lich s gidm sat: 15 phuit, 1
ngay, 1 tuan, 1 thdng, 1 nim.
»>Gidm sat hi€u sudt ha tang mang: thé nao la
binh
thuOng, thé nao 13 bat thudng.
»>Ciac yéu t0 dnh hudng
1 Co sd thiét lap chinh sich cdnh bdo
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Chién luogc xay dung hé thong giam sat hiéu qua

Alert (thiét 1ap canh
bao)

3 Thiét lap c4c ngubng
tinh
1 Thoi di€m gia ting mUc
d6 st dung
3 Xé4c dinh d6 1énh so vOi
duOng cO sO, xay dung
phuoOng

phdp du dodn tin cay



Chién luogc xay dung hé thong giam sat hiéu qua

Report (bdo cao)

4 B4o cdo theo mau hodc tuy chinh theo yéu cu

3 Cung cap thong tin: ty 1€ mat géi, cic chi sO quan trong khéc
0 Khong h6 trg cho phép diéu khién va g8 rOi

Lua chon nén tdng: dap Ung cic yéu cau

4 Hién thj trang thai cUa thi€t bi, cau hinh, khung th0i
gian, hinh dnh va tém tat cic thong tin quan trong.
4 Cho phép hié€n thi nhi€u di€ém d{r 1i€u khéc nhau ?
A C6 gi6i han sO lugng do6i tugng trong mOt bdo cdo khong ?
d C6 thé ndi két cac dang bi€u do bio cdo khic nhau khong ?

3
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Chién lugc xay dung hé thOng giam sat hiéu qua

Analyze (phan tich d(r 1iéu):
0 Muc dich: cé céi nhin siu sac vé d{r liéu
»ChU dOng phat hi€n va tranh c4c sU ki€n vé hiéu suat
> Gitp tinh chinh co s& ha tang va dua ra nhi€u quyét
dinh du
bdo vé cO s& ha tang
»Chia khoéa d€ phan tich ding d{r li€u hiéu suat 1a phdi c6 tat
ca d liéu & cung mOt noi.
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Chién luogc xay dung hé thong giam sat hiéu qua

Share (chia s€ thong
tin)

- @ Diéu nay doi héi can
phdi biét: dOi tuOng can
chia s, d0i

* tU'Ong quan tdm cUa
doi tuong chia sé 1a
i

- (A Chia sé d liéu vOi
céc nén tang khéc: nhu
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Cac cong cu giam sat

Ganglia
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Nagios Network Maps
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Tai liéu tham khao

1. Principles of and Administration,
Network Mark Burgess, Ubystasity Norway
Oslo Second Edition College, :
».  Network Management Fundamentals,

Alexander Clemm Ph.D., Copyright© 2007 Cisco
Systems, Inc.

s http://en.wikipedia.org/wiki/Comparison_of_ne
twork_ monitoring_systems
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