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*  Quan ly mang la gi?
Hé thong quan Iy mang
Kién triic va mé hinh quan Iy mang OSI

Céc chtrc ning chinh cla hé thdng quan 1y mang
OSI




Quan ly mang la gi

~ | "Network management includes the deployment, integration
| and coordination of the hardware, software, and human

+ elements to monitor, test, poll, configure, analyze, evaluate,
and control the network and element resources to meet the
real-time, operational performance, and Quality of Service

requirements at a reasonable cost.”

Computer Networking: A Top Down Approach 6th edition Jim Kurose, Keith Ross Addison-Wesley
March 2012




Hé thong quan Iy mang

“* MOt hé thdng qudn ly Network Management Station
mang
fasyors Méanegpmait thislaung
cho phép gidm sit va ki€m sodt oo Horagoment Aotaton
cac thanh phén mang. - a e
Hai thanh phén chinh: : , .
d  Management station (manager) i = =

d  Managed devices:
management

agents/agent

Managed Device Managed Device Managed Device

Typical Network Management
Architecture

MOt hé thoéng quan 1y mang
thuOng dugc mod ta bang mod hinh .

7S £ Y



Poi tuong quan Iy (Managed object -MO)

Céc dOi tugng quan 1y c6 thé

la: Agen
t
v
Y %&6¥E§§at10ns — ' Managed Object
“ Routers ~ | ooy pgen
Managed Object Managed Object %

Network Management
Protocol

v Switches

“ Printers L TN\

Agen
Y .V.V. t
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Managed Object Agen



Kh4i niém quan ly

Pb6i  tugng dudc quan ly (Managed Object - MO)
gUi
traps/alerts khi né nhan ra cac van dé tiém an

Khi nhan dugc canh béo, Manager thuc hién:

O Thong bdo dén nhan vién van h: e =
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Dewice Typa ACE 4710 Cancunen] Comag Wy IF Address Hi& r::;ﬂ A
551 Trasanchons pae Pagr 1P
d Ghi nhan sU kién et 2z || = L e
. . . cwmﬂr s Radule Eanduidh in i Soetuare o Haaribasts WA
e Comgatioily w0

Sofware Vession AN}

d Ty ddng, cO gang khac phuc st o | [ s
> Vi du: tat thiét bj

i [

Wirkual Sanvers (Tolat 37) 6 I Servee 31 i Out of Sanice 0,0, Statys ot avaiabie 0, Sisfus nof supported
Senvers (Total 53 7Bl in Sorvicn S04 Out of Sarvice Statys et naiabie

Probe (Total £ lﬂhsm 2 iy Out ol Sanvice 0/, Stacus ral availalsie

(ipatal Ememats (Total 4) 1[5 Up 14 Deren Sxatys ral Bvaiabie

WLANS (Tetal & :Bue 1 Doren Statut ol Avaiabie

Port Channals (Tetal Buw ) Daren Status nat availabie

Evis (Total 1) Bue 01 iy Doran Statug ol avaitabie

ot (Talal 7) [ comtcate: wpumg beyand 30 ar 1 i) Expresd Certfeate Experng in 30 3




Xac dinh cac diéu
kién hoat dong
binh thwo'ng va ky
vong cho mang

Xac dinh xem mang
c6 hoat dong chinh
xac hay khong, néu
khdng, hay xac dinh
nguyén nhan cua
sw c6 va can lam gi
dé khac phuc tinh
hudng

Thu thap trang
thai cia mang
dé xac minh xem
noé cé tuan theo
cac chinh sach
da dwoc xay
dwng

Thuwc hién ké
hoach hanh dong
tlr giai doan phan
tich dé stra chira

hoat
dong cua mang




The OSI and TCP/IP Reference Models

Layer 7
Layer &
Layer 5
Layer 4
Layer 3
Layer 2
Layer 1

O51 Model

Apphication

TCP/IP Model

Presentatiion

Applhication

Sess10n

(™ Not presented

Transport

I.r*"' in this mosdel

MMetwork

TCPFUDP

Data Link

[nternetwork

Physical

Metwork Intertace and
Hardware

> M6 hinh OSI (Open Systems Interconnection Reference Model) 1a M6 hinh
tham chi@u két nOi cac hé thdng mo - do ISO va IUT-T khéi xudng




Kién tric va mo hinh quan 1y mang OSI

Ki€én tric qudnly mang xdc dinh cdc md hinh cO
ban  dé
tri€n khai hé thOng quan 1y mang.

C4c thanh phan:
4 M6 hinh t& chirc: dinh nghia cédc thanh phan trong hé thdng
nhu

management system, managed system, ...

A Mo hinh thong tin: dinh nghia cO s& thong tin quan ly
phuc vuU cho cong tdc quan 1y mang
4 Mo hinh truy@n thong: dinh nghia cO ché tuong tic gilra
cac
thanh phan cUa hé thOng (giao thUc)
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Kién tric va mo hinh quan 1y mang OSI

Organisation
model

Network
management
components
(manager,
agent)
Functions
of
component
S,
Melatibaship
three-

tier
architecture

Network

Management
Information Communication
model model
Structure of Unidirection
manageme al messages
nt
information Simple
system messages (get-
BB gement response and
information traps)
base (MIB) PDUs (e.g.

GetRequest,

Object Trap etc.)
oriented

Management Architecture and
Model

Functional
model



M6 hinh t6 chic (Organisational Model)

Manager

1 GUi c4c yéu cau dén Agent

Information Communication Functional
mmmmmmmmmmmmmmm

. Theo doi canh bdo
1 Cung cap giao dién ngu0i dung

Agent

3 Thu thap thong tin tU cdc dOi
@@ &u hinh c4c tham sO trén dOi tugng
1 Tra 10i céc yéu cau cUa manager
1 Sinh ra c4c canh bdo va gUi vé
Managers

Dbo6i tugng qudn 1y
d Thanh phan mang
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Two-Tier Model

Agent dugc tich hOp bén trong thanh phan mang
Vi du: switch, router
D(t liéu quan 1y ndm trong Manager (khong nam &

Agen —
Manager

Managed objects

Unmanaged objects
MDB Management Database
s Agent process




Three-Tier Model

LOp trung gian (middle layer) dong vai trd kép

Agent chuyén thdng tin cho Manager cao nhat

Manager quan ly cdc managed object (thu thap thong
tin, XU 1y va Iuu tr& A li€u)

Vi du: middle level 1a Remote monitoring agent (RMON)

‘MDEI Manager

|r.,.1|:3|3 Agent/Manager

Managed objects

MDOB Management Database
[ Agent process
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MoM (Manager of Managers)

MoM: M6 hinh trinh bay tOng quan cUa mi€n (gidm sét
chung). o

_——— A ii— A 1l S
__FgentMNE T — wups __Fgent NS "1 upg |
=T =T

b A
Managed obects

A B

Mansged objects

|  Agent NMS

MoM  Manager of Managers Agent Manager
MOE Management Database

—— Agent procsss
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Communicatio
nnnnnn

Thong tin bao = K
grphép (dinh dang) va ng( nghia (nghia) vé moOt doi
tUoOng. (syntax (format) and semantics (meaning))
SMI (cO cau thong tin quan 1y): miéu td mOt doi
tuong dugc quan ly

MIB (cO s& thong tin qudn 1y) x4c dinh dOi tudng cu
th€é dugc quan ly
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Structure of Management Information (SMI)

SMI dinh nghia cho mOt dbi tuong duGc quan
ly

1 Ci phap (Syntax)

1 NgU nghia (Semantics)

Wi Hligpm thong tin bo suLnya ahbd GO 13141

SySDGSCI’Z { SyStem 1 } ___— Syntax: model of object
Syntax: OCTET ‘
Definition: SARANGR] description of the entity.\
Access: tead-only < .
Semantics -
Status: mandator textual description

/y aCCess

privileges to

. of the semantics
implementatioﬁ requirements the object

=




Co s@ thong tin quan ly (MIB)

ChUra thong tin vé dobi tugng qudn ly

Pugc tO chlc theo nhém ciac doOi tuong lién
quan

DPinh nghia m6i quan hé gilra cidc doi tugng
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Mo hinh truyén théng (Communication model)

“*Polling

Phuong ti€n lién lac gilra
manager va managed object,
st dung giao thUc yéu cau
- tra 10i

s*Alerts / Traps

Cic phuong tién khong
dong b0 lién lac gilra
manager va managed object

Manager
node

Manager
node

Organisation
model

Polling

Requests for some
information

<

Responds with the
information

Alerts/Traps

Managed
object

<

This information might be of
interest

Managed
object
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Ky thuat Poll /Traps

Nguyén tac hoat dOng: trung tim giam sat (Manager)
dinh

ky hoi thong tin dOi tuOng can gidm sit (Managed
Object).

O  Néu Manager khong hoi thi MO khong trd 10i
0 Néu Manager hdi thi MO phai trd 10i.

d  Bang cich hdi thuOng xuyén, Manager s€ ludn cap nhat
duoc

thong tin m&i nhat t4 MO

19




/

Nguyén tac hoat dOng:

1 MOi khi xay ra mOt su' kién (event) nao do6 thi Managed
Object s€ tu dOng gUi thong bdo cho Manager

3 Manager khong hoi thong tin dinh ky tU Managed

object.

N



So sanh di€m khac biét ctia 2 ky

) ChU dOng 1ay nhiing thong tin - Tat cd nhlmng event xdy ra déu
can duoc
thi€t tU cdc dOi tu'gng quan tam. gUi vé Manager.
a Khong can 1ay nhitng thong - MO phai thiét 1ap dugc cO ché chi
tin khong can thiét. gUi nhing event can thiét.
 C6 thé€ 1ap bang trang thdi thong - NeEu khong cé event gi xdy ra thi
tin Manager khong bi€t dugc trang
cUa MO sau khi poll qua mOt 1UQt . thdi clla MO.

VD: Device (MO) c¢6 mOt port
VD: Device (MO) c¢6 mOt port down va  down va Manager dugc khOi dOng sau
Manager dugc kh@i ddng sau do, thi  d6, thi Manager s& khong thé biét
Manager s& bi€t dugc port dang duQc port dang down.
down sau khi poll qua mOt 1UQt cic port.

21




/ o« ~? /, o N ? ~

So sanh diem khac biet cua 2 ky

41 EAY)

POLL ALERT
Khi duong truyén gidn doan va Khi duOng truyén gidn doan va

MO ¢6 sU thay dli, thi Manager s& MO c6 sU thay dOi thi né van gUi

khong thé cap nhét. Alert cho Manager.

) Tuy nhién khi duOng truyén thong - Sau d6 mdc du duOng truyén cé
suOt trd lai thi Manager s€ thong suOt trd lai thi Manager van
cap nhat dugc thong tin m&i nhdtdo  khong thé bi€t dugc nhirng gi di xay
ludn 1udn poll dinh kY. ra.

] Dé dang thay d6i mOt Manager khac. - Khi thay d6i Manager thi phai cai dat
1ai trén tat cd MO d€é trd vé
Manager.
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So sanh di€m khac biét cla 2 phuong

4 1. l’lln

POLL ALERT

N€u thong tin MO da thay d6i [ Ngay khi c6 sy kién xdy ra thi MO
nhUng van chua dén lugt poll sé glti  Alert dén Manager, do

k€ ti€p thi Manager van gilt nhiing d6 Manager ludn ludn c6 thong tin
thong tin cii. m®&i nhat tUc thoi.

C6 th€ bO sét cac su ki€n : khi MO ¢6 ] Manager s€ dugc thong bdo mOi
thay  dbi, sau d6 thay d6i trd  khicé su kién xdy ra 6 MO, do
l[ai nhu ban dau trudc khi dén lUQt  d6 Manager khong bd sét su' kién
poll k€ ti€p thi Manager s€ khong  njo.

phat hién dugc.
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Transfer Protocols

Manager Operations / Requests / Responses Traps / Agent
Applications Notifications Applications
Manager SNMP (Internet) Agent
Communication CMIP (OSI) Communication
Module Module

Transport Layers

UDP / IP (Internet)
OSI Lower Layer Profiles (OSI)

Physical Medium

Transport Layers

Figure 3.12 Management Communication Transfer Protocols

Application: Format of communication and
messages Commands and responses (actual

message)

Transport protocol: transport medium of message




M6 hinh chuc niang (Functional

M@ﬁﬁgrnational Organization for Standardization) nhom

11 vUc uan ty thanh 5 linh vuc: FCAPS

ault | managemen
Configuration
management Accounting
management Performance

management S ecurity
management

t

Managemen

Network

Organisatio
n model

Informatio
n model

Communicatio
n model

Functiona
I model
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Quan Iy 10i (Fault management)

ChUc ndng: xdc dinh, c6 1ap, ghi nhan, hanh dOng dép
trd vOi nhing 10i xay.

Nhi€ém vu:

1 Gidm sat hé thOng: phét hién 10i khong ? 16i & dau?
4 X1y canh bdo

1 X4c dinh nguyén nhan, c6 1ap van dé

1 Xé4c dinh va th( nghiém gidi phdp gidi quy€t van dé
1 Ngiin chan 10i (proactive fault management)

1 Van hanh hé thOng trouble ticket

1 HO trg ngudi dung (user help desk)

26




Quan ly 10i (Fault management)

Phong chOng 10i:

d Gilt cdc tap tin log xudt hién 10i, chU d0ng tim
ki€m nhlng mau d€ du doan nhung khu vuc, thié€t bi
kém bdo mat trong hé thOng.

d bé xuat
> Gidi phdp nang cap
»Giadi phdp du phong

27




Quan Iy cau hinh (Configuration management)

ChUc néng:
d Theo  doi cic thi€t bi mang: cau hinh phan clng,
phan

mém cUa thi€t b

3 Qudn ly thiét bj mang:
> Quan ly tap tin cau hinh
> Quan 1y anh
 Sao luu va phuc ho6i cau hinh

28




Quan Iy cau hinh (Configuration management)

Nhiém vu:

Lua

3  Lam thé nao két nOi va cau hinh thiét bj ?
O  Thiét bj va dich vu dudc cdu hinh tOi Uu chua?
O Theo doi thong tin vé "phién ban" cUa tUng thi€t bi mang.

chon phién ban F

PH thich hgp v6i phan clng cUa thiét bi.

3 Saoluu va phuc hoi
»Tao anh chuan cho cic ngudi dung
< Hé diéu hanh va cai dat phan mém
“ CAau hinh chudn cho m6t nhém Router
>Phuc h6i cdu hinh khi can

29




Quan Iy thong ké (Accounting management)

ChUc niing
1 Thu thap thong tin sU dung céc tai nguyén mang
d Do cic thong sO mang 1am cd s& tOi Uu hé thOng
1 Qudn Iy tai khodn nguOi dung: cap quyén truy cap
ngUo1

dung vao thi€t bj va tai nguyén mang
3 Phan tich két qud

w




Quan Iy thong ké (Accounting management)

Nhiém vu:
O Thu  thap sO li€u thOng ké: chi phi nguOi ding
(khong
gian dia, thOi gian xU' 1y, bidng thong mang)
3 Thiét lap han ngach
ThOng ké cho phép
1 Ki€m sodt hanh dOng cUa ngudi dung
1 Qudn 1y va st dung tOt cac ngudn luc
1 Gidp dua ra cic quyét dinh vé cai tién
1 Theo doi xu huGng sU dung
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Quan ly hiéu suat (Performance

management)

 Giam sat va do luOng hi€u ning

1 Duy tri hiéu suat tOng thé ¢ mOt mUc xdc dinh

1 Phan tich va ki€m sodt hiéu sudt cic thiét bi

1 Xay dung cic bién phdp, md hinh, k€ hoach, va
tdi Uu héa ddm bdo tOc db, dO tin cay va kha ning (vi
du: thong luong va hi€u suat) phu hgp véi tinh chat
cUa Ung dung va nhlng rang buOc vé chi phi cla tO
churc.

32




Quan Iy hiéu suat (Performance

Iman doeEndéist ping he
thOng:

1 Availability (tinh san sang)

1 Response time (th0i gian ddp
Ung)

J Accuracy (tinh chinh x4c)

1 Throughput (thong IUQng)

1 Utilization (mUc dO chi€m dung)
d Ty 1é mat goi

d ...
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Quan ly hiéu suat
* Nhiém vu xac dinh:

+ @ Nhirng loai Ung dung nao hi€n cé, va nhitng yéu cau
QoS

* cUa Ung dung 12 gi ?

- O Luu lugng dr liéu dén tu dau ?

+ A Luu lugng dUr 1iéu di dau ?
- 3 C6 that ¢6 chai, n€u c¢é, G dau ?

Cune can ciac mic d0 chdn nhan clla hiéu nino
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Quan Iy hiéu suat

Céc hoat dOng chinh:
1 D 1iéu hiéu suat dugc tap hop vao cdc bi€n quan tim
1 D liéu dugc phan tich d€ x4c dinh mUc binh thuOng
1 X4c  dinh cdc ngudng hiéu ning, khi vUugt qua
nguong
nay thi van dé mang can dugc quan tim xU 1y.
O Céc thuc thé qudn 1y (Agent) phdi dugc gidm st
hi€u ning, khi vUgt qua ngudng phai gUi canh
bdo dén hé thOng qudn Iy mang.
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Quan Iy an ninh (Security management)

Nhan dién cdc nguy cO va rUi ro
X4y dung cdc chinh sdch bdo
mat

Tri€n khai cdc cO ché an toan
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Tom luQc

Organisation
model

2-tier
3-tier
Mo
M

Network Management

Information Communication
model model
SMI Requests
MIB /
Response
Traps

Functional
model

FCAPS



Tai li€u tham khao

Chapter 9, Computer Networking: A Top
Down Approach 6th edition Jim Kurose, Keith Ross
Addison- Wesley March 2012

Principles of Network and System
Administration, Mark Burgess, Oslo University
College, Norway, Second Edition

Network  Management Fundamentals, Alexander
Clemm Ph.D., Copyright© 2007 Cisco Systems, Inc.
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