Sao luu va khoi phuc hé thong Domain



Muc tiéu bai hoc

Giam sat Active Directory
Quan tri CSDL Active Directory
Active Directory Recycle Bin

Sao luu va khéi phuc AD DS va Domain
Controllers



Tim hi€u vé hiéu nang va nghén

Cac tai nguyén chinh cua hé
th@pg

Memory

Network
Nghén: 1 tai nguyén & trang thai hoat déng cao
diém



Cac cong cu giam sat

Task

Magia@edst thai gian thuc cac thanh phan chinh cta hé
thong

BV VIEWE! e luu lai cda cac dich vu hé théng
khac nhau

Re&%"rﬁcseatl\{lk%ri”é%% thuc chi tiét vé viéc sir dung tai

nguyén
Rek%l?r'\“c% M%‘%R& tin cay cla hé théng theo
thoi gian
Pe@%@%?%%ﬂ"%ﬂé% thong trong qua khir ciing
nhu thoi
gian thuc



Performance Monitor

Cac chi s6 h{tu ich trong bat cit moét server
baseline nao

PiarsicaRipkgelyge Disk Queue

Length
CaLUHRPEE ‘NPT LHBGiec giam sat Active
Directory

NTDS\ DRA Inbeund Bytes Total/sec
NPESE DRA Outbound Bytes Total/sec

NTDS\ DRA Pending Replication
Synchronizations

NTBS§\\NEareros Authentications/sec
Authentications



Cac b6 thu thap dit liéu

Thu thap théng tin dir liéu
Chi s6 hiéu nang
D(t liéu luu vét su kién
Thong tin cau hinh hé théng (cac key trong
registry)

Cé%e'ﬁj %Q@@Hg‘iﬂéﬂ Hi@rgthuc véi Performance
Monitor

Tao 1 log (tu tao hoac theo lich) va sau dé xem
Reports

T a 3 tré c ngudng (threshold)
Defas L BA T HRp IEL
I|elBat dau tul template cac template role thém bai

Windows

Luu cac gia tri hién tai ctia cac chi sé trong 1 clra s6
Performance

Monitor

Tu xac dinh va cau hinh céac lua chon d{ liéu trong 1 bo
Export/import du liéu thu thap ra XML



Cac budc thuc thi gidm sat tot nhat

1. Gidm sat s6m dé tao
basehidai thdng tin hiéu nang khi hé thong dang hoat déng to6t
Ghi lai chi s6 cla server va cac chic nang trong thoi gian hé
théng ranh
2. GidsPaht thuong xuyén dé xac dinh cac su co co
thé&raady
So sanh vdi baseline va kiém tra do sai
3. CAABiét 1am thé nao dé gidm sat va hiéu dugc chi
sO hiéu
nang trudc khi cé su co
Thiét [ap céc bo thu thap dir liéu
Xay dung cac ky nang dé hi€u cac chi sé hiéu nang
4. Thu thap moét cach hop ly

Khong nén thu thap qua nhiéu théng tin o
qu\ggtgﬁgh@m%ndam cho khé phan biét dugc véi cac su



Active Directory Best Practices Analyzer

Cbng cu mdi trong Windows Server 2008 R2
giup nguadi quan tri phat hién cac vi pham cac
thuc thi tot nhat va giup trién khai cac thuc thi
tot nhat
cho:

AD DS

AD CS

DNS Server

Terminal
Services



NTDSULI

Quan tri va diéu khién cac hoat dong single

THAEE®ién duy tri CSDL AD
DS

Thuc hién chéng phan manh
cfiligé€n cac file
La PR FEFHErA%In
COXBeabdr gidng cap Domain controller trong khi chua két
noi voi
pPatU9P'Mat khau cua Directory Services Restore
Mosgdsrm



Active Directory Domain Services co6 kha nang khai
déng lai

Tinh nang md&i trong Windows Server 2008
AD DS c6 thé duoc khadi dong va dung lai
bang viéc
s dung Services console
AD DS c6 thé cé 3 trang thai:

AD DS Stareed

Directory Services Restore Mode
séRABNg thé thuc hién khoi phuc trang thai
hé
théng trong khi AD DS dang & trang thai
Stopped



Thuc hién duy tri CSDL

Thu gom

“ra&@t: loai bé cdc muc da bi xéa khi dd 1du ma khéng can
CHERGNShan manh

(DQrﬁhagql'efagh&h@nc)n (la 1 phan cda viéc thu gom rac):
Lay lal

cac khéng gian khéng st dung
Offline defragmentation (thu céng): Giai phéng cac khdng
giagy dung NTDSUtil

khq_riﬁh%}j BHQQtH@rcgmghlﬁz'ﬁth.'&Wé §9DYEM hoac dimg
AD DS



Active Directory Snapshots

Tao 1 snapshot cho Active

D | Esing

Gan (Mount) snapshot vao 1 port duy
Nh&TDSUtI

Hién thi

sn&jyhlrdick vao di€ém root clia Active Directory Users
and

Computers va chon Connect to Domain Controller

XeMp&FyBRR):Port

sn&p&iyahé khdi phuc dir liéu truc tiép tur
Kh1PBHE gt

liéNhap liéu thi cong hodc

Khoi phuc 1 ban sao luu tir cung ngay cua
snapshot



Khoi phuc doi tugng da bi xda
Khi 1 déi tuong b

XO®&oai bd hdu hét cac thudc tinh ngoai trir

SID, objectGUID, lastKnownParent,
sAMAccountName

Bafi LRYRERRSISH Rlede GerRs 8 %RYa
Khi

Chic nang Domain la Windows Server 2003 hoac

DEMBIPhy cac dbi tuong bi
é)pl tuong bi xba chua bi thu don
LDPIday doi isDeleted

Cung cap tén duy nhat (DN)

Phuc hoi tat ca cac thuoc tinh
khac



X06a va khoi phuc doi tugng tu Active Directory

Cac doi tugng bi xdéa duoc khoéi phuc lai thong qua
nuc hoi trang thai

P
Khi doi tugng bi x6a, hau hét cac thuoc tinh bi xda
Tham quyén khdi phuc doi hdi tam ngung AD DS




Active Directory Recycle Bin la gi?

Tinh nang méi cua Windows Server 2008 R2
Active

Directory

Cung cap 1 cach dé khoi phuc cac doéi tugng bi
khdéa ma

khong can ngung AD DS

Dung tién ich LDP.exe hoac Windows Power Shell
VOi

Active Directory Module



Cac yéu cau cla Active Directory Recycle Bin

Tinh nang nay mac dinh bj tat; né phai dugc kich
hoat

thu cbng

Cap do6 chlc nang Forest phai la Windows Server
2008

R2

Ad prsuie/AD EpEbRERPaN e/ GeuntiynNPrep c6 thé la can
thiRaeNtuRe N le@itional Features,CN=Directory

Ki rvice,g =Windpows .
| ,Eﬂ@. &g, g@oﬁhburation, DC=contoso,DC=com’
-Scope

ForestOrConfigurationSet -Target ‘contoso.com’



Cac cong cu sao luu va khoi phuc

Windows Server Backup snap-in (s& dung
cuc bo
ho&aotiuuxt@an toan 1 server (tat ca cac phan)
Sao luu cac phan duogc lua chon
Sao luu céac file nhat dinh (Windows Server 2008 R2 only)

Sao luu trang thdi hé thong (bao gobm tat cé cac phan
thiét yéu)

wbmm £9g,Phén, thu muc, file, hoac trang thai hg

Thuc hién sao luu thu cdng hoac tu
déng
Satdtapevao CD/DVD/HDD

DuUng 1 HDD da dugc xac dinh dé sao luu: Khuyén céo
hodac bat
bubc



Gidi thiéu vé sao luu AD DS and Domain Controller

Ban phai sao luu tat ca cac phan thiét

yéaystem volume: Phan chua céac file boot
Boot volume: Phan chua hé diéu hanh va registry cda Windows
Phan luu trlr SYSVOL, CSDL AD DS (NTDS.dit), logs
Khong luu cac dir liéu khac trén phan nay vi nd sé lam tang thoi
gian sao

Wil SNV SERYEr Backup

(wbadmin.exe)



Cac cong cu khac dé sao luu va khoéi phuc

Active Directory Snapshots
Windows PowerShell cmdlets

Windows Recovery

E N ihitd adnmeewindows Server 2008 tir DVD va lua chon System
Recovery
Options
Cai dat may cuc bd nhu 1 lua chon khai dong
H{ru dung cho khoi phuc toan b hé thong



Cac lua chon khoéi phuc Active Directory

Khoi phuc khéng tham quyén (thdong

thkitm ghuc domain controller vé trang thai tét dugc biét trudc day cua
Active
Directory

Domain controller sé dwoc cap nhéat bang viéc dung ban sao luu
Krobbphwrea tham
0 RABFhERRIBAin controller vé trang thai tot dugc biét trudc day
cla Active
Divé@abodgu” cac doi tuong ma ban mudn cé thdm quyén
Windows thiét |ap gia tri phién ban rat cao
Domain controller dugc cap nhat tur cac cap nhat cua né
Domain controller g&ti thdm quyén cap nhéat cho cac doi tac

KHSF BAuc toan bd

Sélth@hg duoc thuc hién trong Windows Recovery
KHEYPHIEW tri thay

thé



Khéi phuc khong tham quyén

Khéi dong domain controller trong
DSRIMENSG: Nhan F8 trong qué trinh khdi
déng

TU xa&s shthh erenadiegdeskieRg DSRM: bededit /set safeboot
dsarepair
pang" &R kISRt Administrator va mat khau
DSRM
Thounb idindolve iSerinerd &dkam @y thdimm. exey @& 1khoi phuc
Kho? &6ng

|ai Bat ché do khaoi dong lai thdng thuong: bededit /deletevalue
safeboot
dsarepair

DoAY b RENEIPYS F @Hép tat ca thay d6i tir ngay
sao luu
tu cadc doi tac cia nd




Khoi phuc cé tham quyén

Khai dong lai domain controller & ché do DSRM
Dang nhéap bang tai khodn Administrator va mat
khau
DSRM
Thuc hién khoi phuc khéng tham quyén

DUng Windows Server Backup (wbadmin.exe) dé khoi phuc AD DS
Panh dau cac doi tuong c6 tham quyén

restore [object|subtree] “objectDN"

Céac thay d6i thdm quyén cé phién ban cao hon doi tac cia né

Khéi dong lai
Khoéi phuc domain controller sao chép cac thay doi
tu ngay

Sa%é&r&bl tac kéo cac thay doi tham qu y“Ag tu domaA\in cor)t_rolller
Caaudokigic thay cac thay doi tham quyén véi cac
phREHC

ban cao hon



Tong két bai hoc

Cac khai niém vé hiéu nang, nghén

Cac cbng cu giam sat: Task Manager, Event
Viewer...

Cac budc thuc thi gidm sat hé thong

Cong cu Active Directory Best Practices Analyzer
Cac file cua CSDL AD va duy tri CSDL

Cac ban sao (snapshot) cua AD

Khéi phuc doi tugng bi xdéa va tinh nang Active
Directory

Recycle Bin

Cac cbng cu sao luu va khéi phuc va ing dung
vao AD
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